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Pasznen 1. Opranu3anuoHHO-MeTOANYECKHI pa3ae
1.1. llean ocBOeHHUSI AMCIUILIMHBI

Hucuunnuna «HWHpopmManuoHHasi 0e30MaCHOCTH» BXOJAUT B  4acTh, (opmMupyeMyio
YYACTHUKAMHU 00pa30BaTeJbHbIX OTHOLIEHHUI 110 HanpasieHUto noaArotoBku «09.03.03 Ipukiaagnas
uHopMaTuka», HanpaBjeHHOCTh (nmpopmib) «MeHeT:KMEHT B 00JacTH HH(OPMALMOHHBIX
TeXHOJIOTUH.

Llenbto aucuMIuMHbL siBisieTcs GopmupoBanne kommerenuuii (6 coomgeemcmeuu ¢ @IOC BO u
mpebo8aHUuAMU K pe3ylIbmamam 0C80eHUsl OCHOBHOU NPpOGecCUuoHAIbHOU 00paA308amenbHOl NPOSPAMMbL
suicueco oopazosanus (OIIOIT BO)):

OIIK-3 Cnoco0eH pemiath CTaHAAPTHBIE 32124 NPO¢ecCHOHAIBLHOM 1eATeJIbHOCTH HA OCHOBE
HH(pOpManMOHHOW 1 OubIHOrpaduUecKoil KyJbTypbl ¢ IPpUMeHeHneM HHGOPMAaIHOHHO-
KOMMYHHUKAIMOHHBIX TEXHOJIOTHUI M C y4€TOM OCHOBHBIX TPeOOBaHMl HHPOPMALIMOHHOM

0€30MacHOCTH;

Jeckpunropbl o0menpodeccuoHaIbHBIX KOMIIETEHIHI:

OIIK-3.1 Cnoco0eH pemiath 3a/1a4M, CBsi3aHHbIE ¢ o0ecneyeHueM HHGOPMALMOHHOI 0e30I1acHOCTH
OIIK-3.2 Cnoco0eH pemiaTh CTAHAAPTHBIE 3212494 MPO(eCCHOHAIBHOI 1eATeJIbHOCTH HA OCHOBE
HH(POPMAIIMOHHOI 1 OUbIHOrpaduyecKoil KYJIbTYPbI C HCIIOJIb30BAHHEM CeTEBbIX TEXHOJIOTHA
[lepeuncnennble KOMIETEHIIMH (POPMUPYIOTCS B IPOLECCEe TOCTUKEHNS HHAMKATOPOB KOMIIeTeHIMIi:

O0001meHHas TPyAOBas
¢pynkums/ tpynoBasi pyHKumus

Kox v HanmenoBanue
JAeCKpUNTOpa
KOMIIeTeHIH i

Koa u HauMeHOBaHMe MHAMKATOPA
JOCTHKEeHHsI KOMIeTeHui (13
I1C)

IC 06.012 Memnenxep
NMPOAYKTOB B ods1acTu
HH(OPMANMOHHBIX TEXHOJIOTHii
C VYmnpasiaenne cepueii HT-
NPOAYKTOB W TIPyHnmoil HMXx
MEeHeIKepoB

C/01.6 3aka3 TeXHOIOTHYECKUX
uccnenoanuil s cepun UT-pon
Y aHAJIU3 UX Pe3yJIbTaTOB

C/09.6 Pa3paboTka mpeaoKeHui 1
MPUOOPETEHUIO U MPOIaxKe
TEXHOJIOTHYECKUX, MPOTYKTOBBIX U
MPOYMX UHTEIUIEKTYaIbHbIX
AKTUBOB M OpraHU3alUi

OIIK-3.1 Cnocooen
pewiaThb 3aj1a4M,
CBSI3aHHBIE C
obecrneyeHHuEM
HHopMaLOHHOI
0e3omacHocTH

OIIK-3.2 Cnocoben
pemaTh CTaHAApTHBIE
3ajaum
npogdeccuoHaIbLHOM
AeATeJIbHOCTH HA OCHOBE
UHGpOpMALMOHHO U
ondanorpadguyeckoi
KYJbTYPBI €
HCII0JIb30BAHMEM CETEBbIX
TEXHOJIOT Uil

3naem:

HJI-1 OIIK- 3.1 OcHOBEHI 3alIUThI
MHTEJUIEKTYaIbHOH COOCTBEHHOCTH
C/09.6

N-2 OIIK- 3. 2 CoBpemeHHbII
OTEYECTBEHHBIN U 3apyOeKHBIN
OTBIT B MPO(ECCHOHATBHON
nestensHoct C/05.6

Ymeem:

N/I-3 OIIK- 3.1 IIpoBOANUTH OLEHKY
IEHHOCTH TexHoaorui, UT-
MPOJIYKTOB U OpraHU3aINil KaKk
MOTEHIIUATBHBIX aKTHBOB JIJIS
npruoOpeTeH s ¢ LeNbI0 Pa3BUTHUS
cepun UT-npoxykros C/09.6

NJ1-4 OIIK- 3. 2 [InanupoBath
yIPaBJIATh NpOrpaMMaMi MPOEKTOB
C/07.6

Hmeem nasvixu u (unu) onvim.
NJI-5 OIIK- 3.1 UccnenoBanue
CYLIECTBYIOIMX HA PHIHKE
texHousoruii, UT-ponykros u
OpraHM3aIMi Kak NOTEHIUAIbHbIX
aKTUBOB Il IPUOOPETEHHS C IIEIBI0
pa3Butus cepun UT-npoaykros
C/09.6

N/I-6 OIIK- 3.2 KonTpoas

3¢ (HEeKTUBHOCTH TPUMEHEHUS
aKTUBOB OpPraHU3AIMH B OTHOLIECHUH
cepuu UT-nponykros C/09.6




1.2. Mecto qucuunjinnsl B crpykrype OIIOIT BO
HanpasJieHus NoaAroroBku «09.03.03 Ipukaagnasa nHGOPMATHKA», HANIPABJEHHOCTD (IPOoQUIIb)
«MeHeq:KMEHT B 00,1aCTH HH(POPMAIMOHHBIX TEXHOJIOT U

IIpeamecTByonme TUCIUNINHBI
(1M CUMILTUHBI, H3y4YaeMble NapaJieIbHO)

z

Iocaenyromme TUCHUTIITHHBI

2 3

BBeneHue B HanpaBiieHUE TOATOTOBKU BKP

WNudopmaruka

[TpaBoBbIE OCHOBBI MPUKIAIHON HHPOPMATUKI

WMHudopMannoHHbIE CHCTEMBI U TEXHOJIOTUU

HudopmalinoHHbIE TEXHOJIOTUHU B
MEHEKMEHTE

ba3rl naHHbBIX

BreraucnutenabHbie CHUCTEMBI, CCTH U
TCIICKOMMYHHUKAIUN

[TpoeKTHBII NPaKTUKYM

O N | O | ARWN|FL(F

[IpoexTupoBanue BeO-caiiToB

Ilocnedosamenvhocms popmuposanus KOMnemeHyuti 6 YKA3aHHbIX OUCYURIUHAX MOdcem Oblmb
UBMEHEHA 8 3ABUCUMOCTU OM POPMbL U CPOKA 0DYUeHUs, a MAaKdice NPenooasanusi ¢ UCNOIb308aHUEM
OUCMAHYUOHHBLX MEXHON02UU 00)YeHUsL.

1.3. HopmaTuBHasi JOKYMeHTAUSs

Pabouas nporpamma yueOHON AUCHHUIIIMHBI COCTABIEHA HA OCHOBE:!
- @enepa’dbHOrO TOCYAAPCTBEHHOIO0 00pa30BaTENbHOTO CTaHAapTa BBICHIETO OOpa30BaHUS 110
HarpasieHuto noAarotosku 09.03.03 Mpukaaauas undpopmaTuka;
- yuyeOHoro IutaHa  HampasieHus  noarotoku  09.03.03  Ilpuxiaaanass  uHQopMaTHKa,
HanpaBJIeHHOCTH (Mpoduib) «MeHeIKMeHT B 00/1acTH HH(OPMALMOHHBIX TexHoJdorui» 2026 rona
Ha0opa;
- o0pa3sia paboueii mporpammsl yaeOHOU auctutumHbl (prka3 Ne 113-O ot 01.09.2021 r.).




Pasznea 2. Temaruuyeckuii IJIaH

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

TpyroemkocThb
Kox unagukaropa
AyauTopHbIe U JIECKPUIITOPA
No Tema AU CHMIIMHBI 3aHATHA CPO JTOCTUKEHH S
Bcero N
KOMIIeTeHIIU
i1 113 (JI3, |IIpak.
C3) |Iloar.
1 2 3 5 6 7 8
| | Do e ; ;| momess
) NJ-2 OIIK- 3. 2
COCTaBJISIIONIHE.

9 VYrpo3sl nHGOpMAITMOHHOM 5 5 Na-3 OIIK- 3.1
6e3onacHocTH. VX kinaccudukanus NJ1-4 OIIK- 3. 2
3aKOoHOJATENbHBIM YPOBEHb

3 nH(pOpMaIMOHHOM 0€30MMacCHOCTH: 14 4 4 10 Na-5 OIIK- 3.1
0030p POCCHIICKOTO U 3apyOEKHOTO NJ-6 OIIK- 3. 2
3aKOHOJATENHCTBA

4 AJIMUHUCTPATUBHBIA YPOBEHD. 5 5 NA-3 OIIK- 3.1
[TonuTrka 6€301MacHOCTH NJ1-6 OIIK- 3. 2

5 Opranuzanus pa3HOYpOBHEBOIO 12 4 4 8 Na-3 OIIK- 3.1
J0CTyIa B UHOOPMAIIMOHHYIO CUCTEMY NJI-4 OIIK- 3. 2
OcHOBHBIE TPOTPAMMHO-TEXHHUECKHE

6 | Mepsl. 3ammTa HHGOPMALMH C 14 8 8 6 gﬁl—'g ggllé' 32
MIOMOIIBIO ApOJIst

7 3ammTa OT HECAaHKITMOHUPOBAHHOTO 10 4 4 5 NJI-3 OIIK- 3.1
JIOCTYTIA U CETEBBIX XAKEPCKUX aTaK NJ-6 OIIK- 3. 2
CoBpeMeHHbBIE aHTUBUPYCHBIE
MpPOrpaMMBI. 3amuTa OT

8 | mHpOpMAMOHHBIX HH(EKINH. 16 8 8 8 VL5 OTIK- 3.1

NJ-6 OIIK- 3. 2
Knaccudukanus KOMIObIOTEPHBIX
BHPYCOB
9 OCHOBBI TEXHOJIOTUHU MTOCTPOEHUS 18 8 8 10 NJ-5 OIIK- 3.1
samuieHHbx OC NJ-3 OIIK- 3.1
Bua npoMexyTo4HOM aTTeCTALMU 36
(3x3amen)
Hroro 108 36 36 72
3aounas ¢popma o0yuenus (IMOJHBI CPOK, yCKOpeHHOe 00y4yenne Ha 6aze CI1O)
TpyroeMkocTh
AyAUTOpPHBIE 3aHATHS Konx nnaukaropa
Ne Tema qMcUMIIHHBI Beero 113 (J13, | Mpax. CP | u peckpunrTopa
JI Q) AOCTHKEHU S
C3) |[Iloar. N
KOMIIETeHIIUI
1 2 3 4 5 6 7 8
[TousiTHe MH(pOPMAITMOHHON
1 oe3omacHocTH. OCHOBHBIC 14 14 NJI-1 OIIK- 3.1
cocTaBisonye. BaxHocTb N/1-2 OIIK- 3. 2
POOIIEMBI




2 Yrpo3b1 uHPOPMAITHOHHOM 14 14 Na-3 OIIK- 3.1
6e3omacHocTH. VX kimaccudukanms NJ1-4 OIIK- 3. 2
3aKOHOIaTeNbHBIN YPOBEHb

3 UH(OPMAIIMOHHON 0E30MaCHOCTH: 16 9 9 14 NJ-5 OIIK- 3.1
0030p POCCHIICKOTO U 3apy0eKHOTO NJ1-6 OIIK- 3. 2
3aKOHOJATEILCTBA

4 AJIMUHHCTPAaTUBHBIA YPOBEHb. 14 14 N1-3 OIIK- 3.1
[TonuTrka 6€3011aCHOCTH NJI-6 OIIK- 3. 2

;| e penesponerers| o | 2 | s | msomess

NJ1-4 OIIK- 3. 2
CUCTEMY
OcHOBHBIE IPOTPaMMHO-

6 | TexHUYECKHE MEpPBI. 3alIuTa 17 2 2 15 II//IIE-S 81%1{(: 33]é
WH(OPMAIIUHU C TTOMOIIBIO MTAPOJIS

7 3amuTa OT HECAaHKIIMOHUPOBAHHOTO 12 12 nJ1-3 OIIK- 3.1
JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK NJ-6 OIIK- 3. 2
CoBpeMeHHbIE AHTUBUPYCHbBIE
IpOrpaMMel. 3aluTa OT

8 | nHpOpMAaIIMOHHBIX HH(EKIIHA. 14 2 2 12 UJL-5 OIIK- 3.1

NJ-6 OIIK- 3. 2
Knaccugukanus KOMIbIOTEPHBIX
BUPYCOB
9 OCHOBBI TEXHOJIOTMH [TOCTPOCHUS 16 2 2 14 NJ-5 OIIK- 3.1
samuieHHsIx OC HJI-3 OIIK- 3.1
Bua mpome:KyTOYHOI aTTeCTAIINA 9
(3x3amen)
Hroro 144 10 10 | 125

3aouHasi popma 00yuyeHus (yckopeHHoe o0yuenue Ha 6a3e BO, motHoe yckopeHHOe 00yueHue)

TpyroemMkocThb
AyAUTOpHBbIE 3aHATHS Kon
HHIMKATOPA H
Ne Tema ueunmmHb! Bcero I 3 (JI3, |I[Ipak.| CPO necxpunTI())pa
C3) |IHoar. JOCTUKEHMSI
KOMIIeTeHIM I
1 2 3 4 5 6 7 8
[TonsiTue nudopmaoHHON V-1 OTIK- 3.1
1 |GezomacHocTu. OCHOBHBIE 14 14
NJ-2 OIIK- 3. 2
cocrapisitonie. BaxxHocTs npoOiaemsl
2 VYrpo3sl nHDOpMAITHOHHON 14 14 Na-3 OIIK- 3.1
6e3omacHoctu. Mx knaccupukanms NJI-4 OIIK- 3. 2
3aKOHO/IaTeNIbHBIN YPOBEHb
3 nH(OPMAIIMOHHON OE30MMaCHOCTH: 16 5 9 14 Na-5 OIIK- 3.1
0030p POCCHUICKOTO U 3apy0eKHOTO NJ-6 OIIK- 3. 2
3aKOHOJATEIHCTBA
4 AJMUHUCTPATUBHBIA YPOBEHD. 14 14 Na-3 OIIK- 3.1
[TonuTrka 6€301acCHOCTH NJ1-6 OIIK- 3. 2
5 Opranu3anys pa3HOYPOBHEBOTO 18 5 9 16 Na-3 OIIK- 3.1
JI0CTyMa B UH()OPMAIIMOHHYIO CUCTEMY NJI-4 OIIK- 3. 2
OCHOBHBIE TIPOTPAMMHO-TEXHUIECKHE VL5 OITK- 3.1
6 |mepsl. 3amuTa HH(pOPMAIHH C 17 2 2 15 I/IJ%LI-G OINK- 3. 2
TTOMOUIBIO APOJIs
7 3amuTa OT HECAaHKIIMOHUPOBAHHOIO 14 14 NA-3 OIIK- 3.1
JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK NJ1-6 OIIK- 3. 2




CoBpeMeHHbIC aHTUBUPYCHBIC
MPOrpamMMBbl. 3alluTa OT
MH(POPMALMOHHBIX HH(EKINH.
Knaccudukanus KOMIbIOTEPHBIX
BHPYCOB

14

12

WJI-5 OTIK- 3.1
WJ1-6 OITK- 3. 2

9

OCHOBBI TEXHOJIOTUHU MTOCTPOCHUS
samumeHasx OC

16

14

WJI-5 OIIK- 3.1
WJ1-3 OTIK- 3.1

Buja npoMexyToYHOM aTTecTAlMU
(ax3amen)

Hroro

144

127




Paznen 3. Conep:xkanue TMCHUNIHHBI
3.1. Conepxanue TMCUUILIHHBI

Tema 1. llonsasTne mHpopmauuoHHoil Oe3onacHocTH. OCHOBHBIE cocTaBjasomme. BaxHocTb
npooJeMbl

Opranmzanus UT-uHGpacTpykTypel W  yhopaBieHHEe HH(POPMAIMOHHOW  0€30MaCHOCTHIO.
HNudopmanmonnasi 6e30MacHOCTh — 3allUTa HHTEPECOB CYOBEKTOB HMH(POPMAIIMOHHBIX OTHOLICHHIA.
Joktpuna uHpopManmonHoi 6e3omacHoctu P®D. J[oCTYMHOCTH, 1EIOCTHOCTh U KOH(DUICHINAIBLHOCTD
unpopmanuu. [lpenmer u o6bexkT 3amuthl. MHpOpManmonHas 06€30MaCHOCTh OJAMH U3 BaKHEUIIUX
aCIEKTOB MHTErPajJIbHON OE30I1aCHOCTH.

Tema 2. Yrpo3sl unopmanuonHoii 6e3onacHoctu. Ux knaccudpuramus

HNudpopmanmonHas 6e30MacHOCTb, KaK YacTh HKCIUIyaTalid COBPEMEHHBIX HH()OPMAIIMOHHBIX
cucteM. Yrpos3a. ¥Yrpo3a wuHpopManuoHHOW OezomacHocTu. YTeuka wuH(popmanun. Hambonee
pacupoCTpaHEHHbIE Yrpo3bl JTOCTYNHOCTH. Ilpumepsl yrpo3 goctynHOCTH. (OCHOBHBIE  YIPO3bl
nenoctHocTd. OCHOBHBIE Yrpo3bl KoH(puIeHnuanbHOCTH. Kiaccudukanus yrpo3 MO OCHOBHBIM
MIPU3HAKaAM.

Tema 3. 3akoHoaaTe/IbHBII YPOBeHb HHGOPMALMOHHOIT 0€30MaCHOCTH: 0030p POCCUIICKOr0 U
3apy0e;KHOr0 3aKOHOIATEIbCTBA

BaxxHocTh 3akoHOAATENbHOTO YpOBHS HH(MOpManuoHHOW Oe3omacHocTd. OO030p POCCHUHCKOTO
3aKOHOJATENCTBA B 00Onacth  MHGpOpMAMOHHONH Oe3omacHocTH. 3akoH «O0 wuHopMmanuwy,
UH(GOPMALIMOHHBIX TEXHOJOTHSAX W 3ammre uHbopmauuu». Jlpyrue 3aKoHbl U HOPMATHBHBIC aKTHI
denepanbHON CITYKOBI SKCTIEPTHOTO U TEXHUYECKOTO KOHTPOJIs (roctexkomuccun). O030p 3apyOeKHOTO
3aKOHOJATENHCTBA B 001MacTH MHGOpMAMOHHON Oe3omacHOCTH. O TEKyIIeM COCTOSHHUHU POCCHUHUCKOIO
3aKOHOJATENLCTBA B 001acTH HH(MOPMAIIMOHHON 0€30ITaCHOCTH.

Tema 4. AxMuHMCTPATUBHBIN ypoBeHb. [losmTuka 0e30nacHocTH
VYnpasinenne uHpopMannoHHON  Oe3zomacHocThio. [lomuthka Oe3omacHoctu. Ilporpamma
6e3omacHocTH. CUHXpOHU3aLUs TPOrpaMMbl 0€30IaCHOCTH C KU3HEHHBIM LIUKJIOM.

Tema 5. Opranusanusi pa3HOYPpOBHEBOI'0 1I0CTYNIa B HH(POPMALMOHHYIO CHCTEMY
Tumns! nonuTHk O6e3onacHocTu. PoneBoe ynpasieHne 10CTymnom.

Tema 6. OcHOBHBbIE NPOrPAMMHO-TeXHHYECKHe Mepbl. 3amuTa MH(pOPMAIMM C MOMOUILIO
napoJs

OcCHOBHBIE TOHSATUS TMPOTPAMMHO-TEXHUYECKOTO YpPOBHS HMH(POPMAIMOHHOW OE30MacHOCTH.
Oco0eHHOCTH COBPEMEHHBIX WH(DOPMAIMOHHBIX CHCTEM, CYIIECTBEHHBIE C TOUKH 3pPEHHS 0€30MacCHOCTH.
ApxurektypHass Oe3zonacHocTh. Wpentudukanms u ayrentuduxarms. [laponpHas ayTeHTHU(UKAIIHS.
Onnopazossie maposu. Unentudukaims / ayreHTUDUKAIUS C TTOMOIIBI0 ONOMETPUYECKUX TaHHBIX.

Tema 7. 3a11uTa 0T HECAHKLIIMOHHPOBAHHOIO I0CTYIA U CeTEBbIX XaKePCKHUX aTaK
[TpoTuBOAEHCTBHE HECAHKLIMOHUPOBAHHOMY JTocTymy. CriocoObl HECAaHKIIMOHUPOBAHHOTO JOCTYTIA.
MeTtonbl u cpenicTBa 60pHOBI C HECAHKIIMOHUPOBAHHBIM JTOCTYIIOM.

Tema 8. CoBpeMeHHBbIe AHTHBHPYCHBbIE MNPOrpaMmbl. 3amuTa OT HHEQOPMAIMOHHBIX
uHpexuuii. Knaccupukanus KOMnbOTEPHBIX BHPYCOB

[TporpaMMmbl 0OHapyXeHUS U 3alIUThI OT BUPYCOB. IIporpammel-nokTopa. IIporpaMMbl-aeTeKTOpHI.
[IporpammbI-moHuTOpEl U ap. O030p aHTUBUPYCHOTO MporpamMmHoro otecrneuenus. MHdopmarmonHas
uHpekuus. Bupyc. Pesugentneie Bupychl. [lonmumopdusm. TposHckue koHH. CeTeBble YEpBH.
Knaccudukanus KOMIbIOTEPHBIX BUPYCOB.



Tema 9. OcHOBBI TEXHOJIOTMHU NOCTPOEeHM 3ammieHHbIX OC

[Toaxonsr k obecrieuenuto 6ezomacHoctu OC. 3amaum pazpaborku 3ammmeHHbx OC. [Ipobiema
BHeApeHus moaenu 6e3onacHoctu B OC. Kputnka BHenpenust moneneid. [loctaHoBka 3a1a4i BHEIPEHUS
moaenu 6e3onacHocty B OC. Pemenne npo6ieMbl BHeApeHus Moaenei 6ezonacHoct B OC.

3.2. ConepxxaHue NPAKTHYECKOT0 0J10KA M CHMILIUHbBI

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

No TeMa NpakTU4eCKOro (CeMHUHAPCKOT0, MPAKTHYECKOI0) 3aHATUSA
B B mom uucne 6 ghopme npaxmuueckoii noocomosxu

1 2

3akoHoAaTeJbHBIN YPOBeHb HHPOPMALMOHHOMH 0€30MACHOCTH: 0030P POCCHUIICKOT0 U 3apy0esKHOro
3aKOHOIATEIbCTBA

I13 1 ‘ N3yuenne HOpMaTUBHO — TPaBOBO 0a3bl B 001aCTH MHGOPMAIIMOHHON 0€301TaCHOCTH
Opranu3anusi pa3HOypPOBHEBOI0 10CTYNa B HHPOPMAIMOHHYIO CHCTEMY

1132 ‘ AMuHUCTpUpOoBaHue 0a3 JaHHBIX U MPOEKTOB ACCESS
OcHOBHbBIE MPOrPAMMHO-TeXHUYeCKHe Mepbl. 3ammTa HHGopMauy ¢ TOMOIIbLIO NAPOJIs

113 3 Coznianue pe3epBHBIX Konuil Gaiinos (st 0a3 JaHHBIX U MPOEKTOB Access)

113 4 3amuTa HHPOPMAIIMH C TTOMOIIBIO TTAPOJIs
3ammTa 0T HECAHKIIMOHMPOBAHHOIO /IOCTYNA M CETEBBIX XaKEPCKUX aTaK

113 5 \ 3almuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYNA U CETEBBIX XaKEPCKUX aTak

CoBpeMeHHbIE AHTHBHPYCHBIE IPOrpaMMbl. 3a1IUTa OT HH(POPMALMOHHBIX HH(EKIHIA.
Kiaaccugukanusi KOMNbIOTEPHbIX BUPYCOB

36 3ammTa CbeMHBIX YCTPOMCTB C MOMOIIBIO COBPEMEHHOTO aHTUBUPYCHOTO IMPOTPaMMHOTO
obecrnieyeHus
113 7 HacTpolika aHTUBUPYCHON CUCTEMBI OE30IIACHOCTH
OCHOBBI TEXHOJIOTHH NOCTPOeHHs 3amumeHHbIx OC
I13 8 OCHOBHBIE IPU3HAKK NPUCYTCTBHSI HA KOMITBIOTEPE BPEJOHOCHBIX IPOTpaMM
113 9 OO6mme TpeboBaHUs K TOCTPOCHUIO CHCTEMBI 0€30MaCHOCTH
3aouHas opma o0yueHus (MOJTHBII CPOK, yCKOpPeHHOe 00yueHue Ha 6aze CITO)
e TeMa NpaKkTHYECKOro (CEMUHAPCKOI0, MPAKTHYECKOI0) 3aHATHS

B mom uucne 6 ghopme npaxmuueckoii noocomosku

1 2

3aKkoHogaTEbHBIH YPOBEeHb HHPOPMANMOHHOI 0€301aCHOCTH: 0030p POCCHIICKOIO0 U 3apy0e:KHOI0
3aKOHOJATe/IbCTBA

I13 1 \ M3ydyeHre HopMaTUBHO — IPaBOBOil 0a3bl B 001acTH MH(OPMALIMOHHON 6€3011aCHOCTH

Oprannsanys pa3sHOYpPOBHEBOI0 J0CTYNA B HHPOPMALIMOHHYI0 CHCTEMY

1132 ‘ AJMUHUCTpUpOBaHUE 0a3 JaHHBIX U MPOEKTOB ACCESS

OcHoBHbBIE POrPAMMHO-TEXHHYECKHE Mepbl. 3a1MTa HH(POPMAIMH C IOMOIIBLIO APOJIs

113 3 \ Cozntanue pe3epBHbIX Konuil GaitsioB (11t 0a3 JTaHHBIX M TPOEKTOB Access)

CoBpeMeHHBbIC AHTHBHPYCHBIE IPOrpaMMbl. 3a1IUTa OT HH(POPMALMOHHBIX HH(EKIN.
Kuaccnpukanusi KOMIbIOTEPHBIX BUPYCOB

3 4 3amuTa Cb€MHBIX YCTPOUCTB € TIOMOIIBI0 COBPEMEHHOIO aHTUBUPYCHOTO ITPOTPAMMHOI0
o0ecrneueHus
OcHOBBI TEXHOJIOTMH NOCTPOeHM 3ammmeHHbIx OC
I135 \ OcCHOBHBIE IPU3HAKU IPUCYTCTBHS HA KOMIIBIOTEPE BPEAOHOCHBIX IPOTrPaMM




3aounas ¢popma o6yuenus (yckopeHHoe odyueHnue Ha 6aze BO, moHoe yckopeHHoe 00yueHuHe)

Ne Tema npakTH4ecKoro (CEeMHHAPCKOro, NPAKTHYECKOI0) 3aHATHSA
) B mom uucne 6 hopme npaxmuueckoii noocomosku

1 2

3akoHogaTebHBIH YPOBeHb HHPOPMALMOHHOI 0€30IaCHOCTH: 0030p POCCHIICKOI0 U 3apy0e:KHOro

3aK0HOJaTe/IbCTBA

113 1

| Mi3yuenne HOpMaTHBHO — IPaBOBOii Ga3bl B 061ACTH HHPOPMAIMOHHOI 6€30MaCHOCTH

Opranu3anys pa3HOypPOBHEBOI0 10CTYNA B HHPOPMANIMOHHYIO CHCTEMY

1132

| AJMHUHUCTpUpOBaHHE 0a3 TaHHBIX U MPOEKTOB ACCESS

OCHOBHBIE IPOTPAMMHO-TEXHUYECKHE Mepbl. 3a1uTa HHPOPMAIUN ¢ IOMOUIbI0 MAPOJIS

1133

| Co3anue pe3epBHBIX Konui (aitnoB (i 6a3 TaHHBIX U POEKTOB Access)

OCHOBBI TEXHOJIOTMH NOCTPOeHMs 3ammmeHHbIx OC

1134 | OcHOBHBIE NPU3HAKH NPUCYTCTBHS HA KOMITBIOTEPE BPEIOHOCHBIX IPOrPaMM
3.3. O6pa3oBaTejibHbIE TEXHOJIOTUH
Ounas ¢popma 00yueHus (MOJTHBIH CPOK)
Bun ®opma / MeTtoabl %
Ne Tema 3ansATHSA yueOHOro HHTEPAKTUBHOIO y4eOHOro
3aHATHA o0y4yeHus BpeMeHH
1 2 3 4 5
3aKOHOAATEIbHBIA YPOBEHD
nH(pOpPMaILMOHHON O6e30macHOCTH: 0030
1 ¢ pMatl P I13 Huckyceus 25
POCCHUICKOrO U 3apy0eKHOI0
3aKOHOJIaTeJIbCTBA
Opranu3zanys pa3HOyYpOBHEBOI'O JOCTYIIa
2 P HHA b P AOCIYT I13 JlenoBast urpa 25
B UHPOPMALIMOHHYIO CUCTEMY
OcCHOBHBIE IPOTPAMMHO-TEXHUYECKHE
3 | mepsl. 3ammTa nHOOPMAIIHH C TIOMOIIIBIO 113 Mo3roBoii mrypm 25
napoJis
CoBpeMeHHbIE AaHTUBUPYCHBIE
IporpaMMsl. 3aluTa ot
4 | nHpOpPMaLIMOHHBIX UHPEKIUH. I13 Kondepenuus 25
Knaccugukaius KOMIBIOTEPHBIX
BHPYCOB
OCHOBBI TEXHOJIOTUH TTOCTPOEHUS
5 p I13 Huckyccus 25
sanueHusx OC
Hroro 25%
3aounas ¢popma o0yuenus (MOJHBIH CPOK, yCKOpeHHOe 00y4yenne Ha 6aze CI10O)
Bun ®opma / MeTtoasbl %
Ne Tema 3ansiTHSA y4eOHOro UHTEPAKTUBHOI'O yueOHOro
3aHATHA o0y4yeHus BpeMeHH
1 2 3 4 5
OCHOBHBIE TIPOTPAMMHO-TEXHUIECKHE
1 | mepsl. 3amura nHGOPMAIIUU C TIOMOIIIBIO 113 Mo3roBoii mrypm 25
aposIst
CoBpeMeHHbIC AaHTUBUPYCHBIE
2 p Py 113 Kondepenmus 25
MPOTPaMMBI. 3allUTA OT

10




UH(POPMALMOHHBIX MH(EKINH.
Knaccudukarust KoMIploTepHBIX
BUPYCOB

OCHOBBI TEXHOJIOTHU MMOCTPOCHUA

sammieHssx OC 113 Huckyccuns 25

HToro 25%

3aouHan ¢popma o0yuenus (ycKopeHHoe o0yueHue Ha 6a3ze BO, mosiHoe yckopeHHOe 00yueHue)

Buna ®opma / Metoasbl %
Tema 3ansaTHSA y4eOHOoro HHTEPAKTUBHOIO y4eO0HOoro
3aHATHSA 00y4eHmust BpeMEeHH
2 3 4 5
OCHOBHBIE TIPOTPAMMHO-TEXHUYECKHE
MepBbl. 3ammTa HHHOPMAILUN C TIOMOIIBIO 113 Mo3roBoii mrypm 25
napoJis
OCHOBBI TEXHOJIOTHH ITOCTPOCHHUS m Tlcxyccus o5
samumeHHsIx OC
Hroro 25%

1




Pa3nes 4. Opranusanus caMoOCTOSATEJIbHOI Pa00ThI 00y4AIOIINXCH

4.1. Opranusanus CaMOCTOSATEJIbHOM PadoThl 00y4YalOIMXCS

Ne pexomennyemoi

Ne Tema qTUCUMIIMHBI Ne ponipocos
JIMTEPATypPhbl
1 2 3 4
1 [Tonsarue nndopmanmonHoi 6e3onacnoctu. OCHOBHBIE 123 36 7
cocTaBistone. BaxHOCTh TPOOIeMBI " T
5 Yrpo3sl nuHpopManoHHON Oe30macHoCTH. X 23 1,234
KJIacCU(pUKAIIHS
3aKoHOIATENbHBIN YPOBEHb HH()OPMAITHOHHON
3 | 6e3omacHOCTH: 0030p POCCUICKOTO U 3apy0eKHOTO 45,6,7,8,9,10 2,3, 4
3aKOHOJATEIbCTBA
4 | AIMUHUCTPAaTHBHBIA YpOBeHb. [lomuTHKa 0€301MacHOCTH 11,12,17,18,19 1,3,4
5 Opranuzanys pa3HOYpPOBHEBOTO JOCTYIA B 2021 134
MH(POPMALIMOHHYIO CUCTEMY
6 OcHOBHBIE IPOTPAMMHO-TEXHUUYECKHE MEPBI. 3alluTa 13.14 3.6,7
MH(pOpMalMU C TOMOIIBIO APOJIs
7 3amura OT HECAaHKLIMOHUPOBAHHOI'O JIOCTYIIA U CETEBBIX 17.18,19.20 21 3.6,7
XaKePCKUX aTaK
CoBpeMeHHbIE aHTUBUPYCHBIE IPOrPaMMBbI. 3allUTa OT
8 | madopmarmonnbix nHMeknmid. Kiaccudukarus 15,16,19,22 3,6,7
KOMIIbIOTEPHBIX BUPYCOB
9 | OCHOBBI TEXHOJIOTHH MTOCTPOCHHUS 3amunieHHbIX OC 17,18,19,20,21 3,6,7
IlepeuyeHb BONPOCOB, BBIHOCHMBIX HA CAMOCTOSITEILHYIO PaGoTy 00y4aroIIMXCcst
1. Tloaxomabl K U3y4eHUIO HHPOPMALMOHHOM 6€30MaCHOCTH
2. MonenupoBanue nHGOPMAITMOHHON 0€301TacCHOCTH
3. IIpuuuHbl, BUIBI U KaHAJbI YyTEUYKH HH(OpMAIUU
4. 3axoH «O0 uH(popmanny, THPOPMAITMOHHBIX TEXHOJIOTHSX U 3aIIUTE HH(POPMALTUN.
5. 3apyOexHOe 3aKOHOJIaTeNILCTBO B 00JIaCTH HH(OPMALIMOHHOHN 0€30MacHOCTH.
6. Poxb cranmapToB HHGOPMAITMOHHON 0€301TaCHOCTH.
7. Crangaptsl ISO 17799 u ISO/IEC 15408 «Kputepuu oreHku 0e30macHOCTH HMH(OPMALMOHHBIX

TEXHOJIOTUI).
OyHKIMOHATBHBIE TpeOoBaHus. TpeboBanus T0BepUs O€30MaCHOCTH.

8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

I"'apMoHM3UpOBaHHBIE KpUTEPUU EBpPONENCKUX CTpaH.

Crierudukanuu B o6acTi HHOPMALIMOHHOM 0€301MacHOCTH.

ITonutnka 6e30macHOCTH. THUIIBI TOJUTHUK 0€30IMaCHOCTH
[Tporpamma Ge3omacHOCTH

OCHOBHBIE KJIaCChI MEp MPOIIETYPHOTO YPOBHS
ApxuTtekTypHas 0€30MacHOCTh

OTKa30yCTONYMBOCTH U 30HA prucka. ObecrneueHne 0TKa30yCTONIMBOCTH.

TyHHEIMpPOBaHUE U YIIPABICHUE.

MoTuBanmst Kak JOsITbHOCT MIEPCOHANa ¢ TOUYKH 3peHHs HH()OPMAITMOHHOH 0€301TacHOCTH.
YenoBeueckuii pakTop B obecreueHNH 0€301MacHOCTH KOH(UACHIIUAIbHOW HHPOPMALIUU

Oco0OeHHOCTH COBPEMEHHBIX HH(GOPMAIMOHHBIX CHUCTEM,

0€30I1aCHOCTH.
20. Ananum3 U KIacCUpUKaIMS yIAIEHHBIX aTaKk Ha KOMITBIOTEPHBIE CETH

21.
22. CoBpeMeHHOEe aHTHBHUPYCHOE MPOrpaMMHOE 00ecTiedeHre

MHoroypoBHeBas 3allUTa KOPIIOPATUBHBIX CETEMN

12

CYIICCTBCHHBIC C TOYKH

3peHHS




4.2. llepeyeHb yueOHO-MeTOIUYECKOT0 00ecniedeHUsI CAMOCTOATEIbHOMH PadoThl 00y4YarOIUXCs

CamocrosTenbHas paboTa 00yJaronxcsi 00eceunBaeTCsl CIeIYIOMUMH Y9eOHO-METOANYECKUMU
MaTepualaMu:
1. Vxkazanusmu B paboueil mporpamme no aucuurumne (m.4.1.)
2. JIeKIMOHHBIMU MaTepuallaMi B COCTaBE yueOHO-METOINYECKOr0 KOMIUIEKCA MO AUCIUIIIIMHE
3. 3amaHUSAMH U METOJAMYECKHMMHU PEKOMEHIAIMSIMH IO OPraHU3aIllul CAMOCTOSTEIbHON paboThI
00yYaloIIMXCs B COCTaBE Y4€OHO-METOINYECKOTO KOMIUIEKCA 110 JUCIUIUIHHE.
4. T'moccapueM 1o JUCHUILIMHE B COCTaBe yu4eOHO-METOIUUECKOr0 KOMIUIEKCA MO AUCIUILINHE.
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Pa3znen 5. ®oHA OLIEHOYHBIX CPEICTB /sl MPOBEIeHUs TEKYIIero KOHTPOJIS U MPOMEKYTOYHOM
aTrrecTauvy 00y4arommxcst

DOoHO OYEeHOUHBIX CPedCmE NO OUCYUNIUHE NPEOCMABsen COO0U COBOKYNHOCHb KOHMPOIUPVIOUWUX

Mamepuanos, NPeoHaA3HA4eHHbIX OISl USMEPEHUS. YPOBH OOCIUNCEHUSL 00YYAIOUWUMUCS YCIMAHOBIEHHbIX
pe3yibmamos obpazoseamenvrou npocpammsi. @OC no oucyuniuHe UCHONb3YEMcs Npu NpoeeoeHuU
ONepamusHO20 KOHMPOIs U NPOMeNCYMOUHoU ammecmayuu ooyuaowuxcs. Tpebosanus k cmpykmype u
cooepoicanuro POC oucyuniunvl pecnamenmupyromces Ilonosicenuem o gponoe oyeHOUHbIX MAMepPUanos
N0 NPOSPAMMAM 8bICULE20 0OPA30BANHUS — NPOSPAMMAM DAKAIABPUAMA, MALUCTPATYDUYL.

5.1. ITacnopT GoHAA OLIEHOYHBIX CPEACTB

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

OuneHovHbIe CpeCTBA |
Kon
KonTtposmpyemsle pa3aesl (TeMbl) 13 HHAUKATOPA U
Ne IIpak.
AU CIUTIJINHBI JI 13, CPO | pgeckpunrTopa
IHoar.
C3) JAOCTUIKEHMSI
KOMIIeTeHIU I
1 2 4 5 6 7
[TonsaTne nHHOPMAIIOHHOK VIJI-1 OTTK- 3.1
1 | 6ezonacHoctu. OCHOBHBIE [1IPB
N-2 OIIK- 3. 2
cocrapistone. BaxxHocts npoOiaemsl
5 Yrpo3sl nHGOpPMALTMOHHON IIPB NJ-3 OIIK- 3.1
6e3omacHoctr. VX kimaccupukamms NJ-4 OIIK- 3. 2
3aKOHO/IaTENbHbIN YPOBEHb
nH(pOpMaLMOHHON Oe30macHoCTH: 0030p NJ-5 OIIK- 3.1
3 POCCHUICKOTO U 3apYOEKHOTO Yo Yo | IIPB NJ-6 OIIK- 3. 2
3aKOHOJIATEIILCTBA
4 AJMUHUCTPAaTUBHBIA YPOBEHbD. IPB NJ-3 OIIK- 3.1
[TonuTnka 6€30MacHOCTH NJI-6 OIIK- 3. 2
Opranusanus pa3HOYpPOBHEBOTO JIOCTYIIA NJ-3 OIIK- 3.1
S B UH(OPMAIIMOHHYIO CUCTEMY vo Yo | IIPB NJI-4 OTIK- 3. 2
OcCHOBHbBIE TPOTPAMMHO-TEXHUYECKUE
NJ-5 OIIK- 3.1
6 | Mepsl. 3amuTa HHPOPMAITUH C TOMOIIBLIO MII M1l | I1PB VIT-6 OIIK- 3. 2
napoJs
3ammra OT HECaHKIIMOHUPOBAHHOTO NJ-3 OIIK- 3.1
! JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK vo vo | IIPB NJI-6 OIIK- 3. 2
CoBpeMeHHbIE AaHTUBHPYCHBIE
MIpOrpaMMBl. 3aura Ot i i
8 | nHbOpMaAMOHHBIX UH(EKIIUH. YO YO | IIPB W15 OTIK- 3.1
NJI-6 OIIK- 3. 2
Kiaccudukanmsi KOMIbIOTEpHBIX
BHPYCOB
OCHOBBI TEXHOJIOTUU TTOCTPOCHUS N-5 OIIK- 3.1
d zamuiieHHbIx OC A A HPB NJ1-3 OIIK- 3.1
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3aounas ¢popma o0yueHnus (IMOJHBII CPOK, YCKOpeHHOe 00y4yeHne Ha 6aze CI10)

OuneHoYHBIE CPeICTBA

Kon
KounTposanpyembie pa3aeiibl (TeMbI) 113 HHIMKATOPA U
Ne IIpak.
AU CIUTIINHBI 13, CPO | neckpumnrtopa
IToar.
C3) NOCTHKeHUS
KOMIIeTeHIH
1 2 4 5 6 7
[Tonsatue nuHoOpMaIIIOHHOK VIJI-1 OTIK- 3.1
1 | 6ezonacHoctu. OCHOBHBIE I1PB
Na-2 OIIK- 3. 2
cocTaisifone. BaxxHOCTh Mpo0OIeMbl
2 VYrpo3sl nHDOpMAITMOHHON IIPB NJI-3 OIIK- 3.1
6e3omacHoctr. VX kimaccupukamms NJ-4 OIIK- 3. 2
3aKOHO/IaTENbHBIN YPOBEHb
MH(POPMAIIMOHHOHN 6€30MacHOCTH: 0030p NJA-5 OIIK- 3.1
3 POCCHUICKOTO U 3apYOEKHOTO vo yo | IIPB NJ-6 OIIK- 3. 2
3aKOHOJIATEIIbCTBA
4 AJIMUHHUCTPAaTUBHBIN YPOBEHb. [IPB HJI-3 OIIK- 3.1
[TonuTnka 6e30mMacHOCTH NJ-6 OIIK- 3. 2
Opranusanys pa3HOYpPOBHEBOIO JIOCTYIIA HJI-3 OIIK- 3.1
S B MH()OPMAIIMOHHYIO CUCTEMY vo yO | IIPB NJ-4 OIIK- 3. 2
OcCHOBHBIE TIPOTPAMMHO-TEXHHYECKHE
Na-5 OllK- 3.1
6 | Mepsl. 3amuTa HHPOPMAIUHU C TIOMOIIBIO MIII | MII | IIPB WJI-6 OIIK- 3. 2
napoJs
7 3amuTa OT HECAaHKIIMOHUPOBAHHOTO IIPB NA-3 OIIK- 3.1
JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK NJ-6 OIIK- 3. 2
CoBpeMeHHbIE AaHTUBHPYCHBIE
MpOrpaMMsl. 3alinTa ot i i
8 | nHpOopMaIMOHHBIX UH(EKIIHHA. IIPB VJL-5 OTIK- 3.1
N-6 OIIK- 3. 2
Knaccugukanys KOMIObIOTEPHBIX
BHUPYCOB
OCHOBBI TEXHOJIOTUHU TTOCTPOEHUS N-5 OIIK- 3.1
d zamuiieHHbIx OC A A 1PB NJI-3 OIIK- 3.1

3aouHasn popma o0yuenus (yckopeHHoe o0yueHue Ha 6a3ze BO, mosiHoe yckopeHHOe 00y4ueHue)

OueHoYHbIE CPEACTBA

Kon
KouTpoJsmpyemsle pa3iensl (TeMbI) 113 HHAMKATOPA U
Ne IIpak.
AMCHUIINHBI 13, CPO | neckpunrTopa
Hoar.
C3) JOCTHIKEHMSI
KOMIIeTEeHIM I
1 2 4 5 6
[Tonsitue nHMOpPMaLIMOHHON W1 OITK- 3.1
1 | 6e3omacHocT. OCHOBHBIE I1PB
Na-2 OIIK- 3. 2
coCTaBJsIonMe. BaXKHOCTH TPOOIIEMBI
2 Yrpo3b1 uHPOPMAITHOHHOM [IPB Na-3 OIIK- 3.1
6e3omacHocTH. VX kimaccudukanms NJ1-4 OIIK- 3. 2
3aKOHO/IAaTENbHBIN YPOBEHb Na-5 OIlK- 3.1
3 nH(OpMaIMOHHOM 0€301MacHOCTH: 0030p yo YO | IIPB NJ1-6 OIIK- 3. 2
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POCCHIICKOT0 M 3apyO0eKHOTO
3aKOHOJATEIbCTBA
4 AJIMUHHCTpPaTUBHBINA ypoBeHb. [lonuTrka IIPB NJ-3 OIIK- 3.1
0€301MacHOCTH NJ-6 OIIK- 3. 2
Opranu3anys pa3HOYPOBHEBOTO JIOCTYIIA NJI-3 OIIK- 3.1
> B MH(POPMALMOHHYIO CUCTEMY yo YO | TIPB NJ-4 OIIK- 3. 2
OcHOBHBIE TPOTPAMMHO-TEXHUUYECKHE
Na-5 OIlK- 3.1
6 | mepsbl. 3amuTa HHGOPMAIIUU C TTOMOIIIBIO MIII M1 | ITPB VIJI-6 OIIK- 3. 2
napoJIst
7 3amura OT HECaHKIIMOHUPOBAHHOTO [IPB Na-3 OIIK- 3.1
JIOCTYTIa U CETEBBIX XaKEPCKUX aTaK NJ1-6 OIIK- 3. 2
CoBpeMeHHbBIC AaHTUBUPYCHBIE
porpaMMel. 3amuTa oT i i
8 | mHpOpMaMOHHBIX HH(EKLINH. I1PB WJL-5 OlIK- 3.1
N-6 OIIK- 3. 2
Knaccudukanus KOMIbIOTEPHBIX
BHUPYCOB
OCHOBBI TEXHOJIOTUHU MTOCTPOEHUS Na-5 OIIK- 3.1
d sammieHHbx OC A A | 1IPB NJ-3 OIIK- 3.1

YciaoBHbIe 0003HAYeHHS OLIeHOYHBIX cpeacTB (Ctoabdusi 3, 4, 5):

33 — 3amura BBIIOJHEHHBIX 331aHUI (TBOPUYECKUX, PACUETHBIX U T.J.), IPEICTaBICHUE IPE3EHTALUH;
T — TectupoBanue 10 OE3MAMTMHHON TEXHOJIOTUH;

ACT — TectupoBaHu€ KOMIIBIOTEPHOE;

YO — Ycrublii (GpoHTaNIbHBIN, HHAUBUAYANbHbBINA, KOMOMHUPOBAHHBIN) ONPOC;

KP — KonTtponbHas paboTta (ayIUTOpHbIE WM JIOMAIIHHWE, UHIUBUAYaJbHbIC, MAPHbIE WU TPYIIIOBbIE
KOHTPOJIbHbBIE, CAMOCTOSTEIbHbIE PA0OTHI, TUKTAHTHI U T.J.);

K — KomnokBuyw;

IIPB — IlpoBepka pedeparoB, OTUETOB, pELEH3UN, aHHOTAIUM, KOHCIIEKTOB, rpadpuueckoro Marepuaia,
3cce, EPEBOJIOB, PEIICHUN 3a/1aHUH, BBIITOJIHEHHBIX 3aJaHUH B 2JIEKTPOHHOM BHJIE U T.[1.;

JIH — JlenoBas urpa;

PH — Ponesas urpa;

KM — Ketic-meton;

KC — Kpyrislii crou;

KCM — KomnbroTepHas CUMYJISLUS;

MIIT — MeTtoa MO3roBOTO LITYpMa;

JIC — Jlexuusi-cutyanus;

JIK — Jlexuusi-koHbEpeHIIns;

JIB — Jlexuusi-BU3yanu3anus;

1T — TIpoGneMHas TeKIus;

/I — Jluckyccusi, mojaeMuKa, TUCIyT, 1e0aThl;

IT — TToptdonuo;

IIBY — IIpocMOTp BHJIEOYPOKOB;

MIIT — MeTton npOeKTOB.

5.2. OnleHOYHbIE CPEeACTBA TEKYIIEro KOHTPOJIs
IlepeyeHb MpaKTHYECKUX (CEMHMHAPCKHUX) 3aaHUI

Tema Ne §5: «Opranuzanusi pa3HOypOBHEBOI'0 10CTYIIa B HHPOPMALMOHHYIO CHCTEMY»
Ilpakmuueckasa paboma. AOmunucmpupoeanue 6a3 OAHHLIX U NPOEKM o8 Access
eb - u3y4uTh CrIOCOOBI 3aIUTHI HHPOpMalnK B 0a3e JaHHBIX ACCESS OT HECAaHKIIMOHUPOBAHHOTO

JocTyna.
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Pe3yabTaTt 00yuyenus. [lociie 00ydeHus CTYACHT JT0JIKEH:
— 3HaTh cnocoOwl 3ammuThl nHGopMmaruu B CYBJ] Access;
— YMETh OCYIIECTBIISATh HACTPOUKY cucTembl Oe3onacHocTd CYBJl ACCess Ha TpeX YpOBHSX.

AJMUHUCTPUPOBAHKE 3alUIIEHHBIX 0a3 TaHHBIX U MPOEKTOB ACCESS

CymiecTByeT HECKOJBKO CHOCOOOB 3amMThI 0a3bl JAaHHBIX ACCESS OT HECAHKIMOHHPOBAHHOTO
JOCTyTa:
— 3ammuTa 6a3sl JaHHBIX Microsoft Access ¢ MOMOIIbIO MaposIs U MU POBaHUS;
— 3amuTa npwiokeHuss Microsoft Access myTeM COKpBITHS OOBEKTOB B OKHE 0a3bl JaHHBIX U
HACTPOMKHU apaMeTpOB 3aIlyCKa;
— 3allMTa MapojeM NporpamMmel Ha si3bike VBA;
— 3ammra nporpamMMm VBA myrem co3nanus ¢aiiia, B KOTOPOM OTCYTCTBYET HCXOIHBIA KO
— 3ammTa Oa3bl JaHHBIX Microsoft Access M ee OOBEKTOB CpEACTBAMM 3alllUThl Ha YpPOBHE
M0JIb30BaTENEH.

[IpunoxeHue He BCerAa HYXKIAeTCs B CIOXKHOM 3amuTe, ObIBAlOT CUTyallMM, KOIJa BIIOJHE
JIOCTaTOYHO HCIIOJIb30BAHUS TMapojsl. 3alluTa OCYIIECTBISETCS TaKUM O00pa3oM, YTO TOJIBKO
[0JIb30BaTeNb, TOYHO 3HAIOIIMN Mapojb, MOXKET OTKpPbITh 0a3y AaHHBIX. Ecnu mosib3oBarens 3a0bLi
napoiib, 0azy NaHHBIX OTKPHITH HEBO3MOXHO. UTOOBI CHATH MapoJib, €ro TOXXKE HEOOXOIUMO 3HATh.
OpHako ciefyeT 3aMeTUTb, YTO YCTAaHOBKA Mapoiisd Ha 0a3y JaHHBIX HE 3allMIaeT ee OT MPocMOoTpa
Pa3IUYHBIMU pEAAKTOpaMH WM YTHWJINTAMU 4YTEHUs (aiyioB, MOITOMY PEKOMEHAYETCSI BBICTaBIISThH
naposib U mu¢poBaTh 0a3y NaHHBIX OJHOBPEMEHHO. BBoA mapois u mmdpoBaHHe MOXKHO IMPUMEHSTbH
TONIbKO K (paiimam 06a3el maHHbIX (Hampumep, MDB). [lns mpoektoB ACCESS 3TOT METOJ 3allUThl HE
OpUMEHUM, TaK Kak JaHHble XpaHsarcs B Tabmuuax SQL Server m s uX 3alUThl HCIOJIB3YHOTCS
cpeactBa SQL Server. B ornmume ot 6a3 maHHBIX, TpoekT (¢aitn ADP) He MokeT OBITh 3aIIUIICH C
IIOMOILBIO MTAPOJIS UM MOCPEACTBOM YCTAaHOBKHU 3aLUTHI HA YPOBHE MOJIb30BaTelel cpeacTBaMu ACCESS.
Opnaxo, KaKk ¥ B 0a3ax JaHHBIX, B IPOEKTaX MOXHO 3alllMIIaTh 1apojieM nporpaMmHblid ko Ha VBA. Ha
NpPaKTUKE 3allUTa MPOEKTOB CBOAUTCS K MOMENIeHHI0 (aiija mpoekTa B OOLIyI0 Manky Ha (haiioBoM
cepBepe, K KOTOPOH IMOJb30BaTeNsIM CETH NMPEAOCTaBIsIeTCs JOCTYH TOJNBKO s uTeHus. Pailn mpoekra
MOYET OBbITh OTIIPABJIEH IOJIb30BATENAM 10 mouTe. [lonb30BaTeNnn TOMKHBI 3aLUTUTH CBOIO JIOKAIBHYIO
Konuio (Qaiia MpoeKTa, MCIONb3ys CPelCcTBa 3allUThl (ailoBOMl CHCTEMBI JIMYHOTO KOMIIbIOTEpA, U
NEepUOJIMYECKU CO3/1aBaTh pe3epBHbIE KOMMUHM (hailyia MpoeKTa Npu JA00aBIEHUN B HETO HOBBIX ()OPM HIIH
OTYETOB, YTOOBI B CIIy4ae MOBPEXKICHUS (ailyia IpoeKTa UMETh BO3MOXHOCTh €r0 BOCCTAHOBUTD.

Ectb emie cnocoObl 3auTsl 00BEKTOB B 0a3e TaHHBIX WM MpoekTe ACCESS — mpeodpazoBaTh (aiin
B ¢opmMar MDE wnmu ADE wunu ucnosns3oBaTh NapameTphl 3amycka Jis OTpaHMYEHUs J0CTyna K
nporpaMMaM VBA 1 HEKOTOpPBIM MapaMeTpaM cpeibl ACCESS, MOKHO TaKXkKe CKPBITh HEKOTOPbIE 00BEKTHI
OT TOJb30BaTeNiel C MOMOIIBI0 JauanoroBoro okHa I[lapamerpsr (Options). AIMUHHCTpUpOBaHUE 0a3
JAHHBIX, 3aLIMIIECHHBIX C TOMOUIbIO MapoJisi, CBOAUTCS K M3MEHEHHIO Hapojisi 3aluThl (KOraa 3TO
Heo0xoauMo). 3aj1a4a aIMUHUCTPUPOBAHUS TIPUIIOKEHUH, 1711 KOTOPBIX YCTaHOBJIEHA 3alllUTa HAa YPOBHE
I10JIb30BATENEH, CYIIECTBEHHO CIIOXKHEE.

3amuTa 6a36l JaHHBIX ACCESS ¢ TOMOIIBIO TAPOJIS

Camplii mpOCTOM CrIOCO0 3amUTHl 0a3bl JAHHBIX — C MOMOIIBIO Maposisi. MOXKHO HA3HAYUTH TAPOIh
0a3e maHHbIX ACCESS, KOTOPBIN OyIeT TpeOOBaTHCS BCAKHM pa3 MPH €€ OTKPHITHH.

VYcraHoBKa M CHATHE TApOJIst 3alTUThI 0a3bl JaHHBIX

UTo0Bl yCTaHOBUTH MAapOib AJsS 3aIIUThl 0a3bl JAHHBIX BBHIMOJIHHUTE CIeAyioliee (Mpumep s
untepodeiica Access 2003):
1. 3akpoiite 6a3zy manHbIX. Ecnu 0a3a JaHHBIX COBMECTHO HCIOIB3YETCS B CETH, yOETUTECh, YTO
OCTaJIbHBIE TIOJIb30BATENH €€ 3aKPBUIH.
2. CpenaiiTe pe3epBHYIO KOTHIO 0a3bl JAHHBIX U COXPAHUTE €€ B HAJIE)KHOM MECTE.
3. B mento Access Beidoepure komanay Paiin, OtkpsiTh (File, Open).
4. Beimenute aiin 6a3pl JaHHBIX.
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5. lllenkHuTe MO CTpenKe, pacmoyiokKeHHOU crpaBa oT KHOnku OTkpbITh (Open) cMm. pucyHok 1. B
PACKpBIBAIOIIEMCSl CIHCKE PEXUMOB OTKPBITUSL 0a3bl JaHHBIX BbIIEIUTE AyieMeHT MononoasHo (Open
Exclusive). baza 1aHHBIX OTKPOETCS B PEKMME MOHOIOJIBHOIO JOCTyHa.
OTpbiTHe hakna Gasbl JaHHbIX @
MNanka: L._;}iMonﬁonrqilnenrbl V: d - @A | Q X [ £ ~ cepemc~
. ‘j‘@_ﬁdbza
L.§ | [21)pB2
| Mon nocnearve | (2] db1
AGKYMEHTEL | R o wyseika

= (2} Mom prcyHkn
LS | /() Mo MCTOUHMKM AaHHBIX

PaBiouniicton | )My Virtual Machines

| |E)Lab_Solaris

Mon
AOKYMEHTBI

59
MoK
KOMNBHOTED

‘9- [~ z = = !
D i v
Moe ceTesoe ‘ = s

okpyseHne | TN Gafinos: | Microsoft Office Access v

Pucynok 1. OkHO OTKpbITHS 0a3bl JAHHBIX B MOHOIIOJIBHOM PEXHUME.

6. Bribepure komanny Cepsuc, 3ammra, 3agate mapoib 0a3el ganHbix (Tools, Security, Set Database
Password).

7. B mosBUBIIEMCS JUAIOTOBOM OKHE BBenute B moje Ilapons (Password) maponb aiis 3amuthl 6a3sl
JaHHBIX C Y4ETOM PETHCTPA CUMBOJIOB CM. PUCYHOK 2.

3agaHMe naposisA b6azbl JaHHbIX @@

| |
|
MoaTEEpHAEHHE!

I

Pucynok 2 - OkHO a5 3ajaHus IapoJIs.

8. BaenuTte mapous eme pas B nojue [Hoarsepxaenue (Verify).
9. Haxwmmure xHonky OK.

Tenepr 0a3a JaHHBIX 3alUIIEHA MMapoJieM W BCAKUN pa3, KOTJa IMOJbh30BaTelb OYAET OTKPHIBAThH
0a3y maHHBIX, Oy/leT OTOOpaKaThCsl AUATIOTOBOE OKHO C TPEOOBAHHEM BBECTH MApOJib. 3alIOMHUTE WJIU
COXpaHMTE Mapojb B HaAeXKHOM Mecre. Eciam Bbl 3a0ynere mapoisb, 0a3y NaHHBIX OyZeT HEBO3MOXKHO
OTKPBITb.

3amevaHue

He 3ammmaiite 6a3y naHHBIX MapojeM Iepel ee perIMKaiued (MeXaHU3M CHHXPOHHU3AIUU
COJIEP’)KMMOT0 HECKOJBKHUX KOMUN O0BbEeKTa), MHaue ee Henb3sl OyleT CHHXPOHU3HPOBATh C JAPYTUMHU
perTuKamMH.

Ecnmu 6a3a maHHBIX 3amuiieHa Ha YPOBHE IOJIB30BATENICH, YCTAHOBUTH MApOJb JJIS €€ OTKPBITHS
MOYET TOJIBKO IOJIb30BaTeb, O0JAJAIONUINM aIMUHUCTPATUBHBIMU IpaBaMHU. YCTAHOBKAa Mapojs He
BJIMSIET HA CUCTEMY 3aIlUTHl HA YPOBHE MOJB30BaTENsl. DTH J1Ba crtoco0a 3alIuThl MOTYT MCIIOJIb30BaThCS
oHOBpeMeHHO. [Taposk 6a3bl TaHHBIX coXpaHseTcs B 0a3e JaHHBIX, a He B (aiiie paboueit rpymnimsl.

YroObl yanuTh Napoib 3alUThl 0a3bl TaHHBIX:

1. Ortxkpoiite 6a3y JaHHBIX B peKHUME MOHOIIOJIBHOIO JOCTYTIA.
2. B guanoroBoe okHO He00X0aKMMO BBecTH naposib (Password Required) Benute maposib.
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Heobxoaumo BReCTH Naposib @@

BeeavTe napone 333kl ASHHBIX:

[ OK ][ OTMEHa ]

Pucynok 3 - OkHO BBO/A MMapoJisi pU OTKPBITHH 0a3bl TaHHBIX.

3. Bribeputre komanmy Cepsuc, 3ammra, YaanuTh mnaponb 0a3el gaHHbix (Tools, Security, Unset
Database Password). I[TosiButcs nuanoroBoe okHO YnaneHue mapoiis 0a3wl manHbix (Unset Database
Password) cM. pucyHok 4.

Ynane Hue napona 6azbl AaHHbIX @@

0
-

Pucynox 4 - OxkHO yganeHus: mapoJsi.

4. Bsenute TeKyuuii napoiib 0a3bl JaHHBIX.
5. Haxwmure xkHonky OK.

VYcTaHoBKa cBs3U ¢ Ta0aMIaMK 0a3bl TaHHBIX, 3AIIUIIEHHON TaposieM

YroObl YCTaHOBUTH CBsI3b ¢ TabauIaMu 0a3bl JaHHBIX, 3alIMIIEHHON maposieM, TpeOyeTcsl BBECTH
napoiis. Ecii mapois ObU1, yKa3aH BEPHO, OH COXPAHSETCSI BMECTE C APYroi nHpopMaIuei o cChlikax Ha
tabmunpbl. Ilocne storo mro0oi mMmosb30oBaTenb, padoTaromuii ¢ 0a30d JaHHBIX CO CBSI3aHHBIMHU
TaOJIMIIAMU, MOXKET OTKpPBITh ATH TaOnuubl O0e3 ykaszaHus maposs. Ecim mapons 3amuineHHon 0a3bl
JAHHBIX OyJIeT U3MEHEH, B CIEAYIOUIMH pa3 MmpHU OTKPBITHM 0a3bl JaHHBIX, COJAEpKallel CBs3aHHBbIC
TaOJINLBI, TOTPEOyeTCsl BBECTH MapOJIb.

3ameuaHue

Microsoft Access coxpanseT mMmapoib B 0a3e JaHHBIX, COJACpPXKAIICH CBS3aHHbBIC TaOIHUIIBI
3alUIIEHHON 0a3bl JaHHBIX, B He3amn(ppoBaHHOM Buje. Ecin 3TO ys3BIsSeT cucTeMy 3allMThl 0a3bl
JAHHBIX, HE WCIOJB3YHTE CPEACTBO 3aIIUTHI C MOMOIIBIO MApOJisi. YCTAaHOBUTE CHUCTEMY 3allUTHl Ha
YPOBHE NOJIb30BaTeENeH, YTOOBI OTPAHUYUTH IOCTYI K 00BEKTaM 0a3bl JAHHBIX.

3amTa Ha YpOBHE MOJIb30BATEIS

Jlnist 3TOr0 BU/AA 3aIUMTHl HEOOXOAMMO CHaydana co3aTh HOBYIO pabouyro rpymiy (eciau Bbl Oyaere
UCTIONIB30BaTh CTapyto, To bJl jerko MoxHO OyAeT BCKpPBITh, T.K. B 3TOM CIy4ae JUIsl aJlTOPUTMA 3alHThI
OynyT OpaThCs TaHHBIE, yKa3aHHbIE P ycTaHoBKe Windows nin MS Access).

Jia co3maHust HOBoM paOoueit rpymmbl 3amyctute Cepsuc, 3ammra, AIMHUHHCTPATOp padbodMX
rpyni 1 Haxmurte KHonky Co3paats (Create...) (pUCyHOK 5).

lArn: ZABLANDEAE
OpraH|saunHa; HSY BN BB
Patoyan rpynna: C:\Documents and Settings)zaeeAnoeae, vVIE

1application DatalMicrosoft)AccessiSystem, mdw

Pabiouan rpynna onpeasnAeTcA Gainom, MCNONESYEMEIM MPH Sanyoke,
VIMEETCA BOSMOMHOCTE 33A4Th HOBYH) pabouyha Fpynny, cosAa6aA
HOBEIA 3N, MOk YCTEHOEMTE CEASE CO CTAP0OH MPYMNOH, H3MEHAR
hafin, HCNONE3YEeMBIA NPH 3amnyCke,

[CD3ﬂaTb... ] [ CEBASE. .. l [ o] l

Pucynoxk 5 - Coznanue HOBO# paboueil rpymibl
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Cee ogHMA 0 BAadeAbUe pabouel rpynnbi E]g|

AnA onpeAeneHa HOBOro haina paboder rpynnel 3a43HTe MM,
HASBAHHE OPraHHZALMH M KD A,

BocnonssyHTECE NPHEE AEHHEIMA HNKE CEEAEHMAMH MITH BESAMTE
APYIOE MMA M H33B3HHE OPraHkzalkH. HTobkl o0eCneYMTE
0AHOSHAYHOE ONpeAeneHHe paboded rpynnel, BEEAHTE KOA,
COASP¥AWHA A0 20 LMdp M OyKE, pasNHYan CTPOYHEIE M MPOMMCHEIS,

Hma: TraYEHEDC
Opranuzauma: HOY BMNO BHE

Koa rpynne:

I O ] ’ OTMEHa ]

Pucynox 6 - Co3ganue HOBOM paboueid TpyIIbl

B mosiBuBIIEMCS IMaore BBEIMTE 3amnpaninBaeMyro nHbopmaruio 1 Haxmute kHonky OK. 3agaiite
UM HOBOM paboueii rpymrbl, Haipumep MY GR.MDW.

B cnyyae npaBUIBHOTO BBEACHMSI JaHHBIX U UX TMOATBEPKACHHUS IMOSBUTCS COOOIIEHHE O
3aBepIIEHUH co37aHus paboueil rpynmbl. Temepb MOXXHO BBINTH M3 NPOrpaMMbl AJIMHUHUCTPATOP
pabovux TpyIIIL.

3anyctute bJl, koTopyro HeoOxoauMo 3auTUTh. B mynkre mento CepBuc, 3amuTta, [loas3oBaTenu
U TPYIIIBI (PUCYHOK 7).

[lonbaoBaTe M M TpYNNbI § |
MonszoeaTend | Mpynnb || WareHetue napons

MNonesoEaTEN:

MMA: | adiin v

Co3AaTE... ] [ ¥aanmTe ] [CHqu naponbl

Fpyinel
MMEHIWHECA MRy ne: YJACTHE B MRYNNE:

Users
AobaeuTe ==

<< ¥AannTe

Pacne4artaTe oT4eT

[ Ok, l [ Ottiena ]

Pucynok 7 - OKHO CBOMCTB ITOJIB30BATENEH U IPyII

Haxxmute knHonky Co34aTh... ¥ BBEIUTE UMl HOBOTO MOJB30BATElIsA, HAIIPUMED userl, yKaxuTe ero
koz. [lo ymonuanuro 3anuce Boiaet B rpynmy Users. IIoBTopuTe 3TH IEUCTBUS IUIsl BCEX IOJIB30BATEIEH,
KoTophle OynyT padotats ¢ B/I.

[lepeiinute B Bkiaaky M3menenuwe maposs. 3agaiiTe mapoiib aAMHUHUCTPATOpa, MOCIE 4Yero MpHu
Ka)K70M 3arycke ACCeSS OyJeT MosABIATHCS OKHO, MpeJyIararoliee BBECTH UMs MTOJIb30BATENS U apOoJib.

B nynkre menwo Cepsuc, 3amuta, Paspemenus (pucyHok 8). BeiOepere 3ammiaembiii 0ObEKT,
Hanpumep Doctors. 3anaiite paspemenus ais rpymnmnbsl Admin, a 3aTeM U Ui KaKJ0T0 U3 MOJIb30BaTeNei.

OcTtaercs KaKIOMY TOJTB30BaTEI0 CAaMOMY BBECTH CBOHM mapoiib. J[Jis 3TOro HeoOX0aMMO 3aliTH B
b/l mo1 cBoMM UMEHHMEM U BBITIOJIHUTD IEUCTBUS KaK IPU CO3/ITaHUM NapoJii AJMUHHUCTPATOPA.
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Paape we HHA E|

Pazpewena | Crena snanensua

MoAE30EATENM M FPYNNEL: 1A o0 bekTa:
Admin <HoBEIE TabMUE|Zanpock!>

Dockors
Patients
Visits

Crwcor: (8 nonesosatemn (O rpymnel  Tun ofibexta: | Tabnmua v
PazpeweHwa

HTEHHE A3HHEX

YTEHME MAKETa oBHOBNEHHME AaHHE!:
H3MEHEHME MaKETa BCTEEKA AdHHBIX
AAMHHHCTPATORE YASNEHHE AaHHENX

Monesosatens:  Admin

l oK ] l Ovmena ]

Pucynok 8 - OxHO onpeaeneHus npas AOCTyIA Ul KaXKA0T0 [10JIb30BaTels

udpoBanue 6a3bl JTAHHBIX

ITpu mmdpoBanun 6a3bl AaHHBIX ee (Paia CKUMAETCs U JAeNaeTcss HeIOCTYNHBIM JUIsl YTEHHS C
MIOMOIIBIO CITYXEOHBIX MPOrPaMM HJIM TEKCTOBBIX pelakTopoB. emmdpoBanue 0a3bl JaHHBIX OTMEHSET
pe3yibTaThl ONepannu MuppoBaHUsL.

UroObl 3ammudpoBaTh Wik AemuppoBaTh 0azy NaHHBIX, HYKHO CHayalla €€ 3aKpbITh, a 3aTeM
BbIOpaTh mMyHKT MeHio CepBuc, 3amuta, [ludposars/nemudponars (Tools, Sequrity, Encrypt/Decript
Database). 3aTemM HEOOX0AMMO yKa3aTh MIM(PYEMBbIi U PE3yIbTHPYIOIINI (aiiibl B OKHAX, aHATOTUYHBIX
CTaHJApPTHOMY OKHY OTKpBITUS (ailna.

3aganus:
CoznaiiTe konuio 0a3bl TaHHBIX.
3akpoiiTe mapojemM cBo 0a3zy JaHHBIX. 3aMEHHTE Mapojb Ha APYTro.
CoznaiiTe CBOIO YUETHYIO 3aIIUCh, ONIPENIEIUTE Ul Hee BU IOCTyIa U YCTAHOBUTE NapOJib.
3ammdpyiite 0azy TaHHBIX U coxpaHuTe ee o umeneM CryptDBI.
Pacuudpyitte 6a3y nanueix u coxpanure ee nmoa umeHem DBIENCRYPT.

agrwNE

Co3nanue oTuyera
[Tocne BBIMONHEHNE MPAKTHUYECKUX 3aJaHUN CTYJEHT JOJIKEH COCTaBHUTH AJNEKTPOHHBIA OTYET MO
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM JOKHBI ObITh OTPaXKEHBI CIISTYIOIIHE
MTOJIOKECHUS
e HOMEp M Ha3BaHHE MPAKTHICCKON pabOTHI;
e [[eJIb U IIaH 3aHSITHS;
® OSKpaHHBIC KOIWH, IIOATBEPIKTAFOIINEC BHIMOTHCHHE TPAKTUICCKOTO 3aIaHUS;
® OTBETHI HA BOTIPOCH:
1) Ilepeuncnure CIOCOOBI 3aIUTHI Oa3bl JAHHBIX ACCESS OT HECAHKITMOHUPOBAHHOTO JOCTYIIA.
2) K kakoMy Tuny ¢aisioB MOKHO UCIIOJIb30BATh 3aKPBITUE MAPOJIEM U MIHU(PPOBAHUEM.
3) B uem 3akar0o4aeTcss CMBICT aJIMUHUCTPUPOBAHHUS 0a3 JAHHBIX, 3alIMIICHHBIX C MOMOIIBIO
mapoJs.
4) Tlouemy HeNb3sI 3alIUINATH MAPOJIeM 0a3y JaHHBIX MEPe]] €€ PerTMKaIiei.
5) Yro Takoe 0OBEKTHI JOCTYIA K JAHHBIM U HA30BUTE X MOJICIIH.

COXpaHI/ITe OTYET Ha CaliTe AUCTAaHIIMOHHOTO O6y‘{eHI/I$I JJIg TIPOBCPKHU IMMPECTIOAAaBATCIICM.

Tema Ne 6: «OcHOBHBIEC IPOrPAMMHO-TEeXHHYECKHe Mephl. 3amuTa HH(POPMALMH € IOMOIIbIO
napoJis»
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Ilpakmuueckoe 3a0anue.
Yacmw 1. Co30anue pezepsenuvlx Konuit (paiinoe (011 6a3 0anHHBIX U NPOEKMO8 Access)

Heﬂb - U3YUUTDH CIIOCOOBI CO3aaHus pE3CPBHBIX KOIUH 0a3bl JaHHBIX.

Pe3yabTat 00yuenus. [Tocie oOydeHus CTYASHT JTODKEH:
— 3HATh OCHOBHBIE CIIOCOOBI CO3/JaHMS PE3EPBHBIX KO 0a3bl TaHHBIX;
— YMETh OCYIIECTBIISTh APXUBUPOBAHUE, CXKATHE U BOCCTAHOBJICHHE 0a3 JaHHBIX.

ApXMBHPOBaHHUeE, C:KaTHE U BOCCTAHOBJIEHHe 023 JaHHBIX

YroObl 3acTpaxoBaTbcs OT O€3BO3BpAaTHOW IOTEPHU JAHHBIX, B PE3yJIbTaTe IEJICHANPABICHHBIX
JNEUCTBUN 3JIOYMBIIUIEHHUKA WM 10 JPYTUM HpUYMHAM HEoO0XOAMMO IEpPHOJMYECKH CO3/1aBaTh
pe3epBHYIO KOMHIO 0a3bl JAHHBIX WM MpoekTa Access. B cirydae moBpexxaeHus ¢aiiia ucxogHon 6a3sl
JAHHBIX WM MPOEKTa Access ero MOXHO OyAeT 3aMEHUTh PE3EpBHON KOMHUEH.

[leproMYHOCTD CMEHBI KOMUK 3aBHCUT CKOPOCTH OOHOBJICHUS JaHHBIX W ONpEAeIseTCs
aJIMUHUCTPATOPOM 0a3bl JaHHBIX. YTOOBI YBEIMYUTH IPOM3BOAUTENBHOCTh 0a3bl TaHHBIX U YMEHBIIUTh
ee pasMep, HCIONB3YHTE ONepaluio CKaThs 0a3bl JaHHBIX WM mpoekta Access. HaumHas ¢ Bepcum
Access 2000, cxxaTe ¥ BOCCTAaHOBJICHUE 0a3bl IAHHBIX O0BEAMHEHBI B OJUH TIPOIIECC.

Co31anue pe3epBHOi KonmuM 0a3bl JAHHBIX UJIH MpoekTa Access 2003

EcTb HeckosbKO MyTel co3faHus pe3epBHOM Komuu 0a3bl JaHHBIX WM Npoekrta. Ilpum Hamuuuu
JOCTAaTOYHOTO 00BbeMa CBOOOJHOTO MeCTa Ha JWCKE MOXKHO CO3[aTh PE3EPBHYIO0 KOMHIO OOBIYHBIM
KonupoBaHueM ¢aitna. Co3aare konuto (aitna MokHO ¢ momouibio npuioxenus [Ipoonnuk (Explorer),
BXOJISIIIIETO B COCTaB ONEpanroHHOl cructeMbl Windows, ¢ TOMOIIBI0 KOMaH bl OMEPAITMOHHON CHCTEMBI
copy, ¢ nomouisto uHcTpykuuu FileCopy B npoueaype Ha VBA (Tonbko, eciau 0a3a JaHHBIX UM MPOEKT
B 9TO BPEMSI HE OTKPBITHI B IPYTOM OKHE NMPUIIOKEHUS Access).

YroObl COIKOHOMUTH MECTO Ha JIUCKE, CO3JaeTcs Ckaras Komus (aiia ¢ IMOMOLIbI0 IPOTrpaMMBI
ApXMBUPOBAHUS, HANpUMEpP C TOMOUIbIO CTAaHJAPTHOW YTHIUTHI apxXxuBupoBaHus ¢aitnmoB Backup,
BXOJSIIell B COCTaB oOMNepalMoOHHOM cucreMbl Windows, HWIM € TOMOIIbIO YTWIMT CTOPOHHHUX
npousBoauTenel, Takux kak WinZip wiu WinRar.

Ecnu B 0a3ze JaHHBIX yCTaHOBJIEHA 3aIllUTa HA YPOBHE I0JIb30BaTENCH, HEOOXOIUMO CO3aTh TaKXkKe
pPEe3epBHYIO KOMNMIO COOTBETCTBYMOIIEro (aiina pabouell rpynmbl omepanuell KONUPOBAaHUS WM
apXMBUPOBAHUS COOTBETCTBYIoLIEro (haitna ¢ pacmupenuem mdw. s npoektoB Access 2003 nmeetcs
BO3MOXKHOCTh CO3/IaHUsI pe3epBHOM Kkomuu cpenactBamu Access. C momomibio komaHabl CepBuc,
Crnyxebnble mporpammbl, ApxuBupoBath SQL-6a3y mannbix (Tools, Database Ultilities, Backup SQL
Database) co3maercsi pesepBHass komuto Tmipoekta Access 2003, a 3areM, npu HEOOXOAUMOCTH,
BOCCTAHOBUTh M3 3TOM KONMM COXpaHEHHBIH MpoeKkT ¢ momoulbio koMauabl Cepsuc, CiyxeOHbIE
nporpammel, BoccranoBute SQL-6a3y mannbix (Tools, Database Utilities, Restore SQL Database).
MoskHO uCHoaB30BaTh KOMaHAy I coxpaHeHus naHHbIX Ha SQL Server wim MSDE2000 u3 mpoekra
Access 2003 B Bune daitnna mdf: Cepsuc, CnyxxebHuble nporpammbsl, KonupoBate ¢aiin 6a3bl JaHHBIX
(Tools, Database Utilities, Copy Database File).

Eme onna xomanma Access MO3BOJSET yIaluTh UCTOYHHMK AaHHBIX npoekta Access 2003 ¢ SQL
Server unu MSDE2000: Cepsuc, Ciyxe6Hble mporpammsl, Y nanuth 6a3y nanusix SQL (Tools, Database
Utilities, Drop SQL Database). Panbiie ams 3Tux Ieneil ucnonb3oBaiack yruiura Enterprise Manager
s SQL Server unu cnenuanbHble HHCTPYKIMK Ha Transact-SQL. Bee 3T HOBble KOMaHbI pabOTaOT
TOJIBKO, €clIi Ha KoMribtoTepe yctaHoBieH MSDE2000 i SQL Server.

Cxatue 0a3pl JaHHBIX HJIM NPOEKTa Access

[Ipn ynaneHuu NaHHBIX WIM OOBEKTOB (ailn 06a3bl JaHHBIX MU NpoeKkTa Access CTaHOBUTCS
(parMeHTUPOBaHHBIM, 3TO TMPHUBOJUT K TOMY, 4YTO JIMCKOBOE TPOCTPAHCTBO HCHOJIb3YETCA
HeapdexruBHO. CrxkaTre 0a3bl TaHHBIX MM MPOEKTA MO3BOJISIET MOTYYUTh - KOIUIO, B KOTOPO TaHHBIE U
O0BEKTBI COXpaHSIOTCA OoJiee PalMOHANBbHO, YTO 3HAYUTEIHHO PKOHOMUT MecTo Ha jaucke. CxaTtue
MIOBBIIIIAET MMPOU3BOAUTENBHOCTD 0a3 TaHHBIX U MPOEKTOB Access. OTHaKO cxKaTHe TMPOEKTa HE BIHSET Ha
00BEKTHI, TAKME KaK MPEACTaBICHUS U TaONUIbl, XpaHsamuecs B 6a3e nmaHHbix Ha SQL Server. Cxarue
IPOEKTa HE BIUACT TaKXkKe Ha TaOJUIbl, COAEpIKallue I0JIe CUETYMKa B IPOEKTax Access, Kak 3TO
IPOUCXOIUT ¢ Oazamu JaHHBIX. Eciu u3 0a3bl JaHHBIX, IEpe CKaTHEM M3 TAaOIUIIbI, COoAepkKallei mose
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CUeTYMKa, OBUIM yJaJeHbl IOCIEIHUE 3alHCH, I[OCTe CXaThig HOMEp TMepBOW MYyCTOW 3amucu
cOpaceiBaeTcs. JloOaBineHHasi IMOCiE 3TOTO 3alKCh MOJYYUT B TOJE CUYETYMKA HOMEp, Ha EAUHHILY
IIPEBBILIAOIINI 3HAYECHUE CUETUMKA B IIOCIEIHEN OCTABILECHCS 3aIlIUCH.

Ilepen cxaTueM COBMECTHO HCIOJIB3yeMOW 0a3bl JaHHBIX yOEAMTECh, YTO OHA HE OTKpbITa HU
OJIHUM W3 ToJib3oBareneit cetu. Jlnmst ckarus 0a3bl NaHHBIX HEOOXOAWMMO 00JajaTh MpaBaMH Ha €e
OTKpBITHE, 3alyCK M OTKpPBHITHE B MOHOIIOJIBHOM pexume. s cxaTusi OTKpbITOM 0a3bl JAHHBIX WU
npoekTa Access 2003 HeoOXOAMMO BBITIOTHUTE CIEAYIOIINE ICHCTBHS:

1. [Tepen cxatmem ceTeBOM 0Oa3bl JaHHBIX, PACIOJNOXCHHOW B OOIIEH Mamke Wi Ha CepBepe,
y0eauTech, YTO OHA HE OTKPBITA IPYTUMH TOJIH30BATEIISIMU.

2. Boibepute xomanny CepBuc, CmyxxeOHble mporpaMmbl, CxkaTb M BOCCTaHOBUTH 0a3y JTaHHBIX
(Tools, Database Utilities, Compact and Repair Database).

JIist coxaTusl 3aKpBITOM B JIaHHBIA MOMEHT 0a3bl JaHHBIX Win mpoekta Access 2003 HeoOXoaumo
BBITIOJIHUTD CIAEAYIOLINE IEHCTBU:

1. Ecniu B maHHBI MOMEHT OTKpBITa Apyras 0a3a naHHbIX WK npoekT Access 2003, 3akpoiite ee
(ero). Ecnu 6a3za maHHBIX WM MPOEKT PACIONOXKEHBI B OOIICH Marke Wik Ha cepBepe, yOeauTech, 4To
OHH HE OTKPBITHI APYTUMU TOJIH30BATEIISIMHU.

2. Beibepute xomanny Cepuc, CimyxeOHbie mporpammbl, C>kKaTh U BOCCTAHOBUTH 0a3y JaHHBIX
(Tools, Database Utilities, Compact and Repair Database).

3. [NosiBuTcs nmuanoroBoe okHO ba3a manubix s cxatws (Database To Compact From) (pucyHok
9), moxo)kee Ha OKHO OTKpBITHS 0a3bl JaHHBIX. YKaxuTe 0a3dy HaHHBIX WM MPOEKT, KOTOPBIN
HE0OXOAUMO CKaTh, U HaxkMuTe KHONKY Cxkath (Compact).

Database to Compact From g|
Look in: |22 npakTuyeckue sanaHua v @ - | Q >< L j v Tools -
i

My Recent
Documents

Desktop

i
L
&)

Lt
My Documents

i
My C;mpuher

@ . ;
My Metwork —

Places Files of type: | Microsoft Office Access b

Pucynox 9 - /lnanoroBoe okHo baza maHHBIX 151 CoKATUSI

4. TlosButcst nuanmoroBoe okHo (Cxkatme Oas3el manHbix moj uMmeHem (Compact Database Into)
(pucynok 10). BeiOepure nuck M mamky M BBEAMTE MMs A COXpPAHEHHUS CXaToil 0a3bl JaHHBIX
(Heobxoaumo BeIOpaTh cBOIO pabouyto nanky). Haxxmure knonky CoxpaHuts (Save).

Compact Database Into E|
Save in: I2) nMpaKTUdEecKHe 33AHUA | g > ] ‘ Q A L j T Tools -
& 7

My Recent
Documents

3

Desktop

&
e

My D‘ocumenis

-
34

My C;mputer

My Metwork —
Places Save as type: | Microsoft Office Access Database R4

Pucynox 10 - JlnanoroBoe okHo CoxpaHeHHE C)KaTOW Oa3bl JTaHHBIX
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B o06oux cnyyasx mpouecc CKaTHsi MOXHO TIpepBaTh C IOMOIIbI0O KOMOMHAIIMK KJIABHUII
<Ctrl>+<Break> nnu kmaBumm <Esc>. JlomyckaeTcs cxxarue (aitma 6a3pl JaHHBIX WM MpoeKkTa Access
2003 B (aiin ¢ TeM ke UMEHEeM, YTO U MMsI UCXOAHOTO (aiina, nin co3nanue (aiiina ¢ HOBBIM UMEHEM.
[Tpu ykazaHuM TOTO K€ UMEHHU, TUCKA U MANKH U MPHU YCIEIIHOM CXaTHH 0a3bl TaHHBIX UCXOTHBINA (aiin
ABTOMATHUYECKH 3aMEHsETCs Ha cxaTbli (haitn. Moxkno Hactpouts Access 2003 Tak, 4ToOBI KOHKpETHAs
0a3a TaHHBIX WIMIIPOEKT aBTOMATHYECKH CKUMAIIUChH MTPH 3aKPBITUH.

UT0o0B! yCTaHOBUTH aBTOMAaTHYECKOE CokaTue 0a3bl JaHHbIX Access 2003:

1. OTkpoiiTe 6a3y AaHHBIX, KOTOPYIO HYKHO CXKAaTb.

2. Beibepute xomanay Cepsuc, [lapamerpsr (Tools, Options). B mosiBuBImeMcs: A1aaoroBoM OKHE
[Tapametpsl (Options) packpoiite Bkianky Oo6mue (General).

3. Ycranosure ¢uaxok Cxumats npu 3akpbiTin (Compact on Close) u Haxxmute kHonky OK.

VYcraHoBka aBTOMaTH4ecKoro cxxarus npoekra Access 2003 BBINOIHAETCS aHATIOTUYHO.

ABTOMAaTHYECKOE C)KaTHE HE MPOUCXOMAUT, €CIIU MPH ITOM pazMep 0a3bl JaHHBIX (MJIM MPOEKTa) He
OyIeT yMEHbIIICH, TI0 KpaliHel mepe, Ha 256 KoOaiit, a Takxke, eciau dTa 0a3a JMaHHBIX (MU MPOEKT) B
TEKYIIUI MOMEHT OTKPBITa JPYTUM IOJIb30BATEIIEM B CETH.

BoccTranoB/ieHue MOBPekKIEHHON 0a3bl JTaHHBIX

B OGonpmmucTBe ciydaeB Microsoft Access ompenenser, uro 0a3a JaHHBIX IMOBPEXACHA, TPH
MOTBITKE OTKPBITh, 3amudpoBaTh wiu AemudpoBarh ee. Toraa MONb30BATENO MPEIOCTABIACTCS
BO3MOXXHOCTh BOCCTAaHOBHUTH 0a3y MaHHBIX, BBHIOJHUB €€ cxarthe. Ho B HEKOTOPHIX CHTyalHsAx HE
yllaeTcsi ONpeneinTh, 4To 0a3a JaHHBIX MOBpexkaeHa. Ecnu 0a3a naHHBIX BeleT ce0s HempeacKa3yeMbIM
o0pa3omM, BBIIONHHUTE ee ckaThe. [Ipu cepbe3HbIX mpobiemax, KOTOpPbIE NPUBOAAT K BBIHY)KICHHOMY
3aBepUICHUIO Pa0OTHI Access, 3TO MPUIOKEHHE Mepe3anyCcKaeTcs U aBTOMAaTHUECKH CO3/IaeTCs pe3epBHAs
KOTIHSI OTKPBITOM 0a3bl JAHHBIX WM TIPOEKTa ACCESS C TEM )K€ UMEHEM U PaCIIMPEHUEM, YTO U UCXOJHBIN
daiin, Tonsko ¢ cyddukcom Backup (pe3epBHbIit).

3aganuqa:
1. Ounenure 3¢ppeKTUBHOCTH CTAHIAPTHON YTHINTHI apXUBUPOBaHUs Qaitnos Backup.
2. BrimonHute cxatue o000 6a3bl JaHHBIX U coxpaHuTe noj uMeHem CompDBI B cBoeii namnke.
3. Hactpoiite Access Tak, 9ToOBI Oa3a JTaHHBIX aBTOMATHUECKH CKUMAJIACh MTPH 3aKPHITHH.

Yacmo 2. 3awguma ungpopmayuu ¢ nomouipbio napons

He.m; - HCCICAOBAHUC 3alllUThl C IMPUMCHCHHEM IIapOJId, a TaAKKE HCCICAOBAHUC METOH0B
HpOTHBO}IGﬁCTBHﬂ aTaKaM Ha MapoJb.

Pe3yabTaT 00y4enus. [locne oOy4eHHs CTYIEHT JOJIKEH:
— 3HaTh OCHOBHBIE CTIOCOOBI CO3/JaHMS PE3EPBHBIX KOMUIT 0a3bl TaHHBIX;
— yMEeTh OCYIIECTBISATh apXUBHPOBAHUE, CKATHE U BOCCTAHOBJICHHE 0a3 JaHHBIX.

ATaku Ha apoJib

Ha cerognsmiHuii JeHb Mapoib sIBIsSETCS Hauboee MpUEMIIEMBIM W IMOTOMY Hambojee 4YacTo
HCIIOJIB3YEMBIM CPCACTBOM YCTAHOBJICHUA NOAJIMHHOCTHU, OCHOBAHHBIM HAa 3HAHUAX Cy6’beKTOB A0CTyIa.

B nmro6oit kpuTHdeckol cucTteMe OMMOKH YeJIOBEKa-omeparopa SIBISIFOTCS, YYTh JU HE CaMbIMH
JIOPOTOCTOSIIIMMH M PacIpOCTPaHEHHbIMHU. B ciiydae kpunrocucreMm, HenpoQeccHuOHAIbHbIE AEHCTBUS
IIOJIB30BATENS CBOAAT HA HET CAMbBIM CTOMKHMI KPUIITOAJITOPUTM U CaAMYIO KOPPEKTHYIO €r0 peAIM3aluIo U
MIPUMEHEHHE.

B nmepByro ouepenp 3T0 CBs3aHO ¢ BEIOOpOM maposieil. O4eBUIHO, YTO KOPOTKHE UIIH OCMBICTICHHBIS
MapoJid JIETKO 3allOMHMHAIOTCS YEJIOBEKOM, HO OHHM TOpa3jo MpoIle I BCKphITHs. lcnosb3zoBaHue
JUIMHHBIX W OECCMBICIEHHBIX Taposied Oe3yCIOBHO JIy4YIlle C TOYKH 3PEHHS] KPUIITOCTOHKOCTH, HO
YeJI0BEK OOBIYHO HE MOJKET MX 3alIOMHHUTH U 3alMCBHLIBAET Ha 6yMa>1<1<e, KOTOpas nmoTom b0 TCPACTCA,
a100 TOoNasaeT B PyKU 3JI0YMBIIUIEHHUKY. IMEHHO M3 TOTO, YTO HEMCKYIIEHHBIE MTOJIb30BATEIN OOBIYHO
BBIOMPAIOT JINOO KOPOTKHE, JTUOO OCMBICICHHBIE MApOJIU, CYHIECTBYIOT JIBA METOJa UX BCKPBITHS: aTaka
MOJTHBIM I1epebopOM U aTaka 1o CIOBaplo.
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3anUIIeHHOCTh Mapoist MpHU ero moadope 3aBUCHT, B OOIIEM ciy4yae, OT CKOPOCTH IPOBEPKH
napoJsiei ¥ OT pa3Mepa MOJHOTO MHOXKECTBA BO3MOKHBIX MapoJiei, KOTOpoe, B CBOIO O4Yepelb, 3aBUCUT OT
JUTMHBI TTapoJisl U pa3Mepa IpUMEHsIeMOro andaBuTa CHMBOJIOB. Kpome Toro, Ha 3allUIIEHHOCTh CUIILHO
BIIMSIET pean3allysi MapobHOM 3allUTHI.

B cBsi3u ¢ pe3KUM POCTOM BBIYMCIHUTENBHBIX MOIIHOCTEH aTaku TMOJHBIM TepebopoM HMEIOT
ropazzo Oosbliie IIAHCOB Ha yCIeX, 4YeM paHblie. KpoMme Toro, akTHBHO MCIHOJIB3YIOTCS pacrpeiesieHHbIe
BBIYUCIICHHSI, T.€. PABHOMEPHOE pacrpeaeieHue 3aauyi Ha 0OJbIIOE KOJIWYECTBO MAIIMH, pabOTArOIINX
napajuieJIbHO. DTO MO3BOJSET MHOTOKPATHO COKPATUTh BPEMS B3JIOMA.

OnHako BepHEMCs Ha HECKOJBKO JIET Ha3all, KOIJa BBIYMCIMTEIHHON MOIIHOCTH JUIS MOJHOTO
nepebopa Bcex maposield He xBartano. Tem He MeHee, xakepamu ObUI MPUAYMaH OCTPOYMHBIH METOJ,
OCHOBAHHBIM Ha TOM, YTO B Ka4e€CTBE MapoJIs YEIOBEKOM BBIOMPACTCS CYIIECTBYIOIIEE CIIOBO MIIM KaKasi-
60 uHGpopMalus 0 cede WM CBOMX 3HAKOMBIX (MM, JaTa poxaAcHus U T.11.). Hy, a mockoapky B mo0om
s3pike He Oomee 100000 cmoB, To mx mepedbop 3aiiMeT BecbMa HeOoubinoe BpeMms, u oT 40 mo 80%
CYIIIECTBYIOIIMX MMAPOJIEH MOXKET OBITh yrajgaHo ¢ MOMOIIBIO MPOCTOM CXEMbI, HA3bIBAEMOH “aTakou 110
cioBapio”. Kcratu, 10 80% 3THX maposeil MOXeT ObITh yraJiaHo ¢ MCIOJIb30BaHUEM CIIOBAPS pa3MepoM
Bcero 1000 cnos!

[TycTh ceromHs mMONb30BaTENN yXKe MOHUMAIOT, YTO BBIOMPATh TaKHe MapoJid Helb3s, HO, BUAUMO,
HUKOTI'JIa DKCHEPTHI M0 KOMITBIOTEPHON 0O€30MacHOCTH HE JO0XKAYTCS HUCIOJIb30BAHMS TAKUX MPOCTHIX U
panyrommx nynry naponeid, kak 34jXsSU@bTa!6;). [ToaToMy naxe MCKYINICHHBIN TOIH30BATEIIb XHTPUT
U BeIOMpaeT Takue napoiu, kak hopel, user1 997, pAsSwOrD, toor, roottoor, parol, gthjkm, asxz. Buano,
YTO BCE OHM, KaK MPaBHIO, 0Aa3UPYIOTCS HA OCMBICICHHOM CIIOBE M HEKOTOPOM IPOCTOM IPAaBHJIE €TO0
npeoOpazoBanus: NpubaBuUTh 1UGPY, NPUOABUTH TOJl, MEPEBECTH uepe3 OyKBY B JPYrol peructp,
3amucath CIIOBO HA00OpOT, NPUOABUTH 3alMCaHHOE HAOOOPOT CIIOBO, 3alucaTh PYCCKOE CIIOBO
JATUHCKUMHM OyKBaMH, HaOpaTh PYyCCKOE CIOBO Ha KJIaBUAType C JIATUHCKON pacKIaJKOH, COCTAaBUTh
1apoJib U3 PSAIOM PACIOI0KEHHBIX Ha KJIAaBHATYpPE KIABUII U T.I1.

[ToaToMy HEe HAIO YAMBIATHCA, €CIIM TAKOW “XUTPHIA~ mapoib OyaeT BCKPBIT XaKepaMu — OHU HE
TIIyIiee caMuX MOJb30BATEIeH, U y)KE€ BCTABWJIM B CBOHM IPOrPaMMBI T€ NPaBHIIA, IO KOTOPHIM MOXKET
UATH TpeoOpa3zoBaHue cioB. B cambix "mpoasunyThiX" mporpammax (John The Ripper, Password
Cracking library) 3T mnpaBuia MOTYT OBITH NPOrpaMMUPYEMBIMM M 33JaBaThCsi C IOMOILBIO
CHEIHNABHOTO SA3bIKa CAMUM XaKEPOM.

[IpuBenem npumep >3ddexTuBHOCTH TakKoW cTpareruu nepedopa. Bo MHOrmx kHHrax mo
0€30MacHOCTH TMpeAsiaraeTcs BHIOMpPATh B KAaueCTBE HAJEKHOTO MApOJisi JBAa OCMBICIEHHBIX CJIOBA,
pa3eNneHHbIX HEKOTOphIM 3HakoM (Hampumep, good!password). Ilomcunrtaem, 3a CKOJIBKO BpEMEHU B
cpenHeM OyayT cIiOMaHbl TaKWe TMapoNid, €CIH Takoe TMPaBUIIO BKIOYEHO B HaOOp MporpamMMbl-
B3sioMIuKa (mycth cioBapb 10000 cnoB, pa3aenuTenbHBIMA 3HaKaMU MOTYT ObITh 10 mudp u 32 3Haka
MpenUHaHus U CIeIMaTbHBIX CHMBOJIA, MallTHa Kiacca Pentium co ckopoctsio 15000 maponeii/cek):

10000*(32+10)*10000/15000%2=140000 cexynn unu menee 1.5 gus!

YeMm Gosnblie JIMHA Naposis, TeM 0oJbIyi0 0e30macHOCTh OyaeT oOecreunBaTh CUCTEMa, TaK Kak
notpeOyroTcsi OONbIIME YCWIIMS NIl €r0 OTrajblBaHUs. JTO OOCTOSATENHCTBO MOXKHO IPEICTABHTH B
TEPMUHAX OKUIAEMOTO0 BPEMEHM pPACKpBITHS Mapoyii WIM OXHIAaeMOro Oe30MacHOr0 BpPEMEHH.
Oxunaemoe Oe3omacHoe Bpemsi (TO) — mMOJTOBMHA TPOW3BENCHUS YHCIA BO3MOXKHBIX Tapojied u
BpeMeHH, TpeOyeMoro Juis TOro, 4YTOoOBl MOMPOOOBaTh KaXIbIH Mapojb M3 IOCIEI0BATEIEHOCTH
3anpocos. [IpencraBum 310 B Buae Gopmybl:

A° et
T, =——,
2w

rae t— Bpewms, TpedyemMoe Ha TOMBITKY BBeIeHHs mapoiis, paBHoe E/R; E — umncno cumBosioB B
nepesaBaeMoM COOOIIEHUN TPHU TOMBITKE MOJYUYUTh AOCTYN (BKIIIOYAs MApOJib U CIy>KEOHBIE CUMBOJIBI);
R — ckopocTh nepenaun (CHMBOJIBI/MUH) B JIMHUM CBSI3W; S — JJIMHA TIAPOJIS; A — YHCIIO CHMBOJIOB B
andaBuTe, U3 KOTOPBIX COCTaBJISETCS Mapoib. Eciu mocie Kaxaod HeyAayHOW MOMBITKH moabdopa
ABTOMATUYECKU TPEIyCMAaTPUBACTCS JIECATUCEKYHIHAs 3aJep)kKKa, TO Oe30macHoe BpeMsl pe3Ko
YBEITUYUBACTCSI.
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[TosToMy TpHM HCHONB30BAaHUM AyTEHTU(UKALMU HAa OCHOBE Iapojiel 3aIlMIICHHOM CHCTEMON
JIOJKHBI COOMIOIAThCS CIEYIONUE ITpaByJIa;

a) HE NI03BOJIAIOTCSI TapOJIU MEHbIIE 6—8 CHMBOJIOB;

0) mapoJy TOJKHBI IPOBEPATHCS COOTBETCTBYIOLIMMH KOHTPOJUIEPAMU;

B) CUMBOJIBI [1APOJIs IPU UX BBOJIE HE JOJIKHBI IIOSABIIATHCS B SIBHOM BUJIE;

I') IOCJI€ BBO/IAa IIPABUIIBHOTO MapOoJIsl BbIAeTCsl HH(GOpMALMS O ITOCIEIHEM BXO/IE€ B CUCTEMY;

1) OTPaHUYMBAETCSl KOJIMUYECTBO MOIBITOK BBOAA [1AapOJIs;

€) BBOJIUTCS 3a/iep’KKa BPEMEHU IIPH HENIPABUIIBHOM 1apoJIe;

) TIpY TIepeiade Mo KaHajlaM CBS3M NapoJu TOJDKHBI ITU(PPOBATHCS;

3) MapoJIx JOJIKHBI XPAaHUTHCS B IIAMATH TOJIBKO B 3allM(POBAHHOM BHJE B (paiiiaax, HETOCTYIHbIX
10JIb30BATENIAM;

1) [10JIb30BaTENb 1OJKEH UMETh BO3MOXXHOCTh CAMOMY MEHSTh 11apOJib;

K) aAMMHHMCTPATOP HE JOJDKEH 3HATh [1APOJIH M0JIb30BATENEH, XOTSI MOXKET UX MEHSITD;

J1) IapoJIU I0JIKHBI IEPUOAMUYECKH MEHATHCS;

M) YCTaHaBIMBAIOTCA CPOKU JCHCTBUS NapoJield, [0 HCTEUYEHUU KOTOPBIX HAJ0 CBS3aThCA C
aJMHHHUCTPATOPOM.

IIpodJsema BbIOOpa mapoJist

Br16op nnuHBI maposisi B 3HAYUTEILHON CTENIEHU ONPENENSICTCS] PA3BUTHEM TEXHUYECKUX CPEJICTB,
UX OJJIEeMEHTHOW 0a3pl U ee ObicTpoaeilicTBueM. B Hacrosimiee Bpems LIIMPOKO MPUMEHSIOTCS
MHOTOCHUMBOJIbHBIE TIapoiu, Te S>10. B ¢Bsi3u ¢ 3TUM BO3HUKAIOT BOMPOCHI: KaK U TJI€ €r0 XpaHUTh U
KaK CBs3aTh €ro ¢ ayreHTU(UKanued JUYHOCTH Tonb3oBatens? Ha 3T Bompochl OTBedaer
KOMOMHMpOBaHHAasl CUCTEMa IMaposiei, B KOTOPOM KOJ Mapojisi COCTOUT U3 JBYX udactei. [lepBas uyacTth
COCTOUT U3 3—4-X NIeCATUYHBIX 3HAKOB, eciu KoJ uudpoBoi, u Oonee 3—4-x, ecau Koa OYKBEHHBIH,
KOTOpBbIE JIETKO 3allOMHUTH 4eJOBEKY. BTopas 4yacTh COAECPKUT KOJMYECTBO 3HAKOB, OIpPEACIIIeMOe
TpeOOBaHUSMU K 3allUTE U BO3MOXKHOCTSIMH TEXHHUYECKOH pean3alii CHCTEMbI, OHa MOMEIIAETCs Ha
(GU3MYECKOM HOCHUTENIE W ONpeNeiseT KIIUY-Tapoib, pacueT JUIMHBI KOJa KOTOPOro BEAETCS 110
YKa3aHHOMH BBIIIIE METOAMKE. B 3TOM ciyuae yacTh maposist OyeT HeAOCTYIHA JJi HapyIIUTes.

Onnako mpu pacueTe IIUHBI KOJa Mapoisi HE clieayeT 3a0bIBaTh O TOM, YTO MPU YBEJIMYECHUU
JUTMHBI TapoJisi HeNb3s yBENUYHMBATh MEPUOIMYHOCTh €ro cMeHbl. Koapl maponeit HeoOX0AUMO MEHSTh
00s13aTeIbHO, TaK KaK 3a OOJBIION MEePHO BPEMEHH YBEIIMYMBAETCS BEPOSTHOCTH MX MEpPEXBara MyTeM
OPSIMOTO XUIINEHUS HOCHUTENS, CHATHS €ro KOMHWM, MPHHYXKICHUS dYeloBeka. BriOOp mepuoandHOCTH
HEOOXOIMMO OMPENENSATh U3 KOHKPETHBIX YCIOBUU pabOThI CUCTEMBI, HO HE PEXKE OJIHOTO pas3a B TO/I.
[Tpuuem xenaTenbHO, YTOOBI JaTa 3aMEeHbI ¥ IEPUOIUYHOCTD JOJKHBI HOCUTh CITy4aifHBIM XapakTep.

Jlist mpoBepKH  YSA3BUMOCTH TIApoJied HCIIONB3YIOTCS CIEIMAIbHBIE KOHTPOJUJIEPHI TapoJie.
Hanpumep, uzBectHblil koHTposuiep KiiditHa, OCylIeCcTBIISIET MOMBITKY B3JIOMa MapoJisi MMyTEM MPOBEPKHU
WCIIOJI30BAHUS B KQ4E€CTBE MAPOJIsi BXOJHOTO UMEHH TOJIb30BATEINSI, €M0 MHUIIMAJIOB U MX KOMOWHAIIUMN,
MPOBEPKU HCIIONH30BAHUSI B KaueCcTBE MapoJisi CIOB W3 PA3IMYHBIX CIOBapel, HauMHas OT Haubolee
yIOTPEOUTEIHHBIX B Ka4€CTBE MApOJIsl, MPOBEPKHU PA3IMYHBIX MEPECTAHOBOK CJIOB, & TaKXKe MPOBEPKHU
CJIOB Ha f3bIKE MOJb30BaTENsI—MHOCTpaHIa. [IpoBepka nmaposiell B BHIYUCIUTENIBHBIX CETAX C MOMOIIBIO
KoHTposiiepa KiisiiHa moka3ana JOBOJIBHO BBICOKHE PE3yJbTaThl — OOJBIIMHCTBO TOJb30BaTeNeh
UCIONB3YIOT MpocThie napoiu. [lokazarenen npumep, koraa Koutpoyep KisitHa mo3Boaui onpenenuThb
100 mapouteit u3 5 cumBosioB, 350 naposieit 3 6 cuMBOJIOB, 250 mapoJieid 3 7 cuMBOJIOB U 230 maponein
13 8 CUMBOJIOB.

[IpuBeneHHbIN aHAIN3 MO3BOJIAET CHOPMYITUPOBATH CIEAYIOIINE MPaBUia CHIDKCHHS YSI3BUMOCTH
napoJieil ¥ HarpaBJeHHbIE HAa IPOTUBOICHCTBUE U3BECTHBIM aTaKaM Ha HUX:

— pacmmpsiiiTe MPUMEHSIEMbIN B Maposie anpaBUT — HCIOIb3yHUTE MPOIMUCHBIE U CTPOYHBIE OYKBBI

JATUHCKOTO U PYCCKOTO an(aBUTOB, UG PHI U 3HAKU;

— HE UCMOJB3YHTE B MApPOJIe OCMBICIEHHBIE CIIOBA;

— HE UCTOJb3YHTE NOBTOPSAIOIINECS TPYNIbl CHMBOJIOB;

— HE NMPUMEHSNTE Napoau JJIMHON MeHee 6—8 CUMBOJIOB, TaK KaK 3allOMHUThH MX HE MPEJCTaBISAET

00JBIIOTO TPYAQ, a TApOJIb UMEHHO HY)KHO 3allOMHUHATh, @ HE 3aMKUChIBaTh. [10 TOM ke mpuuuHe He

HMMeeT CMbICiIa TpeOoBaTh JJIMHY HEOCMBICIICHHOTO Maposist Oosee 15 cHMBOJIOB, Tak Kak 3alIOMHHUTH

€ro HOpMaAJIbHOMY Y€JIOBEKY MPaKTUUYECKH HEBO3MOXKHO;
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— HE HUCIONB3YWTE OJMH U TOT )K€ MapoJib B PA3IMYHBIX CUCTEMax, TaK Kak MPH KOMIIPOMETAIHH

OJTHOT'O TIApOJIsl IIOCTPAAAIOT BCE CUCTEMBI,

— MpOBepsANTE MapoJiv Mepe]] X UCIIOIB30BaHUEM KOHTPOJIIEpaMU MapoJieH.

Jlist cocTaBiICHUsI Mapoyii MOXKHO JaTh PEKOMEHAALWH, KOTOPBIMH II0JIb30BAaThCS HAIO0 OYECHb
OCTOPOXKHO:

— BBIOEpUTE HECKOJBKO CTPOK M3 TECHU WIIM IMO3MBI (TOJIBKO HE T€, KOTOpble Bbl moBTOpsieTe

MIEPBOMY BCTPEYHOMY) U HCIIOJB3YHTE NEPBYIO (WM BTOPYIO) OYKBY Ka)XXJOTO CJIOBa — IPU 3TOM

napojib JOJDKEH UMEeTh Oonblyio JUIHHY (Oosiee 15 cUMBOJIOB), MHAY€ HYXHO MEHSTH PETUCTPHI

OyKB, IPUMEHSATH JJATUHCKHAE OYKBBI BMECTO PYCCKHX WJIM HA00OPOT, MOKHO BCTaBJIATH HUDPHI U

3HAKHU;

— 3aMEHHTE B CIIOBE U3 CEMHU—BOCHMH OYKB OJIHY COTJIACHYIO M OJIHY WJIM JIBE€ IJIACHBIX HA 3HAKU

i nudpel. ITO IaCT BaM CI0BO-abpakanadpy, KOTOpoe OOBIYHO MPOU3HOCHMO U TIOITOMY JIETKO

3anomuHaetcs. [loaBenem utor:

Uto Takoe 1miaoxou mapob:

— CoOCTBEHHOE UM

— CI10BO, KOTOPOE €CTh B CJIOBApE;

— Wnentudukarop, npucBoeHHbI BaM Kakoi-HUOYAb CUCTEMOM, UM JIIOOBIE €r0 BapUalllu;

— JlaTta poxJeHus;

— [loBTopenHslii cumBoil (Hanpumep: AAA);

— Ilapons meHb1IE 6 CUMBOJIOB;

— Ilapoub, ycTaHOBIEHHBIM Bam 4yXuM 4ell0BEKOM;

— Ilapons, cocTosnmii U3 CUMBOJIOB COCEICTBYIONIMX Ha KiaBuarype (Hampumep: QWERTY wnu
UIYKE);

— Tlapons coctosmuii U3 MACOPTHHIX JAHHBIX: EPCOHAIBHBIA HOMEP, HOMEP BOJAUTEICKUX MPaB
U T.[.

YT0 Takoe XOpOUIMii MapOIIb:
— beccwmbicniennas ¢pasa;
— Cayyaiinplif Ha0Op CUMBOJIOB BIIEPEMEIIKY ¢ OyKBaMHu.

ITopsinok paGoThl ¢ MporpaMMamMu BCKPBITHS IapoJIeH.

B nannHoil naboparopHoii paboTe UCIONb3yeTCsl MPOrPaMMHBIM MPOAYKT AJIsE BCKPBITHS 3aKPBITHIX
napousiem apxuBoB: Advanced ZIP Password Recovery

Paborta ¢ nporpammamu B310Ma Ha npumepe AZPR

IIporpamma AZPR wucnone3yercs Juisi BOCCTaHOBJIEHHs 3a0bIThiIX mnaposieit ZIP-apxuBoB. Ha
CErOJIHAIIHUN JIeHb CYIIECTBYET JBa Croco0a BCKPHITHS Tapojei: mepedop (brute force) m araka mo
croBapio (dictionary-based attack).

[Tanens ynpasieHus:

— kHomkH OTkpeITh U COXpaHUTh TO3BOJSIIOT paboTaTh € MPOEKTOM, B KOTOPOM YKa3aH

BCKpBIBaeMbIi (hailn, HaOOp CHMBOJIOB, MOCIEAHUN MPOTECTUPOBAHHBIN MAapOb. DTO MO3BOJISET

MIPUOCTAaHABIMBATh U BO3OOHOBJISTH BCKPBITHE.

— kHonk# Ctapt u CTOI MO3BOJIAIOT COOTBETCTBEHHO HAYMHATH U 3aKaHUUBATh M10JI00P MApOIISL.

— kHomka HaOop mo3BoiysieT 3a7aTh CBOE€ MHOXECTBO CHMBOJIOB, €CJIM M3BECTHBI CHMBOJIBI, U3

KOTOPBIX COCTOMUT NapOJIb.

— kHormka CrpaBka BBIBOAUT TOMOMIb 110 IPOrpaMMe.

— kHomnka O AZPR BbIBoUT HHGOPMAIUIO O IPOTPaMME.

— KHONKa BbIX0J MMO3BOJISIET BBIMTH U3 MPOTPaMMBI
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% AZPR 4.00

Hatiop cumMB0NoE

3arnaeHele NaTUHCEME [4 - £) M &

CrpodHble AaTMHCKMeE [a - 2]

[ Bce wwppe [0- 9] 3EKOHYMTE: Ha:
Bce cneunansHee [1E.] i

[ Npoten

[ Bee nevaraemee

OKHO COCTORAHKMA

| & - MNepetop

Hatiop nonesosarens [

Advanced 2IP Password Recovery
S ™ A A & @ @
Otkpeme CoxpaHute  Crapr! Tect Cnpaeka 0O AZFR
ZIP-mpaiin Tun araku

Hatiop | OauHa | Cnosape | Plaintest | Aetocosparenue | O | Mpogeusyrocts

0

Beixon

<

b

LT’J
|._?’_|
LT’J

&

v

a

Mporpecc
14

JAEFR version 4.00 (c] 1337-2005 ElzomSoft Ca.Ltd.

PaccMoTpuM BO3MOXKHOCTH IIPOIPAMMBIL:

TekyLWHA Napons: CropocTe:
Mpowno epereHi; OcTanock:

04.10.2017 13:40:35 - &7PR wversion 4.00 build 24 launched
041020171 13:40:54 - Loading language file for Pyccrui’..

BribupaeTcs apxuB Asisi BCKPBITUS U THI aTaku (CM. PUCYHOK).

L

Bea=og

%) AZPR 4.00
Advanced ZIP Password Recovery
Ok ( | il o = 2
S W A A & @ @
Otkpere CoxpaHute  Crapr ! Tect Cnpaeka 0O AZPR
ZIP-pakin Twun araku
|I::'\Documents and SettingshTrawe | % - |[epefiop

Hatiop | Dauna | Crosape | Plaintest | Astod 1o macke

Mo caoeapr
Hafiop cuMeonos Plaintext

[#] Farnacucia naruurvna . 7

Bribupatorcs napaMerpsl paboThI:
3aknanka Habop

[Iporpamma mo3BOJIsIET BBIOpaTh 00JIacTh mepedopa (HAOOpP CHUMBOJIOB). DTO 3HAYUTEITHHO
coKpainaet Bpems nepedopa. MoKHO UCIOIb30BaTh HAOOP MOJIb30BATENS, 3a/JaHHBIN C TOMOIIBIO KHOMKH
Habop. MoHO OrpaHMuYUTh KOJUYECTBO TECTUPYEMBIX IMapoJjiell, 3aJaB HayalbHbIN Mapoib. B ciydae
€CIIM M3BECTHA YacTh MapoJs, oueHb 3(dekTuBHa ataka mo macke. HykHO BbIOpaTh COOTBETCTBYIOIUI
THUI aTaKH, MOCJIE STOTO CTAaHET JOCTYITHBIM IT0JIe Macka. B HeM HY)KHO BBECTH M3BECTHYIO YacTh IapOJIs
B Buze P?s?W?r?, rne Ha MecTe HEM3BECTHBIX CHMBOJIOB HYXKHO TOCTaBHTh 3HAaK BOIpoca. MOXKHO
MCIIOJIb30BaTh JIF000H Ipyroil CUMBOJI, BBE/IS €T0 B I0JI€ CUMBOJI MAacKH.

3akimanka JlmuHa

Hatiop | dmvia | Coosape | Plaintext | AeTocosparerve | Onue | NMpogswryrocTe

M nuHa naponA
M UHMFaNEHEA ANMHE NaponA =

b ak craneHaa gMHa naponAg =

[To3BosisieT BEIOPATH JITTMHY TTAPOJIA.
3axnanka CioBapb

[To3Bonsier BBIOpaTh (ain-cioBaps. BreiOupaiite daiin  English.dic,

1

.
w
.
w

CHHEDN[OE]

CHMEDN[DE]

OH COJEPKHUT Habop

AHTTIUHCKUX CIIOB M HAOOPBI CUMBOJIOB, HAMOOJIEE YaCTO UCIIOJIB3YIOMIHECs B KA4eCTBE Mapoieii.

3akiiazika ABTOCOXpaHEHUE
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MoxHo BeIOpaTh UM (haiina A1t COXpaHEeHHUs Pe3yJIbTaTOB PadOThI M HHTEPBAJ aBTOCOXPAHEHUSI.
3akmaaka Omnun
BriOupaercst npuopurteT paboThl ((POHOBBIN UM BBICOKMI), HHTEpBaJ OOHOBJIEHUS HUH(POPMAIIMU O
TECTUPYEMOM B JIaHHBIH MOMEHT HapoJjie. YBEIMYEHHE HMHTEpBaja IOBBILIAET ObICTPOAECHCTBUE, HO
CHIDKaeT HMH(OpPMaTHBHOCTh. TakkKe MOXXHO YCTaHOBHTH PEXKHUM BEIACHUS MPOTOKONAa padOThl H
BO3MOXXHOCTh MUHUMM3ALMK IPOrPaMMBI B tray (MajeHbKas HKOHKA PSIOM C 4acaMH).
3axnanka [IpoaBuHyTOCTH
ConepXuT NpOJBUHYThIE HACTPOWKM, IIO3BOJSET MCIOJIb30BaTh M3BECTHOE Hadano (aiina,
UCTIONIBb30BaTh WinZip JBHKOK.
Hatop | Oauna | Cooeape | Plaintest | AeTocospanenve | Onuuwg | [pogguHyracTe
[pogEMHYTEIE HACT PORKK
D Mcnone30BaTE W3BECTHOS HAYaND aiina gnA aTakK HeCHaTeIR Pakinos

M 3EECTHEIE BAMTEL CHrBON MAckK; | 7

[ ] Bceraa vcnonesoeate Wine| P-oeM#oK, eCiM BEpOATHOCTE GoNkbLWe

Mcnonesoeare kog 4nd: | |ntel P4 S5E2 b

3ananus:

1. [IpoBenenue ataxku nepedopom (bruteforce attack)

Hcnone3ys mporpaMMmy Ui BCKPBITHSL Mapojeil MpOM3BECTH aTaky Ha 3aiu(poBaHHBIN Qaiin
AZPR.zip. OGnactp nepebopa — Bce neyaTaeMble CUMBOJIBL, JJIMHA Hapoiid oT 1 10 5 cuMBosoB. Bpems
BBIMOJHEHHUsT Ha KoMmibiorepe kiacca Pentium II u Beimme — 50 cekynng — 3 muHyThl. IlpoBeputsb
IPAaBUJIBHOCTb OIPEJEICHHOT0 NapoJis, paciakoBas (aiiia 1 03HaAKOMHUBILIKUCH C €r0 COJAEPIKUMBIM.

BreimonnuB nmyHKT 1, cokpaTuTh o0nacTh mepedopa 10 (aKTHUECKH HCIONIb3yeMOro (Hampumep,
eclM MapoJib grant — TO BBIOpAaTh CTPOUHBIE JIATUHCKUE OyKBbI). [IpoBecTH MOBTOPHOE BCKPBITHE.
CpaBHUTH 3aTpau€HHOE BpEMS.

2. IlpoBenenue ataku no ciaosapio (dictionary attack)

1. Cxatp kakoi-1100 HeOONbIION (aily, BHIOpaB B KaUeCTBE MMapoJisd aHIJIMICKOE CI0BO JUIMHOM 110
5 cumBonoB (Hanpumep, love, god, table, admin u T1.1.). IIpoBecTn ataky mo ciosapro. [y 3TOrO
BbIOpaTh BUJ aTaku U B 3akiagke CioBapb BelOpaTh ¢aiin English.dic. OH conepxut Habop aHIIIMHCKHUX
CJIOB M HAOOPbI CUMBOJIOB, Hal0OJIEe YacTO UCIOJIb3YIOIIUECS B KauecTBE apoieil.

2. [TompITaTHCS OMPENEITUTH MTAPOITH METOAOM TIPsIMOTO Tiepebopa. CpaBHUTH 3aTPAYCHHOE BPEMS.

KoHnTpoJsbHbBIE BONIPOCHI:
J1st KakuX 1enel uCIoJIb3yTCs OTIepalluy CKaTHe U BOCCTAHOBJICHUE 0a3bl TAHHBIX.
[Tepeuncnure OCHOBHBIE CITOCOOBI CO3AAHMSI KOTIUU 0a3bl JAaHHBIX U MTPOEKTOB.
HazoBure 0cOOCHHOCTH cO34aHMs KONUN 3alUIICHHON 0a3bl JaHHEIX.
[lepeuncnure OCHOBHBIE CITIOCOOBI CO3AaHMSI KOTIMU U BOCCTAHOBJICHHUS MTPOeKTa Access.
Kakwue Buzbl aTak Ha apoJib Bel 3HaeTe?
Yrto Takoe Mmioxoil mapoib?
Kak M0O>XHO TPOTHBOCTOATH aTake MOJHBIM Tiepedopom?
Kaxk qymna naposist BIUsieT Ha BEpOSATHOCTh PACKPBITHSI TapOisi?
Kakue pexkoMeHmamnmuy mo cocTaBiaeHUIO maposieil Bel Moxere n1ath?

©COoN>OA~WNE

Co3nanue oryera

[Tocne BBIMONHEHNWE MPAKTUYECKUX 3alaHUN CTYJCHT JIOJDKEH COCTABUTH AJIEKTPOHHBIA OTYET TI0
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM JOKHBI ObITh OTPaXKEHBI CIIETYIOIIHE
TIOJIOXKEHHSL:
HOMEp M Ha3BaHUE MPAKTUIECKON paboThI;
1eITb U TUTaH 3aHATHUS;
9KpaHHbIC KOIHH, OTBEPIKAAIOIINE BBIMOJHEHNE TPAKTUIECKOTO 3a/1aHHS;

® OTBETHI HAa KOHTPOJIBbHBIC BOIPOCHI:

CoxpaHHTE OTYET Ha CaiiTe TUCTAHIIMOHHOTO O0YYEHHS JJIsl IPOBEPKHU TPETIOIaBaTelIeM.
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Tema Ne 7: «3amuTa 0T HECAHKIMOHUPOBAHHOIO JOCTYNA U CETEBBIX XAaKEPCKUX aTaAK»
Ilpakmuueckoe 3a0anue. 3aujuma om HeCAaHKYUOHUPOBAHHO20 0OCHYNA U CEMeBbIX XAKEPCKUX amaK

Ieap - NO3HAKOMHUTBCS C BCTPOCHHBIMUA KOMITOHEHTAMH 3aIUTHI ONEPAIIHOHHON CUCTEMBI
Microsoft Windows 1 HacTpOUTh UX

Pe3yabTaT 00y4enus. [locne oOydueHus CTYIEHT JOJIKEH:
— 3HaTh o0IIee yCTPOMCTBO BCTpoeHHOM 3amuTel Windows;
— yMmeTh HacTpauBath LleHTp obecrieuenns 6€30MacHOCTH.

Bpanamaysp Windows

3amady 3amuMTBl OT HECAaHKIIMOHMPOBAHHOTO JOCTYIAa W CETEBBIX aTaK JOMAIIHEro KOMIIbIOTEpa
YCIEIIHO pellaeT MNepcoHallbHasg Nporpamma-Opanamaysp. OHa MoOKeT ObITh Kak BCTPOCHHOW B
OICpallMOHHYI0 cucTeMy (Hampumep, Opanamaysp Windows), Tak W ycTaHaBIMBAEMOH OTIEIBHO
(manpumep Outpost FireWall).

Camasi, mokaiydd, TOIyJspHAsT Ha CETOAHSIIHUI JEHb OIEpalMOHHAs CHUCTEMa JIOMAIIHEro
kommbrotepa - Microsoft Windows XP coxepsxut BcTpoeHHbiii Bpanamaysp Windows. Bosee no3anue
Bepcuu Microsoft Windows, Vista u Seven coaep:xar B cebe TOMOTHATEIbHBIE KOMIIOHEHTHI 3al[UTHI OT
HECaHKI[MOHUPOBAHHOTO JOCTYIIA H IIMMOHCKUX mporpamM, Hanpumep Windows Defender.

BcTpoennsle OpaHaMaysphl OTIMYAOTCS BECbMa OTPAaHMYCHHOW (DYHKIMOHAIBHOCTBIO, YTO C
JIPYroll CTOPOHBI KOMIIEHCHUPYETCSI OTCYTCTBUEM KOH(UIUKTOB C ONEPALlMOHHOW CHCTEMOH H
OecruaTHOCTBIO.  bpaHamayspbl ke TpPEeThUX TPOW3BOJIUTENEH, YyCTaHABIMBAaEMble OTAEIBHO,
o0ecreunBar0T OOBIYHO OoJiee YIOOHYIO M MPUATHYIO pad0Ty C BO3MOXKHOCTBIO 00JIe€ TOUHON HACTPOUKH
Pa3IMYHBIX TAPAMETPOB.

1. [Mocne 3arpy3ku onepauuonHoi cucrembl Microsoft Windows XP (8 Microsoft
Virtual PC), Bpanamaysp Windows Oymer otkmroueH. [l ero BKJIIOYEHHS BBINOIHUTE
CIEAYIOIIME TEUCTBUA:

Haxxmute Mento Ilyck — [Tanens ynpasnenus — bpanamayasp Windows

Ha skpane nosiButcst Menro bpanamayasp Windows

S8l 5 st e s X]

O6wre | Mekmouerus | NonosHurensHo

U
X/ Ball KOMNEETER He SALWIEH: BEIDYMTE SpaHamMayap Windows

BpaHaraays p WWindows NomMorasT NpegoTEPATHTE HECSHKLMOHMPOB aHHEIK
AOCTYN K BALEMY KOMNBIOTEPY Yepes MHTepHET MW ceTe,

@ () Bkmounte [pekomenayercsa)

3TOT NEPaMETP GAOKMPYET NOAKMGYEHHE BCEH BHELHLH
WCTOMHUKDE K aHHOMY KOMOBHOTEPY, KoME oi0paHHBIX Ha
BKAZNKE MCKADHEHAR,

[[He paspewars uckmouenn

BrifiepiTe 3T0T NapameTh NPH NOAKAKMEHM K OTKDETOMN CETH B
MEHEE FaILIMLLEHHEIX MECTSX, HANPMMED, & a3ponopTy. Bel He
GYIETE MONYHETE YEELOMNEHMA, KOraa Gpanamaysp Windows
GN0KHPYET MPOrPatiel. MCTOUHMKM, BRIGPAHHEIE Ha BKAa0Ke
WCKMIOYEHIAR, BUyT UrHOPWPOBATEEA

@ () Bukmouuts [He pexkomenayeTca)

CTapaiiTeck He HCNONES0BATE 3TOT NApameTh. BeikanusHHe
fipaHatayapa Windows NPHECAHT K CHHMKEHHIO SaLMILEHHOCTH
KOMMBIOTENS OT BMPYCHBIX STAK W SA0YMBILINEHHHKOE.

Mogpotnes o GpaHarays pe Windows

2. Mento Bpanamaysp Windows conepxut 3 Briaakun — O6mue, UckiawdyeHus,
Otwre | Mekamouerua | JonoaHuTensHo
JlonoJIHUTEBHO .
BriGepure Kaxayro BKIAAKy B IPOCMOTPUTE €€ COIEPIKIMOE.
3. Bknanka O6mme mno3BoiisieT MEHATh pexkuM paborsl Bpamamayispa Windows.

Moxuo Bruwouuth Opanamay’p (mocie yctanoBku OneparonHoi cuctemsl  Microsoft
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Windows XP, cucrema aBroMaTHyecku BriodaeT Bpanamaysp Windows) win BeIkI04nTh
ero (mpu ycTaHoBKe apyroro bpanamayspa Ha Bam kommbioTep, bpanamaysp Windows Oymer
BBIKITIIOUEH aBToMarndeckn). Otkimounte Bpanamaysp Windows, a 3atem BHOBb BKJIFOUHUTE €TO.
4. Bxnanka MckitoueHust mMo3BOJSET CO3/1aBaTh UCKIIOUEHUS Ul HY>KHBIX CIIYKO U
npuioxeHnid. Hanpumep, eciau Bbl TOYHO YBEPEHBI, YTO KOHKPETHOE NPUIOKEHHE He Oyner
BBINOJIHATh HECAHKI[MOHMPOBAHHBIX YIAJCHHBIX coenuHenuit win bpanamayap Windows
3a0JI0KMPOBA CETEBOU JOCTYII MPUIIOKEHUS, MOKHO c037aTh VICKITtoueHne U 0JI0KHpOBKa Oyner
cusita. /lo0aBbTe HCKIIOYEHHE ISl MPOTrpamMMbl, HakaB KHONKY JloGaBUTH mporpammy u B
HOSIBUBLIEMCS CIIUCKE BBIOEPUTE JI000€E NPHUII0KEHHUE.

| = B i us d
Ofwwe | Meknouenna | NonosHurensho
EpaHarayap YWindows oTEYEH, KOMNBTED HAX0LHTCA Nag YrpoSof BTOP#KEHUA
W3 BHELUHME MCTOUHWKOB, TaKHX kak MHTepHET. PeramMeHIyeTCA WenkHUTE BRASAKY
"O6wme" v seifpate "Braowme
Mporpatte! M Coyee!:
Wran
Opera
O UPRP-uHepacTpukTypa
[ AMeT aHUWHOHHDE YNPEBASHUE PABOUWM CTOAOM
[ Ofwmit aocTyn k. aifnsm M NPMHTERa
YnaneHHEA NORMOLL HUK.
[ﬂoﬁaswn npnrpaMMg...] [ JNatiasuTe nopt.. ] [Hamenvm:...] [ ERELT
OrofpakaTe YEEA0MASHHWE, KOr1a GPaHAMAaYaP GAOKMPYET Nparpatiy
ONSCHOCTH DASDELIEHHA HCKAMHEHMI
5. Bxiagka JlomoJIHUTENbHO I103BOJISAET BKJIIOUWTH WIM OTKIOUYUTH Bpanamayap

Windows s KOHKPETHBIX CETEBBIX MOJIKIIOYEHUH, 3a0JI0OKHPOBaTh WM Pa30IOKHPOBATH

cereBble ci1ykO0bl. BeiOepute HyxHO ceTeBoe [loakmouenue n Haxxmute kHonky Ilapamerpsl
=] By W oyes Lﬂ
O6wme | Mokmoserns | dononsurensho

MNapaeTpel CETEBOrD NAAK MKMEHUA

EpaHamaysp ‘Windows BkMOYEH 117 NEPEMUCIEHHEIK HMKE MOQK. TOYEHHE.
HYrotel 40GEBUTE OTAENEHOE NODKIMOYEHHE B CMIMCOK. MCKIOHEHME,
BoifiepiTe ero W wenkHuTe konky "Mapamerper’

MapareTpel..

BeneHue #ypHana Ses0nacHoCTH

MomHo coznaTs daiin sKYPHANS 4NA UCNONB30EAHUA
MPW YCTPAHEHMM HENONAAOK. -
Mpaorokon ICHMP
MpoTokon ynpaenAiwM: coodiw eHui MHTepHeTa
[ICHP] noseonaer komMnswoTepar B ceTH =
OOMEHMEATECA HHPOPMAUMEN 06 OWKEK.AK W CEOEM
COCTOAHM.
MapareTpes no yronyaHuo
Yrobkl BOCCTAHOBMTE BCE MCXOAHEIE NAPAMET Dbl
fpaHamMays pa Windows, HamMHTE KHonkyY "o
YMON4aHHD'

6. [Ippy  ycTpaHeHMM  HENOJIAJOK, MOXHO  BOCIOJB30BaThCs  ZKypHaIOM

Be3onacHocTn, a1 TOro, ytoOBl BBIICHUTH, KOIJA MPOHM30LUIA HEMONaJKa M MpU KaKUX
obcrostenscTBax. Haxkmure kHonky Ilapamerpsl B 6510ke Benenue :xypHana 6e3omnacuoctu. B
MOSIBUBLIEMCSI OKHE IMPOU3BEANTE HACTPOMKHU, COIVIACHO NPEUIOKEHHOMY PUCYHKY M Ha)KMHUTE
Ok.
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I EPEMET PRI H ] 5_2
MapareTpel BE2AEHUA #UpHAanNa

[] 3amMchiEaTs MpoNYWEHHBIE NaKeTsl

[] 3anuceiBats ycnewHsie noakaoueHua

[MapareTpel $afna #upHana

GINER

CvwIND DwShpfirewal log

MpeaentHei pasmep [KB]: | 4096

1. bnok ITporokoes ICMP crnyxut st mpuemMa 1 OTHpaBKUA COOOIIEHHH 00 ommoKax
U COCTOSIHUM KOMIIBIOTEPOB B CETH. Tak e OTOT MPOTOKOJ HCIOIB3YIOT HEKOTOpHIE
BPEIOHOCHBIE TPOTPAMMBI, C MEPUOJUYHOCTHIO TOKA3bIBasi Pa3IMYHBIE COOOLICHHS O SKOOBI

IIPOU30IICAIITHNX omunOKax B OHepaHHOHHOﬁ CUCTEME.
MNporokon ICMP

[MpoToKoN YNPAENAKW M CooGw eHKE MHTEpHETA
[ICHP] nozE0naeT KorMNBOTERAr B GETK

OBMEHMBATECA MHPOPMAUMEN 08 OLUMEGK 3% M CEOE

COCTOAHMM,

8. brox IlapaMeTpbl MO0 YMOJIYAHWIO CIYXXUT JUIi BOCCTAHOBJICHHS HCXOIHBIX
Hactpoek Bpanamayspa Windows.

[apardeTpel No Yron4aHKD

HTofl BOCCTAHOBMTE BCE MCHOAHEIE napamerpel Mo yvanuakuo
fpaHarayapa Windows, HasnuTe kHoney Mo

UrAONYEHKID",

HenTp Odecneuenus 6ezonacHocTu Windows

Ecnu Bam KoMmmbploTep MOJAKIIOYEH K KOMIBIOTEPHOM ceTu (HeBaxHO, MHTepHeT 3To wiu
WuTpaner), To OH ysS3BUM ISl BUPYCOB, aTakK 3JIOYMBIIUICHHUKOB W JPYTrUX BTOp)KeHWH. [y 3amuThl
KOMITbIOTEpA OT ITHX OMACHOCTEH HE0OX0ANMO, YTOOBI HA HEM MOCTOSHHO pabOTalld MEXCETeBON IKpaH
(bpanamayap) u antuBupycHoe I1O (¢ mocnenquumu o6HOBIeHHsIME). KpoMe Toro, Heo0X0auMO, YTOObI
BCE IOCJIEIHNE OOHOBJIEHUS ObUIN TaK)Ke YCTAHOBJIEHBI HA BallleM KOMIIbIOTEpE.

He xaxapIif 110JI530BaTENIh MOKET ITOCTOSHHO CIEIUTH 3a dTUM. He kxakaeIi 1ToNs30BaTellh 3HACT,
KaK 3TO OCYILECTBHUTh. W 1axe eciu mojb30BaTeh KOMIIETEHTEH B 3TUX BOIPOCAX, Y HETO MIPOCTO MOXKET
HE XBaraTb BpeMeHUW Ha Takue npoBepku. Kommanus Microsoft mozabotmnack 000 Bcex 3THUX
NOJIb30BaTeNsIX, BKIOUUB B coctaB SP2 (u SP3) mis Windows XP takoil nunctpymeHnT. OH Ha3bIBaeTCs
Hentp obecnieuenus: 6e3onacuocrn Windows (\Windows Security Center).

1. Haxxmute Mento Ilyck — [Tanens ynpasnenus — LlenTp oGecnieuenns 6€30macHOCTH

Jnsa Brmrouenus lLlentpa oOecmeuenust OezomacHoctn Windows, nakmure Ilyck — Ilanenms
ynpasieHus: — AnmuHuctpupoBanue — Cinyx0pl. B crincke cimyx6 Haiiaute ciayxOy Security Center,
Ha)XMUTE 2 pa3a Ha Ha 3TOH ciyxOe, BpIOepHUTe TUI 3amycka ABTO, HakMuTe KHOTNKY [Ipumenunts u OK.
[lepesarpy3ute BUPTYaIbHYIO MalIUHY.

2. Ha skpane nosiButcst merto Llentpa obecneyenns 6e3onacuoctu Windows.
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) 11231 ECHEUEHHANESONHCHOG ANV ITHOWE] jﬂa
& LeHTp o6ecrieyeHma 6e3onacHOCTH

MoMOruTe 3alHTHTL CBOW KOMMbIOTEP

OcHoBbI 6esonacHOCTH

(2) I T N s e S
Y706kl NOMOYE SALIMTHTE KOMMBRITER, BKAKIUHTE BCE TPH DCHOEHBDX KOMNOHEHTA BE30MNACcHOCTH,
+ [IONYUHTS NOCNEAHHE CoBAEHHA ECIM OHH HE BKIKIHEHBL, CNEAYATE YKas3HHSN, HTOfbI CHOBA BepHY Thes B LieHTp oBecnedens
0 6230NaCHOCTH H BHPYCaX oT BE30MacHOCTH, OTKPORTE NaHenk YNPasnNeHHs,
Kopropaunn MadcpocodT KaKHe HOBBIE KOMNOHEHT ! Windows NoMorakT 33K THTE KoMNsTED?

* MPOEEPHTE HAMHHAE NOCNEAHAY

fHOENEHHA 6T Windows Updats a Bpangmaysp @ BKAKYEHO |«

+ TIOnyHTS NDAABRIEY N0
Bonpocan BesunacHocTH

@ ABTOMaTHYeCKOe 0BHOBNEHHE © BK/IOYEHO | »
* Cnpaeka no LenTpy
GhEETEUEHHA BE30nacHOETH J y
* UsewT oo smossuerHi {4 3awyra or Brpycos - EHLRIE o)
LenTpom oftnesents
Geaonachectn Hactpolika napameTpoB GesonacHoCTH:
@ CeoricTea obozpepaTena a BpaHamaysp Windows

}h ApToMaTMueckoe obHoBNEHME

3. OCHOBHOE Ha3HAa4Ye€HUE ATOr0 HHCTPYMEHTAa - MH(MOPMUPOBATH W HAMpPaBIAThH
MOJIb30BATENsl B HY)KHOM HampaBiIeHUH. Bo-TEepBBIX, OH MOCTOSHHO KOHTPOJHUPYET COCTOSHHUS
TpeX OCHOBHBIX KomnoHeHToB OC (OpaHamaysp, aHTHUBUpPYC, CHCTEMa aBTOMAaTUYECKOI'O
obOHoBnenust). Ecnmu mapameTpsl J1000r0 M3 3THX KOMIIOHEHTOB HE OYIyT YAOBJIETBOPSTH
TpeOOoBaHMSAM OE30MaCHOCTH KOMIIBIOTEpa, TO IIOJIB30BATENb IOJYYUT COOTBETCTBYIOIICE
yBEZIOMJICHHE.

@ Ge30NacHOCTE KOMNBHITEPa MOMET BbITL Nog, yrpo3od |

BpaHAMaysp He BEAHIYEH

LLenkHuTe 3T coofweHke, YToDB! YCTPaHHTE OWHBK:y,

0

4, Menio IlenTpa obecnedyenusi 6e3omacHocTu WIiNdOwWS MOKHO pasjaenuTh Ha 3
YacTH:

L] ehi plobECHENEHHANESOIHCHD I N DWE! L]Lila
@ UenTp o6ecneuyeHna 6e30nacHOCTH

MomMorMTe 3alHTHTL CBOH KOMMNBIOTEP

EE——————— -
0} Pecypchl % OcHoBbl BesonacHoOCTH

LLeHTp ofizcneyeHta BE30NacHOCTH NOMOraeT YNPSBNATE NapaneTpamt BesonacHocT Windows,
4T00E! NOMOUE 33WHTHTE KOMNEHOTER, BRAMYMTE BCE TPH OCHOBHEIX KOMNOHEHTE Be30nacHocTH,

= MoMynTE NOCNEAHNE CERASHNA ECAH OHA HE BRKAMMEHE, CNEAYHTE YKa3aHkan, HTo0bl CHOBE BEPHY TLCA B LLEHTR oEtneqeHHs
0 BE30NACHOCTH M BMDYCaX 0T fIE30MACHOCTH, OTKPOATE NaHENs YIPaBNEHHA,
KOPNORELAH MaFkpocoh [aKHE HOBBIE KOMNOHEHTE Windous NOMOrSHIT SEWHTHTE KOMNERITER?

* MPOEEPHTE HAMMUHE NOCASAHAX

oBHOENEHMA 0T Windows Update i paHAMayap @ BbIKAKYEHO ¥

* Moy HHTE NOAAEPHEY N0

EONPOCam BezonacHoCTH
Lﬂ ABTOMaTHYecKoe 0BHOBNEHHE © BKJIOYEHO | ¢
= Cnpaeka no LexTpy
ofecneYeH A BE30NaCHOCTH ;
. QJ 3awmTa o1 BMPYCOB © BK/IOYEHO | v |
* smeHHTE cnocof ONOEELWEHHH H
LieHTpom obecneqsHma
Besonacroch HacTpolika napameTpos GesonacHocTH:
@ CeoMcTBa o6ospepaTens e BpaHamMaysp Windows

% ABToMaTHYecKoe o6HoBASHME

Kopriopatys i 5T KOHBYAEHUMANBHOC TS, [PONTUTE SasEneHH

e Pecypchl. 31ech pacronaratoTcsi CCbUIKM IJia niepexoaa Kk HTepHeT-pecypcaM, K BCTPOESHHOU
B Windows cripaBouHOi#1 ciTy>k0€ U K OKHY HACTPOMKHU MTapaMeTPOB OMOBEIICHUH.
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e KomnoHeHTbl 0e30macHOCTU. 37ech pacroiararoTcs HHGOPMAIMOHHBIE SJIEMEHTBI Tpex
OCHOBHBIX KOMIIOHEHTOB 0€30IacHOCTH: OpaHIMay3p, aBTOMAaTH4YeCKOe OOHOBIECHUE,

aHTUBUPYCHAsl 3aIllMTa.

e [lapamerpsl 0€30MaCHOCTH. 37€Ch pAacloOJIaraloTCs KHOMKH TMepexoja K HacTporHKam
0€30MacHOCTH  CIEAYIOIUX KoMIroHeHTOB: (BoiicTBa 0003peBatTens, ABTOMAaTHUYECKOE

obHoryieHue, bpanamaysp Windows.
PaccMoTtpum 3TH yactu 6osiee moapoOHO.

S. B wactu 1 mepBele TpM CCBUIKM NpeJHA3HA4YeHbl JJI1 IEepexoja Ha
COOTBETCTBYIOIIME CTpaHUIIbI Ha caiite Microsoft. [Ipennocneanss ccpuika npeaHazHavyeHa s
OTKPBITHS CIIPaBOYHOM ciry:k061 Windows Ha crpanuiie "OOmue cBeIeHUs O IIEHTPe 00eceueHUs
6e3onacHoctn Windows". Tlocneanss ccbuika mpeaHa3HadeHa )i OTKphITUs okHA "IlapameTpsl

OHOBeIeHHN".

p
LV [ EPERES PETOTIDEERIEH | ﬂ

T}' LleHTp obecneyeHna 6e3onacHoOCTH

MapaMeTPEl ONOEELLEHMI

BpaHamayap
ONOBEULATE, SCAH NapaMETPEl BRaHAMaY3Pa HE
¥ ADBNETEOPAMT TPEfoBaHHAM BE30MaCHOCTH KOMMEHITEDE

ABTOMaTHYECKOE 0OHOENEHHE

CNoOBELWLATE, 20K NApaMETPel AE6TOMATHHECKOr O 0BHOENEHKA HE
YADENETEOPAHIT TDEEDBEIHMF!M BE30NacHOCTH KOMOBHITEDS

JaLHTA OT BHRVEOE
ONOESULATE, SCAH NAPAMETRE! MPOrPAHHE SALLHTE! 0T BHPYCOE
HE Y ADBNETEOPAKIT TPEH0BAHMAN HE30NACHOCTH KOMNBHITERA

[ OK ][ OTMEHS l

Ecnu Ha xomnbloTepe ycTaHoBieH OpanaMaysp u antuBupycHoe [10, e onpenensemoe LienTpom

obecreueHus 6C3OHaCHOCTI/I, BbI MOXKXETC OTKIIIOYUTH COOTBCTCTBYIOIIUC OITOBCIICHUA

6. B wactm 2 kaxmgoe wuH(OpManuoHHOoe Tabio coolmiaer o
COOTBETCTBYIOIIETO KOMITOHEHTa. Ha prcyHKe Tpe/icTaBlIeHbI BO3MOYKHBIE COCTOSIHUSI.
A @ BKJIKOYEHO
B © MPOBEPbTE MAPAMETPBI
C @ BbIK/KOYEHO
D © HE HAMAEHO
E @ CPOK MCTEK
F & HE HABNHOJAAETCA

COCTOSAHHNH

Cocrosiaust A-C mousTHb 6e3 kommeHTapueB. Coctosinue D - "He Haiineno" - cooTBeTcTBYeT
HEBO3MOKHOCTH OIPENIENINTh MPUCYTCTBUE cooTBeTcTBytomero I[IO (Hampumep, aHTHBUpPYC WIH
opanamayap). Coctosiaue E - "Cpok uctek" - BO3MOXKHO ISl aHTUBHPYCHOM 3aIIUTHI, KOT/1a OOHOBJICHHUS
aHTUBHPYCHBIX 0a3 ycrapenu. Cocrosnue F - "He wnaGmromaercs" - COOTBETCTBYET OTKIIOYECHHOMY

KOHTPOJIIO HaJT COOTBCTCTBYIOIIIUM KOMIIOHCHTOM.

7. BoikmrounTe OQMH U3 KOMIIOHEHTOB 3aiiuThl. COCTOSHHE 3TOr0 KOMITOHEHTHI
NPUMET BHJI, TIOKa3aHHBIN Ha PUCYHKE (HapuMep, eciii OTKI4nTh bpanamaysp Windows)

]

- bpangmayap @ BbIKJIKOYEHO @ =

OBHaPYHEHD, YTO KOMMBKOTED HE 3aLUMULEH BpaHAMaYSpoM, LLenkHuTe "PeKoMeHaSLMA™
AN NONYYEHWA YKE3EHWIA N0 MCMPEBNEHIKD. Kak BpaHAMaYSD NOMOraET 3aUIMTHTh

KOMMOLKTER?

MpuMeyaHKe: ciacTema Windows He onNpedenAeT Bce ApaHaMayapeEl.
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8. Bxuttounte OTKIIIOYEHHBIH KOMIIOHEHTHI 3aIlIUThI, HA SKpaHe MOSBUTCS COOOILIECHHE
Bam KOMIIOHEHT yCIIeNIHO 3amyeH

|
L) HEH PO EHIENEHHANEEDITHEHOE M| ﬂ

':}' LleHTp obecneyeHna Ge3o0nacHOCTH

EpaHAamay3p Windows yCnewHo BKnkYEH,

9.

Eciu OAWH N3 KOMIIOHCHTOB HC MOKCT BBLIIIOJIHUTH HYXHOC I[GﬁCTBHG (HaHpI/IMep,

AaBTOMAaTUYECKHE OOHOBIIEHHUSI YCTAHABJIMBAIOTCS MO BHIOOPY IMOJIB30BATENS), CTATYC KOMIIOHEHTA
MIPUMET BU/, TOKA3aHHbI HA PUCYHKE.

ABTOMAaTHYECKOE © MPOBEPBTE NAPAMETPHI
Q oBHOBAEHHWE

o

ABTOMaTWMYECKDE 0OHOBNEHME HaCTpOEHD Ha YCTSHOEKY oBHOBNEHWIA TONEKD NoCNe
COrNacoBaHnA © Bamu., LLenkHute "BRMHOYMTE AETOMATUHECKDE 0OHDBNEHME ", YToDRI
ovcTeMa Windows aBTOMaTMHECKM BRINONHANSG BarHele 0DHOBNEHMA Ha KOMMNBOTEPS
I:DEKDMEHJJ.'E.I'ETF_'H:I. F.aKk SETOMATHYECKOE OOHOBNEHWE NOMOrSET 3AWMTHTE KOMOEKITED?

[ BRAKOYUTE GBTOMaTHHECKDE obHOBNEHKWE ]

10. Kak yxe Obuto ykazaHo paHee, B paszzelie 3 pacHojiOKE€HbI KHOIKH Mepexoia K
HACTPOWKaM 0e30MacHOCTH CIEAYIOIUX KOMIIOHEHTOB:

: obospeBarenp Internet Explorer,
aBTOMaThyecKoe oOHOBIeHUE, OpanaMaysp Windows

9 CeofcTea obozpEgaTena

% ABTOMATHYECHOD ﬂE‘HﬂMEHHE
J-.
w Epangmaysp Windows

11. Haxasn KHOIIKY CBoiicTBa 06o3peBaTeJ1;1 Bbl IIOMAJACTE Ha  3aKIaJKy
"Be3zonacHocTh" B OKHE HaCTpOeK ob6o3pesarens Internet Explorer.
f_u_mr_r-_m. HRIEPHES; Jﬂ
Coaspiatme M oakAyEHIA Mporpame! HonoAHuTEAEHD

K oHPMIEHLHANEHOETE

BriSepure soHY MHTEPHETA, YTOSE! APMCBOMTE &5 YpoBEHE BE30NacHOCTH

® €@ 0 @9

1HT.-|:|H.-T MecTHan HanesmHee  OrpaHuueH...
WHTPAaCcETE yznkl yznkl

HurepHer

3Ta 50Ha CONERHKMT BCe BE0-Y3El,
EOTOPRIE Rl HE NOMECTUAM B ApYrHe
=0HE.

HpDBBHb GE30NacHOCTH 007 3TO S0HE!

Hpyrof
MonbZ0BaTeNkCkan HACTPORKE,

- UTo6El HEMEHHTE YPOEEHE BESONACHOCTH, HAHKMHTE
KHOMEY O pyroi.

- A B03EPATA K PEROMEHLOESHHOMY YPOBHI HAHMKTE
tHonky "To yrondaHm',

’ Opyrad.. ] ’ Ma gMu:unanun:u]

[ k. ][ OTteHa ]

12. HaxxaB kHOmKy ABTOMaTHdeckoe OOHOBJIEHHWE, BBl OTKPOETE€ OKHO HAaCTPOEK
" ABTOMATHYECKOTO OOHOBIICHUS".
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B

BB O AT ECEOENO THO BB HHE: E

AETOMATHUYECKDE DBHOBNEHHE

MoMOrHTE SEWHTHTE C6 OMABHITER

CHCTEMa Windows MOXET NPOBOAHTE PErYNAPHYHD NPOBEPKY HA HANHYME
Ba#HE DOHOENEHMA M YCTAHAENMEATE WX, (ABTOMATHYECKOS 0OHOENEHWE
CHa4ana obHOBMT NporpammHoe obecnedeHke Windows Update, a satem
MPHMMEHHT OCTANEHBIE OGHOBAEHHA. )

£3K.RAN0TAST ABTOMATHYECK0S OOHOBNEHIE

(%) ABTomaThuecku (pexomenayerca)

ABTOMATHHECKH 3arPY#aTe M YCTAHAENHEATE HA KOMNEHITER
PEEOMEH A YEMEIE OBHOBNEHKA:

EMHEAHEEHD E .00
() 3arpywate 0OHOENEHA, HO A3TE NONE30BATENH BOIMOMHOCTE:
EEIOPATE BPEMA YCTAHOEKH,
() ¥ESADMNATE, HO HE 3arPY#ATE M HE YCTAHABMHEATE HX SETOMATHUECKH,
() OTKNHOYMTE ABTOMATHYECKOE 0OHOBNEHHE,

Ecnu He YCTAHAENHESTE 0BHOBNEHHA BOEPEMA, TO BaW
KOMNEHTED Gy AET NOABEPraTECA NOBBILEHHOMY PMCKY .

YCTaHOBHTE 06HOENEHHA © Beb-ysna Windows Update,

[ Ok ] [ OTHEHS ]
13. Haxae xHomky Bbpanamaysp Windows, BbI momajgere B COOTBETCTBYIONICE OKHO
HACTPOEK.
i@i Bl b s LE
O6wwe | Wokaguerma | Nonomurensto
ALLWTHTE B3l KOMMEIOTER
Epanaraysp Windows NOMOraeT NpenoTEpaTHTE HECEHK IMOHHPOEAHHEIA
A0CTYN K BAWEMY KOMMBITERY Yepes MHTEPHET MK CeTb.
@ (%) Bkmouuts [peromennyercs)
30T NapaMeTp GN0KHPYET MOAKMOYEHME BOSK BHEWHMY
MCTOMHMK.OB K A3HHOMY KOMMBIOTERY, KPoMe BRIGDaHHE Ha
BRNAAKE HCKNDHEHUA
[THe paspewars Hek moyeHuA
BRIfEpHTE STOT NEPEMETD MPH NOAKMKYEHUH K OTKDETON C8TH B
MEHEE SALMIWEHHEIY MECTEY, HaNpHMED, B 2ponopTy. Bel He
GUIETE NONYHATE YEEAOMNEHUA, KOTLa SpaHarausp Windows
GA0KHPYET MPOTPakMEL MCTOYHIEN, BISPAHHBIE HA BNA0KE
MCKAIMEHHE, SYAYT MrHOPMPOBATECA.
@ ) Bk mounTs [He pexomenayeTcal
CTapaifTeck He MCMONB30BATE STOT NapameTp. BeknioueHie
GpaHarays pa Windows NPHEOIMHT K CHHAEHMID 3aLLMILEHHOCTH
KOMMBIOTERE O SMPYCHEIK ATaK W SN0YMEILNEHHHKE.
MNonpodes 0 SpaHamayspe ‘Windows
3ananus:

1. Brxumounts bpanamaysp Windows u no6aButh Ha BKIaake VCKIrOUeHHsT HECKOIBKO MPOrpaMM HITH
CITY0 MCKITIOUEHUH.

2. Hacrpoiite bpanamayap Tak, 4ToObI B KypHaie 6€30MacHOCTH 3alKChIBAINCh MPOMYIIEHHBIE TTaKeThI.
3. Kakme wnactpoiiku bpanmmay’pa HEOOXOIMMO HCIIONB30BaTh, YTOO BOCCTAHOBHUTH 3HAUEHUS I10
ymonuanuto? IIpogemoncrpupyiire.

KoHnTpoJsbHbIE BONIPOCHI:

Co3aanue oT4yeTa

Ilocne BhIIOIHEHHUE MPAKTUICCKUX 3aJaHui CTYACHT HOJIKCH COCTaBUTH BHCKTpOHHBIﬁ OTYET I10

npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM J0KHBI ObITh OTPaXKEHBI CIIETYIOIIHE
TIOJIOXKEHHSL:

e HOMEp M Ha3BaHHE MPAKTUIECCKON pabOTHI;
® 1IeINb U IJIaH 3aHATHUS;

® DJKpaHHBIC KOIIMU, TOATBECPKAAOIINE BEIITOJTHCHUEC ITPAKTUICCKOI'O 3aJIaHUA;
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® OTBETHI HA BOIIPOCHI:
Jnis gero ucnonb3yercs bpanamaysp Windows?
Kaxkue nevictBust HEOOXOIMMO BBITIONHUTD JIs akTuBanuu bpanamayspa Windows?
Kak cosznate uckmouenue B bpanamayspe Windows?
Jlist wero ucnonwiyercs Llentp obecrieuenus 6e3onacnoctu Windows?
Kak neHtp obecriedeHusi 0€30MACHOCTH YBEAOMIISIET TOJB30BaTEIsl 00 OTKIIFOUEHHOM
KOMITOHEHTE 3aIlIUThI?
6. Kakue KOMIOHEHTHI 3alUTHl HacTpauBatoTcs B LleHTpe obecnieuenus 6ezomacHocTu?
e CoxpaHHTE OTYET HA CATEe JUCTAHIIMOHHOTO OOYYEHUS JIJIsl IPOBEPKU MPETIOIaBaTEIIEM.

ko E

Tema Ne 8: «CoBpeMeHHbIe AHTHBHUPYCHbIe MNpOrpaMmbl. 3ammrTa OT HH(OPMANHOHHBIX
uHpexumii. Kitaccupukanus KOMIbHOTEPHBIX BUPYCOB)

Ilpakmuueckoe 3anamue. Hacmpoiika anmugeupycHoil cucmemsl 6e30nacnocmu
Henap - u3yunts 0011M€ MPUHIUIBI PAOOTHl aHTUBUPYCHOT'O MTPOTPAMMHOTO 00ECIICUEHUSI.

PesyabTaTt 00y4enust. Ilociie 00ydeHus CTYACHT JT0JIKEH:
— 3HaTh 00IIMe NPUHIUIBI pa0OTHl aHTUBUPYCHOT'O IIPOTPAMMHOI0 00ECIICUEHHUS;
— YMeTh HaCTPauBTh AHTUBUPYCHYIO CUCTEMY O€30IaCHOCTH.

YcranoBka OecriaTHyI0 Bepcuio «AHTHBHpYca Kacmepckoroy.

[Tocne mpuHATHUS JULEH3MOHHOIO COIJIAIIEHUs MpeularaeTcsl BbIOpaTh OJMH U3 JIBYX BapUaHTOB
YCTaHOBKH:

* beicTpas ycraHOBKa — OyAyT YCTaHOBJIEHbI BCE KOMIIOHEHTBI IpPOrpamMMbl C IapameTpamu
paboTHI [0 YMOJTYaHUIO;

* BrbibopouHas ycTaHOBKa — YCTaHOBKAa OTIENbHBIX KOMIIOHEHTOB C BO3MOKHOCTBIO
IIPEABAPUTEIIBHON HACTPOMKM; JAHHBIM PEKUM PEKOMEHAYETCS I OIBITHBIX I10Jb30BaTElEH.
Pexomentyercst BBIOpaTh OBICTPYIO YCTAHOBKY: B 3TOM cilyyae OyzeT oOecredeHa MakCuMallbHast 3aluTa
KOMITIBIOTEDA.

Ecnu B xakomM-mubo Monyine He OyaeT HeOOXOJIUMOCTH, €ro BCerja MOXKHO OTKIIOYMTh. [laee
MacTep MPOBEPUT YCTAHOBJIICHHBIE IPOrPAMMBI M, €CIM HAWIET HECOBMECTHUMBIE C AHTUBHPYCOM,
BBIBEJIET UX CNHUCOK. Eciu BBl MPOAOIKUTE YCTAaHOBKY, JAaHHBIE NPWIOKEHUS OYyAyT YyAaleHbl BO
n30exanue KoHQIUKTOB. Eciin OynyT HaiiieHbl KOHQUTYpallMOHHBIE (Pailfibl OT MpeAbIAYIIEH YCTaHOBKU
«AHTHBHpyca Kacnepckoro», mocieayer 3anpoc Ha COXpaHEHHE 3TUX NapameTpoB. Eciau nmporpaMmel,
MeIlIaloIue padoTe aHTUBUPYCY, YAAISUIACH, IOCIE 3TOT0, BO3MOXKHO, HOTpeOyeTcs Iepe3arpyska
KOMIIBIOTEPA.

B «AwntuBupyce Kacnepckoro», Imocie yCTaHOBKH HIporpamMmsl 3amyctutcs Mactep
npeaBapuTenbHOl HacTpoiiku. Ecnu Obll BeIOpaH BapuaHT bBeicTpas ycTaHOBKa, MacTep MpPEUIOKUT
AKTHUBU3UPOBATH ITPOJIYKT.

BrInonHuTE YCTaHOBKY M HACTPOIMKY aHTUBUPYCHOM MPOTrpaMMBl.

CkonupyiTe B OTYET SKPAaHHBIE KOIIMN YCTAHOBKU U HACTPOUKHU IIPOTPAMMBIL.

CamocTOATeNbHO YCTAaHOBHUTE €Il OJJHY aHTUBUPYCHYIO IpOrpaMMy (Ha Balll BBIOOD).

Co3aanme oTueTa

HOCJ’IG BBIITOJTHCHUC HpaKTI/ILIeCKI/IX SaJIaHPIfI CTYJIGHT JOJIPKEH COCTAaBUTH 3J'I€K'I’p0HHBII>i OTYCT 110
npakTudeckoi padote (B mporpamme Microsoft Word), B koTopom JTOJIKHBI OBITh OTPaKEHBI CIICTYIOIIUE
MTOJIOKEHUS
HOMEp M Ha3BaHUE MPAKTUICCKOU pabOTHI;
LIEeNIb U IJIaH 3aHATHL,
SKpaHHbIE KOHH, TTOATBEPKIAIOIINE BHIMTOIHEHNE PAKTUYECKOTO 3aJaHHUS;
CoxpaHuTe OTYET HA CaiiTe AUCTAHIIMOHHOTO OOYUEHUS /sl IPOBEPKH MPETIOAABATEIIEM.
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Tema Ne 9. OcHOBBI TEXHOJIOTHH OCTPOeHHUs1 3ammeHHbIXx OC

Ilpakmuueckan paboma. OcHoéHble NPU3HAKU RPUCYMCMEUA HA KOMNblIOmMepPe 6PEeOOHOCHBIX
npozpamm

ean - nonyueHne NpaKTHYSCKUX HABBIKOB 110 BBISBICHHIO BPEJIOHOCHBIX MPOrPaMM Ha JIOKAJIbHOM
KoMITbIoTepe noj yrnpasinenuem Microsoft Windows XP

PesyabTaTt 00y4yenus. Ilociie 00ydeHus CTYAECHT NOJIKEH:
— 3HaTh OCHOBHBIE HACTPOMKHU CBOWCTB 0003peBaTels;
— 3HaTh OOLIME MPUHLUIIBI pAOOTHI C JUCIIETYEPOM 33/1a4.

3ananue 1. U3yyenune HacTpoek Opay3epa

BupycHble niposiBiieHUs ObIBAIOT SIBHBIMH, KOCBEHHBIMH U CKPBITBIMU. EcCin niepBbIe OOBIYHO BHITHBI
HEBOOPYKEHHBIM TJIa30M, TO KOCBEHHBIC M TeM 0OJie€ CKPBIThIE TPEOYIOT OT MOJIh30BATENSI MPOSIBICHUS
U3pSAIHON J0au UHTYUIMH. OHU 9acTo He MewaloT paboTe, U Uid UX oOHapyKeHUs TpeOyeTcs 3HaTh, TIe
Y 9TO HY)XHO UCKATh.

SIBHBIE POSIBIICHHS OOBIYHO BHIPAXKAIOTCS B HEOXKUIAHHO MOSBIISIONIUXCS PEKJIAMHBIX COOOIICHUSX
U OaHHEpax - OOBIYHO 3TO CJIC/ICTBUE MPOHUKHOBEHUS HA KOMIBIOTED PEKIAMHON YTHIIUTHL. [10CKOIBKY
UX TJIaBHAs 1IEJb - 3TO MPUBJICYh BHUMAHKE MOJIb30BATENS K PEKJIAMUPYEMOU YCIyre WK TOBapy, TO UM
CIIO)KHO OCTaBaThCS HE3aMETHBIMHU. Take, SBHBIC IPOSBICHUS MOTYT BBI3BIBATH PsSJl TPOSHCKUX
pOTrpaMM, HalpUMepP YTHIUThI HECAHKIIMOHUPOBAHHOTO JI03BOHA K TUIATHBIM CEPBUCAM.

B sToMm 3amanuu npeiaraeTcsi HCCIeI0BaTh SIBHBIC MPOSIBIICHUS BUPYCHOM aKTHBHOCTH Ha MPUMEPE
HECaHKIIMOHUPOBAHHOTO U3MEHEHHUSI HACTPOEK Opay3epa.

1. Ortxkpotiite Opaysep Internet Explorer, BOCIIOIb30BaBIIMCH OJJTHOMMEHHBIM SPJIBIKOM

P

Ha paboueM cToJie Wi B cucTeMHOM MeHIo [1yck, [IporpaMmer

2. IIpoBeppTe 3HaueHHE NapaMeTpa, OTBEYANOLIErO 3a CTAapTOBYIO CTpaHuly. Jlmns
3TOr0 HY)KHO BOCHOJIb30BaThcsi MeHo CepBuc. OTkpoiiTe ero u BbeiOepure NyHKT (CBOMCTBa
o0o3peBaTens

CﬂpaBKB

Yganuts xypHan obospesarens... CtrkShift+Del
MpocmoTp InPrivate Ctri+-Shift+P
MoBTOpHOE OTKPBITHE NOTIEAHErD CEaHCa NPOCMOTPa

OunbTpauna InPrivate Ctri+Shift+F
Mapametpsl dunsTpaumm InPrivate

brokMpoBaHie BCMNBIBAOLLMX OKOH 4
@uneTp SmartScreen 4
HagcTpoiikn

I'IapaMEpr\ pexXuMa NpeacTasneHs COBMeCcT UMoCTH

ObHapysxerne Beb-kaHana L
LlexTp obHoBnerus Windows

Cpencrea paspaboTunka F12

Windows Messenger

1CQ Lite

[varHocTuka npobnem NogKmoYeHns. .. |
Mail.Ru Arent

Create Mobile Favorite...

Sun Java Console

Cpoiictea obo3pesaTtens

3. Agnpec cTapTOBOM CTpaHHUIBl yKa3aH B IIEPBOM JK€ IOJI€ OTKPBIBIIErOCs OKHA
CgoiicTBa o0o3peBaTens, Ha 3akiaake OOmme. 3HaueHHe TOrO MOJIs COBMAAET C TEM aJPECcOM,
KOTOpPBI OB aBTOMAaTHYECKU 3aJaH MPU OTKPHITUU Opay3epa. YCTaHOBHUTE CBOKO CTAPTOBYIO
CTpaHHLy.
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CoaepxaHie MoaKMoYEHMR MporpamMMi! [ononHMTENBHD
Ofiwme BesonacHocTe KoHfmaeHUMansHocTL

MoMaWHAR CTPAHWLE
/‘ Yrofiel O30T BKNEAKN, BEEAVTE KEKABIA M3 ANPECOS C
ar HOBOI CTPOKM,

tp: ffintranet. volbi.ru/|

[ Tekywas ][ WcxoaHaa H Mycran ]

WcTopua npocmoTpa

. ¥YaaneHue spemeHHbix (ainos, MCTOpUK NpocMoTpa, dainos
v ) “cookie™, zanomMHeHHEX Naponet M AaHHEX 1z Befi-hopM.

[[] ¥nanute sypHan ofospesaTens npu seixone

[ YaanTb... ][ MapareTpbl ]

Momck
() HacTpofika yMOnuaHWA ANA NoMCKa, MapareTpe!
J
7

Brnanku

HacTpoiika Bxknanok AnA oTofpaeHns MapaMeTpel

Ee8-CTPaHML.

MpeacTaenexme

LgeTta ] [ Asbian ] [ Lipach T ] [ OdoprneHe ]

4, Jlanee ny1st MOATBEPKACHUS CACIAHHBIX M3MeHeHH HaxxmuTe OK
5. 3akpoiiTe U CHOBa OTKpoiiTe Opay3ep
6. YO6enurech, UYTO TEMEph IEPBBIM JEJIOM ObUTA 3arpykeHa CTpaHHIAa Baiia

JIOMAIIIHSAS CTPaHHULA

Takum oOpaszoMm, ecnm Bamr Opay3ep Hadanm caMOCTOSITENIBHO 3arpyarb HMOCTOPOHHHM cailT, B
IEpBYIO OuYepe]b HYKHO M3YYUTh HACTpOMKHM Opay3epa: Kakod ajpec BbICTABJIEH B IIOJ€ JOMallHEH
CTpaHUIIBI.

Ps BpeTOHOCHBIX IIPOrpaMM OTPaHUYMBAIOTCS MU3MEHEHHEM 3TOr0 MapaMmeTpa U Uil YCTpaHEHMs
MIOCJIEICTBHIA 3apakeHUs] HY)KHO JIMIIb UCIIPABUTh aJipec AoMaIHei cTpanuibl. OHAKO 3TO MOXKET OBITh
TOJIbKO YaCThlO BpeNIOHOCHOW Harpy3ku. IlosTomy ecnum Bbl 0oOHapyXmiaM HECaHKIMOHHPOBAHHOE
U3MEHEHHE aJpeca JIOMAllHeW CTpaHWIIBl, CJlEeIyeT HEMEIJIEHHO YCTAaHOBUTh aHTHUBHPYCHOE
IporpaMMHOe oOecrieueHre U MPOBEPUTH BECh JKECTKUI TUCK HAa HAJIMUKME BUPYCOB.

3aganue 2. [logo3pureibHbIE NPOLECCHI

OnHUM W3 OCHOBHBIX MPOSBICHUA BPEJOHOCHBIX IPOrpaMM SBJISETCS HaJIMYUe B CIIUCKE
3aIyIIEHHBIX TPOIECCOB TMOAO03PUTEIBHBIX MporpamMm. Mcciemyst 3TOT CIHCOK, U OCOOSHHO CpaBHUBAs
€ro ¢ IEepevyHeM IPOILEeCCOB, KOTOpble OBUIM 3allylIeHbl HAa KOMIBIOTEpPE Cpa3y IOCiIe YCTaHOBKH
CHCTEMBI, TO €CTh /IO Hadaia padOThl, MOXXHO CJeNaTh JOCTaTOYHO JOCTOBEPHBIE BBIBOJIBI 00
UHOHUIHUPOBAHUU. JTO YAaCTO MOMOTAeT MpH OOHAPYKEHUH BPEIOHOCHBIX MPOTrpaMM, MMEIOIIUX JIHIIb
TOJILKO CKPBITHIEC WJIM KOCBEHHBIC TIPOSIBICHUSI.

OnHako HEOOXOAMMO YETKO MOHUMAaTh M YMEThb OTJIMYaTh JEeTallbHble MPOLECCHl (Hampumep,
CHCTEMHBIC WIIM 3amylICHHBIE MPOrpaMMbI) OT IIOJO3PHUTENBHBIX. B 3TOM 3amaHuM HEO0OXOAMMO
O3HAKOMUTBCSI C OCHOBHBIM METOJOM HCCIIEI0BAaHMs 3alyIIEHHBIX IMPOLECCOB, @ MMEHHO IOJIYyYUTh
HaBBIKH paboThl ¢ Jlucneruepom 3amau Windows, 1 M3yduTh CTaHIAPTHBIA UX HAOOP.

Hucnietuep 3agau Windows — 3TO cTaHAapTHas yTWINTA, BXOJsIIas B o0yt Bepcuio Microsoft
Windows. C ee mOMONIBI0O MOXXHO B PEXHME PEaJbHOTO BPEMEHH OTCIICKHBATH BBITOIHSIOIIAECS
NPUJIOKEHHUS U 3aITyIIeHHBIE TIPOIIECCHI, OLIEHUBATh 3arpy>KEHHOCTh CHCTEMHBIX PECYPCOB KOMIIBIOTEpPA U
UCTIOJIb30BaHUE CETH.

1. 3anycTUTe KOMIBIOTED.

2. Beixirounte BCe NMpOrpaMMbl, KOTOPbIE aBTOMAaTUYECKH 3allyCTHIIMCH IIPU CTapTe
K.

3. Ilepeiinure k ucnerdepy 3amau Windows, HakaB OJHOBPEMEHHO KIIABUIIH

Ctrl+Alt+Delete.
OTKpBIBIIIEECS OKHO COJEPKHUT 3aKIAJKH, OTBEUAIONINE PAa3HBIM BUIAM AKTUBHOCTH, KOTOPBIE
orciexuBaer JlucreTdep: NPHIOKEHUS, TMPOLECCHI, OBICTPOACHCTBHE (MCIOIH30BAHUE CHCTEMHBIX
pecypcoB) u Cetb.
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4. Ilepeiinure Ha Bknaaky lIpomecchl U BHUMATEIbHO W3YYHUTE IIPEICTABICHHBIN B
OKHE CIIHCOK IpoueccoB. Eciim Ha KOMIBIOTEpE HE 3alylICHbl HUKAaKHE IOJIb30BATEIbCKUE
IIPOTPaMMBI, OH JIOJDKEH CO/IEPKaTh TOJIBKO CIYKEOHBIE IPOIIECCH ONEPAllMOHHON CHCTEMBI.

5. Jlis KaxJIoro Impolecca BBIBOAATCA €ro InapaMeTpbl: UMs oOpasza (MOXET He
COBIAJAaTh C UMEHEM 3alyckaeMoro (haiina), UMs MOJIb30BaTENsl, OT YbE€ro MMEHU ObUI 3aIyIIeH
npoliece, 3arpy3ka TUM IIPOLECCOM IIpoLeccopa U 00beM 3aHMMAaeMON UM ONepaTUBHOM NMaMATH.

6. [Tockonmbky B TIOCHE 3arpy3Kd HE JOJDKHA OBITh 3amylieHa HH  OJiHA
HOJIb30BaTENbCKasl MporpaMma, Ipoueccop JOKeH ObITh cBoOojeH. ClienoBaTenbHO,
«be3nelicTBie CUCTEMBI» JJOKHO OKa3aThCsl BHU3Y CHUCKA C JIOCTATOYHO OOJBIIMM MPOLIEHTOM
«HCToJIb30BaHus» npoueccopa. I[lopsaka 99 %.

B psine cmyyaeB MOXKeT MOTPeOOBATHCS BPYUHYIO 3aBEPIIUTH HEKUIA POIIECC. DTO MOKHO CIENaTh C
IIOMOUIbIO KHOIIKU 3aBEPLIMTH ITPOLIECC.

Hanpuwmep, Bbl 00HapyXunu 1mMogo3pUTENbHBINA MPOLIECC, MPOYUTAIN B CETH, YTO OH OJHO3HAYHO
IIPUHAUICKUAT BUPYCY WM TPOSIHCKOW ITPOrpaMMe, HO aHTUBUPYCHOM ITPOrpaMMBbI Ha KOMIIBIOTEPE HET.
Torna Hy)XHO 3aKpbIThb Bce paloTarolMe MPWIOKEHHs U ¢ nomoulbro Jlucrerdepa 3ajgad Bpy4YHYRO
3aBEpIIUTh O3TOT Mpouecc. YToObl HCKIIOYUTH MOSBIECHHE €ro CHOBa HEOOXOIUMO YCTaHOBUTh
IIOJIHOLIEHHOE aHTUBUPYCHOE IIPUIIOKEHUE M CPa3y K€ 3aIlyCTUTh IIPOBEPKY BCETO JKECTKOIO JUCKA Ha
HaJINuue BUPYCOB.

1. He 3akpriBas okna [[ucnerdepa 3amad Windows, oTkpoiite nporpammy Paint. J{ns
3TOT0 BOCHOIB3YyHTECh ccTeMHbIM MeHIOo [lyck, [Iporpammel, Ctannaptaeie, Paint

8. Joxnaureck 3amycka Paint

9. He 3akpriBas npunoskenue Paint, Bepaurecs k okHy Jucnerdepa 3agad Windows u
MPOCIICUTE 32 U3MEHEHUIMU Ha 3akiazake [Ipunoxenus

10. Crucox 3aIyIIeHHbIX MPUIOKEHUN JOJKEeH CoJIepKaTh CTpPOKY,
cootBercTByOme0 Paint. Tlockoiapky oHa celiyac paboTaeT, 3TO KE 3aliCaHO B CTPOKE
CocrosiHue.

WNHorpa ciyyaeTcs Tak, YTO POrpaMMa BbI3bIBAET OIIMOKY - TOI'/Ia B €€ COCTOSIHMM OyJIeT HalMCaHO
«He otBeuaer». Ecnu Hekoe panee OecrepeOoifHO paboTaromiee MPUIOKEHHE Hadajao yacTto 0e3
BUJUMBIX MPUYMH MEPEXoAuTh B cocTosiHMe «He oTBewaer», 3TO MOXKET ObITh KOCBEHHBIM NPU3HAKOM
3apaXkKCHHUs.

Torma mepBoe, 4TO MOXHO cIeNaTh — 3TO BOCMOJIb30BaThCS KHOMKOM CHATH 3aJadyy M Haydarhb
noucku npuyuH. Ecnm mporpamma mo-mpexHeMy He 3aBepliwiia paboTy, HepedauTe Ha BKIAIKY
[Ipouieccel, HaliAUTe B CIMCKE MPOIIECCOB HYKHBIM Bam mporecc 1 Bocrosb3yiTech KHONKOM 3aBepIInTh
nporecc.

11. Y6eautech, uto mporpamme Paint cooTBeTcTBYET mpoliecc mspaint.exe. s aToro
HalJWUTE €ro B CIIMCKE 3alyIIEHHBIX IIPOLECCOB, HE 3aKpbIBasl U HE CBOpauuBas OKHO Jlucnerdepa
3anay Windows, BepHuTech B okHe Paint u 3akpoiite ero

12. [Tpocneaure, yTO U3 CIMCKA 3ayLIEHHBIX MPOLIECCOB MTponal mspaint.exe
13. [Iepenaute K 3aknanke beicTponencTere
14. BHumarenbHO M3y4yHTe pacroyiokeHHbIe TYT Tpaduku. JIroOble BCIJIECKH HAa HUX

JIOJI’KHBI T10 BPEMEHH COOTBETCTBOBATh HEKUM JEHCTBHUSAM, HAIIPUMEp 3aIlyCKy TpeOOBaTEeIbHOM K
pecypcaM mporpamMmbl. Ecnu HUYEro moxoKero CO3HaTebHO HE MPOM3BOAMIIOCH, 3TO MOKET
OBITH MPUYMHOM JIJIs1 OOJIee AETATLHOTO UCCIIE0BaHUS KOMITBIOTEPA
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B Jucnetuep zanau Windows Q@@

®aiin  MapameTpel Bug Cnpabka

Mpunaxkenna || Mpoueccs! Eb

3arpysxa LN XpoHonoria sarpyski L

\f|

LIS '\'I'

Daiin noaKauKKn XPOHONOrMA MENOMNb30BaHUA halina NoAKaYKI

Beero PHaMHECKan NamATb (KB)

deckpunTopos 8267 Beero 514078
MoTokos 397 OocTynHo 210652
Mpoueccos 39 CHCTEMHEIN KW 195220

Brigenerie namati (KE) Mamats aapa (KB)

Beero 378424 Beero 82412
Mpeaen 1545000 Brirpyxaemas 44292
Mk 1501644 Hesbirpyxaeman 38120

Mpoueccos: 39 3arpyska LUN: 5% BblaeneHne namaT: 369MB | &
15. 3akpoiite okHo Jucnerdyepa 3amau Windows

3aganue 3. DjieMeHThI aBT03aIyCKa

Jns Toro 4TtoOBI MpUKIagHAs IporpaMMma Hayaja BBIIOJHATBCS, €€ HYKHO 3alyCTHTh.
CrnenoBarenbHO, U BUPYC HYKIAETCS B TOM, YTOOBI €T0 3aIlyCTHIIU. J{JIs1 TOro MOKHO UCIOIb30BATh JBA
ClieHapHs: JIMOO cienaTh Tak, 4YTOOBI MOJIb30BATENIb CaM €ro 3amycTusl (JIMOO Mo He3HaHMIo, JH00 C
UCTIOJIb30BaHUEM OOMaHHBIX METOJIOB), JIMOO BHEAPUTHCS B KOH(MUTYpalMOHHBIC (hailiIbl M 3arycKaTb
OJTHOBPEMEHHO C JPYroi, mosie3Hoi mnporpamMmoi. ONTHUMaiabHBIM C TOYKHM 3pEHHS BUpPyca BapHaHTOM
CIly’)KUT 3allyCK OJHOBPEMEHHO C OIEpAllMOHHOM CHUCTEMOM - B 3TOM Cllydae 3aIlyCK IMPAKTHYECKU
rapaHTHPOBaH.

1. Cawmslii npocToit crioco6 100aBUTh KaKylO-IM00 NMporpaMMy B aBTO3arpy3Ky — 3TO IOMECTUTh
ee sApiablK B pasgen Apro3arpyska. Ilo ymondanuro, cpa3y nocie yCTaHOBKH ONEPAllMOHHOM CHUCTEMBI
3TOT pa3zell MyCT, IOCKOIbKY HU OJIHOM MPUKIIAQAHON IPOrpaMMBl €I1l€ HE YCTaHOBJICHO.

2. IlpoBepbTe manky ABTo3arpy3ka Ha Bamem xommbrorepe. OHa J10JkKHA OBITh IYCTOH, €CITU BB
HE YCTaHOBMJIM IIPOTpaMMBbI IS 3aIlyCKa.

3. JloGaBbTe B CHUCOK aBTO3arpy3ku Jr00YI0 IporpaMMy (Co3jaifTe sipibIK Ha JIFo0yIo porpamMmmy,
Hanpumep Kanbkynsatop win biokHOT n moMecTuTe ero B rpynmny ABTo3arpys3ka).

4. Tlepesarpy3uTe KOMIBIOTED.

5. VYbenutech, 4TO MO 3aBEPIICHUIO 3arpy3KM aBTOMATUYECKU 3aIlyCTUIACh TOJIBKO J100aBICHHAS
porpamma.

6. Eciu 3anmycTHINCH U ApYyTHE TPOTPAMMBI, TO 3TO MOXET OBITh 110 IPUYNHE HATMYHS BUPYCOB.

Co3nanne oruera
[Tocrie BBITOTHEHUE MPAKTHYECKUX 3aJlaHUN CTYACHT JOJDKEH COCTaBUTH DJICKTPOHHBIN OTYET 110
npakTHueckoit padore (B mporpamme Microsoft Word), B KOTOpoM JOTKHBI OBITH OTPaXKEHBI CIICTYIOIIUE
TIOJIOKCHHUS:
e HOMEp M Ha3BaHHUE MPAKTUUECKON paboThI;
® [IeNb U IUIaH 3aHATHUS;
® DKpaHHBIC KOHH, TIOATBEPKIAIOIINE BHITOJHEHNE TIPAKTUIECKOTO 3a1aHHsl.
IIncpMeHHO OTBETHTE HA KOHTPOJIbHBIE BONPOCHI:
1. Kakme wHactpoiiku Opay3epa MOTyT OBITh HECAHKIIMOHMPOBAaHHO W3MEHEHBl BHPYCHOMN
IporpamMmmoin?
2. Kakue peiicTBUS HEOOXOIMMO TMPOBECTH MNPH OOHAPYKEHUHU IOAO3PUTENBHBIX MPOLECCOB C
noMouieto Jlucneruepa 3amau?
3. YKaxuTe OCHOBHBIE CHCTEMHBIC MPOIIECCH, KOTOPble HEOOXOUMBI s OecriepeOoitHOi paboThI
oC
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CoxpaHuTe OTYET HA CaiiTe AUCTAHIIMOHHOTO O0YUEHUS /ISl IPOBEPKH MPETIOAABATEIIEM.

5.3. TemaTuka NUCbMEHHBIX PA0OT 00yYaIOIINXCS

B rteuenune m3yuenus mucumruimHbl «VHpOpManuoHHas 0e30MacHOCTBY OOYYArOIIHECs OJDKHBI
CHaTh U OTYUTATh pedepar Mo OAHON U3 MPEIOKCHHBIX HUKE TEM:
1. Konnenmus HannoHANBHON 0€30MacHOCTH.
2. OcHOBHBIE BUBI YTP0O3 HH()OPMAIIHOHHOK 0€301acHOCTH.

3. 3akoHOJATENBHBIM  yYpOBEHb  WHQPOPMANMOHHOW  0e30macHOCTH:  0030p  POCCHUHCKOTO
3aKOHOJIaTENILCTBA.
4. 3akoHOJATCNbHBIM  YPOBEHb  HMH(POPMAIIMOHHONW  OE30I1aCHOCTH: 0030p  3apyOexHOTO
3aKOHOJIaTENILCTBA.

5.  O030p ACUCTBYIOIMMX CTAaHIAPTOB M PEKOMEHIalUiA B 001aCTH HHPOPMAIIMOHHON O€30MaCHOCTH.
6. AJMUHUCTpPATHBHBIM ypOBEHb HH(POPMALMOHHON O€30MMaCHOCTH.

7. Mopnenu OCHOBHBIX HOJUTHK O€30MacHOCTH.

8. IlponenypHblii ypoBeHb HH(DOPMAIIMOHHOW OE30IMACHOCTH.

9. Unentuduxanus, ayreHTUPHUKALINS C TOMOLIbI0 OMOMETPUYECKUX ITaPaMETPOB.
10. Hcropus kpunrorpaduu.

11. OcHOBHBbIE OHATHS U ONIPENIEIEHUS KPUIITOIOTHH.

12. CummeTpudHbIC METOABI IH(PPOBAHUS.

13. AccumeTrpudHble METOIbI IMGPOBAHUSI.

14. Iudposas noaAIUCH: OCHOBHBIE IOHSTHSL.

15. Hcropus BO3HUKHOBEHHS AJICKTPOHHOU IU(POBOM MOIIHCH.

16. Aunropurmer DI

17. 3amura nHPOPMALUHU OT YTEUKHU 110 TEXHUUECKUM KaHaJaM.

18. Crioco0ObI HECAaHKITMOHUPOBAHHOTO JIOCTYIAa K MHPOPMALIUH.

19. TexHu4eckue CpeacTBa HECAHKIIMOHMPOBAHHOTO JIOCTYIIA.

20. CucTembl 3aTUTHl OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

21. 3ammra oT UHPOPMALIMOHHBIX HH(EKITHIL.

22. Bupyc: OCHOBHBIE MTOHSATHS, BH]IBL.

23. TposHCKHI KOHb KaK OJJHa U3 yrpo3 0€30nacHOCTH HHPOPMALIUH.

24. CeteBble YepBU: MUJIBIC CO3/IAHUS WM YTPo3a HHPOPMAIIMOHHON 0€30TIaCHOCTH.
25. Ilpodunaktuka u nedeHue nHPOPMAIMOHHBIX UHPEKIIUHA.

26. IIporpammbl 0OHApYKEHHS U 3AIIUTH OT BUPYCOB.

27. CoBpeMeHHbIE aHTUBUPYCHBIE ITPOrpaMMBbl (Ha IIpUMeEpe TpeX MporpaMm).

28. Meroabl OOHAPYKCHUS U yIAJICHHUS BUPYCOB.

29. OO6mas xapakTepuCcTUKa OpraHU3allMOHHBIX METOA0B 3aIIUTHI.

30. OpraHu3zanioHHBIE KaHAJBI TIepeIadn HHPOPMAIIHH.

5.4. IlepeyeHb BONPOCOB MPOMEKYTOUHOM aTTeCTALMU MO JUCIHUNINHE

Bomnpocsl K 3k3aMeHy:

1. NndopmannonHas 0e€30MaCHOCTb, KaK YacTh OKCIUTyaTalldd COBPEMEHHBIX HH(POPMAIIMOHHBIX
CHCTEM.

2. Opranmzauus  UT-undpacTpykTypsl U ympaBieHHe  HWH(GOPMAIMOHHON  G€30MacHOCThIO.

JlocTynmHOCTB, IETOCTHOCTD M KOH(UIEHIINAIbHOCTh HH(OPMAaILIUH.

JokTprHa nHGpopMannoHHoi 6e3omnacHocTH PO.

O0630p AEHCTBYIONINX CTAaHAAPTOB U PEKOMEHIallui B 001acTi HH(GOPMALIMOHHON 0€3011aCHOCTH.

Knaccugukarus 3amumnaeMoi THPOPMALIUK 110 CTENIEHH BaXKHOCTH U IIEHHOCTH.

OCHOBHBIE OTIpE/IEIICHUS] H KPUTEPHH KIIaCCU(DUKAIIUU YTPO3.

3aKoHOATEIbHBIN YPOBEHb HH(OPMAIIMOHHON 0€30MacHOCTH.

AJMUHUCTPATUBHBIN ypoBEeHb NHPOPMAITMOHHON 0€30MacHOCTH.

VYnpasnenue nHpopManMoHHON Oe3omacHOCThO. [lonutuka 6e3omnacHocTH. ConepkaHue MOJIUTHKA

6e3onacHocTH. [Iporpamma Ge3o0macHOCTH.

10. Mogenu OCHOBHBIX ITOJIMTUK 0€30I1aCHOCTH.

©oNo AW
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11. Yopasnenue puckamu. OcHOBHBIC TTOHSTHS. [10ATOTOBUTENBHBIN 3Tall YIIPABJICHUS PUCKAMHU.

12. Yupasnenue puckamu. OCHOBHBIE 3TAllbl YIIPABJICHUS PUCKAMHU.

13. MeTobl ¥ MOJIEITHM aHATN3a YIPo3.

14. Tlonnepsxanue paboTocrocoOHOCTH. PearnpoBanne Ha HapyIICHUs peXuMa OE30ITaCHOCTH.

15. OcHOBHBIE TPOIPAMMHO-TEXHUYECKHE MEPBI.

16. ApxurtektypHas 6€3011aCHOCTb.

17. Unentuduxanus u ayTeHTU(HUKAIUS, YIIPABICHUE JOCTYIIOM.

18. Unentudukamnms, ayreHTUDHUKAINS ¢ TTOMOIIBI0 OMOMETPUUYECKUX TTapaMETPOB.

19. MOHUTOPHUHT U ay/HT.

20. Ucropus kpunrtorpadguu. OCHOBHbIEC IOHITUS U ONIPEACICHUS KPUIITOIOTHH.

21. ludpoBanmre, KOHTPOIb LEIOCTHOCTH.

22. CuMMeTpruYHbIe METOIbI U(PPOBaHUSA. ACCUMETPUYHbBIE METOABI IIH(PPOBAHUSI.

23. lludposast moaAMUCH: OCHOBHBIC TOHSTHS. AnroputMbl DLI1.

24. DxpaHUpOBaHUE, aHATHU3 3AIIUILIEHHOCTH.

25. Knaccugukanust MeKCeTeBbIX IKPaHOB.

26. O0ecnieueHre BHICOKOM JOCTYITHOCTH.

27. Bupyc: ocHOBHBIC TOHSTHS, BUABL. COBpEMEHHBIC AHTHBHPYCHBIC MPOrpaMMbI (Ha TPHUMEpPE Tpex
porpamm).

28. Merobl 0OHApYKECHUS U yIAJICHHUS BUPYCOB.
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Pa3zgen 6. OnieHo4HbIE CPEeACTBA MPOMEKYTOYHOM aTTECTAIMHU (C KIIOYaAMH)
1. Cpeocmea 3awumel, npuzeanHvle cO30amsb HEKOMOPYIO uU3ULECKU 3AMKHYMYIO CPEOY BOKPY2
00beKma u 371eMeHmo8 3aujumsl 3aMKHYmMYI0 cpedy 80Kpy2 00beKma U 371eMeHmo8 3aujumsl

a) OpraHn3alMOHHO-aIMUHUCTPATHBHbIC
0) TeXHUYECKHE

B) METO0JIOTMYECKHE

I') IpOrpaMMHBIE

IIpaBuabHbBIH OTBET: 0)

2. Ycemanoenenue cucmemoi napwzeﬁ OmHocumcs K Memody

a) UICHTH(UKAITNH

0) parudukanumn

B) ayTeHTH(UKAIIII

r) Bepudukanum
IIpaBuJbHBINH OTBET: B)

3. HUoenmugurayus

a) pacrio3HaBaHue uHpopmauu

0) MoJIHOE UTHOPUPOBAHUE UH(DOpMAITUU

B) MPUCBOCHHNE KAaKOMY-ITH00 O0BEKTY WK CyOBEKTY YHUKAIHLHOTO UMEHU M o0pa3a
T') IOCJIEIOBATENBHOCTD JACHCTBUH, MPUBOASIINX K TOHUMAHHUIO WH(POPMAIUU
IIpaBWJIbHBIH OTBET: B)

4. Ha3znauenue 21eKmpOoHHOU YUPDPOBOU NOONUCU:

a) 3aluTa JaHHBIX OT HCCAHKIIMOHWUPOBAHHOI'O KOITMPOBAHUS

0) yIocToBepeHHEe MOATMHHOCTH CBEICHHIA

B) BBISIBJIEHHE 3aKOHOMEPHOCTEN MTOCTPOECHUSI TPOU3BOJICTBEHHBIX IIPOIIECCOB
') OTpaHUYCHHUE JIOCTYIa K MHPOPMAIIMOHHBIM MaCCHBaM

1) 3aIIUTa IPOrpaMM OT HEJIETAIbHOTO UCIIOJIb30BaHUS

IIpaBuabHbBIH OTBET: 0)

5. OpeanuzayuonHo-aOMUHUCMPAMUeHvle CPeOCMEa 3auumsl

a) perucTpaus nojib3oBaTeseil KOMIbIOTEPHBIX CPEJICTB B )KypHaIaxX

0) pasrpaHu4eHue 10CcTyna K MHPOPMALlUU B COOTBETCTBUHU C (PYHKIIMOHAIBHBIMU 0053aHHOCTAMHU
JTOJIKHOCTHBIX JIUIT

B) UCIIOJIb30BaHME aBTOHOMHBIX CPE/ICTB 3aIUTHI alaparypsl

T') CO37JaHie KOHTPOJIBHO-IIPOITYCKHOTO PEKUMa Ha TEPPUTOPUH PACTIOIOKEHHS CPEACTB 00paboTKH
UHpOpMaLIUU

IIpaBuibHbI 0TBET: 0), I')

6. Illpeumywecmsea ucnoib308anus apxumexmypvl KiueHm-cepeep

a) BBICOKOE OBICTPOJ/ICHCTBUE CETH

0) HM3KOE OBICTPOJICHICTBHE CETH

B) HU3KAasi CTOMMOCTh

r) TpeOyeTrcs Gombliasi BRIYUCINUTEIbHAsI MOIIIHOCTh OT CepBepa
1) TpeOyeTcst HeOOoMbIIasi BEIYUCIUTENbHAS MOITHOCTH OT 1K
IIpaBuJbHBINA OTBET: a), 1)

7. Memoosi, komopsie OMHOCAMCA K KpUNmozpaguieckum npeoopazo8anusim
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a) 3aMeHa

0) uneHtTuduKanus

B) YCTaHOBKA 3JICKTPOHHOM LM(POBOI MOIIHCH
T') IepecTaHOBKa

IIpaBuabHBIH OTBET: a), I)

8. Cywecmsyrowue cpeocmsa 3awumel uHghopmayuu

a) TeXHUYECKHue

0) TEXHOJIOTHYECKHUE

B) OpPraHU3allMOHHO-aIMUHUCTPATUBHBIC
') MOIU(PHUIHUPYIOIIHE

1) IPOTrpaMMHBIE

IIpaBuabHBIH 0TBET: a), 0), B) 1)

9. Cnoorcnviii napons

a) COCTOUT U3 0oJiee 8§ CUMBOJIOB

0) cocTouT U3 OoJiee 3 CUMBOJIOB

B) BKJIFOYAET TOJILKO aHTIIMHCKUE OYKBBI
T') BKJIFOYAET TOJBKO PYCCKUE OYKBBI

1) HE SBIISICTCS OINPEICICHHBIM CIIOBOM
IIpaBuJbHBIH OTBET: a), 1)

10. Cnocobrocms cucmemvbl 8b1noaHAmMb MpedyeMyo pabomy 8 meuenue 3a0aHH020 8PeMeHU

IIpaBWJIbHBIN OTBET: HAAEKHOCTH

11. Ilonvzoeamens, komopuwiti umeem NOJIHBIL HADOP NPAB8 OOCMYNA OJisl BCe20 KOMNbIOMepa U
HeO02PAHUYEHHbIL OOCMYN KO 8CeM Patiiam u KIouam CUCMEMHO20 PeeCmpad HA3bl8Aem sl

IIpaBHJIbHBIN OTBET: AAMHUHUCTPATOP

12. Cpeocmea 3awumel, npuzeantuvle co30ams HEKOMOPYIO UUUECKU 3AMKHYMYIO CPedy OKPY2
00vbeKma u 1eMeHmMOo8 3auWumsl 3AMKHYMYIO cpedy BOKpYe 00beKma u 21eMeHmMo8 3auumsil,
HA3bI6AIOMCS

IIpaBHIBLHBINH 0TBET: TEXHHYECKHUE

13. IIpucsoenue kakomy-1ub0 06vexmy uiu cyOvbexmy YHUKAIbHO20 UMEeHU Ulu 0opasa

IIpaBUIBLHBINH 0TBET: HACHTH(PUKALUSA

14. Yemanosnenue noonunnocmu o6vexmy uiu cyovexmy

IIpaBu/IBLHBIH 0TBET: ayTEeHTH(PUKALNUSA

15. 3awuma oannvix memooom ux wugposarnus

IIpaBuiabHbIN 0TBET: KpUNTOrpagus

16. Komnvromepmwiii supyc

IIpaBuIbHBINA OTBET: IPOrpaMMa, CIOCOOHAs CAMONIPOM3BOJILHO CO31aBATh CBOU KOIIMH H
BBINOJHATH HECAHKIIMOHMPOBAHHbIE 1eiiCTBUS
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17. Kpunmoepagus

IIpaBWJIbHBIN OTBET: 3alIIUTA JAHHBIX METOAOM IIU(POBAHUS

18. Haoeoxcnocmo

IIpaBUIbHBIH OTBET: CIOCOOHOCTH CHCTEMbI BBINOJHATH TPeOyeMylo padoTy B Te4eHHe 32JaHHOT0
BpeMeHHU

19. bezonacnocmo ungopmayuu

IIpaBUIbHBIH 0TBET: CIOCOOHOCTH CHCTEMbI 00€CTIeYUTh 3aAIMTY HHGOPMAIIUM OT HETATUBHBIX
ABJICHUH

20. Ilpu cummempuurnom memooe wughposaruisi

IIpaBuiabHBIH OTBeT: IM(POBaHUE U PacIIM(PPOBKA JOKYMEHTA OCYLIECTBJIAETCH OAHUM KJIIOY0M

21. Hoenmughuxayus

HpaBHJIbeIﬁ OTBET: IPUCBOCHUE Cyﬁ'beKTy HJIH Oﬁ'beKTy YHUKAJIBbHOI'0O UMECHHU

22. Yemanosume coomeemcemeue

1) upentuduxamms a) MPUCBOCHUE KAKOMY-TTH0O 00BEKTY UITU CYObEKTY YHUKAIBHOTO
MMEHU Wi o0pa3a

2) ayreHTUdUKAIHS 0) ycTaHOBJICHHE MOATUHHOCTH

3) cucrema 3aIuThl B) COBOKYITHOCTH OPTaHU3AIIMOHHBIX U TEXHOJIOTHYECKUX MEp,

UHpOpMaLIUN TEXHUYECKUX CPEJICTB, TPABOBBIX HOPM, HAIIPABJICHHBIX Ha
IPOTHBOJICHCTBUE YTPO3aM HapyIIUTeENeH

IIpaBuiabHBIN OTBET:

1) —a)
2)-0)
3)-B)

46



Paznen 7. Ilepedyenn yueOHOI quTEpaTyphbl, HEOOXOAUMOM 1JI1 OCBOCHMS IV CHUIITTUHBI

7.1. OcHoBHAas1 JUTEpaTypa

AnomnH, C. M. Texnonorun u mnpoayktel Microsoft B obecrnieyeHun HHGOOPMALMOHHON
oe3omnacHocTH : yueOHoe mocoome / C. M. ApnomuH, A. A. CaBenbeBa, B. A. Cepatok. — 4-¢
u3a. — Mocksa : UaTtepuer-YuuBepcurer Madopmanuonnbix Texnomoruit (MHTYUT), At [n
Ap Menma, 2025. — 431 ¢. — ISBN 978-5-4497-0935-6. — Tekct : anexrponusiii // Ludposoii
0o0pasoBaTenbHbBIN pecypc IPR SMART : [caiiT]. URL:
https://www.iprbookshop.ru/146405.html

['amarenko, B. A. OcHoBbel mH(pOpMaImoHHOW Oe3omacHocTH : ydeOHOoe mocoome / B. A.

lanatenko. — 4-¢ u3n. — Mocksa : UHTepHeT-YHuBepcurer MupopManmonneix TexHomorui
(MUHTYUT), Ait [Im Ap Meaua, 2024. — 266 c. — ISBN 978-5-4497-3316-0. — Tekcr :
anektporHblt // LudpoBoit obpazomatenbHblii pecypc IPR - SMART : [caiit]. — URL:

https://www.iprbookshop.ru/142285.html
®aponoB A.E. OcHOBBI HHGOPMAIIMOHHOK 0€30MacHOCTH IIPH pad0Te Ha KOMIIbIOTEpE : yueOHOe

nocobue / ®aponoB A.E.. — Mocksa : UaTepHeT-YHuBepcuteT MHGOpMaMOHHBIX TeXHOIOTHIA
(MHTYUT), A#i Ilm Ap Menua, 2024. — 154 c. — ISBN 978-5-4497-2418-2. — Tekcr :
anektpoHHsld // IludpoBori oOpaszoBarensHbili pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/133957.html

7.2. JlonoJiHUTEIbHAS JIUTEPATypPa

AnncumoB, A. A. MeHnemmkMeHT B cepe nHpopManmoHHo# O6e30macHOCTH @ yueOHOoe mocodue /
A. A. AnucumoB. — 4-¢ uszn. — MockBa : HurepHer-YHuBepcuter MHbOpMaIMOHHBIX
Texnomoruit (MHTYUT), Ait ITu Ap Menua, 2024. — 210 c. — ISBN 978-5-4497-2408-3. —
Tekcr : anexktponnsiil // udposoit o6pazoBarensHbii pecypc IPR SMART : [caitt]. — URL:
https://www.iprbookshop.ru/133946.html

Cygoposa, I'. M. Nudopmarmonnas 6e3omnacHocTsh : yuebHoe mocodbue / I'. M. CyBopoBa. — 2-¢
u3n. — CapatoB : By3oBckoe obpazoBanue, 2024. — 214 c¢. — ISBN 978-5-4487-1026-1. —
Tekcr : anexktponusbiil // [udposoit o6pazoBarensHbii pecypc IPR SMART : [caitt]. — URL:
https://www.iprbookshop.ru/142805.html

[Mauberun, B. ®. Mnpopmanmonnas 6e3onacHocTs U 3amura uHpopMmaiuu / B. @. Hlanerun. —
3-e u3a. — Caparos : [Ipodobpaszosanue, 2024. — 702 c. — ISBN 978-5-4488-0070-2. — Tekcr
: anexktpoHubt // Lludposoit obpazoatensHbil pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/145912.html

7.3. ipyrue uCTOYHUKH HHPOPMALMHU U CPeACTBA o0ecniedeHHs OCBOEHUs! AUCHUILIMHBI

7.

8.
9.
10.
11.
12.
13.

Kypnan «buznec. O6pazosanue. [IpaBo. Bectnuk Bonrorpanckoro nactuTyTa 6M3Heca» : [caT].
— URL: http://vestnik.volbi.ru/

Kypuan «Cern» : [caiit]. — URL: http://www.osp.ru/nets

NznatensctBO «OTKpBITHIE cucTeMbl»: [caiit]. — URL: http://www.osp.ru

I1O nns opranu3zanuu KoHpepeHui

CIIC «Koncynbrantlmocy : [caiit]. — URL: http://www.consultant.ru/

CIIC «I'APAHT» : [caiit]. — URL.: http://base.garant.ru/

LUT dopym : [caiit]. — URL: http://citforum.ru
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Pazgen 8. MatepuaibHoO-TeXxHHYecKasi 6a3a M1 MHPOPMALMOHHBIE TEXHOJIOTHU

MarepuanbHO-TeXHUYECKOe obOecrneueHne AUCHUIUIMHBL «MH(popManumoHHasi 0e30MacHOCTB»
BKJIIOYaeT B ce0sl ydeOHble ayIuTOpPUM JUIsl NPOBEICHMS JIEKLIMOHHBIX, NPAKTUUYECKUX 3aHSTHH,
IPYNIOBBIX ¥ MHAMBUAYAJIbHBIX KOHCYJIBTALMM, TEKYILEro KOHTPOJS U NPOMEKYTOUYHOM aTTECTALUH,
CaMOCTOSTENIbHON PabOThl 00yUYaIOIIUXCSL.

VY4eOHble ayqUTOPUU YKOMIUIEKTOBAaHbl CHELMAIU3UPOBAHHOW MeEOENbl0 U TEXHUYECKUMHU
cpeactBaMu  oOydyeHus. IlomemeHuss A caMOCTOATENBHOM paboOThl OOYyYaroIMXCs OCHAIIECHBI
KOMITBIOTEPHOM TEXHUKOM C BO3MOXKHOCTBIO ITOAKIIOYEHUS K ceTu VIHTepHeT.

JIMCLUIUIMHA MOXKET pealn30BBbIBATHCS C NPUMEHEHMEM JUCTaHLMOHHBIX TEXHOJOIMH OO0y4YeHHS.
Cremuduka peanu3aludl TUCHMIUIMHBI C NPUMEHEHHEM JUCTAaHIMOHHBIX TEXHOJOTHH OO0y4YeHHS
yCTaHaBJIMBAeTCs JIOMOJHEHUEM K paboueil mporpamme. B wactu He npoTtuBopevameil crneuuduke,
U3JI0’KEHHOM B JOMIOJTHEHUH K IIPOTpaMMe, IPUMEHSETCS HAaCTOsIIas padodast mporpamma.

MarepuanbHo-TexHHUEeCKas 6a3a, He0OX0oAUMas Ul OCYILECTBICHUSI 00pa30BaTEILHOrO Mpolecca
10 JMCUMUIUIMHE C TPUMEHEHHUEM JIMCTAaHLIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOT WA BKIIIOYAET B CeOsI:
KomnbroTepHas TeXHHKa, paciojiokeHHas B yueOHoM kopmyce MuctutyTa (yn.Kaunnues, 63, kaObuner
lentpa AUCTAaHIIMOHHOTO OOYUYEHUS ):

1) Intel i 3 3.4Ghz\O3Y 4Gb\500GB\RadeonHD5450

2) Intel PENTIUM 2.9GHz\O3Y 4GB\500GB

3) JMYHBIC ANIEKTPOHHBIC YCTPOHCTBA (KOMIIBIOTEpPBI, HOYTOYKH, IUIAHIIETBI U HHOE), a TaKKe

CpEJICTBA CBS3U IIpENojaBaTeiell U CTYACHTOB.

WNHdopMannoHHbIE TEXHOJIOTUH, HEOOXOAUMBIE Ul OCYILECTBIEHUS 00pa30oBaTeIbHOIO Ipolecca
10 TUCLUIUIMHE C IPUMEHEHUEM TUCTAaHIIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTUI BKIOYAIOT B CEOS:

- cucrema auctanimonsoro odyuenus (CJIO) (Learning Management System) (LMS) Moodle

(Modular Object-Oriented Dynamic Learning Environment);

— DJJIEKTPOHHAs I10YTa;

— cucreMa KOMIbIOTEPHOTIO TECTUPOBAHMS;

- Hudposoii obpazoBarenbubiit pecypc [IPR SMART;

— cucTeMa UHTEpHET-CBsI3U skype;

- TenedOHHas CBS3b;

ITO st opranu3anuu KoHpepeHuui
OOyuenne oOyyaroUMXcsd HMHBAJIUJOB M OOYYaIOIIUXCS C OTrPaHUYEHHBIMH BO3MOKHOCTSIMH
310pOBbsl  OCYIIECTBISIETCS TIOCPEACTBOM IIPUMEHEHHUS CIIELUAIbHBIX TEXHUYECKHX CpPEACTB B
3aBUCHUMOCTH OT BHJa HO30JIOTHH.

IIpu npoBeneHuH y4eOHBIX 3aHATUH MO JAUCHUIUIMHE HCHOJB3YIOTCS MYJIbTHUMEIUMHbIE
KOMIUIEKCBI, 3JIEKTPOHHBIE YUEOHUKHU U y4eOHbIE TOCOOus, aJanTUPOBAHHbIE K OTPAaHUYEHUSM 310POBbS
oOyJaromuxcs.

JIeKuMoHHbIE ayAUTOpUU OOOpPYAOBaHbl MYJIbTUMEIUNHHBIMU Kadeapamu, MNOAKIIOYEHHBIMU K
3BYKOBBIM KOJIOHKaM, MO3BOJISIOIIMMHU YCUIIUTh 3BYK JUISl KATETOPUH CIIa0OCIbIIAIINX 00yJyaromuxcs, a
Tak)Ke MPOEKIIMOHHBIMHU SKpaHaMH KOTOpbIE YBEIMYUBAIOT N300pakeHNE B HECKOJIBKO pa3 U MO3BOJISAIOT
BOCIIPHHUMATh YU€OHYI0 MHPOPMALIMIO 00YJaIOIUMCS ¢ HApYILICHUSIMU 3PEHUS.

[Ipu 0OydyeHuu auIl ¢ HAPYIIEHUSIMU CITyXa HCIOIb3YETCS YCUIUTEINb CilyXa /Ui ci1a0OoCbIanifx
monaeit Cyber Ear monens HAP-40, momoratromumii o0y4aeMbIM JIydllle BOCHPUHUMATh Y4eOHYIO
uH(pOpMaIHIO.

OOyuaronecss ¢ OrpaHUYEHHBIMM BO3MOXKHOCTSIMH 3/I0POBbs, OOecCIeueHbl MeYaTHBIMH U
3JIEKTPOHHBIMU 00pa30BaTEIbHBIMU peCypcaMu (MpOrpaMMbl, Y4€OHUKH, Y4eOHbIe TOCOOUS, MaTepHAaIb
JUIL CaMOCTOSITENIbHOM paboThl M T.1.) B (hopMax, aganTUPOBAHHBIX K OTPAaHHMYEHHUSIM MX 370POBbS U
BOCTIPUATHUS UH(POPMAIUH:

JJIS1 JIMI C HAPYIICHUSIMHU 3PeHHUs:

- B (popme 3EKTPOHHOTO JIOKYMEHTA;

- B (hopme aynuodaiina;

JJIS1 JIMI ¢ HAPYLIEHUSIMH CJIyXa:

- B IEYaTHOH (opme;

- B (hopMe 2IEKTPOHHOTO JOKYMEHTA;
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JJIs1 JIMI[ ¢ HAPYIIEHUSIMU OMOPHO-IBUTaTeIbHOI0 annapara:
- B IeyaTtHoH (opme;

- B hopme 3IEKTPOHHOTO IOKYMEHTA;

- B popme ayauodaiina.

[TporpamMMHOe oOecrieueHne, HCIOIb3yeMOe Ha 3aHSITHSIX |
— Onmnepanuonnas cuctema Windows,

- Apxusatop 7-zip,

- Cucrema TeCTUpOBaHUS,

- Microsoft Office 2007,

- AmntuBupyc Kacnepckuii 6,

- Koncynbrant,

- Bupryanbnas mamuna VirtualBox,

- Buptyansnas mammna VirtualPC,

— Internet Explorer.
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Pasznen 9. MeToaunuyecKkue YKazaHud AJad oﬁyqammnxm 10 OCBOCHHMIO JHCHUIIJIMHBI

Jlisi yCIeIIHOTO YCBOGHHsI MaTepuaia Kypca TpeOYIOTCs 3HAUMTENbHOE BpEMs, KOHLEHTpAIHs
BHUMAHUS M YCHJIUA: IIOCEIICHUE JIEKIMOHHBIX 3aHATHMM M KOHCIEKTHPOBAHHE IIPENOJABAEMOI0
Marepuaa, paboTa ¢ HUM JIOMa, CaMOCTOSTeNIbHasi IpopaboTKa MaTepHaga PeKOMEHyeMbIX y4eOHHKOB
U y4eOHBIX NOCOOMI NpU caMoCTOsATeNbHOW mnojaroroBke. Oco0oe BHHMaHUE clieyeT OOpaTUTh Ha
BBITNIOJIHEHUE MTPAKTUUYECKUX Pa0doT, MpakTHueckux 3aganuii no CPO, TeCTOBBIX BOIPOCOB.

IIpu camocrosiTenbHOM paboTe ¢ yueOHUKaMU U y4eOHBIMU [TOCOOUSMU MOJIE3HO UMETh 0]l PYKOH
CIPAaBOYHYIO JINTEPATYpy (SHUMKIIONEIUN) WIN JOCTYIl K ceTu VMHTepHeT, Tak Kak MOTIYT BCTpEdaThCs
HOBbIE TEPMUHBI, IOHATHS, KOTOPbIE paHbllle 00ydJaroLIMecs He 3HAJIM.

Lenp mpakTHUECKUX 3aHATUN 1o nuctuiuimHe «MHpopManonHas 6€30MacHOCTbY - 3aKpeIuIeHUe
3HAHUH 10 ONpEeNesIeHHON TeMme, NPUOOPETEHHBIX B pe3yJbTaTe MPOCIYIIUBAHUS JIEKUUH, MMOIyYeHUs
KOHCYJIbTAllUi U CaMOCTOSITEJIBHOTO U3YUEHUS PA3JIMYHBIX UCTOYHHUKOB JUTEpaTypshl. [Ipu BblllOIHEHUN
JAHHBIX PaboT oOydaroluecs JOJDKHBI OyAyT IiIyOOKO M3Y4YMTh METOABI M METOJUKH OOecreueHus
uHpOpMaMOHHON Oe3omacHOCTH. [lomydnTh HaBBIKM HACTPOWKHM W OOCIHYXHBAHHUS AHTHBHPYCHOTO
IPOTrPaMMHOT0 00ECIeUCHHUS.

[lepen mnpakTHYeckuM 3aHATHEM OOYYArOMIMHCSA JODKEH JACTAaNbHO HU3YYUTh TEOPETHYECKUE
MaTepHaibl BONPOCOB TNPAKTUKUM B Y4eOHMKAX, KOHCIEKTaX JEKIMH, MEepUOJUUYECKUX XKYypHajax U
npoyee. Eciu npy BHINOJHEHUN IPAKTHYECKOIO 3a/1aHusl y 00yUarolerocsi OCTalTCsl HEICHOCTH, TO EMY
HE00X0/IMMO OIEePaTUBHO OOPATUTHCS K MPEMNOAABATEINIO 32 YTOUHEHUEM.

[locne  BBIMONHEHMS ~ NPAKTUYECKOrO  3ajJaHusl  oOydaromuecs  JOJDKHBI  BBINOJIHUTH
camocTosATeNbHY0 padoTy. CaMmocTosTenpHas paboTa BKIOYaeT B ceOs MHAMBHMIYyalbHOE 3aJlaHUE 110
npoieHHol Teme. Takum o0pa3om, Kaxablii 00y4aroIUiics BBIIOIHAET TOJBKO CBOW BapUaHT 3aJaHMUSL.
BeinosnHeHne NpakTUYECKUX 3aJaHUi COIIPOBOXKIAETCS BBIIOJIHEHUEM IHCBMEHHOTO OTYETA B TETPAAM.
OT4er NOJKEH BBINNOJIHATHCA aKKYpaTHO, OBITh JIETKO YUTAEMbIM MOAYEPKOM, IPU STOM JONYCKAKTCA
OOIIENPUHATHIE COKpAILIEHHS.

[Ipr MUCTaHIMOHHOM BBITIOJHEHUH MPAKTUYECKUX PAOOT, 00YUAIOIIUICS MOMXKET CaMOCTOSITEIHHO
nprodpectu omnepannonusie cucteMsl Windows XP, Windows Vista, Windows 7, Windows 8, Windows
10. OTBETCTBEHHOCTh 3a YCTAaHOBKY M HACTPOMKY HpPOrpaMMHOr0O OOecreuyeHUs B JIaHHOM Cciy4yae
J0XHUTCA Ha oOywaromierocsi. Cienyer BOCHOJIb30BaTbC METOAMYECKMMH YKa3aHUSMHU IO YCTAHOBKE
JAHHBIX MPOTPAMMHBIX CUCTEM.

Pe3ynbTaTbl BBINIOJIHEHHBIX 3aJaHUK OLEHUBAIOTCA C YYETOM TEOPETHUECKHUX 3HAHWM IO
COOTBETCTBYIOILIMM  pazfieNaM JUCUUIUIMHBI, TEXHUKH BBINOJIHEHUS paOOThl, OOBEKTHMBHOCTU U
000CHOBAaHHOCTH NPUHUMAEMBIX peIIeHU B Mpolecce paboThl € JaHHBIMHU, KauecTBa O(QOPMIICHHUS.
Ilepexon K BBIMOJHEHHIO CIEAYIOLIETO MPAKTHUECKOTO 3aJaHMs JOMYCKAaeTCs TOJIbKO IOCIE OT4eTa
BBITTOJIHEHHON paboThI.
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PaGouas mporpamma y4eOHOM TUCITUTUTHHBI

Nudopmanuonnas 6e30nacHOCTh

(Hau,weuosaﬂue ()uCl/juﬂ,'lqul 6 coomeemcmeuu CylteéHbM/l I’Ul(lHOM)
OuiaunnoB Muxaua Baagumuposuy

(Damunua, Hms, Omuecmseo cocmasumesst)
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