[lokymeHT nognucaH npo:Adﬂ”EﬁdﬂlpMH@Iﬂ]d;leMQMMep'leCKaﬂ OpPraHu3anus BbICHICTO OﬁpaSOBaHI/Iﬂ
MHdopmaums o BnanenbLe: «BoJirorpajackmii HHCTHTYT OM3HECa»

®KO: Wampaii-Kypbarosa Jinans BuktoposHa
[lomxHocTb: PekTop

[ata nognucanus: 09.06.2026 10:08:49
YHUKanbHbI MPOrpaMMHbIN KIKOY:
b1e4399771b07e18f31755456972d73b2ccfc531

PaGouaa nporpamma yue6Hou AMCUMNNNHDI

Nudopmanuonnas 6e30nacHOCTh

(HanmeHOBaHME THUCIMATLTHHEL)

09.03.03 IMpuxkaagnas nHpopMaTKa, HaNPaBJIeHHOCThb (MPoduib) «IIpuKIaTHONH MCKYCCTBEHHbIH

HHTEJUIEKT
(Hanpasnenue moarorosku / Ipodun)
bakanaasp
(KBamuduxars)
Kadenpa pazpadoruux DKOHOMHKH U YIPABJICHUS
I'ox Hadopa 2026
TpynoeMkocTh (00beM) TUCHHUIJIMHBI
Bup yuyeOHol AesATeIbHOCTH Ounas ¢popma O4Ho-3204Has ¢popma
a B
3adeTHBIE €TUHUIIEI 4 4
OO611ee KOJIMYECTBO YacOB 144 144
AyIHATOpPHBIC YaChl KOHTAKTHOM
paboThl 0OyUaromerocs ¢ 36 24
MIPEToAaBaTeIISIMU:
- Jlexunonnsie (JI)
- [Ilpaktuueckue (I13) 36 24
- B mom uucne 6 ¢popme 36 8
NPAKMUYECKOU NOO20MOBKU
- Jlaboparopusie (JI3)
- Cemunapckue (C3)
CamocTosTenbHas pabora 79 84
oOyuatomuxcs (CPO)
K (P-D) P (ID) (+3-)
TectupoBanue (+;-)
JIKP (+)
3auer (+;-)
3ader c orieHko# (+;- (Kon-Bo gacon))
Dx3ameH (+;- (Kon-Bo 1acon)) +(36) +(36)

Boarorpan 2026



Conep:xanue

Paznen 1. Opranu3aiiuOHHO-METOAMUECCKUM PABIIEIL .....uvvreurrieiurriessteeesireeessreeessseeassseesssseesssseesssseesssseessneesnns 3
Pasiesn 2. TEMATHUECKIIT TITTAH . ....cevvterrrunnsseeesssessssnnssesssssssssssatsessssesssssnnteessesesssssnteeeeeteestsnmmtreeessessn 7
Pazen 3. COMEPIKAHME JIVICTIFTIITITHBL. ........veeuveeteeanseesuseanseeasseesesssseasesssseesseessseansesssseessessssesssessnsesssessnsesssnens 9
Paznen 4. Opranuzanus CaMOCTOATEIBHON PAOOTHI OOYUAOIITHXCS 1.vvvvervrreessreesssreesssreessssessssneessssessssneesnes 12
Paznen 5. ®oH OIEHOYHBIX CPEACTB JJisi MPOBEICHUS TEKYIIETO0 KOHTPOJS WU MPOMEKYTOYHON
ATTECTAITAN OOYTAROTITHIXCS . .vvvevvveesssresssseeesssesessseessssesssssessssessssseesstssessseeesnteeessbeeeasbeeeasbeesnnbeeenbneeesbeennsneennes 14
Paznen 6. OnieHOUYHBIE CPENCTBA MPOMEKYTOUYHON ATTECTALUHN (C KITFOUAMH) .venvenneeneennennennen 19
Paznen 7. Ilepeuens ydaeOHOM UTEpATypPhl, HEOOXOIUMOM TSI OCBOSHUS JTUCITUATIITUHBI ..oovvvveenvveessveenens 43
Paznen 8. MarepuanbHO-TeXHUYECKast 0a3a 1 MHPOPMALMOHHBIE TEXHOIIOTHH .....cuvevverveerriniresrearesinenieas 47
Paznen 9. Meroaudeckue ykazanus i 00yYarOMUXCS IO OCBOSHUIO TUCIIHIUTHAHBL ....vvvevvveesireessieeenns 49



Pasznen 1. Opranu3anuoHHO-MeTOANYECKHI pa3ae
1.1. llean ocBOeHHUSI AMCIUILIMHBI

Hucuunnuna «HWUHpopManuoHHasi 0e30MaCHOCTBY» BXOJAUT B  4acTh, (opmMupyeMyro
yyacTHHUKaMH oOpa3oBaTejibHbIX OTHoueHnid b1.B.04 mno nHanparnenuto moaroroBku «09.03.03
IIpuknagnas wuHdopmMaTuKa», HanpasjJdeHHOCTh (mpoduiab) «IIpUKIaIHOH HCKYCCTBEHHBIH
HHTEJUIEKT.

Llenbio TUCHMITIMHBI sBiseTcs GopMUpoBaHre KoMmmeTeHmui (6 coomeemcmeuu ¢ @IOC BO u
mpebo8aHUuAMU K pe3ylIbmamam 0C80eHUsl OCHOBHOU NPpOGecCUuoHAIbHOU 00paA308amenbHOl NPOSPAMMbL
suicueco oopazosanus (OIIOIT BO)):

YK-10 CnocoGen ¢opmMupoBaTh HeTepNUMOE OTHOLIEHHE K MPOSIBJEHUSIM JKCTPEeMHU3MA,
Teppopu3Ma, KOPPYNLUHMOHHOMY NOBEJCHHMI0O W NPOTHBOAEHCTBOBATH MM B NpogecCHOHATbHON
AesITeJIbHOCTH

YK-10.1. CnocobeH cuCTeMaTU3MpOBaTh HHPOPMAIMIO, OCYIIECTBISITH MPO(HECCHOHATHHYIO
JEeSITeIbHOCTh, OCHOBAHHYIO Ha MPHUHIIMIIAX, HATIPABICHHBIX HA HETEPIMMOE OTHOIICHHUE K MPOSIBICHUSIM
IKCTpPEMH3MA, TEppopu3Ma, a TaKkKe YCTPAHEHHWIO U  IPOTUBOJAEHUCTBUIO  KOPPYHIIMOHHBIX
MPaBOHAPYIICHUI, TOHUMAasi PUCKH HUCIOIB30BaHUSI TEXHOJOTUN HCKYCCTBEHHOIO HMHTEIUIEKTa JUIs
CO3/1aHUSI JECTPYKTUBHOIO KOHTEHTA U MPEAB3ATHIX aITOPUTMOB.

YK-10.2. CnocobeH onpeaenuTh CYIIHOCTh MPOSIBICHUN KOPPYIINH, SKCTPEMU3Ma, Teppopu3Ma 1
IPOAHAIU3UPOBATh  MEPONPUATHS IO MPOTUBOJACHCTBUIO  KOPPYNLMOHHBIX  IPaBOHAPYLICHUH,
9KCTPEMH3Ma, TEPPOPU3MA B paMKax MpodecCHoHaNbHON ASSITENbHOCTH, B TOM YHCIIe MPUMEHUTENBHO K
pa3paboTKe U 3KCIUIyaTallud CUCTEM HCKYCCTBEHHOIO HHTEIIEKTa, O0eCHeurBas MX MPO3PauyHOCTb U
HENPEB3SATOCTh

OIIK-3 Cnocolen pemarb CTaHAapTHbIEe 3aJa4d NPO(ecCHOHAIBLHON IeATeJIbHOCTH HA
oCHOBe HH(popMannoHHON u OuOauorpaguyeckoi KyJabTypbl ¢ IPUMEHEHHEM HH(OPMALMOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJIOTMH M C YYeTOM OCHOBHBIX TpeO0oBaHUil HHGOPMALMOHHOMI
0€30ImMacHOCTH;

Jleckpunropsl o01enpogeccnoHaIbHbIX KOMIIETEHMIi:

OIIK-3.1 - CnocobGen pemarh 3ajaud, CBsI3aHHbIE C o0ecrneyeHueM HH(OPMAIMOHHON
0€30MacHOCTH, BKJIIOYas 3alIUTy MOJIeJe MCKYCCTBEHHOTO MHTEIUIEKTa OT COCTSI3aTEeNbHBIX aTak,
o0ecrieyeHne NPUBAaTHOCTH JAHHBIX, a TAKXKe ayJUT aJTOPUTMOB Ha MPeIMET ysI3BUMOCTEH.

OIIK-3.2 - CriocobeH pemiath cTaHAapTHBIE 3a7auu MPo(ecCHOHATBHON AEITeIHHOCTH HAa OCHOBE
UHPOPMALIMOHHOM 1 6ubIMorpaduyeckoit KyJIbTyphl C UCIIOJIB30BAaHUEM CETEBBIX TEXHOJIOTHH, BKIIOYast
paboTy C OTKPBITBIMU PEMO3UTOPUSMHU KOJIa, CIIEHUAIU3UPOBAHHBIMUA 0a3aMM HAy4yHBIX MyOJUKaUUN U
JataceTaMu JJsl 00y4eHus: Mojienei.

[lepeuniciieHHbple KOMNETEHIIMM (OPMHUPYIOTCS B TPOIECCe JIOCTHKEHUS HHAUKATOPOB
KOMIIETEHIIMIi:
O0o00menHast Kox n HaumMeHnoBanmne Kox n HaumeHoOBaHNe HHANKATOPA

TpyaoBasi pyHkums/
TPyAoBas (pyHKIUSA

JAECKPUNTOPA KOMIIeTeH NI nocTuxkennsi komnerenuni (u3 I1C)

3HaeT

YK-10.1. Criocoben NA-1 YK-10.1 [IpuHUMIBEI cHcTeMaTH3auu

CUCTCMATHU3NPOBATH I/IH(bOpMaI_[I/II/I " OCYILICCTBIICHUA
I/IH(i)OpMaHI/HO, OCYIIECTBJIIATH HpO(l)CCCHOHaHLHOfI ACATCIIBHOCTH, HAIIPABJICHHBIC
HpO(beCCI/IOHaJ'IBHYIO Ha HCTCPIIMMOC OTHOMICHUE K ITPOABIICHUSAM

JeSITeIbHOCTh, OCHOBAaHHYIO Ha
NPUHIMAIIAX, HATTPABIICHHBIX Ha
HETepIIMMOE OTHOIICHHUE K
NPOSIBIICHUSM 3KCTPEMHU3Ma,
TEpPpPOpH3Ma, a TAKKE
YCTpaHEHHIO U
MPOTHUBOJICHCTBUIO
KOPPYILMOHHBIX

JKCTpPEMH3Ma, TEPPOPU3MA H KOPPYIIINH, a TAKKE
PHCKH MCTIONB30BAHUS TEXHOJIOTHI
HCKYCCTBEHHOT'O MHTEJIEKTA /ISl CO3/IaHUs
JIECTPYKTHBHOTO KOHTEHTA M MPEIB3STHIX
aropuTMoB (03 PUBS3KHU K MPOHECCHOHATBHOMY
CTaHIapTY)

NA-2 YK-10.2 CymHoCcTs NposIBIEHUIN KOPPYILHH,
IKCTPEMH3Ma, TEPPOPU3MA U METO/Ibl aHAIN3A




MpaBOHAPYIIEHUH, TOHUMASI
PUCKH HCTIONBb30BaHUS
TEXHOJIOTHI UCKYCCTBEHHOT'O
UHTEJICKTA JIJIsl CO3IaHUS
JIECTPYKTUBHOTO KOHTEHTA U
MIPEAB3ATHIX aJTOPUTMOB.

YK-10.2. Criocoben
OTIPECTTUTH CYIIHOCTD
MIPOSIBICHUM KOPPYIILIUH,
JKCTpEeMU3Ma, TEPPOPU3MA U
MIPOaHAIN3UPOBATH
MEpPOTPHUATHS TIO
MIPOTUBOICHCTBHUIO
KOPPYMIIMOHHBIX
MpaBOHAPYLICHUH,
AKCTPEMHU3MA, TEPPOPHU3MA B
pamkax npohecCuoHaIbHON
JIESTEIIbHOCTH, B TOM YHCIIC
MIPUMEHUTENEHO K pa3paboTKe U
SKCILTyaTaIlul CUCTEM
HCKYCCTBEHHOT'O MHTEJICKTA,
obecrieunBast X MPO3PAYHOCTH
1 HCIIPCAB3ATOCTD

MEPOIPHUATHI MO MPOTUBOJEHCTBUIO UM, BKITIOUAS
obecrnedeHne Mpo3pavyHOCTH U HEMPEAB3ATOCTH TIPH
pa3paboTKe U AKCILTyaTallul CUCTEM
HCKYCCTBEHHOT'O MHTEIIEKTa (0€3 MpUBI3KU K
poeccuoHaIbHOMY CTaHAAPTY)

Ymeer

N-3 YK-10.1 CucremaTuznpoBaTh HHPOPMAIIHIO
1 OCYIIECTBIISTH MPO(heCCHOHATBHYIO
NIESITeIbHOCTh Ha OCHOBE MIPHUHITATIOB
HETEPIIUMOCTHU K IKCTPEMU3MY, TEPPOPU3MY U
KOPPYIIINH, C TOHIMaHUEM PHUCKOB UCIIONB30BaHHUS
NN nns co3panust 1eCTPYKTUBHOTO KOHTEHTA U
MIPEB3ATHIX aIrOpUTMOB (0€3 MPUBSI3KH K
mpodecCHOHANEHOMY CTaHIapTY)

N-4 YK-10.2 Onpenensite CymHOCTb IPOSBICHAN
KOPPYIIIAHA, SKCTPEMHU3MA, TEPPOPHU3MA U
AHAIM3UPOBATH MEPOIIPUATHUS IO UX
MIPOTUBOICHCTBHUIO B paMKax MpodeccrnoHaIbHON
JeSITeNIbHOCTH, BKJIFOUast oOecredueHne
MIPO3PavyHOCTH U HETIPEIB3SITOCTH CUCTEM
HCKYCCTBEHHOTO UHTEIJIeKTa (0e3 MPUBSI3KU K
poeccCHoHaIbHOMY CTaHAAPTY)

Hmeet HaBbIKK

NI-5 YK-10.1 Bnagenue HaBbIKaMu
CUCTEMAaTH3aluy MHPOPMALIUU U peaTn3alin
npoeccnoHaIbHON IEeATENBHOCTH, OCHOBAaHHON Ha
MIPUHIMIIAX TPOTHUBOICHCTBHS SKCTPEMU3MY,
TEPPOPU3MY U KOPPYIILIUH, C yIETOM PUCKOB
MIPUMEHEHUS TEXHOJIOTHI HCKYCCTBEHHOTO
UHTEJUICKTa (0€3 MPUBSI3KH K MPO(HECCHOHATBHOMY
CTaHIapTy)

NJI-6 YK-10.2 Bragenne HaBbIKAMHU aHAIIM3a
MIPOSIBJICHUN KOPPYIILIMH, SKCTPEMH3Ma,
TEppPOpPHU3Ma U OIIEHKH MEPOIPUATHHA 1O UX
IIPOTUBOICHCTBUIO IPUMEHUTEIHHO K Pa3paboTKe U
AKCIUTyaTallii CUCTEM UCKYCCTBEHHOTO
MHTEJUIeKTa, 00ecTieunBas NX Mpo3pavyHOCTh U
HETPEeNB3ATOCTh (0€3 MPUBSI3KU K
npoeccHoHaIbHOMY CTaHAAPTY)

OIIK-3.1 - CnocoOen pemarb
3a71a4M, CBS3aHHBIE C
o0ecrieyeHnem
UHPOPMAITMOHHOH
0e30MmacHOCTH, BKIIIOYas 3aIUTY
Mo/ieiell HCKYCCTBEHHOTO
WHTEJIIEKTA OT COCTSI3aTeIbHBIX
arak, obecreueHue
NPUBATHOCTH JIAHHBIX, & TAKKE
ayJUT JITOPUTMOB Ha MPEMET
YSA3BUMOCTEM.

OIIK-3.2 - Cnoco0OeH pemarb
CTaH/IapPTHHIC 3aJIa4H
podeCCHOHATEHOM
JIeSITEIbHOCTH Ha OCHOBE
MH(QOPMALMOHHOHN H
OoubIHorpad)uIeCcKor KyJIbTyphl

3HaeT

N-1 OIIK-3.1 MeTozs! u cpecTBa o0ecTieueHus
nHPOPMALMOHHON 0€30MaCHOCTH, BKIIIOYAs
MTOIXO/IBI K 3al[UTE MOJIETIeH NCKYCCTBEHHOTO
MHTEIJIEKTa OT COCTS3aTeNbHBIX aTak, o0ecrnedeHne
MIPUBATHOCTH AaHHBIX U MPOBEICHUE ayIUTa
aNTOPUTMOB Ha TIpeAMET ya3BUMocTei (6e3
MIPHUBS3KH K MPOPECCHOHATEHOMY CTaHIAPTY)
NA-2 OIIK-3.2 OcHoBBI HHGOPMALMOHHON U
Ooubnmorpaduueckoi KyabTyphl, TEXHOIOTUU
paboThI C OTKPBITHIMH PETIO3UTOPHSIMHU KO/,
CHELUATN3UPOBAaHHBIMU 0a3aMH HAyYHBIX
myOJIMKauii 1 1aTaceTaMu Aj1si 00yueHHs MoJernen
(6e3 mpuBs3KH K MPO(HEeCCHOHATHHOMY CTaHIAPTY)

Ywmeer

MJI-3 OIIK-3.1 Pemrats 3a1a4u, CBI3aHHEBIC C
obecrieueHrneM HHMOOPMAITMOHHOM 6€301TacHOCTH,
BKJIFOUAs BRISIBIICHUE U IPEOTBPAICHUE YTPO3 IS




C UCTIOJIb30BAHUEM CETEBBIX MOJIeTIel HCKYCCTBEHHOTO HHTEIJIEKTa,
TEXHOJIOTH, BKITI0Yast paboTy ¢ | obecredeHre IpUBaTHOCTH TaHHBIX U POBEJCHIE

OTKPBITBIMHU PETIO3UTOPUSIMH ayJuTa alrOpUTMOB Ha YA3BUMOCTH (0€3 MPUBS3KH
KOJ1a, CIIeIMaTu3uPOBAHHBIMU K Ipo¢eCCHOHANBEHOMY CTaHIAPTY)

6azamu HayuHbIX yOonmkanuii u | UJ1-4 OIIK-3.2 Pemrats cTaHgapTHEIE 33291
JaTtaceTaMu st 00y4yeHus podecCHOHANBEHON AESTENFHOCTH Ha OCHOBE
MoOJIETEH. nHPOPMALMOHHON 1 OuOIMorpaduuecKon

KYJIbTYPBI C UCTIOJIE30BAaHHEM CETEBBIX
TEXHOJIOTHH, BKJI0Yast pabOTy C OTKPHITHIMH
peno3utopusMu, 6a3aMu HAyYHBIX ITyOIHKAIMA U
nmaTaceramu (0e3 IpUBA3KH K MPOheCCHOHATTEHOMY
CTaHIapTy)

HNmeet HaBbIKK

WJI-5 OIIK-3.1 Brajgenue HaBBIKaMU 00eCIICUCHUS
nH(OPMAITMOHHOM 0€30TTaCHOCTH, BKITIOYAS 3aIUTY
MoJIeJIel ICKYCCTBEHHOTO MHTEJIEKTa OT
COCTSI3aTENbHBIX aTaK, 00ecreueHne IPUBATHOCTH
JAHHBIX U TIPOBEICHUE ayUTa anropuTMoB (6e3
NPUBA3KH K POPECCHOHATEHOMY CTaHAAPTY)
N/-6 OIIK-3.2 Bnanenvue HaBEIKAMH
rH(OPMAITMOHHON 1 6UOIHOTpaduIecKoit
KYJIbTYPbI, UCIIOJIE30BaHHA CETCBBIX TEXHOJIOTHI
IUIs1 pa0OTBHI C OTKPBITBIMHU PETIO3UTOPUSMH KOJIa,
0a3aMM HayYHBIX MyOJIUKAIIMN U JaTaceTaMu st
oOyueHus Mozenei (0e3 IPUBS3KH K
po(heCCHOHATBHOMY CTaHIAPTY)

1.2. Mecto qucuuminnsl B cTpykrype OIIOIT BO
HanpasJieHus NoaAroroBku «09.03.03 Ipukaagnas nHPOPMATHKA», HANIPABJICHHOCTD (IPOQUIIb)
«IIpuKIaIHON HCKYCCTBEHHBbIN HHTEJIEKT

IIpeamecTBylonme TUCHUNINHBI
(1M CUMILTHHBI, M3y4YaeMble NapaJJieJIbHO)

z

Hocaeayromme TUCUMIITIMHBI

2 3

BBenenue B HanipaBiI€HUE OATOTOBKU BKP

Nudpopmaruka

ITpaBoBBIE OCHOBBI IPUKJIAJHON HH()OPMATHKU

WHupopmalinoHHbIE CUCTEMBI U TEXHOJIOTUHI

WHpopmalinoHHbIE TEXHOJIOTUHU B
MEHEUKMEHTE

ba3sl naHHbBIX

BrruncaurenbHbIe CUCTEMBI, CCTU U
TCIICKOMMYHHUKAIIUN

ITpOEKTHBIN NPAKTUKYM

O N O O | ARWN|FF

[TpoexTupoBanue BeO-caiiToB

Ilocrneoosamenvrocmo qbopmupoeaﬁuﬂ KomnemeHuuﬂ 6 YKA3aHHbLX 0MCI/;MI’IJIMHLDC Modicem Obimb
U3MeHeHa 6 sasucumocmu oni d)Oprl u cpoka 06y116sz, a makKore npenoc)aeaHuﬂ C UCnojlb306aHuem
aucmaHI/;LlOHHblx mexHono02ull 06y’~t€HM}Z.

1.3. HopmaTuBHasi AOKYMeHTaIUs
Pabouas nporpamma y4eOHOI TMCIUIUIMHBI COCTaBJI€HA HA OCHOBE:

- denepa’dbHOTO0 TOCYAAPCTBEHHOTO O0pPa30BAaTEIBLHOTO CTAHAApTa BBHICIIETO O00pa3oBaHUS IO
HanpasyieHuto noarotoBku 09.03.03 [pukiaagnas nHpopMaTuKa;




- yueObHoro 1uiaHa  HampasieHus  noAarotoBku  09.03.03  IlpuxnagHass  uHdopMaTHKa,
HanpaBJieHHOCTH (mpo¢uiab) «[IpukiaaaHoii HCKyccTBeHHBbIH nHTe/LIeKT» 2026 Troma Habopa;
- o0Opa3sia paboueii nporpammsl yueOHOU auctuiuimHbl (puka3 Ne 113-O ot 01.09.2021 r.).



Pasznea 2. Temaruuyeckuii IJIaH

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

TpyroeMkocTh
Koa unaukaropa
AyauTopHbIe U JIECKPHUIITOPA
Ne Tema AU CHMIIMHBI 3aHATHA CPO JTOCTUKEHH S
Bcero N
KOMIIeTeHIU
i1 113 (JI3, |IIpak.
C3) |Iloar.
1 2 3 5 6 7 8
[TonsTre nupOpMaITMOHHOM
1 | 6ezomacHocTu. OCHOBHBIE 8 8
COCTaBJISIIONIHE. 10
5 VYrpo3bl nHGOPMALIMOHHON 5 8
6e3onacHocTH. VX kinaccudukanus 10
3aKOoHOJATENbHBIM YPOBEHb
3 nH(pOpMaITMOHHOM 0€30MMaCHOCTH: 14 4 4 10 /-2 YK-10.2
0030p POCCHIICKOTO U 3apyOEKHOTO Na-3 YK-10.1
3aKOHOJATENHCTBA
4 AJIMUHUCTPATUBHBIA YPOBEHbD. 5 8 Na-3 YK-10.1
[TonuTHka 6€30IMacHOCTH HJI-4 YK-10.2
5 Opranu3anys pa3HOYpPOBHEBOTO 12 4 4 8 nJI-5 YK-10.1
J0CTyIa B UHOOPMAIIMOHHYIO CUCTEMY NJ-6 VK- 10.2
OcHOBHBIE TPOTPAMMHO-TEXHHUECKHE M7-1 OIIK- 3.1
6 | mepsl. 3ammTa HHGOPMALIUU C 14 8 8 6 I/LJZ:[[-2 OINK- 3.2
TTOMOIIBIO TTAPOJIS
7 3ammuTa OT HECAaHKIITMOHUPOBAHHOTO 10 4 4 6 NJI-1 OIIK- 3.1
JIOCTYIIA U CETEBBIX XaKEPCKUX aTaK NJ-2 OIIK- 3.2
CoBpeMeHHbBIC aHTUBHPYCHBIE
MPOrpaMMBI. 3aIuTa OT
8 | mHpOpMaITMOHHBIX HH(DEKITHI. 16 8 8 8 MJ1-3 OIIK- 3.1
-4 OIIK- 3. 2
Knaccudukanys KOMIbIOTEPHBIX
BHPYCOB
9 OCHOBBI TEXHOJIOTUHU MTOCTPOEHUS 18 8 8 10 NJ-5 OIIK- 3.1
samuieHHbx OC NJ-6 OTIK- 3.2
Bua npoMekyTo4HoOM aTTecTannuu 36
(3x3amen)
Htoro 144 36 36 72
OuHo-3204Has popma 00yueHUs (NOJHBIH CPOK)
TpyroeMkocTh
AyAUTOpPHBIE 3aHATHS Konx nnaukaropa
Ne Tema qMcUMIIHHBI Beero 13 (J13, | Mpax. CP | u peckpunrTopa
JI Q) AOCTHKEHU S
C3) |[Iloar. N
KOMIIETeHIIUI
1 2 3 4 5 6 7 8
[TousiTHe MH(pOPMAIIMOHHOMN
1 6e3onacHocTi. OCHOBHBIC N-1 VK- 10.1
cocTaBisonye. BaxHocTb N/1-2 YK-10.2
POOJIEMBI 12 2 10
2 Yrpo3b1 uHPOPMAITHOHHOM N-1 VK- 10.1
6e3omacHocTH. VX kimaccudukanms 12 2 10 nJ1-2 YK-10.2




3aKOHOAATEIbHBIA YPOBEHD

3 nH(pOpMaIMOHHOM 0€3011aCHOCTH: N-2 YK-10.2
0030p pOCCHIICKOTO U 3apYOEIKHOTO Na-3 YK-10.1
3aKOHO/IaTEILCTBA 12 2 10

4 AJIMUHHCTPAaTUBHBIA YPOBEHb. N-3 YK-10.1
[TomuTuka 6e30MacHOCTH 12 2 10 NJ-4 VK- 10.2

5 | ceryman mopamonny HRORT
CHUCTEMY 12 2 10 A o
OcHOBHBIE IPOTPaMMHO- VJI-1 OIIK- 3.1

6 | TexHHYeCKue Mephl. 3aluTa VT2 OTTK- 3.2
UH(OPMAIIMH C TOMOIIBIO MAPOJIs 12 2 10 '

7 3anmTa OT HECAaHKIIMOHUPOBAHHOTO NJI-1 OIIK- 3.1
JIOCTYTIA U CETEBBIX XAKEPCKUX aTaK 12 4 8 NJ-2 OIIK- 3.2
CoBpeMeHHbIE aHTUBUPYCHbBIE
IpOrpaMMel. 3aluTa OT . VJ1-3 OIIK- 3.1

8 | nHpOpMaIIMOHHBIX HH(EKIIHA.

-4 OIIK- 3. 2
Knaccugukarms KOMIBIOTEPHBIX
BHUPYCOB 12 4 8
9 OCHOBBI TEXHOJIOTHUHU TTOCTPOCHUS NJ-5 OIIK- 3.1
samuieHHsIx OC 12 4 8 NJ1-6 OIIK- 3.2
Bua npoMexyTo4HOM aTTecTALMHA 36
(3x3amen)
Hroro 144 24 84




Pa3nen 3. Coaep:kanue qUCHUNITHHBI
3.1. Conepxxanmne TUCUUIIMHBI

Tema 1. [lousitue uHpopmanuonHoii Oe3onacHocTtu. OCHOBHBIE cocTaBisOIue. BaxkHOCTH
npoo.JieMbl

Opranuzanus  WT-uHbpacTpykTypel W yhopaBieHHEe HH(POPMAIMOHHOW  0€30MacHOCTHIO.
NudopmanmronHas 0e30MacHOCTh — 3alIUTa HHTEPECOB CYOBEKTOB WHGOPMAIMOHHBIX OTHOIICHUH.
JlokTpruHa uHboOpMamoHHON Oe3omacHocTr P®. J[OoCTYIHOCTD, IEIOCTHOCTh M KOH(DHICHIIMAIBHOCTD
unpopmarmu. [Ipenmer u o0bekT 3amuThl. MHPOpMammoHHas 0€30MaCHOCTh OJMH M3 BAKHEHIIMX
ACIICKTOB MHTETPaJIbHOU O€30ITaCHOCTH.

Tema 2. Yrpo3sl unpopMaunoHHoii 6e3onacuoctu. Ux kiaccupukanmus

WNudopmanmonnas 6€30MacHOCTh, KaK YacTh AKCIUTyaTalldd COBPEMEHHBIX HH(POPMAIIMOHHBIX
cucteM. ¥Yrposa. VYrpo3a wuHbOpMalMOHHON Oe3omacHocTH. YTeuka wuHpopManuu. Haubonee
pacnpocTpaHeHHble yrpo3bl AocTynmHOCcTH. Ilpumeprsl yrpo3 npocrynHocTd. OCHOBHBIE  YTPO3BI
nenoctHocTd. OcHOBHBIE Yrpo3bl  KoHpuaeHuanpHocTH. Kiaccudukamuss yrpo3 MO OCHOBHBIM
MIpU3HAKaM.

Tema 3. 3akoHoaaTe/IbHBII YPOBeHb HHPOPMALMOHHOI 0€30MaCHOCTH: 0030p POCCUIICKOT0 U
3apy0e:KHOT0 3aKOHOATeIbCTBA

BaxxHocth 3akoHOAaTenpHOrOo ypoBHS HH(pOpManuoHHOW Oe3omacHocTH. O030p POCCHUICKOTO
3aKOHOJATEeNbCTBA B obnactu wuHPOpMmanuoHHON Oe3zomacHocTH. 3akoH «OO0 wuHpopMauwy,
WH(POPMAIMOHHBIX TEXHOJOTHSIX W 3ammre uHpopManuny». Jlpyrue 3aKOHBI M HOPMATHUBHBIC aKThI
denepanbHON CIy>KOBI SKCIIEPTHOTO U TEXHHUYECKOr0 KOHTPOJs (roctexkomuccuu). O630p 3apyOekHOTO
3aKOHOJIATENLCTBA B 00NacTu MH(GOpMAIMOHHON Oe3omacHOCTH. O TEKYIIeM COCTOSIHUHM POCCHICKOTO
3aKOHOJATENHCTBA B 001acTH HH(GOPMAIIMOHHON 0€30MaCHOCTH.

Tema 4. AxMUHUCTPATHUBHBIH ypoBeHb. [lommTHKa Ge3onacHoCTH
Vropasnenne wuHPOpManMOHHOW  Oe3omacHocThio. [lonutuka  Oe3omacHoctu.  [Iporpamma
6e3onmacHocTH. CHHXPOHU3AIMS TPOrpaMMbl O€30aCHOCTH C KU3HEHHBIM LIUKIIOM.

Tema 5. Opranuszanusi pa3HOYpOBHEBOI'0 I0CTYNAa B MHGOPMALMOHHYIO CHCTEMY
Tunel nonuTuk 6e3omacHoCTU. PosieBoe ynpaBieHHE T0CTYIIOM.

Tema 6. OcHOBHbIE NMPOrpPaMMHO-TeXHHYeCKHe Mepbl. 3amuTa uMHPOPpMAUMH C¢ MOMOUILIO
napoJs

OCHOBHbBIE TIOHATUS TPOTPAMMHO-TEXHUYECKOTO YpPOBHS HH(POPMAIIMOHHOM O€30MacHOCTH.
Oco0eHHOCTH COBPEMEHHBIX MH(POPMALIMOHHBIX CUCTEM, CYIECTBEHHbIE C TOUKU 3pEeHUsI 0€30MacCHOCTH.
ApxurektrypHas Oe3zonacHocTh. Wpentudukauus u ayrentuduxanus. [laponpHas ayTeHTHU(UKALMSL.
OpnHopazoBsle naponu. aentudukamnus / ayreHTU(GUKaLUs C MTOMOIIbI0 OMOMETPUYECKUX JTaHHBIX.

Tema 7. 3a11UTA OT HECAHKIMOHMPOBAHHOIO IOCTYIA U CeTEBBIX XaKEPCKHUX aTaK
[IpoTrBOMEHCTBIE HECAHKITMOHUPOBAHHOMY J0CTyIy. ClIOCOOBI HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.
MeTtobl 1 cpencTBa 60pHOBI C HECAHKIIMOHUPOBAHHBIM JTOCTYIIOM.

Tema 8. CoBpeMeHHbIe AHTHMBHPYCHbIe MNPOrpamMMbl. 3ammMTa oOT HHGOPMANMOHHBIX
uHexumnid. Knaccnpukanusi KOMIboOTEPHbIX BUPYCOB

[TporpammMbl 0OHapy>KeHHsI M 3alIUTHI OT BUpYcoB. [Iporpammsl-nokTopa. IIporpaMmMbI-1eTEKTOPHI.
[TporpaMMbI-MoHUTOPEL U Jip. O030p aHTUBHPYCHOTO MporpammHoro obecnedenus. MHpopmanmonHas
undexus. Bupyc. Pesunentaoie Bupycol. Ilomumopdusm. TposHckue koHH. CeTeBble 4YepBH.
Knaccugukaius KOMIBIOTEPHBIX BUPYCOB.



Tema 9. OcHOBBI TEXHOJIOTMHU NOCTPOEeHM 3ammieHHbIX OC

[Toaxonsr k obecrieuenuto 6ezomacHoctu OC. 3amaum paspaborku 3ammmeHHbx OC. [Ipobiema
BHeApeHus mojenu 6esonacHocty B OC. Kputuka BHenpenus mopaeneid. [loctanoBka 3aaun BHEAPEHUS
moaenu 6e3onacHocty B OC. Pemenne npo6ieMbl BHeApeHus Moaenei 6ezonacHoct B OC.

3.2. ConepxxaHue NPAKTHYECKOT0 0J10KA TN CHUILITHHBI

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

No TeMa NpakTU4ecKOro (CeMHHAPCKOI0, MPAKTHYECKOI0) 3aHATUSA
B B mom uucne 6 ghopme npaxmuueckoii noocomosxu

1 2

3akoHoAaTeJbHBIN YPOBeHb HHPOPMALMOHHOMH 0€30MACHOCTH: 0030P POCCHUIICKOT0 U 3apy0esKHOro
3aKOHOIATEIbCTBA

I13 1 ‘ N3yuenne HOpMaTUBHO — MTPaBOBOI 0a3bl B 001aCTH MHGOPMAIIMOHHON O€301TaCHOCTH
Opranu3anusi pa3HOypPOBHEBOI0 10CTYNa B HHPOPMAIMOHHYIO CHCTEMY

1132 ‘ AMuHUCTpUpOoBaHue 0a3 JaHHBIX U MPOEKTOB ACCESS
OcHOBHbBIE MPOrPAMMHO-TeXHUYeCKHe Mepbl. 3ammTa HHGOPMaIUKM ¢ TOMOUILIO MAPOJIA

113 3 Coznanue pe3epBHBIX Konuil Qaitnos (11t 6a3 JaHHBIX U TPOEKTOB Access)

113 4 3amuTa HHPOPMAIIMH C TTOMOIIBIO TTAPOJIs
3ammTa 0T HECAHKIIMOHMPOBAHHOIO /IOCTYNA M CETEBBIX XaKEPCKUX aTaK

113 5 \ 3almuTa OT HECAaHKIIMOHUPOBAHHOT'O JOCTYNA U CETEBBIX XaKEPCKHUX aTak

CoBpeMeHHbIe aHTHBHPYCHBIE IPOrpaMMbl. 3alUTa OT HH(POPMALMOHHBIX MH(eKIM .
Kiaaccugukanusi KOMNbIOTEPHbIX BUPYCOB

m36 3amuTa CbeMHBIX YCTPOUCTB € IOMOIIbIO COBPEMEHHOI'O aHTUBUPYCHOTO ITPOTPAMMHOI0
obecrnieyeHus
113 7 HacTpolika aHTUBUPYCHOM CUCTEMBI OE30I1ACHOCTH
OCHOBBI TEXHOJIOTHH NOCTPOeHHs 3amumeHHbIx OC
113 8 OcHOBHBIE IPU3HAKYU IIPUCYTCTBHSI HA KOMIIBIOTEPE BPEAOHOCHBIX NPOTrpaMM
113 9 OO6mme TpeboBaHUs K TOCTPOCHUIO CHCTEMBI 0€30MaCHOCTH
OuHo-3a0uHasi popma 00yuyeHus (MOJIHBII CPOK)
Ne Tema npakTH4ecKoro (CeMMHAPCKOro, MPaKTUYECKOI0) 3aHATHUS

B mom uucne 6 oopme npaxmuueckoii noo2omosxu

1 2

3akoHoAaTeIbHBII YPOBeHb HHPOPMAMOHHOH 6€30MacHOCTH: 0630p POCCHIICKOT0 U 3apy0e:KHOro
3aKOHOIATEJIHCTBA

113 1 \ M3yueHre HOpMaTHBHO — MPaBOBOM 0a3bl B 0071acTH MHPOPMALIMOHHONW 6E€30ITaCHOCTH
Opranu3anus pa3HOYPOBHEBOI0 10CTYNA B HH(POPMALIMOHHYI0 CHCTEMY

1132 ‘ AJMHUHHCTpUpOBaHHE 0a3 TaHHBIX U MPOEKTOB ACCESS
OcHOBHBIE IPOrPAMMHO-TeXHHYeCKHe Mepbl. 3ammTa HHGOPMALUH C IOMOLIbLIO NAPOJIs

1133 Co3naHue pe3epBHBIX Konuii (ailyioB (1 6a3 TaHHBIX U IPOEKTOB Access)

113 4 3amuTa HHQOPMAIMK ¢ TOMOUILIO TapOJIs
3ammTa 0T HeCAHKIIMOHMPOBAHHOIO JOCTYIA M CETEBBIX XaKePCKUX aTaK

1135 \ 3amuTa OT HECAaHKIIMOHUPOBAHHOT'O IOCTYIIA U CETEBBIX XaKEPCKUX aTaK

CoBpeMeHHbIE aHTUBHPYCHBIE IPOrpaMMBbl. 3a1MTA 0T HHPOPMALMOHHBIX HH(EKIMH.
Kaaccndukanns KOMIbIOTEPHbIX BUPYCOB

36 3amuTa CbeMHBIX YCTPOUCTB € TIOMOIIbIO COBPEMEHHOTO aHTUBUPYCHOTO IMPOTPAMMHOTI0
o0ecrieyeHus
113 7 HacTpoiika aHTHBHPYCHOM CHCTEMBI O€30MTaCHOCTH
OCHOBBI TEXHOJIOTHH NOCTPOeHNs 3amumeHHbIx OC
113 8 OCHOBHBIE TPU3HAKK MPUCYTCTBUS HA KOMITBIOTEPE BPEIOHOCHBIX MTPOTPAMM
1139 OO6me TpeOoBaHUs K TTOCTPOCHHUIO CHCTEMBI 0€30TIaCHOCTH
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3.3. O6pa3oBaTebHbIE TEXHOJIOTHH

Ounas ¢popma 00yueHus (IMOJTHBIH CPOK)

Bun ®opma / Metoasbl %
Ne Tema 3ansaTust yueOHOoro HHTEPAKTUBHOIO Y4€eOHOro
3aHATHSA 00y4yeHHs BpeMeHH
1 2 3 4 5
3aKOHO/IATEIbHBIN YPOBEHB
1 I/IHq)opuMauHOHHoﬁ Oe3omacHocTH: 0030p m Tnckycens o5
POCCUICKOro U 3apyOeKHOTO
3aKOHOJATEIbCTBA
2 Opranu3zanus pa3HOypOBHEBOT'O JOCTYIIA m JlenoBas urpa o5
B MH(OPMALIMOHHYIO CUCTEMY
OcHOBHBIE TIPOTPAMMHO-TEXHUUECKHE
3 | mepsl. 3ammTa nHOOPMAIIHH C TIOMOIIIBIO 113 Mo3roBoii mrypm 25
aposIst
CoBpeMeHHbIE aHTUBUPYCHbIE
porpaMMel. 3aluTa OT
4 | uHPOPMALMOHHBIX HH(EKINH. I13 Kondepenuus 25
Knaccudukaius KOMIbIOTEPHBIX
BHUPYCOB
5 OCHOBBI TEXHOJIOTHH [TOCTPOCHHUS m Jlnckyccus o5
samuiieHHbIx OC
Hroro 25%
Ou4nHo-3204Has popma 00yueHHs (IOJIHBIN CPOK)
Bun ®opma / Metoasbl %
Ne Tema 3ansATHA yueOHOro HHTEPAKTHBHOIO y4eOHOro
3aHATHSA o0y4eHHs BpPEMEHH
1 2 3 4 5
3aKkoHOAATENbHBINH YPOBEHB
1 HH@)ovaauHOHHoﬁ 6e3omacHOCTH: 0030 m Jnckycens o5
POCCHIICKOro 1 3apy0eKHOTO
3aKOHOJATEIbCTBA
5 Opranuzanus pa3HOYpOBHEBOI'O AOCTYIIA m Jlenosas urpa o5
B MH(OPMALIMOHHYIO CUCTEMY
OcHOBHBIE IPOTPaMMHO-TEXHUUECKNE
3 | mepsl. 3ammTa HHOOPMAIIHH C TIOMOIIIBIO 113 Mo3roBoii mrypm 25
apoJIst
CoBpeMeHHbIE aHTUBUPYCHbBIE
porpaMMBl. 3amuTa OT
4 | nHpOpPMALIMOHHBIX HHPEKIUH. 113 Kondepennus 25
Knaccudukanus KOMIbIOTEPHBIX
BHUPYCOB
5 OCHOBBI TEXHOJIOTMH [TOCTPOEHHUS m Jncxyccus o5
sanueHasx OC
Hroro 25%

1




Pa3nes 4. Opranusanusi caMoCTOATENIbHOI PadoThl 00y4aOLINXCH

4.1. Opranusanus CaMOCTOSATEJIbHOM PadoThl 00y4YalOIMXCS

Ne pexomennyemoi

Ne Tema qTUCUMIIMHBI Ne ponipocos
JIMTEPATypPhbl
1 2 3 4
1 [Tonsarue nndopmarronHoi 6ezonacHoctu. OCHOBHBIE 123 36 7
cocTaBistone. BaxHOCTh TPOOIeMBI " T
5 Yrpo3sl uHpopManroHHON Oe30omacHoCTH. Ux 23 1,234
KJIacCU(pUKAIIHS
3aKoHOIATENbHBIN YPOBEHb HH()OPMAITHOHHON
3 | 6e3omacHOCTH: 0030p POCCUICKOTO U 3apy0eKHOTO 45,6,7,8,9,10 2,3, 4
3aKOHOJATEIbCTBA
4 | AIMUHUCTPAaTHBHBIA YpOBeHb. [lomuTHKa 0€301MacHOCTH 11,12,17,18,19 1,3,4
5 Opranuzanys pa3HOYpPOBHEBOTO JOCTYIA B 2021 134
MH(POPMALIMOHHYIO CUCTEMY
6 OcHOBHBIE IPOTPAMMHO-TEXHUUYECKHE MEPBI. 3alluTa 13.14 3.6,7
MH(pOpMalMU C TOMOIIBIO APOJIs
7 3amura OT HECAaHKLIMOHUPOBAHHOI'O JIOCTYIIA U CETEBBIX 17.18,19.20 21 3.6,7
XaKePCKUX aTaK
CoBpeMeHHbIE aHTUBUPYCHBIE IPOrPaMMBbI. 3allUTa OT
8 | madopmarmonnbix nHMeknmid. Kiaccudukarus 15,16,19,22 3,6,7
KOMIIbIOTEPHBIX BUPYCOB
9 | OCHOBBI TEXHOJIOTHH TTOCTPOCHUS 3amuiieHHbIX OC 17,18,19,20,21 3,6,7
IlepeyeHb BONPOCOB, BBIHOCHMBIX HA CAMOCTOSITEIbHYIO PA00Ty 00y4aroLuXcst
1. Tloaxomabl K U3y4eHUIO HHPOPMALMOHHOM 6€30MaCHOCTH
2. MonenupoBanue nHGOPMAITMOHHON 0€301TacCHOCTH
3. IIpuuuHbl, BUIBI U KaHAJbI YyTEUYKH HH(OpMAIUU
4. 3axoH «O0 uH(popmanny, THPOPMAITMOHHBIX TEXHOJIOTHSX U 3aIIUTE HH(POPMALTUN.
5. 3apyOexHoe 3aKOHOJIaTeNILCTBO B 00JIACTH UH(OPMAIIMOHHON 0€30IacHOCTH.
6. Poxb cranmapToB HHGOPMAITMOHHON 0€301TaCHOCTH.
7. Crangaptsl ISO 17799 u ISO/IEC 15408 «Kputepun oreHku 0e30macHOCTH HMH(OPMAIIMOHHBIX

TEXHOJIOTUI).
OyHKIMOHATBHBIE TpeOoBaHus. TpeboBanus T0BepUs O€30MaCHOCTH.

8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

I'apMoHM3UpOBaHHBIE KpUTEPUU EBpONENCKUX CTpaH.

Crierudukanuu B o6acTi HHOPMALIMOHHOM 0€301MacHOCTH.

ITonutnka 6e30macHOCTH. THUIIBI TOJUTHUK 0€30IMaCHOCTH
[Tporpamma Ge3omacHOCTH

OCHOBHBIE KJIaCChI MEP MPOIIETYPHOTO YPOBHS
ApxuTtekTypHas 0€30MacHOCTh

OTKa30yCcTONYMBOCTH U 30HA prucka. ObecrneueHne 0TKa30yCTONYUBOCTH.

TyHHEIMpPOBaHUE U YIIPABICHUE.

MoTuBanmst Kak JOsITbHOCT MIEPCOHANa ¢ TOUYKH 3peHHs HH()OPMAITMOHHOH 0€301TacHOCTH.
Yenoeueckuii pakTop B odecrieueHNMH 0e30MacHOCTH KOH(UASHIIMATbHOW HHPOpMAaLIUN

Oco0OeHHOCTH COBPEMEHHBIX HH(GOPMAIMOHHBIX CHUCTEM,

0€30I1aCHOCTH.
20. Ananum3 U KIacCUpUKaIMS yIAIEHHBIX aTaKk Ha KOMITBIOTEPHBIE CETH

21.
22. CoBpeMeHHOEe aHTHBHUPYCHOE MPOrpaMMHOE 00ecTiedeHrne

MHoroypoBHeBas 3allUTa KOPIIOPATUBHBIX CETEMN

12

CYIICCTBEHHBIE C TOYKHU

3peHHS




4.2. llepevyeHb y4eOHO-MeTOIUYECKOr0 00ecniedeHUsI CAMOCTOATEIbHOM padoThl 00y4YaroIUXCs

CamocrosTenbHas paboTa 00yJaronxcsi 00eceunBaeTCsl CIeIYIOMUMH Y9eOHO-METOANYECKUMU
MaTepualaMu:
1. Vxkazanusmu B paboueil mporpamme no aucuuiumae (m.4.1.)
2. JIeKIMOHHBIMU MaTepuallaMi B COCTaBE yueOHO-METOINYECKOr0 KOMIUIEKCA MO AUCIUIIIIMHE
3. 3amaHUSAMH U METOJAWYECKHUMHU PEKOMEHIAIMSIMU IO OPTaHU3aIUH CAMOCTOATEIBHOM paboTh
00yYaloIIMXCs B COCTaBE Y4€OHO-METOINYECKOTO KOMIUIEKCA 110 JUCIUIUIHHE.
4. T'moccapueM 1o JUCHUILIMHE B COCTaBe yu4eOHO-METOIUUECKOr0 KOMIUIEKCA MO AUCIUILINHE.

13



Pa3nes 5. ®oH1 OLIEHOYHBIX CPEICTB I NPOBEACHHUS TEKYIIero KOHTPOJIsI H IPOMEeKYTOYHOM

aTrrecTauvy 00y4arommxcst

DOHO 0YeHOUHBIX CPeOCcm8 no OUCYUNIUHEe Npedcmasisiem cobol COBOKYNHOCHb KOHMPOIUPYIOUIUX

Mamepuanos, NPeoHaA3HA4eHHbIX OISl USMEPEHUS. YPOBH OOCIUNCEHUSL 00YYAIOUWUMUCS YCIMAHOBIEHHbIX
pe3yibmamos obdpazoeamenvHou npoepammsl. ®OC no oucyuniuxe UCNONb3Yemcs npu nposeoeHuu
ONepamueHoO20 KOHMPOIs U NPOMENCYMOYHOU ammecmayuu ooyuarowuxcs. Tpebosanus k cmpykmype u
cooepoicanuro POC oucyuniunvl pecnamenmupyromces Ilonosicenuem o gponoe oyeHOUHbIX MAMepPUanos
N0 NPOSPAMMAM 8bICULE20 0OPA30BAHUS — NPOSPAMMAM DAKAIABPUAMA, MALUCTPATYDUYL.

5.1. ITacnopT GoHAA OLIEHOYHBIX CPEACTB

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

OueHoYHBIE CPeICTBA
Kon
KonTtposanpyembie pa3aeiibl (TeMbl) 3 HHAUKATOPA U
Ne IIpak.
AMCUUTIMHBI J V13, CPO | neckpunropa
ITonar.
C3) JAOCTUIKEHMSI
KOMIIeTeHII
1 2 3 4 5 6 7
[TorsiTre nHMGOPMATMOHHON i i
1 | 6e3omacHoCcTH. OCHOBHBIE YO YO | IIPB UA-1 YK-10.1
-2 YK-10.2
cocrapistone. BaxxHocTs npo0aembl
VYrpo3sl UHOOPMALIMOHHON NJ-1 YK-10.1
2 6e3onacHocTH. Mx kinaccudukanms MII yo | IIPB NJ-2 VK- 10.2
3aKoHOAATENIbHBINA YPOBEHB
nH(pOpPMaLMOHHON O6e30MacHOCTH: 0030p -2 YK-10.2
3 POCCUICKOTO U 3apyOEKHOTO vo Yo | IIPB NJ-3 YK-10.1
3aKOHOJATEIbCTBA
AJIMUHUCTPAaTUBHBIA YPOBEHD. Na-3 YK-10.1
4 [Tonutrka 6€30MacHOCTH vo yO | IIPB NJ-4 VK- 10.2
Opranu3anus pa3HOYpPOBHEBOTO JI0CTYIIa NJ-5 VK- 10.1
S B MH(OPMAITUOHHYIO CUCTEMY ML yO | IIPB NJ-6 VK- 10.2
OcCHOBHBIE IPOTPAMMHO-TEXHUYECKHE
NJ-1 OIIK- 3.1
6 | Mepsl. 3amuTa HHPOPMAITUH C TIOMOIIBIO YO MIlI | I1PB V-2 OTIK- 3.2
napoJis
3amuTa OT HECAaHKIITUOHUPOBAHHOT O NJ-1 OIIK- 3.1
! JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK vo yo | IPB NJ-2 OIIK- 3.2
CoBpeMeHHbIE AaHTUBUPYCHBIE
IIporpammel. 3aluTa OT i i
8 | nH(pOpMAIIMOHHBIX UH(EKIHHA. YO YO | IIPB 1J1-3 OTIK- 3.1
NJ-4 OIIK- 3. 2
Knaccudukanus KOMObIOTEPHBIX
BUPYCOB
OCHOBBI TEXHOJIOTUU TTOCTPOCHUS NJ-5 OIIK- 3.1
d 3anuiieHHbIx OC A A 1PB NJ1-6 OIIK- 3.2
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OuHo-3204Has popma 00yueHUs (MOJHBIH CPOK)

OueHoYHbIE CPeCTBA

Kon
KonTposmpyembie pa3aesibl (TeMbl) 3 HHAUKATOPA U
Ne IIpak.
AMCUUILIMHBI JI (13, CPO | neckpunropa
Ioar.
C3) AOCTUKEHMSI
KOMIIeTeHIU i
1 2 3 4 5 6 7
[Tonsitue nHbOpMaLIMOHHON
1 | 6e3omacHocTtu. OCHOBHBIE YO YO | IIPB WJ-1 VK-10.1
-2 YK-10.2
cocrapistone. BaxxHocTh npobaembl
Yrpo3b1 uHPOPMATHOHHOM N-1 VK- 10.1
2 6e3onacHocTH. VX kimaccudukanms MII Yo IPB nJ1-2 YK-10.2
3aKoHOAATEIbHBIA YPOBEHD
nH(pOpMaLIMOHHON 6e30MacHOCTH: 0030p -2 YK-10.2
3 POCCHICKOTO U 3apyOeKHOTO vo yo | IIPB N-3 VK- 10.1
3aKOHOJATEIhCTBA
AJIMUHUCTPAaTUBHBIA YPOBEHD. -3 YK-10.1
4 [TonuTrka 6€301MaCHOCTH vo yo | IIPB N/1-4 YK-10.2
Opranu3anus pa3HOYPOBHEBOTO JIOCTYIIa NJ-5 VK- 10.1
> B UH(POPMALIMOHHYIO CUCTEMY M YO | TIPB -6 YK-10.2
OcHOBHBIE TIPOTPAMMHO-TEXHUUECKHE
Na-1 OIIK- 3.1
6 | Mepsl. 3amuTa HHPOPMAIUH C TTOMOIIBIO YO MIIl | I1PB VT2 OIIK- 3.2
naposIst
3amura OT HECAaHKIIMOHUPOBAHHOTO NJ-1 OIIK- 3.1
! JIOCTYIIA U CETEBBIX XaKEPCKUX aTaK YO YO | TIPB NJ-2 OIIK- 3.2
CoBpeMeHHbBIC aHTHBUPYCHBIE
MporpaMMBl. 3aIuTa OT i i
8 | uHpOpMAITMOHHBIX UH(EKIIHH. YO YO | IIPB WJI-3 OTIK- 3.1
NJ-4 OIIK- 3. 2
Knaccudukaius KOMIbIOTEPHBIX
BHUPYCOB
OCHOBBI TEXHOJIOTUHU MTOCTPOEHUS NJ-5 OIIK- 3.1
9 samuieHasx OC A A IPB NJ1-6 OIIK- 3.2

YcaoBHbIe 0003HAYeHHS OLIEHOYHBIX cpeacTB (Ctoadusi 3, 4, 5):

33— 3aH_II/ITa BBIIIOJIHEHHBIX 3aJIaHUM (TBOp‘-IeCKI/IX, PaCUYCTHBIX U T.I[.), MNpEeaACTaBJIICHUC npezeHTauHﬁ;

T — TectupoBaHue Mo 6€3MaIIMHHON TEXHOJIOTUY;
ACT — TectupoBaHue KOMIIBIOTEPHOE;

YO — Ycrublii (GpoHTanbHbIN, UHIUBUIYATbHBINA, KOMOMHUPOBAHHBIN) ONPOC;

KP —KOHTpOHLHaSI pa60Ta (ayI[I/ITOpHLIC WM OOMAIIHUC, WHAWBUAYAJIBHBIC, MMAPHBIC WJIM I'PYHIIOBBLIC

KOHTPOJIbHBIE, CAMOCTOSITEIbHBIE PA0OTHI, TUKTAHTHI U T.J.);
K — Komnoksuywm;

IIPB — IlpoBepka pedepaToB, OTUETOB, pELEH3UN, aHHOTAIUM, KOHCIIEKTOB, rpaduueckoro Marepuaia,
3cce, IIEPEBOIOB, PEIICHUM 3aJaHUH, BBIIIOJHEHHBIX 3aaHUM B JIEKTPOHHOM BUJE U T.1.;

/IH — JlenoBas urpa;

PH — Ponesas urpa;

KM — Ketic-meton;

KC — Kpyrublii crou;

KCM — KomnbproTepHas CUMYJISIIUS;
MIIT — MeTtoa MO3roBOTO LITYpPMa;
JIC — Jlekuus-cutyanus;

JIK — Jlexuusi-koH(GEpeHIINS;
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JIB — Jlekuusi-Bu3yanu3anus;

I — TIpoGnemMHast JICKIUs;

J — luckyccus, moieMuKa, JUCITYT, 1e0aThl;
II — TToptdomuo;

IIBY — IIpocMOTp BUIEOYPOKOB;

MIT — MeToa pOEKTOB.

5.2. OleHOYHbIE CPEACTBA TEKYIEro KOHTPOJIs
IlepeyeHb NpakTHYECKUX (CEMUHAPCKUX) 3aaHUMH

Tema Ne 5: «Opranu3aunusi pa3HOypPOBHEBOI0 J0CTYNAa B HH(POPMANMOHHYIO CHCTEMY»
Ilpakmuueckasa paboma. AOmunucmpupoeanue 6a3 OaHHBIX U NPOEKM 08 Access

Leasb - u3y4nTh criocoObl 3aUTh HH(pOopMaIuu B 6a3e naHHBIX ACCESS OT HECAaHKIIHOHUPOBAHHOTO
J0CTYyTIA.

Pe3yabrat 06yuenusi. [locne oOydeHus CTyJeHT TOJKEH:
— 3HaTh cnocoOb! 3ammThl nHGopmaru B CYBJ] Access;
— YMETb OCYIIECTBIISATh HACTPOIKY cuctemsbl 6ezonacHocT CYBJ] ACCess Ha Tpex ypOBHSX.

AJMHUHUCTpUpPOBaHME 3aIMIIEHHBIX 0a3 JaHHBIX U MPOEKTOB ACCESS

CymecTByeT HECKOJBKO CIOCOOOB 3amMTHI 0a3bl JAaHHBIX ACCESS OT HECAHKIMOHHPOBAHHOTO
J0CTyna:
— 3amuTa 6a3sl JaHHBIX Microsoft Access ¢ MOMOIIBIO Maposist U MU POBaAHUS,
— 3amuTa npuwioxeHus Microsoft Access myTeM COKpBITUS OOBEKTOB B OKHE 0a3bl JaHHBIX U
HACTPOMKU IapaMeTPOB 3aIyCKa;
— 3aIlMTa [apoJIeM NPOrpaMMEbI Ha si3b1ke VBA;
— 3ammTa nporpaMMm VBA nmytem coznanus ¢aiina, B KOTOPOM OTCYTCTBYET UCXOJHBIN KO,
— 3ammTa 0Oa3bl naHHBIX Microsoft Access M ee OOBEKTOB CpeACTBAMM 3alllUThl Ha YPOBHE
II0JIB30BATENEH.

[IpunoxxeHne He Bcerja HYXAAeTcs B CIOKHOM 3amuTe, ObIBAlOT CUTYallMu, KOIJAa BIIOJIHE
JOCTAaTOYHO HCHOJB30BaHUS Mapojs. 3aluTa OCYIIECTBISETCSs TakUM 00pa3oM, 4YTO TOJIBKO
[0JIb30BaTENb, TOUYHO 3HAIOUIMM IMapojib, MOXET OTKPBITh 0a3y naHHBIX. Eciau monb3oBaTenb 3a0bLil
napoJib, 0a3zy JNaHHBIX OTKPBITH HEBO3MOXKHO. UTOOBI CHATH Mapoib, €ro TOXKE HEOOXOAWMO 3HATh.
Opnako cinemyeT 3aMeTUTh, YTO YCTaHOBKa Mapoiid Ha 0a3y JaHHBIX HE 3alUIIaeT €€ OT MPOoCMOTpa
Pa3IMYHBIMM PEJAKTOpPaMU WM YTUIMTaMU 4TeHHs (ailioB, MOITOMY pPEKOMEHIYETCsl BBICTABIATH
naposib U mudpoBarh 0a3zy AaHHBIX OJHOBpPEMEHHO. BBon mapoiis M mm@poBaHHE MOXHO HMPUMEHSTH
TONBKO K (paiimam Gaspl maHHBIX (Hampumep, MDB). Jlns npoekToB ACCESS 3TOT METOJ 3allUThl He
IPUMEHUM, TaK Kak JaHHble XpaHsATcs B Tabmuuax SQL Server m ans WX 3amMThl UCHOJIB3YIOTCS
cpeactBa SQL Server. B otnuume ot 0a3 maHHBIX, mpoekT (¢daitn ADP) He MoxeT ObITh 3alUIIEeH C
MOMOIUIBIO MApOJIs WIH MOCPEICTBOM YCTAaHOBKH 3alllUThI HA YPOBHE I0JIb30BaTeseil cpeacrtBamu ACCESS.
OpnHako, kKak ¥ B 0a3ax JaHHBIX, B IPOEKTaX MOYKHO 3allIMIIATh MapoJieM IporpaMMHbIi koa Ha VBA. Ha
MPaKTHKE 3allUTa MPOEKTOB CBOJAWUTCS K MOMeIIeHUI0 (aiiya mpoekTa B 0oO0IIy0 Manky Ha (aigoBoM
cepBepe, K KOTOPOU IMOJIb30BATENSAM CETH NMPEAOCTABISIETCA JOCTYH TOJNBKO JUIs uyTeHus. Daii npoekra
MO3KET OBITh OTIPABJIEH MOJIb30BaTENAM MO nouTe. [lonp30BaTeny JOMKHBI 3aIIUTUTH CBOIO JIOKAIbHYIO
Konuio (haita MpoeKTa, UCIOJBb3ys CPEACTBA 3alIUTHl (ailIOBOM CHCTEMBI JMYHOTO KOMIIBIOTEPA, W
NEPUOANYECKH CO3JaBaTh pe3epBHBIE KONMUU (ailia mpoekTa mpu J00aBICHUHU B HErO HOBBIX (POPM WU
OTYETOB, YTOOBI B cIydae MOBpEXAeHH (hailna mpoeKTa UMETh BO3MOXKHOCTh €r0 BOCCTAHOBHTb.

Ects eme criocoObI 3auThl 0OBEKTOB B 0a3€ JaHHBIX WK MPoeKTe ACCESS — mpeodpa3oBaTh (aii
B ¢opmar MDE wmun ADE wunm ucnonb3oBaTh NapaMeTphl 3amycka A OTpaHMYeHHsS JOCTyna K
nporpaMMaM VBA 1 HEKOTOpbIM napaMeTpaM cpebl ACCESS, MOKHO TaKkKe CKPBITh HEKOTOPbIE 00BEKTHI
OT TOJb30BaTeNIeil ¢ MOMOIIbI0 Tuanoroporo okHa Ilapamerpsr (Options). AaMuHHCTpUpOBaHHE 0a3
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JMAHHBIX, 3AlIUIICHHBIX C TIOMOIIBIO MApOJs, CBOAUTCA K HM3MEHEHHIO Mapojs 3amluThl (KOrga ATO
Heo0xoauMo). 3aj1aya aIMUHUCTPUPOBAHUS IPUIIOKEHUH, 111 KOTOPHIX YCTAaHOBJIEHA 3all[UTa Ha YPOBHE
M0JIb30BATENEH, CYIIIECTBEHHO CIIOXKHEE.

3amura 6a3bl JaHHBIX ACCESS C TOMOIIBIO MAPOJIs

Cawmplif TpocToii crocoO 3aImuThl 0a3bl JAHHBIX — C OMOIIBIO Mapoiisi. MOKHO Ha3HAYHUTH MapOIIb
0a3e maHHbIX ACCESS, KOTOPBIH OyaeT TpeOoBaThCs BCAKUI pa3 IpU €€ OTKPBITUH.

VYcTaHOBKa M CHSTHE MAPOJIS 3alUThI 0a3bl JAHHBIX

UYroObl YCTaHOBHUTH Mapoib U 3aIlUTHl 0a3bl JAHHBIX BBIIOJHHUTE Ciefyroliee (IpuMep I
unrepdeiica Access 2003):
1. 3akpoiite 6a3y nanHbix. Ecim 0a3a JaHHBIX COBMECTHO HCIHOJB3YeTCSl B CETH, yOeAMTECh, 4YTO
OCTaJIbHBIC MOJIH30BATEIH €€ 3aKPBUIH.
2. CpenaiiTe pe3epBHYIO KOIMHUIO 0a3bl JaHHBIX U COXPAHHUTE €€ B HAJIC)KHOM MECTE.
3. B menro Access Beibepute komanay Paitir, OtkpeiTh (File, Open).
4. Bwigenute (aiin 6a3bl JaHHBIX.
5. lllenkHute mo cTpenke, pacrnoyiokeHHOW cmpaBa oT KHomku OTkpeiTh (Open) cM. pucyHok 1. B
PaCKpBIBAIOIIEMCS] CITUCKE PEKUMOB OTKPBITUS 0a3bl JaHHBIX BBIACTUTE 3ieMeHT MoHomonsHO (Open
Exclusive). baza naHHBIX OTKPOETCS B peXKMME MOHOIIOJIBHOTO IOCTYIIA.

OmkpbiTHe hakna Gasbl JaHHbIX @
Manka: | (L) Mon aokymenTe: v @ @|Q X i - ceponc
A | 2 db23
9 | e
| Mon nocneanme | (2] dbi
ACEIHERTB! | mﬁMoa My3bIKa
= ‘\;BMOM PHCYHKH
\ | “_}j MOK MCTOYHHMKK A&HHBIX
Paiounii cTon | |L)My Virtual Machines
| [Z)Lab_Solaris
Mo
AOKYMEHTBI
53
Mo
KOMMBHOTED
‘?) . = |
oo ST v
Moe ceTesoe = =
okpyseHne | Tin dafnos: | Microsoft Office Access v

PI/ICYHOK 1. OkHO OTKPBITHA 0a3bl JAAaHHBIX B MOHOITIOJIBHOM PCKUMCE.

6. Boibepure komanny Cepsuc, 3ammra, 3agath napoib 6a3sl JaHHbIX (Tools, Security, Set Database
Password).

7. B mosBuBmieMcs auanoroBoM okHe BBeauTe B moiie Ilapons (Password) maponb st 3amuThl 0a3sl
JAHHBIX C YYE€TOM PETHCTPa CUMBOJIOB CM. PHCYHOK 2.

3agaHue napo/ifd bazbl JaHHbIX @@

| |
MoaTEEp¥ASHHE!

L

Pucynox 2 - OxHO 17151 3a1aHus TapoIs.

8. BaenuTte mapous eme pas B nosue [loarsepxaenue (Verify).
9. Haxwmmure xHonky OK.

Tenepp 0a3a AaHHBIX 3alWINEHA MAPOJIEM U BCSIKUH pa3, KOTJa IMOJb30BaTeIb OYJET OTKPHIBATH
0a3y maHHBIX, OyleT 0TOOpaKaThCsl AUAIOTOBOE OKHO C TPEOOBAHMEM BBECTH MAapOJib. 3alIOMHUTE WJIN
COXpaHUTE Napojb B HaJeKHOM Mecte. Eciam BbI 3a0ynere mapoisib, 0a3y NaHHBIX OyJZeT HEBO3MOXKHO
OTKPBITb.
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3ameuaHue

He 3amumiaiite 06a3y MaHHBIX MMapoyieM TEpea ee pervIuKanuel (MeXxaHW3M CHHXPOHHW3AIUU
COJICPKMMOTO HECKOJBKUX KOMHH OOBEKTa), MHAue ee HeNb3sl OyJeT CHHXPOHH3UPOBATh C APYTUMH
PETUIMKaMH.

Ecnu 6a3a maHHBIX 3alUIIEHAa Ha YPOBHE IOJIb30BATENCH, YCTAHOBUTH MApOJb ISl €€ OTKPBITHS
MOJKET TOJIbKO MOJb30BaTeNb, 00JaJal0MUNi aIMUHUCTPATUBHBIMU TpaBaMH. Y CTAHOBKa Mapojisi He
BIIMSIET HA CUCTEMY 3all[UThI HA YPOBHE MOJIH30BATENS. DTH JIBa CIIOCO0A 3alIUTHI MOTYT UCTIOIB30BATHCS
onHoBpeMeHHO. [Taponb 6a3bl JaHHBIX coXpaHsieTcs B 0aze JaHHbBIX, a He B ¢ailie paboueil rpymnibl.

YroObl ynanuTh Napoib 3alUThl 0236l TaHHBIX:

1. Ortxkpoiite 6a3y JaHHBIX B peKHUME MOHOIIOJIBHOTO AOCTYTIA.
2. B guanorosoe okHO He0OxoauMO BBecTH napoib (Password Required) Benure napois.

Heobxoaumo BeecTH Napoib @

BeeAuTe Napont 333kl AaHHbIX:

L OK ][ OTMeHa ]

Pucynok 3 - OkHO BBOZa TApOJIS IPU OTKPBITUH 0a3bl JAHHBIX.

3. Bribepure xomanny Cepsuc, 3ammuta, Ynanmute maponb 0a3sl maHHbIX (Tools, Security, Unset
Database Password). ITosButcs muanoroBoe okHO YmaneHue mapois 0a3el maHHbIX (Unset Database
Password) cM. pucyHOK 4.

Ynane Hue napona 6azbl JaHHbIX @@

[apone:

|

Pucynok 4 - OkHO ynaneHus mapoJs.

4. Benute Tekymuit napoiab 0a3bl JaHHBIX.
5. Haxwmure kaonky OK.

VYcraHoBKa CBsI3U ¢ TabauaMu 0a3bl TaHHBIX, 3AIIUIIIEHHON mapoieM

UToOBl YyCTAaHOBUTH CBSI3b C TaOnuuaMy 0as3bl JaHHBIX, 3AIIMILEHHON MapojeM, TpeOyeTcss BBECTH
napoiib. Eciu naposis 6bU1, yKa3aH BEPHO, OH COXPAHSAETCsl BMECTE ¢ ApYyroi nHpopmanueil o cChulkax Ha
tabnuiel. [locme »Toro mo0oil monb30BaTenb, padoTammMi ¢ 0a30i JaHHBIX CO CBSI3aHHBIMU
TaOJIUIIAMU, MOXKET OTKpPBITh 3TH TaOnuubl O0e3 ykazaHus maposisd. Eciau maponp 3amuineHHoN 0a3bl
JAHHBIX OyIeT WM3MEHEH, B CIEIYIONM pa3 MpH OTKPBITUH 0a3bl JAHHBIX, COJAEpKAIIeH CBsI3aHHBIE
TaOIHIIBI, TOTPeOyeTCsl BBECTU HapOJlb.

3ameuaHue

Microsoft Access coxpanser maponb B 0a3e JaHHBIX, COJAEPKAIEH CBS3aHHBIC TaOJIUIIBI
3alUIIeHHON 0a3bl JaHHBIX, B He3amu(ppoBaHHOM Buae. Ecim ATO ysA3BISET cHCTeMy 3aluThl 0a3bl
JTAHHBIX, HE HCHOJb3YHTE CPEACTBO 3aLIUTHI C MOMOINBIO MAapojs. YCTAaHOBUTE CHUCTEMY 3aIlIMTHI Ha
YPOBHE IOJIb30BaTeNel, YTOOBI OTPAHUYUTD JOCTYI K 00hEKTaM 0a3bl JaHHBIX.

3amra Ha ypoBHE MOJIb30BATENsA

Jlyig 3TOrO BUAA 3alIUTHl HEOOXOAMMO CHayasa co3/1aTh HOBYIO pabouyio rpymnmny (eciu Bbl Oyzaere
UCIIOJIb30BaTh CTapyto, To b/l nerko MoxHO OyAeT BCKpBITh, T.K. B 3TOM Ciy4ae JUIsd aJrOpUTMa 3alUThI
OyayT OpaTthCs TaHHbBIE, yKa3aHHbIC TP ycTaHoBke Windows mim MS Access).

Jns co3manus HOBOM paboueit rpymmel 3amyctute CepBuc, 3ammra, AJMHHUCTpaTop paboumx
rpynm 1 HaxMuTe KHonky Co3aarts (Create...) (pUCYHOK ).
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AnmuHHCTpaTop paGouMx rpynn

It S3BLANDE A
OpraH|saunHa; HSY BN BB
Fabouas rpynna: :\Documents and Settings!zaeeanos a6 WIE

1application DatalMicrosoft)AccesstSystem, mdiw

Fabouas rpynna onpeAenseTcA hainom, MononeEsyYemMeI NpH ZanyoKe.,
ViMEETCA BOMOXHOCTE 338aTE HOEYHD padouyHD FpYNNY, COZ43E3A
HOBBIM dhakn, MK YCTaHOEMTE CEASE CO CTAPOM FPYNNoH, H3MEHAR
thakin, HCNONESYEMBIA NPH 3aMYCEE,

[CD3ﬂaTb... ] [ CBASb. .. ] [ o] ]

Pucynoxk 5 - Co3znanue HOBO# paboueil rpymibl

Cee ogHMA 0 BAadeAbUe pabouel rpynnbi ['Elf‘5__<|

AnA onpeAeneHa HOBOro haina paboder rpynnel 3a43HTe MM,
HASBAHHE OPraHHZALMH M KD A,

BocnonssyHTECE NPHEE AEHHEIMA HNKE CEEAEHMAMH MITH BESAMTE
APYIOE MMA M H33B3HHE OPraHkzalkH. HTobkl o0eCneYMTE
0AHOSHAYHOE ONpeAeneHHe paboded rpynnel, BEEAHTE KOA,
COASP¥AWHA A0 20 LMdp M OyKE, pasNHYan CTPOYHEIE M MPOMMCHEIS,

Hma: |TKa'—lEHKDOC |

OpraHHEaLHE; |HO}“ BMC BVE |

Koa rpynne: | |

I O ] ’ OTMEHa ]

Pucynoxk 6 - Co3znanue HOBoOM paGoueil rpymmbl

B nosiBuBIIEMCS Manore BBeIUTE 3anpaliuBaeMyro nHpopmanuio 1 Haxmure kHonky OK. 3anaiite
uMs HOBOM pabouelt rpynmnsl, Hanpumep MY GR.MDW.

B cnydae npaBuIbHOTO BBEJIEHHMS JAHHBIX M HMX HOATBEPXKICHHMS MOSIBUTCA COOOLIEHHE O
3aBepUICHUM co3/aHusl paboueld rpynmbl. Temepb MOMHO BBIATH W3 MNpPOTrpamMMbl AJTMUHUCTPATOP
pabouux rpym.

3anyctute bJl, koTopyro Heo6xoauMo 3amuTUTh. B mynkre mento CepBuc, 3amuTa, [lons3zoBaTenu
U TPpYNIbI (PUCYHOK 7).

lNonpaosare 1M M FPyNNkl E|

MNonksoeaTenm | Ipynnet | HateHeHwe napons

MNonesoEaTEN:

A |ndmin v|
[ Co3AaTE... ] [ ¥aanmTe ] [ CHATE Napons l

Fpyinel

MMEHIWHECA MRy ne: ¥9acTHE B FpYNne:

AobaeuTe ==
<< ¥AannTe

Pacne4artaTe oT4eT

[ Ok, l [ Ottiena ]

Pucynok 7 - OKHO CBOMCTB IOJIB30BATENEN U Iy

Haxxmute kHonky Co31aTh... ¥ BBEIUTE UMl HOBOTO MOJIB30BATEIIsA, HAIIPUMED Userl, yKaxXuTe ero
koz. [lo ymonuanuro 3anuce BoiaeT B rpynny Users. [IoBropute 3TH AEHCTBUS 11 BCEX MOJIB30BATEIIEH,
KoTopble OyayT paborats ¢ b/I.

Ilepeiinute B BKianky M3meHenuwe maposid. 3amaiiTe mapoib agMUHHCTpATOpa, IMOCJIE 4Yero mnpu
KaXJIOM 3arrycke ACCeSS OyeT MosBIATHCS OKHO, TIPeJIararoiiee BBECTH UM TI0JIb30BaTENs U MTapOIib.
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B nynkte mento CepBuc, 3ammra, Paspemenus (pucynok 8). Beibepere 3amumaemsiii 0ObeKT,
Harpumep Doctors. 3amaiite paspemierus 1uist rpynmmbl Admin, a 3aTeM U TSl KaXA0TO |3 TI0JIb30BaTEIICH.

OcTtaercs KaXKIOMY TOJIB30BATEI0 CAMOMY BBECTH CBOH mapoiib. J[s 3TOro HeoOX0auMO 3aiiTH B
b/l mox cBOMM MMEHHMEM M BBINOJIHUTH JEHCTBUS KaK IPU CO3JAAHUM Maposisi AIMUHUCTPATOpA.

Paape we HHA g|

Pazpewena | Crena snanensua

MoNE30BaATENK M TPYMMEL Mma oBbekTa:

Admin <HoBEIE TabMUE|Zanpock!>

Dockors
Patients
Visits

Crwcor: (8 nonesosatemn (O rpymnel  Tun ofibexta: | Tabnmua v
PazpeweHwa

HTEHHE A3HHEX

UTEHHE MaKeTa OBHOBNEHME LaHHE:
H3MEHEHHE MaKETa BCTEBKE 4aHHEL:
AAMHHHCTRATOPE ¥AGNEHHE AaHHBEX
Monesosatens:  Admin
l Ok, ] l OrraeHa ]

Pucynok 8 - OxHO onpezneneHus npas AOCTyIA Ul KaXKA0T0 I10JIb30BaTels

udpoBanue 6a3bl JAHHBIX

[Ipu mmdpoBanun 6a3bl JaHHBIX ee (aila CKUMAETCs U JAENaeTCs HEAOCTYIHBIM JJISi YTEHUS C
MIOMOIIBIO CITYXEOHBIX MPOrpaMM HIIM TEKCTOBBIX peAakTopoB. JlemmudpoBanne 0a3bl JAHHBIX OTMEHSET
pe3ysbTaThl ONepannu MuppoOBaHUSL.

UYroObl 3ammudpoBaTh Wik AemuppoBaTh 0azy NaHHBIX, HY)KHO CHayalla €€ 3aKpbITh, a 3aTeM
BbIOpaTh MyHKT MeHio CepBuc, 3ammta, [udposats/nemmdposars (Tools, Sequrity, Encrypt/Decript
Database). 3atem HE00X0AMMO yKa3aTh MU(PYEMbIil U Pe3yIbTUPYIOIIMM (ailyibl B OKHAX, AaHAJOTUYHbIX
CTaHJApTHOMY OKHY OTKpBITHUS (aiina.

3aganus:
Cozpnaiite konuio 0a3bl TaHHBIX.
3akpoiiTe maposemM cBO 0a3zy JaHHBIX. 3aMEHHUTE MapoJIb Ha APYroOM.
CoznaiiTe CBOIO YUETHYIO 3aIIUCh, ONPENIEINTE Ui Hee BUJ JOCTYIA U YCTAHOBUTE MapoJib.
3ammdpyiite 0azy TaHHBIX U coxpaHuTe ee moj umeneM CryptDBI
Pacumudpyitte 6a3y nanueix u coxpanure ee nmoa umeHem DBIENCRYPT.

agrwNE

Co3nanue oTyera

[Tocne BbIMoNIHEHNE MPAKTUYECKUX 3alaHUI CTYJEHT JO0JDKEH COCTaBUTh AJIEKTPOHHBIN OTYET 110
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM J0KHBI ObITh OTPaXKEHBI CIIETYIOIIHE
MOJIOKEHHUS:
HOMEp U Ha3BaHHE MPAKTUUYECKOI paboThI;
e ¥ TJTaH 3aHsATHS,
SKpaHHbIE KOHMH, TIOJITBEPKTAIOIINE BHITOJHEHUE TPAKTUICCKOTO 3a1aHMs,

® OTBETHI HA BOIIPOCHL:
1) Tlepeuncnute cnocoObI 3aUThI 0a3bl TaHHBIX ACCESS OT HECAHKIIMOHHMPOBAHHOTO JIOCTYIIA.
2) K xaxomy Tuiy (ailloB MOXHO HCIIOJIB30BaTh 3aKPHITHE MAPOJIEM U IHU(PPOBAHHEM.
3) B dyem 3akiroyaeTcs CMBICH aIMUHHCTPUPOBaHHS 0a3 NaHHBIX, 3alIMIICHHBIX C MOMOIIBIO
apoJIs.

4) TloyeMy Henb3sl 3aIUIIATH TAPOJIeM 0a3y JaHHBIX MEepe]l €€ perTuKaIuei.
5) Uto Takoe 00BEKTHI JOCTYIA K TAHHBIM M HA30BUTE UX MOJICIIH.

CoxpaHuTe OTYET Ha caiiTe AUCTAHIIMOHHOTO O0yUEHUs JJIs TPOBEPKU MPETIOAaBATEIIEM.
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Tema Ne 6: «OcHOBHbBIE IPOrPAMMHO-TEXHHYECKHE MePbl. 3a1MTa HHPOPMAIMU C TOMOIIb IO
napoJisH»

Ilpakmuueckoe 3a0anue.
Yacmpw 1. Co30anue pezepsenuvlx Konuit ¢paiinoe (011 6a3 0anHBIX U NPOEKM o8 Access)

Heﬂb - U3YUUTDb CITIOCOOBI CO3aaHusA pE3CPBHBIX KOIIUH 0a3bl JaHHBIX.

Pe3yabTat 00yuenus. [Tocie oOydeHus CTYASHT T0DKEH:
— 3HATh OCHOBHBIE CIIOCOOBI CO3/JaHMS PE3EPBHBIX KO 0a3bl TaHHBIX;
— YMETh OCYIIECTBIISTh APXUBUPOBAHUE, CKATHE U BOCCTAHOBJICHHE 0a3 JaHHBIX.

ApXUBHPOBaHHUE, CKATHE U BOCCTAHOBJIEHHE 023 TaHHBIX

UYroObl 3acTpaxoBaTbcs OT OE3BO3BPATHOM IMOTEPH JAaHHBIX, B PE3yJbTaTe IIeJICHANPaBICHHBIX
JNEHCTBUI 3MOYMBIIUICHHHKA WIM TIO JAPYrUM MPUYMHAM HEOOXOAUMO TMEPHOIMYECKH CO3/1aBaTh
pe3epBHYIO KOMHIO 0a3bl JAHHBIX WM TpoekTa Access. B cirydae moBpexaeHus ¢aiiina ucXoqHoi 6a3sl
JTAHHBIX WU IPOEKTa Access ero MOXHO OyJeT 3aMEHUTh PEe3epPBHOI KOMUEH.

[lepnomMYHOCTE CMEHBI KOMWK 3aBHCHUT CKOPOCTH OOHOBIIGHUS JaHHBIX W ONpeAesseTcs
aIMHUHHUCTPATOPOM 0a3bl JaHHBIX. UTOOBI yBENIUYUTHh MPOU3BOAUTEIHHOCTh 0a3bl JAHHBIX U YMEHBIIUTH
ee pasMep, HMCIIONB3YHTE ONepamnuio CkKaThs 0a3bl JaHHBIX WM mpoekta Access. HaumHas ¢ Bepcum
Access 2000, cxxaTre ¥ BOCCTAaHOBJICHUE 0a3bl IAHHBIX O0BEAMHEHBI B OJIUH TIPOIIECC.

Co3nanue pe3epBHOI KonmuM 0a3bl JAHHBIX UJIH MpoekTa Access 2003

EcTh Heckonbko mMyTel co3laHusi pe3epBHON KOMUHU 0a3bl NaHHBIX WM mpoekTa. [lpu Hammuuum
JOCTAaTOYHOTO 00BbeMa CBOOOJHOTO MecTa Ha JWCKE MOXKHO CO3[aTh PE3EPBHYIO0 KOMHUIO OOBIYHBIM
konupoBanueM (aiina. Coznath konuio Qaiia MoXkHO ¢ nomolsio npuioxenus [Iposoanuk (Explorer),
BXOJISIIIIETO B COCTaB ONEpannoHHol cructeMbl Windows, ¢ TOMOIIBI0 KOMaH (bl ONEPAIIHOHHON CUCTEMBI
copy, ¢ nomoreto uacTpykiuu FileCopy B npouenype Ha VBA (Tonbko, eciaun 06a3a JaHHBIX MM IPOEKT
B 9TO BPEMsI HE OTKPBITHI B IPYTOM OKHE MPUIIOKEHHS Access).

YroObl COKOHOMHUTH MECTO Ha JIUCKE, CO3[aeTcs CkaTas Komus (aiia ¢ MOMOIIbI HPOrpaMMBI
apXMBUPOBAHUS, HANpUMEp C TOMOIIBIO CTAaHIAPTHOW YTHJIUTHI apXuBupoBaHus daitnmoB Backup,
BXOJsIIell B COCTaB oOMNepalMoHHOM cucreMbl Windows, HWIM € TOMOIIbIO YTWIMT CTOPOHHHUX
npousBoauTenel, Takux kak WinZip wnu WinRar.

Ecnu B 0a3ze JaHHBIX yCTaHOBJIEHA 3aIlMTa HA YPOBHE I0JIb30BaTEeH, HEOOXOAMMO CO3/1aTh TaKXkKe
pPEe3epBHYIO KOMNHMIO COOTBETCTBYMOIIEro (aiina pabouel rpynmbl omepanuell KONUPOBAaHUS WM
apXUBUPOBAHUS COOTBETCTBYIOLIEro (haitna ¢ pacmupenuem mdw. s npoektoB Access 2003 nmeetcs
BO3MOXKHOCTh CO3/IaHUsI pe3epBHOM komuu cpenactBamu Access. C momompio koMannel CepBuc,
Crnyxebnble mporpammbl, ApxuBupoBath SQL-6a3y mannbix (Tools, Database Ultilities, Backup SQL
Database) co3maercsi pesepBHasi komuto Tmipoekta Access 2003, a 3areM, npu HEOOXOAUMOCTH,
BOCCTAaHOBUTh M3 3TOM KONHMHM COXPaHEHHBI MpoeKkT ¢ momormibio koMauael Cepsuc, CiyxeOHbIE
nporpammel, BoccranoBute SQL-6a3y mannbix (Tools, Database Utilities, Restore SQL Database).
Mo’kHO UCHOJB30BaTh KOMaHAY i coxpaHeHus naHHbIXx Ha SQL Server mnmm MSDE2000 u3 nmpoekra
Access 2003 B Bune daitna mdf: Cepsuc, Cnyxxebuble nporpammsl, KonupoBaTs Qaiin 6a3bl JaHHBIX
(Tools, Database Utilities, Copy Database File).

Eme onna xomanma Access MO3BOJSET yIaluTh UCTOYHHMK JAaHHBIX mpoekta Access 2003 ¢ SQL
Server unu MSDE2000: Cepsuc, Ciyxe6Hble mporpammsl, Y nanuth 6a3y nanusix SQL (Tools, Database
Utilities, Drop SQL Database). Panbiiie as 3Tux Iienieil ucnosib3oBaiach yruiura Enterprise Manager
s SQL Server uiu cnenuanbHble HHCTPYKIMK Ha Transact-SQL. Bee 3T HOBble KOMaHbI pabOTaOT
TOJIBKO, €clIi Ha KoMribtoTepe yctaHoBieH MSDE2000 i SQL Server.

Cxartue 0a3pl JaHHBIX WM NPOEKTA Access

[Ipn ynaneHuu NaHHBIX WIM OOBEKTOB (ailn 06a3bl JaHHBIX MM MpoeKkTa Access CTaHOBUTCS
(parMeHTUPOBaHHBIM, 3TO TMPHUBOJUT K TOMY, 4YTO JHUCKOBOE TIPOCTPAHCTBO HCIOJIB3YEeTCA
HeapdekTuBHO. CxxaTrie 0a3bl JaHHBIX WM MPOEKTA MMO3BOJISIET MOTYYHUTh - KOMHIO, B KOTOPOU TaHHBIE U
O0BEKTHI COXpaHSIOTCA Oojiee palMOHANIBbHO, YTO 3HAYUTEIHHO 3KOHOMUT MecTo Ha aucke. CxaTtue
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MOBBIIIACT MPOU3BOAUTEIHHOCTH 0a3 JaHHBIX U MPOEKTOB Access. OHAKO C)KaTUE MPOCKTAa HE BIHSIECT Ha
00BEKTHI, TAKHE KaK MPEACTABICHUS W TaOIMILI, XpaHsmecs B 06a3e manubix Ha SQL Server. Cxxarue
MpPOEKTa HE BIMSET TAaKXKE HAa TaONUIbI, COJEpKalIhe IOJie CYeTYMKa B MpoekTax Access, Kak 3TO
IPOUCXOAUT ¢ 0a3aMu naHHbIX. Eciau u3 6a3bl JaHHBIX, MEpe/ CKaTheM U3 TaOJIUIIbI, CoJIeprKallei mosue
CYeTYMKa, OBUIM YJAJICHBI TIOCICIHHUE 3alkCH, IIOCJIe CXATHs HOMEp TMEpPBOWM IyCTOW 3amlucH
cOpaceiBaercs. JloOaBineHHasi MOCie 3TOTO 3alKCh MOJYYUT B TOJE CUYETYMKA HOMEp, Ha EAUHHMILY
IIPEBBIIIAOIINI 3HAYEHUE CUETUMKA B IIOCIEIHEN OCTABILECHCS 3aIlIUCH.

[lepen cxaTueM COBMECTHO HCHOJNB3yeMOW 0a3bl JaHHBIX yOeauTech, YTO OHA HE OTKPHITA HU
OJIHUM W3 ToJib3oBarenei ceru. Jlnmsi ckarus 0a3bl NaHHBIX HEOOXOAWMMO 00JajaTh MpaBaMH HA €e
OTKpBITHE, 3allyCK M OTKpPBHITHE B MOHOIIOJIBHOM pexume. s cxaTust OTKpbITOM 0a3bl JAHHBIX WIU
npoekTa Access 2003 HeoOX0AMMO BBITIOTHUTE CIEAYIOIINE ICHCTBHS:

1. [Tepen cxkatmem ceTeBOM 0as3bl JAaHHBIX, PACIOJIOKEHHOM B OOIIEH IMankKe WM Ha CepBeEpe,
yOenuTech, YTO OHA HE OTKPBITA JPYTUMU MOJIb30BATEIISIMU.

2. Boibepute xomanny Cepsuc, CiyxxeOHble mporpaMmbl, CkaTb M BOCCTaHOBUThH 0a3y JTaHHBIX
(Tools, Database Utilities, Compact and Repair Database).

Jlst coxaTusl 3aKpBITOM B JIaHHBIA MOMEHT 0a3bl JaHHBIX wiM mpoekta Access 2003 HeoOXoaumMo
BBITIOJIHUTD CIICAYIOIINE TCUCTBUS:

1. Ecnu B naHHBI MOMEHT OTKpBITa jApyras 0a3a JaHHBIX Wid mpoekT Access 2003, 3akpoiite ee
(ero). Eciim 6a3za maHHBIX WM MPOCKT PACIIONIOKECHBI B OOINEH IMarke WIM Ha cepBepe, YOeauTech, 4To
OHH HE OTKPBITHI APYTUMU TOJIH30BATEIISIMHU.

2. Beibepute xomanny Cepsuc, CimyxeOHbie mporpammbl, C>kaTh U BOCCTAHOBUTH 0a3y JaHHBIX
(Tools, Database Utilities, Compact and Repair Database).

3. [NosiBuTcs muanoroBoe okHO baza manubix s cxatus (Database To Compact From) (pucyHok
9), moxo)kee Ha OKHO OTKpBITHS 0a3bl JaHHBIX. YKaxuTe 0a3dy MaHHBIX WM MPOEKT, KOTOPBIN
HE0OXOAUMO CKaTh, U HaxkmuTe KHONKY Cxkath (Compact).

Database to Compact From g|
Look in: |2} NpaKkTu4ecKue 3anaHna w @ - |Q >( L j v Tools -
Y
)

My Recent
Documents

o3

Desktop

2
L,

]

e
My Documents

—

."'4;5
My C;mpuher

@ . ;
My Metwork —

Places Fies of type: |Microsoft Office Access v

Pucynox 9 - /lnanoroBoe okHo baza maHHBIX 15 CKATUSI
4. TMosiBuTcst muanoroBoe okHO Crkatme 6a3pl maHHbIX moa umeHem (Compact Database Into)

(pucynok 10). BeiGepure AMCK M HanKy M BBEOUTE HUMs JUIS COXpPAHEHUs CXKaTod 0a3bl JaHHBIX
(HeoOxoauMo BBIOpaTh CBOIO pabouyto nanky). Haxxmure kHoniky CoxpaHuts (Save).
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Compact Database Into @

Save in: I5) mpaxTueaae sanaHus v @ @ X i E - Toos ~
N 2| baza
> |®

My Recent
Documents

Desktop

A
A9
<r

-

My D‘ocumenis

—

_’\-{g
My C;mputer
My Metwork —
Places Save as type: | Microsoft Office Access Database v

Pucynoxk 10 - JInanorooe okHo CoxpaHeHHE CKaTOi 0a3bl JAHHBIX

B o0oux cmyyasx mpouecc CKaTHsi MOYKHO TIpepBaTh C IOMOINBbI0 KOMOWHAIWK KJIABHUII
<Ctrl>+<Break> unu knaBumm <Esc>. Jlomyckaercs cxkarue (aiiina 0a3bl TaHHBIX WK IMpoekTa Access
2003 B (aiin ¢ Tem ke UMEHEM, YTO U MMsI UCXOAHOTO (aiina, wim co3nanue (aiiga ¢ HOBBIM UMEHEM.
[Ipu ykazaHuu TOro ke UMEHH, AUCKA U MaIKW U [IPU YCHELIHOM CXKAaTUU 0a3bl JaHHBIX UCXOAHBIN (aiin
ABTOMATHUYECKH 3aMEHSETCs Ha cxkaTblii (haitn. MoxkHo HacTpouth Access 2003 Tak, 4ToOBI KOHKpETHAs
0a3a JaHHBIX WIMIPOEKT aBTOMATUYECKU CKUMAIIUCH TIPU 3aKPBITHH.

UTo0Obl yCTaHOBUTH aBTOMaTHYECKOE CokaTue 0a3bl JaHHbIX Access 2003:

1. Otkpoiite 6a3y JaHHBIX, KOTOPYIO HYKHO CXKAaTb.

2. Beibepute xomanay Cepsuc, [lapamerpsr (Tools, Options). B mosiBuBImeMcs: AnaaoroBoM OKHE
[Tapametpsr (Options) packpoiite Bkiiagky O0miue (General).

3. Ycranosure ¢uaxok Cxumats npu 3akpbiTan (Compact on Close) n Haxkxmute kHOnky OK.

VYcranoBka aBToMaTH4eckoro cxxarus npoekra Access 2003 BbINOIHAETCS aHATIOTUYHO.

ABTOMaTHUYECKOE C)KATHE HE MPOMCXOAUT, €CIU MPHU 3TOM pa3Mep 0a3bl JaHHBIX (WM IPOEKTa) HE
OyZeT yMeHbIlleH, 1o KpaiiHell mepe, Ha 256 Ko6aiiT, a Taike, ecnu 5Ta 0aza JAaHHBIX (MU MPOEKT) B
TEKYIUIl MOMEHT OTKPBITA JPYTUM TIOJIb30BATEIIEM B CETH.

BoccTraHoB/ieHHe MOBPEKICHHOM 0a3bl JAHHBIX

B OonbmmHcTBe ciydaeB Microsoft Access ompenensier, uTo 0a3a JAaHHBIX MOBpEXJEHA, IpU
HOMBITKE OTKPBITh, 3alIn(ppoBaTh WM JemuppoBaTh ee. Torga MoJb30BaTEN0 NPEIOCTaBIACTCS
BO3MOXXHOCTh BOCCTAHOBUTbH 0a3y JaHHBIX, BBINOJHUB €€ ckaThe. HOo B HEKOTOpBHIX CHUTyalUsX He
yJlaeTcs OIpeNeNIuTh, YTo 0a3a JaHHBIX NoBpekaeHa. Ecnu 0aza naHHbIX BeleT ceOsi HelpeacKa3yeMbIM
o0Opa3oMm, BBINIOJIHUTE ee cxkatue. IIpu ceppe3HbIX Mpolriemax, KOTOpble MPHUBOJAT K BBIHYKIECHHOMY
3aBepILEHHUI0 paboThl Access, 3TO MPHIIOKEHHE Nepe3anyckaeTcss 1 aBTOMaTHYECKH CO3JJaeTCsl pe3epBHas
KOTIHSI OTKPBITOM 0a3bl JAHHBIX MM MPOEKTa ACCESs C TeM K€ MIMEHEM M PaCIIUPEHUEM, YTO U HCXOHBIN
¢aiin, Toneko ¢ cydduxcom Backup (pesepBHBIif).

3aganuda:
1. Ouenute >pPeKTUBHOCTD CTAaHAAPTHON YTUINTHI apXxuBUpoBaHus (aitnos Backup.
2. BrimonHuTe cxxarue mo00i 6a3bl JaHHBIX U coxpaHuTe noj umMeHem CompDBI B cBoeii namnke.
3. Hactpoiite Access Tak, 9To0bI 6a3a TaHHBIX aBTOMATHUECKU CKUMAJIACh MTPH 3aKPHITHH.

Yacms 2. 3awguma ungpopmayuu ¢ nOmMouib1o napons

He.]'lb - HUCCICAOBAHUC 3alllUThl C MPUMCHCHHCM IIapO0JId, a TaAKKE HCCICAOBAHUC MCETOJ0B
HpOTHBOHeﬁCTBHSI aTaKaM Ha MapoJib.

Pe3yabTat 00yuenus. [locie oOydeHus CTYIEHT JOJKEH:
— 3HaTh OCHOBHBIE CIIOCOOBI CO3/IaHMsI PE3EPBHBIX KOIMUI 0a3bl JaHHBIX;
— YMEThb OCYUIECTBIIATh apXUBUPOBAHHE, CKAaTHE U BOCCTAHOBJIEHUE 0a3 JaHHBIX.
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ATaku Ha apoJib

Ha ceromusmnuii jeHp mapoyib sABISETCS HaubOosiee NpUEMIIEMBIM W TMOTOMY HauOojiee 4YacTo
UCIIOJIb3YEMbIM CPEACTBOM YCTAHOBJICHUS IMOAJMHHOCTH, OCHOBAHHBIM Ha 3HAHUAX CyOBEKTOB JOCTYIIA.

B 000 KpUTHUYECKOW CHUCTeME OIIMOKM Yel0BEKa-orepaTropa SBISIOTCS, YyTh JIM HE CaMBIMH
JIOPOrOCTOSIIIMMU U PACIpPOCTpaHEHHbIMU. B ciydae kpunrocucrem, HempogecCHOHAIbHbIE AECHCTBUS
I10JIb30BATENS CBOJAT HA HET CaMblii CTOMKUI KPUIITOAITOPUTM U CAMYIO0 KOPPEKTHYIO €r0 peaInu3aluio U
IIPUMEHEHHE.

B mepByro odepensb 3T0 CBsi3aHO ¢ BEIOOpOM maposieir. O4eBUIHO, YTO KOPOTKUE UM OCMBICIICHHBIC
IapoJIM JIETKO 3allOMMHAIOTCS YEJIOBEKOM, HO OHM TIOpa3lo MpoIle Uil BCKpbITUA. Mcnonb3oBanue
JUIMHHBIX W OECCMBICIICHHBIX Mapoyiell Oe3yCIOBHO Jydlle C TOYKH 3PEHUS KPUITOCTOWKOCTH, HO
YeJIOBEK OOBIYHO HE MOKET MX 3allOMHHUTH U 3allUCBIBACT Ha OyMakke, KOTOpas MOTOM JMOO Tepsercs,
1100 TONaaeT B PyKU 3JI0YMBINUIEHHUKY. VIMEHHO W3 TOTO, YTO HEUCKYIIECHHBIE MOJIb30BATEIN OOBIYHO
BBIOUPAIOT JINOO KOPOTKHE, IMOO OCMBICIIEHHBIE MAPOJIH, CYLIECTBYIOT JJBA METOJIa UX BCKPBITHS: aTaka
HIOJTHBIM 1epebOpOM U aTaka Mo CIOBapIo.

3alMIEHHOCTh MAapoJil IpU €ro Mnojadope 3aBHCUT, B OOLIEM Cilydae, OT CKOPOCTH IPOBEPKHU
napoJsie U OT pa3Mepa OJHOTO MHOYKECTBA BO3MOKHBIX [IapOJjIei, KOTOPOE, B CBOIO OYEPEb, 3aBUCUT OT
JUIMHBI TIApoJIsl U pa3Mepa NpuMeHseMoro ajidaBuTta cuMBOJIOB. Kpome Toro, Ha 3alllMIIEHHOCTh CUIBHO
BJIMSIET pean3aliysi MapobHOM 3allUThI.

B cBsi3u ¢ pe3kuM pOCTOM BBIUYMCIUTENIBHBIX MOIIHOCTEH aTaku IMOJHBIM MEepedopoM HMEIOT
ropaszio OoJblle MaHCOB Ha yCIeX, YeM paHblne. Kpome Toro, akTHBHO MCIIONIB3YIOTCS pacipeiesieHHbIE
BBIYHUCIICHUS], T.€. PABHOMEPHOE paclpeieieHue 3aaud Ha 00JbIIOe KOJIMYECTBO MAIIMH, pabOTaroIuX
napajuieabHO. DTO MO3BOJSET MHOIOKPATHO COKPATUTh BPEMS B3JIOMA.

OpHako BEpHEMCsI Ha HECKOJIBKO JIET Ha3aJ, KOIZa BBIYMCIMTEIBbHOM MOIIHOCTH JUIsl ITOJIHOTO
nepebopa Bcex Mmaposiield He XBarano. TeM He MeHee, XakepaMu ObUI MPHIyMaH OCTPOYMHBIH METOJ,
OCHOBAHHBIM Ha TOM, YTO B Ka4eCTBE MApoJIs YEJIOBEKOM BHIOMPAETCS CYILIECTBYIOLIEE CIOBO UJIM KaKas-
100 nHpopManys o cede WM CBOMX 3HAKOMBIX (MMs, AaTa poKaeHHA U T.11.). Hy, a mockonbpKy B 1r060M
s3bike He Ooznee 100000 crnoB, To ux mepebop 3aiimer BechMa HeOoibiioe Bpems, U oT 40 no 80%
CYIIECTBYIOIIMX MMAPOJIEH MOXKET OBITh yrajaHO C TMOMOIIBIO MPOCTOM CXEeMbl, Ha3bIBAEMOU “aTakol 1o
cioBapro”. Keratu, 10 80% 3THX maposei MoXeT ObITh yrajJlaHo ¢ MCIOJb30BaHUEM CIIOBAPS pa3MepoM
Bcero 1000 cios!

[TycTh ceroHs monb30BaTeNN yXKe MOHUMAIOT, YTO BBIOMPATh TaKHe Mapoyid Helb3s, HO, BUAUMO,
HUKOI'/Ia 3KCHEPTHI 10 KOMITBIOTEPHOW 0€30IaCHOCTH HE JOXAYTCS MCIOJIb30BAaHUS TAKMX MPOCTBHIX U
panyronmx aymy naposeit, kak 34jXs5U@bTa!6;). IloaToMy aaxke HCKYIIEHHBIN MOJIb30BAaTENb XUTPUT
Y BBIOMpAET Takue mapoiu, kak hopel, user1997, pAsSwOrD, toor, roottoor, parol, gthjkm, asxz. Buano,
YTO BCE OHM, KaK MpaBuilo, 0A3UPYIOTCS HA OCMBICICHHOM CJIOBE U HEKOTOPOM IPOCTOM IpaBHJIE €ro
npeoOpazoBaHus: NpuOaBUTh LUGPY, NMPUOABUTH TOJl, MEPEBECTH uepe3 OyKBYy B JPYrol peructp,
3anucaTh CJIOBO HAa00OpOT, NPUOABUTH 3aluMcaHHOE HAaoOOpOT CIIOBO, 3alUcaTh PYCCKOE CJIOBO
JATUHCKUMH OyKBaMH, HaOpaTh PYCCKOE CIIOBO Ha KJIaBHAType C JIATMHCKOW pPacKIIaIKOH, COCTaBUTH
1apoJib U3 PSAJOM PaclOIOKEHHBIX Ha KJIABUAType KIaBUI U T.II.

[ToaToMy He HalO YAMBIATHCA, €CIIM TAKOW “XUTPHIA~ mapoib OyaeT BCKPBIT XaKepaMu — OHU He
[JIyliee CaMUX I0JIb30BATENEH, U yXK€ BCTaBWIM B CBOM IIPOIPaMMBblI T€ MPaBUiIa, 10 KOTOPHIM MOXET
UATH TpeoOpasoBanue cioB. B campix "mpoaBunyThix" mporpammax (John The Ripper, Password
Cracking library) 5T mnpaBuia MOryT OBITh HPOTPAMMHUPYEMBIMH M 3a/1aBaThCsl C IOMOIIBIO
CHEIHMAILHOTO SI3bIKa CAMUM XaKEPOM.

[IpuBenem mnpumep 5>(QeKTUBHOCTH TaKoi cTpaTeruu nepedopa. Bo MHOrmx KHHMrax o
0€30MacHOCTH TpeasiaraeTcs BbHIOMpPATh B KAaueCTBE HAJEKHOTO IAapoJisi JBa OCMBICIEHHBIX CJIOBa,
pa3/ieJIeHHBIX HEKOTOphIM 3HakoM (Hampumep, good!password). IlogcunTaem, 3a CKOJIBKO BpPEMEHH B
cpeaHeM OyayT clioMaHbl TaKMe MapoJid, €CIM TaKoe MPaBUIO BKIOYEHO B HaAOOp MporpaMMbl-
B3noMuIrka (mycthb ciaoBapb 10000 cioB, pazaenuTeNbHBIMUA 3HaKaMH MOTYT ObITh 10 1udp u 32 3Haka
NpenrHAHKS ¥ CIICIHAIbHBIX CHMBOJIA, MaIlIHA Kiacca Pentium co ckopocthio 15000 maposneii/cek):

10000*(32+10)*10000/15000*2=140000 cexynn niu menee 1.5 mus!

Uem OGompliie JyMHA MAposIs, TEM OOJBITYI0 O€30MaCHOCTh Oy/eT oOecreunBaTh CUCTEMA, TaK Kak
notpelyroTcsi OONbIIME YCHIIMS JIJIsl €0 OTrafgblBaHUs. DTO OOCTOATENHCTBO MOXKHO NPEACTABUTH B
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TEPMHHAX OXXKHUJAEMOTO BPEMEHU PACKPBITUS TMapojs WIH OXHUJAaeMOTo O€30MacHOTO BPEMEHH.
Oxunaemoe Oe3omacHoe Bpemsi (TO) — mMOIOBMHA TPOM3BENCHUS YHCIA BO3MOXKHBIX Tapojiel u
BpeMeHH, TpeOyemMoro [Uisi TOro, 4YTroObl TOMPOOOBaTh KAXKIBIH Mapolib W3 IMOCIEI0BATEILHOCTU
3arpocoB. [Ipencrasum 1o B Buae Gopmynbl:
A° ot
I, =—,

2w

rae t— Bpems, TpeOyeMoe Ha MOMBITKY BBeACHUS Hapouis, paBHoe E/R; E — uucino cuMBoioB B
nepesaBaeMoM COOOIEHUU MPU MOMBITKE MOJYYUTh AOCTYN (BKJIIOYas MapoJib U CIy>KEOHbIE CUMBOJIbI);
R — ckopocTs mepepauu (CHMBOJIBI/MUH) B JIMHUU CBSI3H;, S — JUIMHA TApOJISL; A — YUCJIO CUMBOJIOB B
andaBuTe, U3 KOTOPHIX COCTaBJseTCS Mapoib. Eciu mocie Kaxaod HeyAaayHOW MOMBITKM moadopa
ABTOMATHUYECKH IPEyCMaTPUBACTCS JECATUCEKYHIHAs 3aJepikKa, TO O€30MacHOe BpeMs pPe3KO
YBEJIMYUBACTCSI.

[TosToMy TpM HCHONB30BAaHUM AyTEHTH(PUKALMKM HAa OCHOBE MApoJel 3alIMIICHHOM CHCTEMOMU
JOJIKHBI COOTIOAATHCS CIeIYIOIIHE MTPaBUIa:

a) HE MO3BOJISIOTCS MTAPOJIU MEHbIIEe 6—8 CUMBOJIOB;

0) mapoyu JOJIKHBI TPOBEPATHCS COOTBETCTBYIOLIMMHU KOHTPOILJIEpPAMU;

B) CHMBOJIBI ITAPOJISI IPU UX BBOJIE HE JIOJKHBI OSIBIISITHCS B SIBHOM BUJIE;

T') OcJie BBO/IA MPABMIIBHOTO NapoJis BhIAAETCA HH(GOPMALIKS O MOCIETHEM BXOJE B CUCTEMY;

1) OTpaHUYMBAETCS KOJIMYECTBO MOIBITOK BBOAA MApOJIs;

€) BBOJUTCS 33/IepKKa BPEMEHHU MIPH HETIPABUIHLHOM TapoJie;

) IpY TIepeiaye Mo KaHajiaM CBSI3M MapoJIv IOJDKHBI IU(PPOBATHCS;

3) MapoJIK JIOJDKHBI XPAHUTHCS B MAMSTU TOJIBKO B 3alIM(PPOBAHHOM BHUE B (ailiax, HEAOCTYIMHBIX
10JIb30BATENIAM;

1) MOJIb30BaTeNb JOKEH UMETh BO3MOXKHOCTh CAMOMY MEHSTH MapoJlb;

K) aAMMHHUCTPATOP HE JOJDKEH 3HATh MAPOJIH MOJIb30BATENEH, XOTS MOKET UX MEHSATH;

J1) TapOJIH IOJDKHBI IEPUOUYECKH MEHATHCS;

M) YCTaHaBIMBAIOTCA CPOKM JEHCTBHUS Naposield, MO0 HCTEUYEHUU KOTOPBIX HAJ0 CBS3aThCA C
aIMUHUCTPATOPOM.

IIpo6sema BbIOOpa mapoJist

Br10op AnmuHBI Taposist B 3HAYUTEIBHON CTETICHH ONPEACISIeTCs Pa3BUTHEM TEXHHUYECKUX CPEICTB,
UX DJEMEHTHOW Oa3pl U ee ObicTponeiicTBueM. B Hacrosimee BpeMs IIUPOKO HPUMEHSIOTCS
MHOTOCHUMBOJIbHBIE Tapoid, T1ae S>10. B cBs3u ¢ 3TUM BO3HHKAIOT BOMPOCHI: KaK M TJI€ €ro XpaHUTh H
KaKk CBsi3aTh €ro C ayTeHTU(uKanuedl IMYHOCTH Tmonb3oBarens? Ha 3Tu Bompochl oTBeyaer
KOMOMHHMpOBaHHAsl CUCTEMa IapoJjieil, B KOTOpOH KOJ MapoJis COCTOMT U3 JABYyX dactel. IlepBas dacth
COCTOUT U3 3—4-X JECATUYHBIX 3HAKOB, €CIM KoJ IU(poBoH, U Oosnee 3—4-x, ecau KoJ OYKBEHHBIH,
KOTOpBIE JIETKO 3allOMHUTH YeJIOBEKy. BTopas 4acTb COAEpKUT KOJIMYECTBO 3HAKOB, OIpPEIEIsIEMOe
TpeOOBaHUSAMH K 3aIlUTE U BO3MOXKHOCTSMHU TEXHUYECKOM peau3allii CHCTEMbI, OHa TOMEIaeTcs Ha
¢u3myeckoM HOCHUTENEe W ONpeAeseT KI0Y-apoib, pacyeT JUIMHBI KOJa KOTOPOTO BEAETCS IO
yKa3aHHOM BBIIIE METOAMKE. B 3TOM ciydae yacTh mapois OyaeT HeAOCTyIHA [T HapyIIUTes.

OnHako mpW pacueTe JUIMHBI KOJa TMapoyisi He cieayeT 3a0blBaTh O TOM, YTO NPU YBEIUYCHUH
JUIMHBI TIapoJIsl HEJIb3sl YBEIMUYUBATh NEPUOJUYHOCTh €ro cMeHbl. Kojbl maposieir HeoOX0JuMO MEHSTh
00s13aTeNIbHO, TaK KaK 3a OOJBIION MEePHO BPEMEHU YBEIHMUUBACTCS BEPOSTHOCTh MX IEpexBara IMyTeM
OPSMOT0 XUIIEHUS HOCHUTENs, CHATHS €ro KOMMHU, MPUHYXKJIEHHUS ueloBeKa. BbIOOp MmepHoaAnYHOCTH
HEOOXOUMO OIPENEINsATh U3 KOHKPETHBIX YCIOBHH pa0OTHI CHCTEMBI, HO HE peXe OJHOTO pa3a B TOJ.
[Tpuuem xenaTenbHO, 4TOOBI JaTa 3aMEHbI M IEPUOIUYHOCTD JJOJKHBI HOCUTH CIIYy4allHBIA XapakTep.

JInsi TpOBEpPKH YSA3BUMOCTH TIAPOJIEH WCIIONB3YIOTCS CIEIMalibHBIE KOHTPOJIEPHI TTapOJIeH.
Hanpumep, n3BectHblil koHTposiep KistiiHa, ocyniecTBIsSeT MOMBITKM B3JIOMa Mapojs MyTeM MPOBEPKU
UCIIOJIb30BAaHUS B KaYeCTBE MApOJIsi BXOJJHOTO UMEHU IOJIb30BaTeNsl, €r0 MHUIIMAIOB U UX KOMOUWHAIINH,
IPOBEPKM MCIIOJIB30BaHUA B KadeCcTBE IMApoJisd CIOB M3 Pa3jIMYHBIX CIOBapel, HauMHas OT Hauboiee
YIOTPEOUTENBHBIX B KaueCTBE MapoJisi, MPOBEPKU PA3IUYHBIX MEPECTAHOBOK CIIOB, a TAKXKE NPOBEPKHU
CJIOB Ha SI3bIKE MOJIb30BaTeNII—MHOCTpaHLa. [IpoBepka maposeil B BBIYMCIUTENBHBIX CETAX C IOMOIIbIO
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KoHTposulepa KisiiiHa mokasana OBOJBHO BBICOKHE pE3yJabTaThl — OOJBIIMHCTBO I0OJIb30BaTeNei
UCTIONB3YIOT IpocThie napouu. [Toka3arenen npumep, korga koHTposuiep KiistiiHa mo3Bosit onpenenuThb
100 naposneii u3 5 cumBonos, 350 naposeit u3 6 cumBoioB, 250 naposeit u3 7 cumBoisioB U 230 naposeit
13 8 CUMBOJIOB.

[TpuBeneHHbI aHATN3 MO3BOJSET CHOPMYIHUPOBATEH CIEIYIONINE NMPABUIA CHUKCHHUS YS3BHUMOCTHU
napoJieil 1 HarnpaBJIeHHbIE Ha IPOTHUBOJEHCTBUE U3BECTHBIM aTakaM Ha HUX:

— pacmmpsiiTe IpUMEHIEMBIN B TIapoJie an(aBUT — HMCIIOJIb3YITE MPOMUCHBIE U CTPOUHBIE OYKBBI

JATUHCKOTO U PYCCKOTO ali(haBUTOB, IIU(PHI U 3HAKY;

— HE UCHOJb3YHTE B 1apoJie OCMBICICHHBIE CII0BA;

— HE UCIOJB3YNUTE MOBTOPSIOIINECS TPYIIBI CHMBOJIOB;

— HE IpUMEHSITe Mapoau ATMHON MeHee 6—8 CUMBOJIOB, TaK KaK 3allOMHUTH WX HE MPEJCTABISET

OO0JIBIIIOTO TPYAA, a MApoJIb IMEHHO HY)KHO 3allOMHHATh, a HE 3aluCchiBaTh. 110 ToOM ke mpuynHe He

UMEEeT CMbICIIa TPeOOBaTh AJMHY HEOCMBICIIEHHOIO ITapoJist 6osiee 15 cUMBOJIOB, Tak Kak 3allOMHHUTh

€ro HOPMAJILHOMY YEJIOBEKY MPAKTHYECKH HEBO3MOXKHO;

— HE HUCIOJb3yHTe OJUH U TOT K€ IapoJib B Pa3IMYHBIX CHCTEMax, TaK KaK IPH KOMIPOMETALUH

OJTHOT'0 IIapoJIsi MOCTPAJAI0T BCE CUCTEMBI,

— MpOBepANTE MapoJiv Nepe]] X UCIOIB30BAaHUEM KOHTPOJIIEpAMU HapoJIeH.

Jlnisi cocTaBiICHUsT Mapoyisi MOXKHO JaTh PEKOMEHIANWH, KOTOPBIMH IIOJIB30BAaThCS HAIO OYCHb
OCTOPO’KHO:

— BBIOEpUTE HECKOJIBKO CTPOK M3 TECHW WM MO3MBI (TOJIBKO HE Te, KOTOpble BbI moBTOpsieTe

[IEPBOMY BCTPEYHOMY) U MCIOJIB3YHTE MEPBYIO (UM BTOPYIO) OYKBY Ka)KIOrO CIOBa — IIPU 3TOM

1apoJib JI0JDKEH UMETh OOJblIyI0 JUIMHY (Oosiee 15 CMMBOJIOB), MHAu€ HY)KHO MEHSTh PETHCTPbI

OyKB, IPUMEHSTH JIATHHCKAE OYKBBHI BMECTO PYCCKHX WJIM HA00OPOT, MOKHO BCTaBIISITH IU(PHI U

3HAKH;

— 3aMEHUTE B CJIOBE U3 CEMHU—BOCbMH OYKB OJIHY COIVIACHYIO M OJHY WJIM JIBE IJIACHBIX Ha 3HAKU

i nudpel. ITO IaCT BaM CI0BO-abpakanadbpy, KOTOpOe OOBIYHO MPOU3HOCHMO U ITOATOMY JIETKO

3artomuHaercs. [logsenem uror:

Yo Takoe MI0XoM naposib:

— CoOCTBEHHOE UM,

— ClI10BO, KOTOPOE €CTH B CIIOBApE;

— Wnentuduxartop, npucBoeHHbI Bam kakoi-HUOYIb CUCTEMOM, WU JIFOOBIE €0 BapUaliiy;

— JlaTta poxJeHus;

— IloBTopenHslit cuMBoIl (Hampumep: AAA);

— Ilapons MeHblIE 6 CUMBOJIOB;

— Ilapons, ycTaHOBIEHHBIN BaM 4y>KUM 4€I0BEKOM;

— [laponsb, cocTosnmii U3 CUMBOJIOB COCEICTBYIOIIMX Ha KiaBuarype (Hanpumep: QWERTY wnu
WUIYKE);

— Ilapons cocroAmui U3 MAaCOPTHBIX JAHHBIX: IEPCOHAIIBHBIA HOMEP, HOMEP BOJAUTEIBCKUX IIPAB
U T.A.

Yto Takoe XOpoLInii mapob:
— beccMmpicniennas ¢pasa;
— Cuy4daiiHblii HA00p CUMBOJIOB BIEPEMENIKY ¢ OYKBaMHU.

ITopsinok paGoThl ¢ MporpaMMamMu BCKPBITHS IapoJIeH.

B nanHoil naboparopHoii paboTe UCIONIb3yeTCsl MPOrPaMMHBIM MPOAYKT AJIsE BCKPBITHS 3aKPBITHIX
naposieM apxuBoB: Advanced ZIP Password Recovery

PaGora ¢ nporpammamu B3jioMa Ha npuMepe AZPR

IIporpamma AZPR wucnone3yercs uisi BOCCTaHOBJIEHHUs 3a0bIThiIX maposieit ZIP-apxuBoB. Ha
CErOJIHAIIHUN JIeHb CYIIECTBYET JBa croco0a BCKpHITHS Tapojei: mepedop (brute force) m araka mo
cioBapto (dictionary-based attack).

[Tanens ynpasieHus:
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— kHOomkH OTKpeITh W COXpaHUTh TO3BOJSIIOT paboTaTh € MHPOEKTOM, B KOTOPOM YKa3aH
BCKpBIBaeMbIi (hailn, HaOOp CHMBOJIOB, MOCIEAHUN MPOTECTUPOBAHHBIN MAapOb. DTO MO3BOJSET
IIPUOCTAaHABINBATh U BO30OHOBIISATH BCKPBITHE.

— kHonk# Crapt u CTOI MO3BOJISIOT COOTBETCTBEHHO HAUYMHATD U 3aKaHUYMBATH 110I00P MapoJIs.

— kHonka HaOop mo3BosisieT 3afaTh CBOE€ MHOXECTBO CHUMBOJIOB, €CJIM M3BECTHBI CHUMBOJBI, U3
KOTOPBIX COCTOMUT I1apOJlb.

— kHomka CrpaBka BBIBOAUT TOMOUIb 110 IIPOrpaMMe.

— kuonka O AZPR BeBomuT HH(OPMAIHIO O IPOTPaMMe.

— KHOIKa BbIX0J 1M03BOJISIET BBIMTU U3 IPOTPAMMBI

% AZPR 4.00

Advanced 2IP Password Recovery
S WA A & 0 @ 1

Otkpeme CoxpaHute  Crapr! Tect Cnpaeka OAZFPR  Bemog

ZIP-mpaiin Twn aTaku

<

| & - MNepetop

Hatiop | OauHa | Cnosape | Plaintest | Aetocosparenue | O | Mpogeusyrocts
Hatiop cumMB0NoE

3arnaeHele NaTUHCEME [4 - £) M &
CrpodHble AaTMHCKMeE [a - 2]

[ Bce wwppe [0- 9] 3EKOHYMTE: Ha:
[ Bee crewansHee (& ] i

[ Npoten
[ Bee nevaraemee Hatiop nonesoearena [

2 8 &l &

OKHO COCTORAHKMA

04.10.2017 13:40:35 - &7PR wversion 4.00 build 24 launched
041020171 13:40:54 - Loading language file for Pyccrui’..

TekyLWHA Napons: CropocTe:
Mpowno epereHi; OcTanock:
Mporpecc

14

JAEFR version 4.00 (c] 1337-2005 ElzomSoft Ca.Ltd.

PaccMoTpuM BO3MOKHOCTH NPOTPaMMBbI:
BriOupaercst apXuB 1711 BCKPBITHS U TUIT aTaKH (CM. PUCYHOK).

%) AZPR 4.00
Advanced ZIP Password Recovery
Ok ( | ok P = 3
£ W A A & 0 o 0
Otkpere CoxpaHute  Crapr ! Tect Cnpaeka 0O AZPR Brroag
ZIP-pakin Twun araku
|I::'\Documents and SettingzyTrave * - MNepetop b

Hafiop | auxa | Coosape | Plaintest | Agrad Mo macke
Mo cnosapo
Hafiop cuMeonos Plaintext

[#] Farnacucia naruurvna . 7 " T

Bribupatorcs napaMeTpsl paboThI:

3akmnanka Habop

[Iporpamma mo3BOJIsIET BHIOpaTh 00acTh Mepebopa (HAOOP CHUMBOJIOB). ODTO 3HAYUTEIHHO
coKpainaet Bpems rnepedopa. Mo>KHO UCTOIb30BaTh HAOOP MOJIb30BATENs, 3alaHHBIN C TOMOIIBIO KHOIKH
Habop. MoxHO OrpaHMuYuTh KOJUYECTBO TECTUPYEMBIX IMapoJjiell, 3aaB HayalbHbIN Mapoib. B ciydae
€CIIM M3BECTHA YacTh MapoJis, oueHb 3(dekTuBHa aTtaka 1Mo macke. HyHO BbIOpaTh COOTBETCTBYIOLIHIA
THUII aTaK, MOCJIE ATOr0 CTAHET AOCTYMHBIM IoJie Macka. B HeM HY»XHO BBECTH M3BECTHYIO YacTh MapoJis
B Buac P7s?W?r?, rie Ha MecTe HEM3BECTHBIX CHMBOJIOB HY)KHO IIOCTaBUTh 3HAK BoIlpoca. MOXHO
UCIIOJIb30BaTh JIF000I Ipyroi CUMBOJIL, BBE/IS €T0 B M0JI€ CHMBOJI MAaCKH.

3akimanka JlimuHa
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Hatiop | dabHa | Cnosape | Plaintext | AeTocosparerve | Onue | NMpogsuryrocTe
M nHa naponA

b HIMMaNEHAA ANKMHA NaponA = 1 CUHEDN[0E]

e
w
FS
w

bl ak.cHraneEHaA 0NMHA NaponA = al CHHEDN[OE]

[To3BostsieT BEIOpATh ATUHY TApOJIS.
3akianka CioBapb
[To3Bonsier BbIOpaTh aiin-cnoBaps. BriOupaiite ¢aitn  English.dic, om conmepxutr Habop
AHTTIMHCKUX CJIOB U HAOOPBI CUMBOJIOB, HAM0OJIEE YaCTO UCIIONIB3YIOIIMECs B Ka4eCTBE MMapoJieii.
3aknajka ABTOCOXpaHEHUE
MosxHo BbIOpaTh uMs (haiina st COXpaHEHHs pe3yJIbTaTOB padOThl U MHTEPBAJl aBTOCOXPAHEHHUSI.
3aknaaka Onuuu
Bribupaercs npuoputeT padoThl ((POHOBBINM WJIM BBICOKHI ), HHTEPBAI OOHOBJICHHS MH(POPMAIIMH O
TECTUPYEMOM B JaHHBIH MOMEHT TapoJsie. YBEIWYCHHE WHTEPBAlIa TOBBINIACT OBICTPOJCHCTBUE, HO
CHI)KaeT MH(POPMATUBHOCTh. Takke MOXKHO YCTAaHOBHUTH PEXHM BEICHHS MpPOTOKoJa paboThl U
BO3MO’KHOCTh MHHHMH3AIIMH ITPOTPAMMEI B tray (MaJeHbKass MKOHKA PSIIOM C YacaMH).
3axunanka [IpogBuHYTOCTD
ComepXUT TPOJABUHYTHIC HACTPOWKH, TIO3BOJSET WCIOIL30BaTh HW3BECTHOE Hadano (aiiia,
UCIONIB30BaTh WinZip JBUKOK.
Hatiop | Mnwna | Cnosape | Plaintext | AeTocosparenve | Onuww | MpoaskHyTocTs
npDﬂBHHHTbIE HEICTI:IEILT'IK.H
I:l Mcnone30EaTE WZEECTHOS HAYAND DEHNa 4NA 3TAKKW HECHK TR PaHN0E

M 3EECTHEIE AR Curgan macku; | 7

[ ] Bcerna vcnonesosare WinEl P-uemsoK, 8ol SEpOATHOCTE GoMbLLE

McnonesoeaTe kad And: | Intel P4 S5E2 b

3ananus:

1. ITpoBenenue araku nepedopom (bruteforce attack)

Hcnonp3ys mporpaMMmy Ui BCKPBITHSL Mapojedl MpOM3BECTH aTaKy Ha 3allu(ppOBaHHBIN Qailn
AZPR.zip. O6nacTb nepedopa — Bce rnevyaraeMble CUMBOJIBL, AJMHA Tapois oT 1 1o 5 cuMBonoB. Bpems
BBIMOJHEHUs] Ha KoMmmbrorepe kiacca Pentium II m Bbime — 50 cekynn — 3 munHythl. IlpoBeputsb
IPaBUIBHOCTD ONPEIEICHHOr0 MapoJis, pacrakoBaB (Gailsl 1 03HAKOMMBILKCH C €70 COJAEPKUMBIM.

BreimonauB myHkT 1, cokpatuth o0nacTh nepedopa 10 (aKTHUYECKH HCIOIb3YeMOTo (Harpumep,
€cliM Maposib grant — TO BBIOpaTh CTPOYHBIE JATUHCKHWE OYKBbI). IIpoBeCTM MOBTOPHOE BCKpBITHE.
CpaBHHUTH 3aTPau€HHOE BpEMS.

2. IlpoBenenue ataku no ciaosapio (dictionary attack)

1. Cxatp kakoi-1100 HeOONbIION (ails, BEIOpaB B KaUeCTBE MAPOJIs aHTJIMICKOE CIOBO JTMHON J10
5 cumBonoB (Hampumep, love, god, table, admin u T.1.). [IpoBectu ataky mo cioBapio. J{ns storo
BbIOpaTh BUJ aTaku U B 3akiajgke CioBapb BeIOpaTh ¢aitn English.dic. OH conepxut Habop aHTIIMHCKUX
CJIOB M HAOOPbI CUMBOJIOB, Hal0OJIEe YaCTO UCIIOIB3YIOIIUECS B KaUeCTBE MapoJie.

2. IlomeITaThCSI OTMPEACTUTD TAPOITE METOJIOM MPSIMOTO 1iepedopa. CpaBHUTH 3aTPadyeHHOE BPEMSL.

KoHTpoJibHBIE BONIPOCHI:
JIist KakuX 11eJIei UCIONIb3YIOTCS OTEepaIlii C)KaTUE M BOCCTAHOBIIEHUE 0a3bl TaHHBIX.
[TepeuncnuTe OCHOBHBIE CIIOCOOBI CO3/JaHUS KOTMH 0a3bl JAHHBIX U TPOCKTOB.
HazoBuTe 0COOEHHOCTH CO3JJaHMS KOIHMH 3alIUIIECHHON 0a3bl JaHHBIX.
[TepeuncnruTe OCHOBHBIE CIIOCOOBI CO3/JTaHUSI KOIIMHA U BOCCTAHOBJICHUS MTPOEKTa Access.
Kaxue Bunbl atak Ha naposib Bel 3Haere?
Urto Takoe miaoxoi napoin?

ok wdpE
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7. Kak MOXXHO MPOTUBOCTOSITH aTAKE MOJIHBIM Iepedopom?
8. Kak mHa maposs BIusieT Ha BEpOSITHOCTb PACKPBITUS MapoJIst?
9. Kakue pekoMeHIaIiK [0 COCTaBJICHUIO Mapoieit Bbl moxxere naTh?

Co3ganue oryera
[Tocne BBINOJIHEHUE TPAKTUYECKHUX 3aIaHUI CTYJICHT JOJDKEH COCTABUTH JJIEKTPOHHBIA OTYET 110
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM JODKHBI ObITh OTPaXKEHBI CIIETYIOIIIE
TIOJIOKCHUSL:
e HOMEp U Ha3BaHHUE MPAKTUUECKON paboThI;
® 1ICTIb U IUIAH 3aHSTHUS;
® JKpaHHbIC KOIHMH, TOJTBEP)KIAOIINE BBIOIHEHNE TPAKTHIECKOTO 3aIaHHs;
® OTBETHI HAa KOHTPOJBHBIC BOIIPOCHI:
CoxpaHuUTe OTYET Ha caiiTe QUCTAHIIMOHHOTO O0YYEHHs JJIsl IPOBEPKHU MPEHOAaBATEIIEM.

Tema Ne 7: «3amuTa 0T HECAHKIMOHUPOBAHHOIO TOCTYIA U CETEBBIX XAaKEPCKUX aTaAK»
Ilpakmuueckoe 3a0anue. 3auwguma om HeCAHKUYUOHUPOBAHHO20 OOCHILYNA U CEMEBLIX XAKEPCKUX AMAaK

Ieap - MO3HAKOMHUTHCS C BCTPOCHHBIMU KOMITOHEHTAMH 3aIlIUThI ONEPALIUOHHON CHCTEMBI
Microsoft Windows 1 HacCTpOUTh HX

PesyabraTt 00yuenus. [locne 00yueHus CTyIEHT JOJKEH:
— 3HaTh 00lIee yCTPOHCTBO BCTpOeHHOM 3amuTbl Windows;
— yMeTb HacTpauBaTh LleHTp oOecrieueHust 6e30macHOCTH.

Bpanamaysp Windows

3ajauy 3allUThl OT HECAaHKIMOHUPOBAHHOI'O JOCTYIAa M CETEBBIX aTaK JOMAIHEro KOMIIbIOTEpa
YCHENIHO peliaeT TepCcoHalbHasi mporpamma-opanaMay’p. OHa MoOXKeT OBITh Kak BCTPOEHHOH B
OIEpallMOHHYI0 cucTeMy (Hampumep, Opanamaysp Windows), Tak W yCTaHaBIMBAaEMOW OTIEIBHO
(marmpumep Outpost FireWall).

Camas, mnoskanyil, MOMmyJspHas Ha CETOJHSIIHUN JIeHb OIEpalOHHas CHUCTeMa JOMAIIHEro
kommbioTepa - Microsoft Windows XP coxepsxut BcTpoentbiii Bpanamaysp Windows. Bosee no3anue
Bepcun Microsoft Windows, Vista u Seven comepxar B cebe T0MOIHUTENbHBIE KOMIOHCHTHI 3AIUTHI OT
HECaHKI[MOHMPOBAHHOTO JIOCTYIIA M IIMMOHCKUX mporpamM, Hanpumep Windows Defender.

Berpoennbsle OpaHamayspbl OTIMYAIOTCS BeCbMa OTPAaHUYEHHOM (YHKIHMOHAIBHOCTBIO, UYTO C
JIPYrol CTOPOHBI KOMIIEHCHUPYETCSI OTCYTCTBHEM KOH(UIUKTOB C ONEPALMOHHOW CHCTEMOH H
OecrutaTHOCTBIO.  bpaHamayspbsl ke TpeThUX HNPOM3BOJUTENEH, yCTaHaBIMBaeMble OTAEIBHO,
obecreunBaroT 00BIYHO 00Jiee YAOOHYIO U MPUATHYIO pabOTy C BO3MOKHOCTHIO 00JIee TOUYHOW HAaCTPOUKHU
pa3JINYHBIX TApaMETPOB.

1. [Mocne 3arpy3ku omepanuonHoi cucrembl Microsoft Windows XP (8 Microsoft
Virtual PC), Bpanamayisp Windows Oyner oTkmtodeH. [yt ero BKIIOYEHHS BBIOJHUTE
CIEAYyIOIIre TCUCTBUA:

Haxxmure Menro [Tyck — [Tanens ynpasienus — bpannamaysp Windows

Ha skpane mosiButcst Merro bpanamaysp Windows
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Ofwme | Mekaouerma | JonoanurensHo

U
X, Baw KoMnbIoTER He SAWMLEH: BRACMHTE SpaHamMay

BpaHarays p Windows NOMOraeT NPEOTERATTE HECSHKLMOHUDOESHHEI
ACCTYN K BAWEMY KOMNBKTERY Yepes MHTEPHET UMW ceTe.

@ (%) Bxmouuth [pexomeHayeTcsa)

3TOT NAPAMETH BAOKMPYET NOAKMONEHUE BLEY BHELLHL
WCTOMHUKDE K 3HHOMY KOMIEKITEDY, KPOME BbIGPAHHEIX Ha
EKNANKE UCKADYEHMR,

[JHe paspewars uck mouenus

EbifiepiTe 3T0T NapameTp NpM NOAKAKMEHIWA K OTEPBTOR CETH B
MEHEE SALMLEHHEIX MECTS, HANPUMED, B 33 ponopTy. Bel He
GYIETE NONYIETE YEELOMNSHWA, KOraa GpaHamMays p Windows
GN0KHPYET MPOrPaMiel. MCTOMHHKM, BRISPaHHEIE Ha BrAa0ke
WCHIDHEHME, SY0YT MrHOPHPOBATBCA

@ ) Bakmouurs [ne pexomennyerca)
CTapaifTech He HCNONBI0EATE 3TOT NapameTp. Beikaoenie

GpaHiMayspa Windows NPHEOOMT K CHUMEHMID SaLIMLIERHOCTH
KOMMSHITERE O BUPYCHEE STAK W SN0YMEILNEHHUKOE

Mogpofines o Gpanarays pe Windows

2. Menio Bpanamaysp Windows conepxut 3 Bimaaku — O6mme, UckiawoyeHust,
m Mekmnouerua | JonoiHuTensHo
JlomoTHUTEJIBLHO .
Bri6epute kaxayro BKIAIAKY U TPOCMOTPUTE €€ COAEPKUMOE.
3. Bknanka O6mme 1o3BOJIICT MEHATh pekuM pabotsl Bpamamayispa Windows.

Moxkno Brurouuth OGpanamaydp (mocie ycraHoBkd OrnepaioHHoi cuctembl  Microsoft
Windows XP, cucrema aBroMaTHyecku BritodaeT Bpanmamaysp Windows) win BeIKI0YMTH
ero (mpu yctaHoBke japyroro bpanamayspa Ha Baml Kommbiotep, bpanamaysp Windows oOyaer

BBIKITIIOUEH aBToMarndeckn). Otkimounte Bpanamaysp Windows, a 3aremM BHOBb BKJIFOUHUTE €TO.
4. Bxnanka MckiioueHusi mo3BOJsieT CO3/1aBaTh UCKIIOYEHUS JUIS HYKHBIX CIyX0 U
npuwiokeHuid. Hampumep, eciiv Bbl TOYHO YBEPEHBI, UTO KOHKPETHOE MpPHJIOKEHHE He OyneT
BBINIOJIHATh HECAHKIMOHMPOBAHHBIX yHAJICHHBIX coequHeHuit win Bpamamaysp Windows
3a0JIOKMPOBAJI CETEBOM JOCTYN MPHUIIOKEHUS, MOKHO co31aTh VIckitoueHue u OJI0KupoBKa Oyner
cHiara. Jlo0aBbTe MCKIIOYEHHE A MPOTpaMMBbl, HakaB KHONKY Jl06aBUTH mporpamMmy M B
MOSIBUBLIEMCSI CITUCKE BHIOEPUTE JII000€ MPUIIOKEHHUE.
[ﬁﬁi ARy PN OWe) - - (%]

Ofwwe | Meknouenna | NonosHurensho

EpaHarayap YWindows oTEYEH, KOMNBTED HAX0LHTCA Nag YrpoSof BTOP#KEHUA
W3 BHELIHLE WCTOMHMKOE, TaKHe KaK MHTepHET. PeromMeHIYeTCA WEnkHYTE BRAGIKY
"O6wme" v seifpate "Braowme

Mporpatte! M Coyee!:

Wran

Opera

O UPRP-uHepacTpukTypa

[ AMeT aHUWHOHHDE YNPEBASHUE PABOUWM CTOAOM
[ Ofwmit aocTyn k. aifnsm M NPMHTERa

Y AaneHHEIR NOMOLLLHME,

[ﬂoﬁaswn npnrpaMMg...] [ JNatiasuTe nopt.. ] [Hamenvm:...] [ ERELT

OrofpakaTe YEEA0MASHHWE, KOr1a GPaHAMAaYaP GAOKMPYET Nparpatiy

0NaCHOCTH DESDELIEHUA HCKMOHEHHEA

5. Bxnagka JIOMOJIHUTENBHO T03BOJISIET BKJIIOUUTH WM OTKIIOUUTH bpanamayap
Windows a1 KOHKPETHBIX CETEBBIX MOJIKIIOYEHHUH, 3a0JIOKHPOBaTh WM Pa30IOKHPOBAThH
cereBble Ci1ykObl. BeiOepute HyxHO ceTeBoe [loakmouenue u Haxxmute KHonky IlapameTpsbl
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- ) 3
-] By W oyes LB
O6wme | Mokmoserns | dononsurensho
ﬂapame’rpnl CETEBOrD NOAR ANEHUA
Eparamayap 'Windows Brkm04eH 00A NEPEMUCIEHHEIK HHGKE NOQK.MOYEHHE.
HYrofiel A0GAEMTE OTAENEHOE NONK IOYEHHE B CIMCOK. MCKIHOHEHM,
BolfiepHTe ero W WenkuTe kanky "'Mapamerper”
BeaeHuye xypHana Ges0nacHOCTH
MomHD CoZ0ATE Bain KYPHANA ANA MCNONES0EaHHA
MPM YCTPAHEHHK HENONSA0K. -
Mpaorakon ICMP
MpoTakon ynpaenaiimM: coofiwenui HHTepreTa
[ICMP) nose0AseT KomMMeTEpaM B CETH
OBMEHMBATECA HHEPOPMAUMER 08 OWMEKAH W CBOEM
COCTOAHHM.
TapamET Pl N0 YrHON4EHMD
Urafkl BOCCTAHOBWTE ECE HCXOAHEIE NAPAMETPE!
GpaHamays pa Windows, HamrdTe kHonky Mo
YrOnuaHMIT' .
6. IIppy  ycTpaHeHMM  HENOJAJOK, MOXHO  BOCIOJB30BaThCs  ZKypHaiom

Be3onacHocTH, st TOro, 4ToOBI BBISICHUTH, KOT/Ia MPOMU30ILIA HEMONagKa M TpPH KaKux
obcrositenscTBax. Haxkmute knonky Ilapamerpsnl B O10oke Benenne :xypnana 6ezonacHoctu. B

MOSIBUBIIIEMCST OKHE MPOW3BEIUTE HACTPOWKH, COTJIACHO MPEAJIOKCHHOMY PUCYHKY M HaXKMHTE
Ok.

X]

| | EERES B P EY |
[N apareTpel BEAEHKA #YPHaNa

[[] 3amMckiBaTE MpONULLEHHEE NakeTEl

[] 3anuckisars ycneuwmsie noak nnYsHus

MapareTpe! daiina sypHana

Wras:

C:AwINDOwShplirewalllog

MpegeneHei pazrep (KB | 4036

7. bnok IIporokoes ICMP ciyxut Juist npuemMa U OTHpPaBKU COOOLIEHUH 00 ommnoKax
U COCTOSHUM KOMITBIOTEPOB B CETH. Tak e 53TOT MPOTOKOJ HCIONB3YIOT HEKOTOphIE
BPEIOHOCHBIE MPOTPaMMBbl, C MEPUOJUYHOCTBIO IOKa3bIBas pPa3IMYHbIE COOOLIEHHS O SKOObI

MPOM3OLIEIIINX OIINOKAX B ONEPALMOHHON CUCTEME.
MpoToron ICHP

MpoTokon YNpaENAoLLME CootWw eHKEA MHTepHeETa R —
[ICMP] noze0nAeT KomMneoTepar B CETH

OOMEHMEATECA MHPOPMALMEN 08 OWMGK 3% M CEOSM

COCTOAHMM,

8. bnok Ilapamerpbl 1m0 YMOJYAHMIO CIIYXHUT JJISI BOCCTAHOBJIEHUS HCXOIHBIX
Hactpoek Bpanamayspa Windows.

[N apareTpel MO YRON4EHHD

HT 06kl BOCCTAHOBHTE BCE MOHOMHbIE MapareT |
fpaHarayapa Windows, HasmuTe kHoney Mo

YrAON4aHK",

HenTp Odecneuenus 6e3onacHoctu \Windows

Ecnu Bam koMmMmpioTep MOAKIIOYEH K KOMIIBIOTEpHOM cetu (HeBaxHo, MHTepHer 3T0 win
WnTpaner), ToO OH ysI3BUM JJIsi BUPYCOB, aTakK 3JI0YMBIIUIEHHUKOB U APYTUX BTOpKEHWM. [y 3amuThl
KOMIThIOTEPA OT ATUX OMACHOCTEH HEO0OXOAMMO, YTOOBI Ha HEM MTOCTOSIHHO pa0oTalld MEXCETEBOM IKpaH
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(6panamayap) u antuBupycHoe I1O (¢ mocnennumu oOHOBIeHUsIME). KpoMe Toro, HE00X01uMo, 4TOOBI
BCe TocjeiHre 0OHOBJICHUS OBLIIN TaK)Ke YCTaHOBJICHBI Ha BallleM KOMIIbIOTEPE.
He xaxap1il monap30BaTenb MOKET MOCTOSIHHO CHEAUTH 3a 3TUM. He Kaxaplil moJIb30BaTENb 3HAET,
KaK 3TO OCyIlecTBUTh. M gake eciiu 1mosb30Bareb KOMIETEHTEH B 3TUX BOIIPOCAX, Y HETO MPOCTO MOKET
HE XBaTaTh BpEMEHM Ha Takue mpoBepku. Kommanusi Microsoft mo3aboTminack 000 Bcex ITHX
MOJIb30BaTENAX, BKIOUUB B cocTtaB SP2 (u SP3) mns Windows XP Takoit mnctpyment. OH Ha3bIBaeTCs
LenTp ooecneuenus 6ezonacHoctn Windows (Windows Security Center).
1. Haxxmute Mento Ilyck — [Tanens ynpasnenus — LlenTp obecnieuenust 6€30macHOCTH

Jus Brmouenust Ilenrpa obecrnieuenust OesomacHoctr Windows, naxwmwure Ilyck — Ilanens
ynpasieHusi — AamunuctpupoBanue — Ciyx0bl. B cnmcke cimyx0 Haiinute cimyxOy Security Center,
HaXXMUTE 2 pa3a Ha Ha ITOU Ciry)x0e, BeIOepuTe THM 3amycka ABTo, HaxxMuTe KHONKY [Ipumenuts u OK.
[lepe3arpys3ute BUPTyalbHYIO MallIUHY.

(Y] e PO DE G IEUEH HA IEEONHCH DG AR I HOWE) J J ﬂq
@ UenTp o6ecneyeHma 6e30MNacHOCTH
MoMOruTe 3alMTHTL CBOM KOMMbIOTEP
o Pecypcel % OcHoBbl Ge3onacHOCTH
s LieHTP 0fECMEUEHIA BESONACHONTH NOMAFST YIPEENATE NAPaReTRarK BesonacHorTH Windaws.
HTofkbl NOMOUE SELMTHTE KOMALHITER, BKAKIHMTE BCE TPH OCHOBHEIX KOMMOHEHTa BE30NAacHICTH,
= Tony4HTE NOCAEAHHE CEEACHHA ECH OHHM HE BINFIHEHB], CNEAYATE yasaHnar, HTobbl cHOBa BepHy TecA & LenTp ofecnsHenra
0 6230NaCHOCTH H BHPYCaX oT BE30MacHOCTH, OTKPORTE NaHenk YNPasnNeHHs,
Kopnopausn Marikpocodm KaKHe HOBBIZ KOMNOHEHTE! WiNdows NOMOraHT 3HTHTE KOMOLHITEDT
* TROBEEHTE HMHHHE NOCNEAHHY
oBHoBnEHAE o7 Windows Lipdate % Bpangmaysp © BKAKYEHO |
* MonyHTe Noaaepxy N0
BoNpocan GesonacHocTH 2
" Q ABTOMaTHYecKOe 0GHOBNEHHE © BK/IOYEHO | »
* Crpagka no LieHTpy
ahecEUEHyA BesomacHDeTH ,
| v i
« e s ocenuewi | | 35LUMTR OT BpycoD ® BK/IOHEHO | ¢
LenTpom ofecnsvenms
BezanacnocT Hacrtpoika napameTtpos esonacHocTi:
'J} CpoHcTBa 0boapepaTens % BpaHamaysp Windows
% AeToMaTMuyeckoe oBHoBNEHME

3. OCHOBHOE Ha3Ha4YeHUWE HTOr0 HHCTPYMEHTa - HMH(MOPMHUPOBATH W HAMpPaBIAThH
M0JIb30BATENsl B HY)KHOM HalpaBlieHUU. Bo-TepBBIX, OH MOCTOSHHO KOHTPOJIUPYET COCTOSHUS
TpeX OCHOBHBIX KomnoHeHToB OC (OpaHamaysp, aHTHBHpPYC, CHCTEMa aBTOMAaTHUYECKOI'O
oOHoBieHust). Eciau mapamerpsl J1000T0 M3 3THUX KOMIIOHEHTOB HE OyIyT YIOBJIETBOPSTH
TpeOoBaHUSAM O€30MaCHOCTHM KOMIIBIOTEPA, TO T0JIb30BaTeNb IOJYYUT COOTBETCTBYIOIIEE

yBEIIOMJICHHE.
@ EE30NacHOCTE KOMNBHOTERA MOMET OBITE NOA, ¥rpo30i
BpaHAMaysp He BKIHIYEH
LLenkHuTe 3T coofweHke, YToDB! YCTPaHHTE OWHBK:y,
4. Menio IlenTpa obecneuenusi 6ezonacHocTu WIiNdOWS MOKHO pasfaeauTh Ha 3
qaCTH:
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L) Uesrry udzens bz Gzaunseue ) Winduygs l_.iL_‘-Iﬂ
@ UenTp o6ecneyeHnn 6e30nacHOCTH

MomMorMTe 3alHTHTL CBOH KOMMNBIOTEP

@) Pecpen & OcHoBbl BesonacHocTH
UeHTp ofecnedeHa BES0NacHICTH NOMOraeT YIPSENATE NapaneTpan SesonacHocTH Windows.
YTofkl NOMOHE 33WHTHTE KOMNEHTER, BKAHIYMTE BCE TPH OCHOBHELX KOMNOHEHTA Ge30NacHOCTH,
= MafyaHTE NOCNEAHNE CBEASHHA ECAM OHM HE BKNFIYEHEL, CNBAYATE YKasaHnan, HTofkl cHoEa BepHyTeCA B LieHTp obecneqstna
0 BE30NACHOCTH M BMDYCaX 0T BE30MacHOCTH, OTKPOATE NaHENs YNPaBIEHHA.
Kopnopaunk Madkpocodm HakHe HOBbIE KOMOOHEHTE! WiNdows NOMOrakT SalHTHTE KOMNBHITED?

* MPOEEPHTE HAMMUHE NOCAEAHA

oBHOENEHMIA oT Windows Update ‘f’; EPBHAMBVSP @ BbIKAKYEHO | »

* MoAyHHTE NOAABEKKY N0
BONPOCaM fesonacHoCcTH

@ ABToMaTHdYecKoe o6HoBAEHHE © BK/IOHMEHO | »

= Cnpagka no UeHTpy
ofecneyeHta Bes0nacHoCTH

{4 3aumra o1 BUpyCOB © BK/IKOYEHO | v

® WEHERHTE CNOCof onoBewEHHE
LieHTpom ofecneqersa
BEz0nacHoCTH

HacTpolika napameTpoe GesonacHoCTH:

9 CeoicTea obo3pepaTtens % BEpaHpgmaysp Windows

% ApTomaTnueckoe obHoBNEHWE

KOHGMOEHLMANEHOCTE, [pC

Pecypchl. 3nechk pacnonaratorcs CCbUIKM IS Tiepexona Kk IHTepHeT-pecypcaM, K BCTPOSCHHON
B Windows cripaBo4HO# ci1yk0€ 1 K OKHY HACTPOUKH MapaMeTPOB OTIOBEIICHUH.
KoMmroHeHTBl 0e30macHOCTH. 3JeCh pPAacIoyiararoTcsi WH()OPMAIMOHHBIC JJIEMEHTHI TpPex
OCHOBHBIX KOMITOHEHTOB 0€30MacHOCTH: OpaHaMaydp, aBTOMAaTHYECKOe OOHOBIICHHE,
AHTUBHUPYCHAsS 3aIUTA.

[TapameTper 0e30MacHOCTH. 31€Ch pAcCIONIaTalOTCs KHOMKH TMepexoia K HacTpoHKaM
0€30macHOCTH  ClenyrIux KomroHeHToB: CBoiicTBa 0003peBarens, ABTOMAaTHYECKOE
obHoBieHue, bpannamaysp Windows.

PaccmotpumM 311 yactu 6osee moapoOHO.

5. B wactm 1 NEpBBIC TPpU CCBUIKM NPCAHA3HAYCHBI JId IICPEXOJa Ha

COOTBETCTBYIOIINE CTpaHUIlbl Ha caiite Microsoft. [lpennocnentsst cchuika npeaHa3HauYeHa st
OTKPBITHS CipaBO4HOM ciy:k061 Windows Ha cTpanuiie "OO1ue cBeieHus 0 IEHTpe o0ecreueHus
6e3omacHoctT Windows". [locnenHss ccplika mpenHa3HayeHa Jiisl OTKpbhITHs okHa "[lapameTpbl
OTOBEIIECHM".

LleHTp obecneyeHna GesonacHoOCTH

LV [ EPERES PETOTIDEERIEH |

MapaMeTPEl ONOEELLEHMI

BpaHamayap
ONOBEULATE, SCAH NapaMETPEl BRaHAMaY3Pa HE
¥ ADBNETEOPAMT TPEfoBaHHAM BE30MaCHOCTH KOMMEHITEDE

ABTOMATHYECKOE OfHOBNEHME
CNOBEWATE, BCMH NAPAMETPLI AT OMATHYECKOrD OGHOENEHHA HE
YADBNETBOPAMT TPefoBaHkaM BE30MaCHOCTH KOMMEHITEPE
SAWHTa OT BHPYCOE

ONOBEWAETE, BCNH NApaMETPE NPOrPatiel SEWHTE 0T BHPYCOE
HE Y ADBNETEOPARIT TPEhnEaHMAM DE30NACHOCTH KOMMBHITEPa

[ OK ][ OTMEHS l

Ecnu Ha xommbroTepe yctaHoBiieH Opanamaysp u antuBupycHoe 10, He ompenensemoe LienTpom

obecneyeHus 6630H3CHOCTI/I, BbI MOXETC OTKITIOUYUTH COOTBECTCTBYIOIIUC OITOBCIICHUA

6. B wactu 2 xaxkgoe wuHGOpMAIMOHHOE Tallo cooOHmIaeT O COCTOSHUU

COOTBETCTBYIOIICTO KOMIIOHCHTA. Ha PUCYHKEC IMPEACTABICHBI BO3MOXXHBIC COCTOSHUSA.
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@ BK/IOYEHO
G MPOBEPbTE MAPAMETPbI
© BbIK/IKOYEHO
© HE HAMAEHO
© CPOK MUCTEK
© HE HAB/IIDAAETCA

I mo|Q|m| e

Cocrosiaust A-C monstHbl 6e3 kommenTtapueB. Cocrossaue D - "He naiineno" - cooTBeTcTBYeT
HEBO3MOKHOCTH OIPENEINTh MPUCYTCTBUE cooTBeTcTByomero I1O0 (mampumep, aHTUBHUPYC WIH
opanamayap). Cocrosiaue E - "Cpok uctek" - BO3MOXKHO ISl aHTUBHPYCHOH 3aIIUTHI, KOT1a OOHOBJICHHUS
aHTUBHPYCHBIX 0a3 ycrapenu. Cocrosaue F - "He naGmromaercs" - COOTBETCTBYET OTKIIOYECHHOMY
KOHTPOJIIO HaJl COOTBETCTBYIOIIUM KOMIIOHEHTOM.

7. BoikmrounTe OQMH U3 KOMIIOHEHTOB 3aiiuThl. COCTOSHUE 3TOrO0 KOMITOHEHTBI
IPUMET BHJI, TIOKa3aHHBIN HA PUCYHKE (HapUMep, ecii OTKI4KUTh bpanamaysp Windows)

bpanamayap @ BbIK/IKOYEHO | 2

¥

OBHapY#EHD, 4TO KOMNEKOTED HE 3aWMWEH Bparamayapor, LenkHiuTe PekoMeHaawm”
4NA NONYYEHUA YKE3aHWIA N0 MCNPAENeHMHo, Kak OpaHAMaYSD NOMOraeT SaWMTHTE
KOMObKITED?

MpUMEYaHKE: cucTema Windows He oNpedenAET Boe ApaHAMaY3pkE!.

8. BxarounTe OTKIFOYEHHBIH KOMITOHEHTHI 3alllUThI, HAa OKPAHC IIOABUTCA COO6H_IGHI/IC
Bam KOMIOHEHT yCneniHo 3anymex
[@ HEH PO EHIENEHHANEEDITHEHOE M| a‘

':}' LleHTp obecneyeHna Ge3o0nacHOCTH

EpaHAamay3p Windows yCnewHo BKnkYEH,

9. Ecnm oquH M3 KOMIIOHEHTOB HE MOKET BBHITIOJHUTH HY)KHOE JCHCTBUE (Hampumep,
ABTOMATHYECKHE OOHOBJICHHS YCTAHABJIMBAIOTCS 1O BBIOOPY MOJB30BATENs), CTATYC KOMITOHEHTA
MIPUMET BU/, TOKA3aHHbBI HA PUCYHKE.

ABTOMAaTHYECKOE © MPOBEPBTE NMAPAMETPBI
h oBHoBNEeHHe

*r

ABTOMETWMHECKDE 0OHOBNEHWE HACTPOEHD HE YCTSHOBKY oBHOENEHWIA TONEKD NoCnE
COMNAcoBaHnA © BaMd, LLenkHuTe "BKNKOYMTE SETOMATHMYECKDE 00HOBNEHKME ™, UTobRI
omcTeMa Windows SBTOMETUHECKI BRINOMHANE BaMHEIE 0DHOBNEHMA HaA KOMMNBOTEPE
[DEKDMEHJJ.}I'ETF_H:I. KaKk SETOMaTHYECKoS 0BHOBNEHWE NOMOrEET 3aHMTHTL KOMMALKTED?

[ BEMOYMTE ABETOMATHYECKDE oOHOBNEHKME ]

10. Kak yxe ObUTO ykazaHO paHee, B paszjelie 3 pachoio’K€HBI KHOIKH Tepexoa K
HacTpoikaM O€30mMacHOCTH CJIENYIONMX KOMIIOHEHTOB: o00o3peBarens Internet Explorer,
aBTOMaTU4YeCcKoe 0OHOBIEHHE, OpanaMaysp Windows.

9 CeoficTea obozpegaTens % ABTOMATHYECHDE oBHOBNEHHE
P
w Epargmaysp Windows
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11. HaxaB «knomky CBolictBa o0o3peBarensi, BBl TOMaaeTe Ha
"bezonacHocTh" B OKHE HacTpoek obo3pesarens Internet Explorer.
CuuZleryas slirz vz Jﬂ

Conepikatne I oakMa4EHHA M parpats! HonoAHuTEnEHD
Otwme BesonachocTs K oHPMIEHLHANEHOETE

Bridepure soHY MHTEpHET A, YTOSEI NPMCEOHTE &5 YPOBEHE BE30NacHOCTH.

3 O @
MecTHan HanesmHee  OrpaHuueH...
WHTPAaCcETE yznkl yznkl

HurepHer

3Ta 50Ha CONERHKMT BCe BE0-Y3El,
EOTOPRIE Rl HE NOMECTUAM B ApYrHe
S0HEL

HpDBBHb GE30NacHOCTH 007 3TO S0HE!

Hpyrof

MoAkE0EATENECK A HACTPOMKA.

- UTo6El HEMEHHTE YPOEEHE BESONACHOCTH, HAHKMHTE
KHOMEY O pyroi.

- [1nA BO3BPATE K PEKOMEHILOBAHHOMY YPOBHIO HAHMWTE
tHonky "To yrondaHm',

’ Opyrad.. ] ’ Ma gMu:unanun:u]

[ k. ][ OTteHa ]

12. HaxaB kHOmKy ABTOMaTH4eCKO€ OOHOBJIEHHE, BBl OTKPOETE OKHO
"ABTOMaTHUYECKOr0 OOHOBJICHUS".

RO GO THO IR HHE: ﬂ1

AETOMATHUYECKDE DBHOBNEHHE

CHCTEMa Windows MOMET NPOBOAHTE PErYNAPHYHD NPOBEPKY HA HANHYME
BawHbR OOHOBNEHMIA K YWCTAHAENHEATE FX. (ABTDMBTHHECKDE oBHOBNEHHE
CHa4ana oBHOBMT NporpatiMHoE ofecnadeHke Windows Update, a satem
MPHMMEHHT OCTANEHBIE OGHOBAEHHA, )

(3) ABTomaTHuecky (peKoMengyeTca)

AETOMETHYECKK ZArpysaTte M YCTAHAENMEATE HA KOMNBEHOTED
PEEOMEH AYEMBIE 0BHOBNEHKA:

EWEAHEEHD B | 3:00

() 3arpyuate 0OHOENEHA, HO A&TE NONEZ0EATENH BOZMOMHOCTE
ERIfBNETE BOEMA YCTAHOEKH,

() ¥BEAOMNATE, HO HE 3arPY#aTb M HE YCTAHABMHEATE Hx AETOMATHHECKH.

(0 OTKNKOUMTE AETOMATHUECKOE 00HOBNEHME,

ECNH He YCTAHABNHEATE 0OHOENEHHA BOBDEMA, TO BAL
KOMNEHTER GYA8T NOABEPraTECA NOBEILEHHOMY PMCKY,

YCTaHOEHTE OOHOENEHMA C Bef-vsna Windows Update,

[ O ][ OTmMEHS ]

3aKJIaAKy

HACTPOCK

13. HaxaB xHonky bpanamaysp Windows, Bbl momajere B COOTBETCTBYIOILIEE OKHO

HACTPOEK.
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i@ﬁ paBaMay PR I ows: La

06wre | Wekmouerma | donoHurensHo

FALUMTHTE Ball KOrBaTER

Epararmaysp Windows noMoraeT NpeEAOTERSTHTE HECAHKUWOHWPOBAHHEIA
AOCTYN K BAWEMY KOMNEOTERY Yepes MHTepHer um cets.

@ (=) Brmouute [peromenayercs)

37T NapameTp GNOKUPYET MK T0YEHME BCEX BHELWIHMY
WCTOMHMK.OE K I3HHOMY KOMISKITEY, KPOME BEIGDaHHEX Ha
EK.N30KE WCKAIOYEHME.

[IHe paspewars Hek noueHua

BbIBEpHTE 3TOT NSPEMETD NPk NAAKOYEHHH K OTKPBTOR CETH B
MEHES SALMWEHHBIN MECTEY, HaNpHMED, B #ponopTy. Bel e
GUIETE NONYHATE YEEAOMNEHUA, KOTAa SpaHarausp Windows
GA0KHPYET NPOrpativibl. METOMHUKL, BBIGPAHHBIE HE BKAAKE
MCKMOHEHIAE, BYAYT UHOPMPOBATECS.

@ ) Bk moumTs [He pekomennyerca)

CTapaifTeck He UCMONB30BATE STOT NapameTp. BeknioueHie
GpaHaMays pa Windows NPHBOAKT K CHHMEHMID 3aLMILEHHOCTH
KOMMBIOTERE O SMPYCHEIK ATaK W SN0YMEILNEHHHKE.

MNonpodes 0 SpaHamayspe ‘Windows

3aganus:
1. Brumounts bpanamaysp Windows u mo6aButh Ha BkiIaake MCKITIOUYEHHsT HECKOIBKO MPOTrpaMM WK
CITYXO0 MCKITIOYEHUH.
2. Hacrpoiite bpannmayasp Tak, 4ToObI B )KypHajie 0€30MaCHOCTH 3allMChIBAIUCH TPOMYIICHHBIC TTAKETHI.
3. Kakme wnactpoiiku bpanamayispa HEOOXOJMMO HCIOIB30BaTh, YTOO BOCCTAHOBUTH 3HAYCHHS I10
ymonuanuto? IIpogemoncrpupyiire.

KoHTpoJibHbIE BOIPOCHI:

Co3nanme oTyera
ITocne BbIMosHEHNE MPAKTUYECKHUX 3a/laHUI CTYJEHT J0JDKEH COCTaBUTh AJIEKTPOHHBIN OTUYET IO
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM JOKHBI ObITh OTPaXKEHBI CIIETYIOIIHE
HOJIOKEHHUS:
HOMEp W Ha3BaHHE MPAKTUIECKON paboTHI;
1eJTb U TIJIaH 3aHATHUS;
9KpaHHBIE KOTIHH, TIOATBEPKIAFOIINE BBHITIOJTHEHUE MPAKTHUECKOTO 33 JaHHS;
OTBETHI Ha BOIPOCHI:
Jist wero ucnonwiyercs bpanamaysp Windows?
Kakue nelicTBus HEOOXOAMMO BBIIOJIHUTH AJIs akTUBauuu bpanamayspa Windows?
Kak co3nate uckmouenue B bpannmayspe Windows?
Jns gero ucnons3yercs Llentp obecneuenus 6ezonacnoct Windows?
Kak nentp obecriedeHusi 0€30MacHOCTH YBEAOMIISIET MOJIB30BaTENsl 00 OTKIIIOUEHHOM
KOMITOHEHTE 3aIUThI?
6. Kakxne KOMIIOHEHTHI 3aIIUTHI HACTpauBarOTCs B LleHTpe obecmeueHus Oe3omacHocTh?
e CoxpaHUTE OTYET Ha caiiTe AUCTAaHIIMOHHOI'O O0Y4EHUs /7Sl IPOBEPKH MPETOAaBATENIEM.

ko E

Tema Ne 8: «CoBpeMeHHbIE AHTHMBHUPYCHBbIE NpPOrpaMmbl. 3amura OT HWH(OPMALMOHHBIX
nHpexuuii. Knaccupukanusi KOMNbIOTEPHBIX BUPYCOB»

Ilpakmuueckoe 3anamue. Hacmpoiika anmugupycnoit cucmemsot 6e30nacHocmu
e - U3y4unTh 00IIME MPUHIIMITBEI PAOOTHI AHTUBHUPYCHOTO MTPOrPAMMHOTO 00ECIICUCHUSI.

Pe3yabTaTt 00yuyenus. [lociie 00ydeHus: CTYACHT J0JKEH:
— 3HaTh 00IIKE MPUHITUIIEI pA0OTHl AaHTUBUPYCHOTO MPOTPAMMHOTO 00ECIICUCHUS;
— yMEeTb HaCTPaUBTh aHTUBUPYCHYIO CUCTEMY 0€301aCHOCTH.
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VYcranoBka OecriaTHyio Bepcuto «AHTuBHpyca Kacmepckoroy.

[Tocne mpUHATHUS JTUIICH3MOHHOTO COTJIAIICHUS MpeiaraeTcsl BHIOpaTh OJMH U3 JIBYX BapUaHTOB
YCTaHOBKH:

* bricTpas ycraHOBKa — OyIyT YCTAaHOBJIEHBI BCE KOMIIOHEHTHI IPOrpaMMbl C IapaMeTpaMu
paboThI 110 YMOITYAHUIO;

* Bribopounass ycTraHOBKa — YCTaHOBKAa OTHENBHBIX KOMIIOHEHTOB C BO3MOKHOCTBIO
IIPEIBAPUTEIBHON HACTPOMKH; JAHHBIA PEKUM PEKOMEHIYETCS I  ONBITHBIX IOJI30BATEICH.
Pexomenyercst BBIOpaTh OBICTPYIO YCTAaHOBKY: B 9TOM ciiydae OyzeT o0ecriedeHa MaKCUMalbHast 3aluTa
KOMIIBIOTEpA.

Ecnu B xakomM-mubo Moxyne He OyJaeT HeoOXOIMMOCTH, €ro BCerja MOXKHO OTKIOYMTh. [lanee
MacTep IPOBEPUT YCTAHOBJIEHHBIE INPOTpaMMbl M, €CIM HAWIET HECOBMECTUMBIE C AHTHUBUPYCOM,
BBIBEJICT MX CHHCOK. EcCnu BB MPOJOIDKUTE YCTAHOBKY, JAaHHBIC NPWIOKEHUS OYyIyT yAaleHbl BO
n3bexxanue KoH(aukToB. Eciu OynyT HaiiieHs!l KOHGUTypaliMoHHbIe (ailyibl OT MPeabIAyIleld YCTaHOBKU
«AHTtuBHpyca Kacnepckoro», mocieayer 3anpoc Ha COXpaHEHHE 3THX MapameTpoB. Eciin mporpammsl,
MellaroIye padoTe aHTUBUPYCY, YAAISUIMCh, IOCHIE 3TOT0, BO3MOXKHO, HOTpedyeTcs mnepes3arpyska
KOMIIBIOTEpA.

B «AmntuBupyce Kacnepckoro», mociae yCTaHOBKM IIporpamMmbl  3amyctutrcss  Mactep
npeaBapuTenbHOl HacTpoiiku. Ecim Obul BeIOpaH BapwaHT beicTpasi yCcTaHOBKA, MacTep HPEIJIOKUT
AKTUBU3UPOBATh MPOIYKT.

BeInonHuTe YCTAaHOBKY M HACTPOWKY AaHTUBUPYCHOM IIPOTPAMMBI.

CxomnupyiTe B OTYET SKpaHHBIE KOIIMU YCTAHOBKU M HACTPOWKH NIPOTrPAMMBI.

CamocTosTeIbHO YCTAHOBUTE €III€ OJJHY aHTUBUPYCHYIO IPOrpaMMy (Ha Balll BHIOOD).

Co3ganue oryera
[Tocne BBIMOJIHEHUE TPAKTUYCCKHUX 3alaHUIl CTYICHT JOJDKEH COCTABUTh JJIEKTPOHHBIA OTYET I10
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTopoM JOIKHBI ObITh OTPaXKEHBI CIISTYIOIIHE
TIOJTOXKEHHSL:
e HOMEp M Ha3BaHHUE MPAKTUUECKON pabOThI;
e 1ICTIb U IUIAH 3aHSTHUS;
® DKpaHHBIC KOMUH, OATBEPKIAIOIINE BBIMOIHEHNE TPAKTUIECKOTO 3a/IaHHS;
e CoxpaHHTE OTYET Ha CaiiTe TUCTAHIIMOHHOTO O0YYCHHS ISl IPOBEPKHU MPETOIaBaTeIICM.

Tema Ne 9. OcHOBBI TEXHOJIOTHH OCTPOeHUs 3ammeHHbIx OC

Ilpakmuueckan paboma. Ocnoénble NPU3HAKU RPUCYMCMEUA HA KOMNbIOMepPe 6PEOOHOCHBIX
npozpamm

Heab - monydeHne NpakTHYECKUX HABBIKOB IO BBISBICHUIO BPEIOHOCHBIX MTPOTPAMM Ha JIOKAJTbHOM
KoMIeloTepe noj ynpasineruem Microsoft Windows XP

Pe3yabraT 06yuyenus. [locie 00y4eHUs CTyIEHT TOJKEH:
— 3HATh OCHOBHBIC HACTPOWKU CBOWCTB 0003pEeBATES;
— 3HaTh 00IIKE MPUHITUIIBI PAOOTHI C TUCTIETICPOM 3a7ad.

3ananue 1. U3yyenune HacTpoek Opay3epa

BupycHble nposiBieHus ObIBaOT IBHBIMH, KOCBEHHBIMHU M CKPBITBIMU. Eciii 1iepBbie 0OBIYHO BUIHBI
HEBOOPYKEHHBIM TJIa30M, TO KOCBEHHBIE U TeM 0o0Jiee CKPBIThIE TPEOYIOT OT MOJIB30BATEINS MPOSBICHUS
U3pSAIHON 107K UHTYHITUH. OHU 4acTO HE MEIIalT padoTe, U i UX 0OHApyXKeHUs TpeOyeTcs 3HATh, T/Ie
U 4TO HYXHO UCKATh.

SIBHBIE IPOSIBIICHHUSI OOBIYHO BHIPAXKAIOTCS B HEOXKUIAHHO MOSBIISIONINXCS PEKJIAMHBIX COOOIICHUSX
U OaHHepax - OOBIYHO 3TO CJICACTBUE MPOHUKHOBEHUS HA KOMIIBIOTEP peKIaMHON YTHIUTHI. [1oCKOIBKY
WX TJIaBHAs 1IEJb - 3TO MPUBJICYh BHUMAHHE MTOJIb30BATENS K PEKJIaMUPYEMOHN YCIyre WK TOBapy, TO UM
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CJI0’)KHO OCTaBaTbCid HE3aMETHbIMU. Takike, sSBHBIC NPOSIBICHHUS MOTYT BBI3BIBaTh PSJ TPOSHCKHX
Iporpamm, HalpuMep YTHUIMTBI HECAHKIIMOHUPOBAHHOTO JO3BOHA K IIJIATHBIM CEPBHUCAM.
B 3TOM 3amaHuu npeiaraeTcs uccaea0BaTh SIBHbIE MPOSBIICHUS BUPYCHOM aKTUBHOCTH HA IIPUMEPE
HECaHKIIMOHMPOBAHHOI'O U3MEHEHUsI HACTpOeK Opaysepa.
1. Ortxpotite 6paysep Internet Explorer, BOCIIOIp30BaBIIMCH OJTHOMMEHHBIM SIPJIBIKOM

(e

Ha paboueM cToJie Wi B cucTeMHOM MeHIo [1yck, IIporpamMmsl

2. [IpoBeprTe 3HAYCHHE MapaMeTpa, OTBEYANOIIEr0 3a CTApTOBYIO CTpaHumy. Jlis
ATOr0 HY)XHO BOCHOJb30BaThesi MeHO CepBuc. Otkpoiite ero um Bbibepure myHKT CBoiicTBa
o00o3peBates
Cﬂpaﬂ»«a
Yganuts xypHan obospesarens... CtrkShift+Del
MpocmoTp InPrivate Ctri+-Shift+P
TMOBTOPHOE OTKPLITHE NOCNEAHETD CEEHCA NPOCMOTPa
OunbTpauna InPrivate Ctri+Shift+F

Mapametpsl dunsTpaumm InPrivate

brokMpoBaHie BCMNBIBAOLLMX OKOH 4
@uneTp SmartScreen 4
HagcTpoiikn

I'IapaMEpr\ pexXuMa NpeacTasneHs COBMeCcT UMoCTH

ObHapysxerne Beb-kaHana L
LlexTp obHoBnerus Windows

Cpencrea paspaboTunka F12

Windows Messenger

1CQ Lite

[varHocTuka npobnem NogKmoYeHns. .. |
Mail.Ru Arent

Create Mobile Favorite...

Sun Java Console

CpoiicTea obo3peBaTens

3. AJnpec cTapTOBOM CTpPAaHHUIBI yKa3aH B IIEPBOM K€ II0JE€ OTKPBIBLIETOCS OKHA
CgoiicTBa 0003peBaTens, Ha 3akiagke OOmme. 3HaueHUe TOro MOJIs COBMAAET C TEM aJPECOM,
KOTOpPBIA OBLI aBTOMAaTHYECKU 3aJlaH MPU OTKPHITUU Opay3epa. YCTaHOBUTE CBOIO CTapTOBYIO
CTpaHHULLY.

CeorcTea oboapesatena

CoaepxaHie MoaKMoYEHMR MporpamMMi! [ononHMTENBHD
Ofiwme BesonacHocTe KoHfmaeHUMansHocTL

MoMaWHAR CTPAHWLE
Yrofiel O30T BKNEAKN, BEEAVTE KEKABIA M3 ANPECOS C
°y HOBOI CTPOKM,

tp: ffintranet. volbi.ru/|

[ Texkywas ][ WcxoaHaa H Mycran ]

WcTopusa npocMoTpa

i ¥YaaneHue spemeHHbix (ainos, MCTOpUK NpocMoTpa, dainos
v “cookie™; zaNoMHEHHEIX Naponel M AaHHEX M= Beb-dopm,

[[] ¥nanute sypHan ofospesaTens npu seixone

[ YaanTb... ][ MapareTpbl ]
Moo
;} HacTpolika yMONYaHWA ANA NoHCKa,
Brnanku
Haé.‘rpcﬁna BKNIAA0K ANA oTobpameHns
sefi-cTpaHML.
MpeacTaenexme
LgeTta ] [ Asbian ] [ Lipach T ] [ OdoprneHe ]
4, Jlanee st OATBEPKACHUS CASTaHHBIX U3MeHeHH HaxxkmuTe OK
o. 3aKkpoiTe U CHOBa OTKpOiTe Opaysep
6. YO6eautech, 4YTO TEmeph TEPBBIM JIEJIOM Obla 3arpykeHa CTpaHHWIla Balia

JIOMAILHSS CTpaHuLa
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Takum oOpaszoMm, ecnu Bam Opay3ep Hadalnm caMOCTOSITENIBHO 3arpykaTh ITOCTOPOHHUHM CalT, B
MIEPBYIO OYepelb HY)XHO W3YYUTh HACTPOMKH Opay3epa: KaKoW aapec BBICTABIEH B IOJIE JTOMAaITHEH
CTPaHUIIBI.

Psn BpenOHOCHBIX MpOrpaMM OrpaHUYMBAIOTCA U3MEHEHHEM 3TOrO MapameTpa U Uil YCTPaHEHHS
MOCJIEJICTBUM 3apakeHUs] HY>KHO JIMIIb UCIIPABUTh aJpec JoMalrHel cTpaHullbl. OTHAKO 3TO MOXKET ObITh
TOJIbKO YacThl0 BpelOHOCHOM Harpy3ku. [lostomy eciaum Bbl oOHapyXuiiu HECaHKIMOHHUPOBAHHOE
W3MEHEHUE aJpeca JIOMAllHEHd CTPAaHUUbI, CJIEAYET HEMEJIEHHO YCTAaHOBUTb AHTUBHPYCHOE
IporpaMMHOe oOecriedeHre U MTPOBEPUTH BECh JKECTKUI JUCK HA HAJTMYHE BUPYCOB.

3aganue 2. [logo3puresibHbIE NPOLECCHI

OnHuUM U3 OCHOBHBIX IIPOSIBIICHHM BpPEIOHOCHBIX IPOIPaMM SIBJIIETCS HAJIMYUE B CIHUCKE
3alyIIEHHBIX MPOILIECCOB MOA03PUTENBHBIX Iporpamm. Mccneays 3TOT CUCOK, 1 OCOOCHHO CpaBHHUBAs
€ro C MepevyHeM IIPOILIECCOB, KOTOpbIe ObUIM 3alylIeHbl Ha KOMIIBIOTEpE Cpa3y IOClie YCTaHOBKU
CUCTEMBI, TO €CTh JI0 Hadajga pabOThl, MOXHO CJeNaTh JOCTATOYHO JIOCTOBEPHBIC BBIBOJBI 00
UHOUIUPOBAHUU. DTO YacTO MOMOTaeT Mpu OOHAPYKEHHHM BPEAOHOCHBIX MPOrPaMM, UMEIOMIMX JIUIIb
TOJIbKO CKPBITBIE UM KOCBEHHBIEC MPOSIBICHMUS.

Opnako HEOOXOIUMO YETKO MOHUMAaTh U yMETh OTJIMYaTh JIeTajbHbIE MPOIECCH (HANpUMED,
CHUCTEMHBIE WJIM 3alylIEHHBIE NPOrPaMMbl) OT TMOAO3PUTENBHBIX. B 3TOM 3amanuu HEOOXO0IMMO
03HAKOMHTBCSI C OCHOBHBIM METOJOM MCCIIEIOBAHUS 3aIyIICHHBIX IPOLIECCOB, @ UMEHHO IMOJIYYUTh
HaBBIKU paboThl ¢ [lucnieruepom 3a1ad Windows, 1 U3yduTh CTAaHAAPTHBINA UX HAOOD.

Hucneruep 3amau Windows — 3T0 craHgapTHas yTUIUTa, BXoAdIas B JIoOyro Bepcuro Microsoft
Windows. C ee moOMOMmBI0 MOXHO B PEKHUME PEATHbHOIO BPEMEHH OTCJICKHUBATH BBIMOTHSIIOIIHECS
MIPUJIOKEHUS U 3aIyLEHHbIE IPOLIECCHI, OLIEHUBATh 3arPyKEHHOCTh CUCTEMHBIX PECYPCOB KOMIIBIOTEpA U
HCIIOJIb30BAaHUE CETH.

1. 3anycTuTe KOMIbIOTED.

2. BrixirounTe Bce mporpaMmbl, KOTOPbIE€ aBTOMAaTUUYECKH 3allyCTWIMCh TIPU CTapTe
K.

3. [Tepeiimure k [ucneruepy 3amad Windows, HakaB OJIHOBPEMEHHO KJIABHIIN

Ctrl+Alt+Delete.

OTKpBIBIIEECS OKHO COJEPKHT 3aKJIaJKH, OTBEUAIONINE pPa3HBIM BUIAM aKTUBHOCTH, KOTOPBIC
oTcnexxuBaeT JlucmeTuep: MNPHUIIOKEHHUS, MPOLECCHl, OBICTPOACHCTBHE (MCIONB30BAHHE CHCTEMHBIX
pecypcoB) u Cetb.

4. [lepeiinuTe Ha BkIaaky [Iporecchl M BHUMATENbHO U3YYWMTE MPEACTABICHHBIA B
OKHE CITMCOK TpoIreccoB. Eciin Ha KOMIBIOTEpE HE 3amlyIeHbl HUKAKHE IMOJIb30BATEIHCKUE
MPOTPaMMBI, OH JIOJKEH COAEPKATh TOJIBKO CIYKEOHBIE MPOIIECCHl ONEPAIIMOHHON CUCTEMBI.

5. Jlnst kaxx7aoro mpoliecca BBIBOISTCS €ro MmapaMeTphl: UMsi oOpaza (MOXET He
COBMAJIaTh C UMEHEM 3aryckaemMoro (aiina), UMs MOIb30BaATENsA, OT YbEro UMEHHU ObUT 3amyIeH
MPOIIECC, 3arpy3Ka 3THM ITPOIIECCOM IPOoIleccopa U 00heM 3aHMMACMON UM ONIEPATUBHOMN MTaMSITH.

6. [Tockonbky B TIOCTE 3arpy3kKd He JIOJDKHA OBITh 3amylleHa HH OJHa
MOJIb30BaTEIbCKAsl  MporpaMma, MpoIeccop JODKeH ObITh cBoOonmeH. CremoBaTeNbHO,
«be3neiicTBie CHCTEMBI» TOMKHO OKa3aThCs BHU3Y CIHCKA C JIOCTATOYHO OOJBIINM MPOIIEHTOM
«HCTIONIb30BaHUs» mporeccopa. [Topsiaka 99 %.

B psae cnyuaeB MoxeT mOoTpeOOBaTHCS BPYUHYIO 3aBEPIINTH HEKHI Mpoiiecc. ITO MOKHO CIIeNaTh ¢
MTOMOIIBI0 KHOTIKK 3aBEPIIIHTH ITPOIIECC.

Hanpumep, Bol 00HapYyXUIIM TTOIO3PUTENBHBIN MPOIECC, MPOYUTATH B CETH, YTO OH OAHO3HAYHO
MIPUHAJUICKUAT BUPYCY WM TPOSTHCKOW MPOrpaMMe, HO aHTHBUPYCHOW MPOTrpaMMbl Ha KOMITBIOTEpE HET.
Torma Hy)XHO 3aKpbITh Bce paboTarolue MPWIOKEHHS U ¢ ToMmollbio Jlucmerdepa 3amad BpyYHYIO
3aBEpIINTH O3TOT Tmporecc. UTOOBI HCKIIOYUTH IOSBICHHE €ro CHOBAa HEOOXOJMMO YCTaHOBWTH
MOJTHOIICHHOE aHTHUBUPYCHOE MPUIIOKEHHE M Cpa3y XKe 3allyCTHTh MPOBEPKY BCEro >KECTKOTO JTUCKa Ha
HAJIMYUEe BUPYCOB.

7. He 3akpeiBas okna J{ucneruepa 3anau Windows, oTkpoiite nporpammy Paint. [lnis
ATOr0 BOCHOJb3YiTeCh cucTeMHbIM MeHIo I1yck, [Iporpammel, CtanaapTHsbie, Paint

8. JoxnuTech 3amycka Paint

9. He 3akpriBas nmpunoxxenue Paint, BepauTech k okHy /[ucneryepa 3agau Windows u

MMpocCJICAUTEC 3a USMCHCHUSAMU HA 3aKJIAAKC HpI/IJIO)KeHI/IH
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10. Crnncox 3aIyEHHBIX IIPUIIOKEHUN JIOJKEH COZIepKaTh CTPOKY,
cootBercTByromiero Paint. Ilockonpky oHa ceifuac paboTaer, 3TO JK€ 3alHMCaHO B CTPOKE
CocrosHue.

WNuorga cimyyaeTcs Tak, YTO MPOrpaMMa BBI3bIBAET OLIMOKY - TOT/Ia B €€ COCTOSIHMM OyJIeT HaluCcaHo
«He otBeuaer». Ecnm Hekoe panee Oecrepe0oifHO paboTaromiee MPUIOKEHHE Havajlo yacTto 0e3
BUJUMBIX MPUYMH MEPEXOAUTh B cocTosiHue «He oTBewyaer», 3TO MOXKET ObITh KOCBEHHBIM NMPU3HAKOM
3apaKCHHUs.

Torma mepBoe, 4TO MOXHO cieNaTh — 3TO BOCIOJIb30BaThCs KHOMKOM CHATH 3aJadyy M HadaTh
noucku npuuuH. Ecnam mporpamma mo-mpekHeMy HeE 3aBepiiuia paboTy, MepeliuTe Ha BKIAIKY
[Ipouecchl, HallAUTE B CMCKE MPOILIECCOB HYXHbIM BaM mpoliecc 1 BOCONb3yUTECh KHOMKOW 3aBEpIIUTh
porecc.

11. Yo6eautech, uto mporpamme Paint cooTBeTcTBYET mporiecc mspaint.exe. s atoro
HalJMTE €ro B CIIMCKE 3allyLEHHBIX IIPOLECCOB, HE 3aKPbIBasl U HE CBOpauuBas OKHO Jlucnerdepa
3amay Windows, BepHuTECh B OKHE Paint u 3akpoiite ero

12. [Ipocneante, 4TO U3 CIMCKA 3aMyLICHHBIX MPOIECCOB MPOMAN mspaint.exe
13. [TepeitnuTte k 3akianke boicTpoaeiicTBue
14. BHuMaTenpHO M3y4HTe pacroyiokeHHbIe TyT Trpaduku. JIroObie BCIIECKH Ha HUX

JOJIKHBI 10 BPEMEHH COOTBETCTBOBATh HEKUM JEHCTBUSAM, HAIIPUMEP 3aIlyCKy TPeOOBATEIbHOM K
pecypcam mporpamMmbl. Eciay HMYEro moxo’Kero CO3HATEIbHO HE IMPOU3BOJAMUIIOCH, 3TO MOXKET

OBITH HpH‘lHHOﬁ JJIs1 Ooiee JACTAJIbHOI'O UCCIICAOBAHHA KOMIIBIOTCpaA
B Jucnetuep zanau Windows Q@@

@aitn  MNapameTpsl  Bug CnpaBKa

MpunoMeHHA || Mpoleccs! Eb

Sarpysxa Un XpoHonoria sarpyswm L

i \v

A '\'I'

\f|

Dalin NoaKaYKK XPOHONOrMA WCNONL30BaHUA daling NoaKaHKM

Beero Dusndeckan namaTs (KB)

feckpunTopos 8267 Beero 514075
MoTokos 397 OocTynHo 210652
Mpousccos 39 CHCTEMHBIA KWW 195220

BrigeneHue namatk (KB) MNamaTs Aapa (KB)

Beero 378424 Beero 82412
Mpenen 1546000 Buirpymaemasn 44292
M 1501644 HeewbIrpyxaeman 38120

Mpougccos: 39 3arpyska LM: 5% Beinenerue namaTi: 369M6 [ 6

15. 3axpoiite okHo Jlucnerdyepa 3agau Windows

3aganue 3. DjieMeHThI aBT03aIyCKa

Jns Toro 4ToOBl MNpHUKIAagHAs MporpaMma Hayala BBIOJHATHCS, €€ HYKHO 3alyCTHTh.
CnenoBarenbHO, U BUPYC HYKIAETCS B TOM, YTOOBI €ro 3amycTiin. /{1t 5Toro Mo>kHO MCIOJIb30BaTh J1Ba
cueHapus: JMbo crenarh Tak, YTOOBI MOJB30BATENb caM €ro 3amycTui (MO0 Mo He3HaHHIo, JH00 ¢
UCIIOJIb30BaHUEM OOMaHHBIX METOJIOB), JIMOO BHEAPUTHCS B KOH(UTYpallMOHHBIE (aliabl M 3aImycKaTh
OJTHOBPEMEHHO C JIPyroM, Mojae3HON mporpaMmon. ONTHMAaIbHBIM C TOYKH 3PEHUS BUPYCAa BAPHAHTOM
CIIY’)KMT 3aIlyCK OJHOBPEMEHHO C OIEPAllMOHHOW CHCTEMOM - B 3TOM CIIy4ae 3alyCK IPAKTHYECKH
rapaHTUPOBAH.

1. Cawmplii npocToii crocob A06aBUTH KaKyroo-I1M00 MporpaMMy B aBTO3arpy3Ky — 3TO MOMECTUTh
ee spiblk B pa3gen ABrozarpyska. [lo ymomuanuio, cpasy mocjie YCTaHOBKH ONEPAllMOHHOW CHUCTEMBI
9TOT pa3zeil MyCT, IOCKOIbKY HUA OJIHOM MPUKIIAAHON IPOrpaMMBl €I11€ HE YCTaHOBJIEHO.

2. TlpomepbTe manky ABro3arpy3ka Ha Bamrem xommbrotepe. OHa JOKHA OBITH ITYCTOM, €CITH BBI
HE YCTaHOBWJIM IIPOIPaMMBI JUIsl 3aITyCKa.

3. JloGaBbTe B CTMCOK aBTO3arpy3KH JIFOOYIO IporpaMmy (Co3aaiTe ApiblK Ha JTI00YI0 TporpamMmmy,
HanpumMmep Kanbkynsatop win biokHOT n moMecTuTe €ro B rpyniny ABTo3arpyska).
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4. llepe3arpy3ure KOMIBIOTED.

5. VYbenutech, 4TO MO 3aBEPLICHUIO 3arpy3Kd aBTOMATHYECKU 3aIlyCTUIIACh TOJBKO J0OaBIEHHAs
mporpamma.

6. Eciu 3anycTHINCH U ApyTUe IPOrpaMMBbl, TO 3TO MOXKET OBITh 110 IPUUNHE HATUYKS BUPYCOB.

Co3ganue oTuera
[Tocne BBITIOMHEHUE MPAKTUYCCKUX 3aJaHHUNA CTYACHT JOJDKEH COCTABUTH AJICKTPOHHBIA OTYET I10
npakThdeckoi padore (B mporpamme Microsoft Word), B koTopom T0JKHBI OBITH OTPasKEHBI CIIEYIOIINE
TIOJIOKCHUS:
e HOMEp U Ha3BaHHE MPAKTUIECKOIN paboThI;
® [[eJIb U IUIaH 3aHATUS;
® DKpaHHBIC KOIHH, IIOATBEPKIAFOIINE BHITTOTHEHHUE TIPAKTUIECKOTO 3a/IaHHsL.
IIucbMeHHO 0TBEThTE HA KOHTPOJIbHbIE BOMPOCHI:
1. Kakme HacTpoliku Opay3epa MOTYT OBITh HECAHKIIMOHMPOBAHHO W3MEHEHBI BUPYCHOM
IpOrpaMMoit?
2. Kakue peiicTBusi HEOOXOIMMO IPOBECTH IMPH OOHAPYKEHUH IOJ03PUTEIBHBIX IPOILIECCOB C
nomoinbio Jlucneruepa 3agay?

3. VYKaxuTe OCHOBHBIE CUCTEMHBIE MPOIECCH, KOTOPhIe HEOOXOAUMBI AJisi OecriepeOoitHOi paboThI
ocC

CoxpaHUTe OTYET Ha CaTe JUCTAHIIMOHHOTO OOYYCHHUS JUIS TPOBEPKH MIPEIIOAaBaTEIIeM.

5.3. TeMaTHKa NMCbMEHHBIX PadoT 00y4aKOIIMXCS

B Teuenue uzyuenus nucuuruiHbl «MH(popMannoHHas 0€30MacHOCTBY OOy4YarOUIUECs JOJIKHBI
C/1aTh M OTUUTATh pedepar N0 OJHON U3 MPEATIOKEHHBIX HIKE TEM:
1. KoHuenuus HaMOHAJIBHON O€30M1aCHOCTH.
2. OcHOBHBIE BUbI YTp0O3 HH(OPMAIIMOHHON 0€301acHOCTH.

3. 3akoHOmaTeNbHBIM  ypOBEeHb  HWH(DOpPMAMOHHOW  0E30MaCHOCTH: 0030p  POCCHIICKOTO
3aKOHOJIaTeNbCTBA.

4. 3akoHOJATENbHBIM  ypoBeHb  MH(GOPMALMOHHOW  Oe3omacHOCTH:  0030p  3apyOexHOro
3aKOHOJIaTeNbCTBA.

5.  O030p ACUCTBYIOMIMX CTAaHIAPTOB M PEKOMEHIalluii B 001aCTH HHPOPMAIIMOHHON O€30MacHOCTH.

6. AJMUHUCTPaTHBHBIM ypOBEHb HH(POPMALIMOHHOMN O€30MacHOCTH.

7. Mopenu OCHOBHBIX TIOJIUTHK O€30MaCHOCTH.

8. IlIpouenypHslil ypoBeHb HHPOPMALIMOHHON O€30MaCHOCTH.

9. MUnentudukanus, ayreHTH(GUKALNS C TOMOIIBIO OMOMETPUIECKUX MTapaMETPOB.

10. Hcropus kpunrorpaduu.

11. OcHoBHBIE OHATHS U OTPEEIIEHUS KPUITOIOTHH.

12. CummeTpuuHbIe METOABI IUGPPOBAHUSL.

13. AccumMeTpudHbIe METOBI U(POBAHUSI.

14. Iludposas MOANUCH: OCHOBHBIE TTOHATHS.

15. HcTopus BO3SHUKHOBEHHSI JIEKTPOHHOU UG POBOI MOITHUCH.

16. Anropurmsr D11

17. 3amwura uHbOpMaUU OT YTEUKU MO TEXHUYECKUM KaHajaM.

18. CrnocoObl HECAHKITMOHUPOBAHHOTO JIOCTYMa K WH(MOpMAIUH.

19. TexHudYeckue cpencTBa HECAHKITMOHUPOBAHHOTO JIOCTYIIA.

20. Cucremsl 3alIMTHI OT HECAHKIIMOHUPOBAHHOTO JOCTYTIA.

21. 3ammTa oT HHGOPMAIMOHHBIX HH(EKIIHH.

22. Bupyc: OCHOBHbIE TOHATHS, BUJIBL.

23. TpostHCKHWI KOHB KaK OJTHA M3 yIpo3 0e30MacHOCTH HH(DOPMAIIHH.
24. CereBble UepBH: MUJIBIE CO3/JAaHUS WM Yrpo3a HH(OPMAIIMOHHON OE€30MacHOCTH.
25. Ilpodunaktuka u redeHrne HHPOPMAITMOHHBIX HH(EKITHA.

26. IIporpammbl 0OHapYKEHUS U 3AILUTHI OT BUPYCOB.

41



27.
28.
29.
30.

CoBpeMeHHbIE aHTUBUPYCHBIE POrpaMMBbl (Ha IPUMEPE TPEX MPOTrpamm).
Mertonbl 00HapyKEeHUS U yaJlIeHUsl BUPYCOB.

OO01m1ast XxapakTepUCTHKA OPraHU3AIMOHHBIX METO/I0B 3aIUTHI.
OpraHu3alMOHHbIE KaHANbI IepeJadyn HHPOpMaLUu.

5.4. IlepeyeHb BONPOCOB MPOMEKYTOUYHOI aTTeCTANMH 10 AMCHUIJIMHE

Bomnpocekl k 3xk3aMeny:

1.

©oN AW

28.

WNudopmannonHas 06€30MaCHOCTb, KaK YacTh OKCIUTyaTalldd COBPEMEHHBIX HH(POPMAIIMOHHBIX
CHCTEM.

Opranmzanus ~ UT-uHPpacTpykTypel ¥ yhopaBieHHe  WH(OPMAIMOHHOW  0E30MacHOCTHIO.
JloCTYyIIHOCTB, LIEIOCTHOCTh U KOH(DUIECHIIMAIBHOCTh HHPOPMALIUY.

Jokrprnaa nHGpOpMannoHHOM 6e3omacHocTH PO.

O0630p IeicTBYIOIUX CTAaHIAPTOB U peKOMEHAaluil B 00JacTH MHPOPMALIMOHHON 6€30I1aCHOCTH.
Knaccugukarus 3amumaeMoit HHPOPMAIIUH 110 CTENIEHH BaXKHOCTH U IICHHOCTH.

OCHOBHBIE OIpeIeJICHUS] U KPUTEPUH KIIaCCU(DUKALMU YTPO3.

3aKOHOATEIBHBIN YPOBEHb HH(OPMAIIMOHHON 0€301TacHOCTH.

AJIMUHHCTpPAaTUBHBIN YpOBEHb HH(OPMALIMOHHON 0€3011acCHOCTH.

Yupasienne uapopmanuoHHoi Oe3omacHocThiO. [lomuTrka 6e3omacHocTH. ConepikaHue MOJTUTHKU
6e3onacHocTu. [Iporpamma 6e3onacHoOCTH.

. Moienu 0CHOBHBIX MOJIMTUK O€30M1aCHOCTH.
11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.

VYnpasnenue puckamu. OCHOBHbIE OHATHUS. [10ArOTOBUTENBHBIN ATAIl YIIPABICHUS PUCKAMHU.
VYupasnenue puckamu. OCHOBHBIE 3TAlbl YIPABJICHUS PUCKAMHU.

Mertonbl 1 MOJENIM aHaIM3a yrpo3.

INognepxanue paborocrocobHOoCcTH. PearnpoBanue Ha HapyIIEHUS peKUMa O€30IIaCHOCTH.
OCHOBHBIE IPOTPAMMHO-TEXHUYECKHUE MEPBHI.

ApXxuTeKTypHas 0€30IaCHOCTb.

Wnentudukanys u ayTeHTU(GUKAIUS, YIIPaBIEHUE JOCTYIIOM.

Nnentuduxanus, ayTeHTUPUKALIS C TOMOIIBI0 OMOMETPUUECKUX ITapaMeTPOB.
MOHUTOpPHHT U ayIHuT.

Uctopus kpunrorpadun. OCHOBHBIE MOHATHUS U ONPENEICHUS] KPUIITOJIOTHH.

IudpoBaHue, KOHTPOJIb LEIOCTHOCTH.

CuMMeTpHuyUHbIe METOIBI N (pOBaHUS. ACCUMETPUYHBIE METO/IbI ITU(POBAHUS.

[{udposas noanuck: OCHOBHbIE MOHATHUSA. AnropuTmbl DLIII.

OKpaHMPOBAHUE, AHAJIN3 3aLIUIEHHOCTH.

Knaccugukaius MexKceTeBbIX SKpaHOB.

ObecrnieueHune BbICOKOM TOCTYIHOCTH.

Bupyc: ocHoBHble MOHATHUS, BUAbl. COBpeMEHHbIE aHTUBUPYCHBIE IPOTrpaMMbl (Ha NpUMeEpe Tpex
porpamm).

Metoab! 0OHapYyKEeHHUs U YAaJICHHUs BUPYCOB.
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Pa3zgen 6. OnieHo4HbIE CPEeACTBA MPOMEKYTOYHOM aTTECTAIMHU (C KIIOYaAMH)
1. Cpeocmea 3awumel, npuzeéanHvle cO30amb HEKOMOPYIO PUUUECKU 3AMKHYMYIO CPedy 6OKPY2
00beKma u 371eMeHmo8 3aujumsl 3aMKHYmMYI0 cpedy 80Kpy2 00beKma U 371eMeHmo8 3aujumsl

a) OpraHn3alMOHHO-aIMUHUCTPATHBHbIC
0) TeXHUYECKHE

B) METO0JIOTMYECKHE

I') IpOrpaMMHBIE

IIpaBuabHbBIH OTBET: 0)

2. Ycemanoenenue cucmemoi napwzeﬁ OmHocumcs K Memody

a) UICHTH(UKAITNH

0) parudukanumn

B) ayTeHTH(UKAIIII

r) Bepudukanum
IIpaBuJbHBINH OTBET: B)

3. HUoenmugurayus

a) pacrio3HaBaHue uHpopmauu

0) MoJIHOE UTHOPUPOBAHUE UH(DOpPMAITUN

B) MPUCBOCHHNE KAaKOMY-ITH00 O0BEKTY WK CyOBEKTY YHUKAIHLHOTO UMEHU M o0pa3a
T') IOCJIEIOBATEIBHOCTD JACHCTBUH, MPUBOASIINX K TOHUMAHHUIO WH(POPMAIUU
IIpaBWJIbHBIH OTBET: B)

4. Ha3znauenue 21eKmpOoHHOU YUPDPOBOU NOONUCU:

a) 3alrTa JaHHBIX OT HCCAHKITMOHUPOBAHHOI'O KOITMPOBAHUS

0) yIocToBepeHHEe MOATMHHOCTH CBEICHHIA

B) BBISIBJIEHUE 3aKOHOMEPHOCTEN MOCTPOECHHUS TPOU3BOJICTBEHHBIX MPOLIECCOB
') OTpaHUYCHHUE JIOCTYIa K MHPOPMAIIMOHHBIM MaCCHBaM

1) 3aIIUTa IPOrpaMM OT HEJIETAIbHOTO UCIIOJIb30BaHUS

IIpaBuabHbBIH OTBET: 0)

5. OpeanuzayuonHo-aOMUHUCMPAMUeHvle CPeOCMEa 3auumsl

a) perucTpaus nojib3oBaTeseil KOMIbIOTEPHBIX CPEJICTB B )KypHaIaxX

0) pasrpaHu4eHue 10CcTyna K MHPOPMALlUU B COOTBETCTBUHU C (PYHKIIMOHAIBHBIMU 0053aHHOCTAMHU
JOJKHOCTHBIX JTUT]

B) UCIIOJIb30BaHME aBTOHOMHBIX CPE/ICTB 3aIUTHI allapaTypbl

T') CO37JaHie KOHTPOJIBHO-IIPOITYCKHOTO PEKUMa Ha TEPPUTOPUH PACTIOIOKEHHS CPEACTB 00paboTKH
UHpOpMaLIUU

IIpaBuabHbIH 0TBET: 0), I')

6. Illpeumywecmsea ucnoib308anus apxumexmypvl KiueHm-cepeep

a) BBICOKOE OBICTPOJ/ICHCTBUE CETH

0) HM3KOE OBICTPOJICHICTBHE CETH

B) HU3Kasi CTOMMOCTh

r) TpeOyeTrcs Gombliasi BRIYUCINUTEIbHAsI MOIIIHOCTh OT CepBepa
1) TpeOyeTcst HeOoMbIas BEIYUCIUTENbHAsI MOIITHOCTH OT 1K
IIpaBuJbHBINA OTBET: a), 1)

7. Memoosi, komopsie OMHOCAMCA K KpUNmozpaguieckum npeoopazo8anusim
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a) 3aMeHa

0) uneHtTuduKanus

B) YCTaHOBKA 3JICKTPOHHOM LU(POBOM MOIIHCH
T') IepecTaHOBKa

IIpaBuabHBIH OTBET: a), I)

8. Cywecmsyrowue cpeocmsa 3awumel uHghopmayuu

a) TeXHUYECKHue

0) TEXHOJIOTHYECKHUE

B) OpPraHU3allMOHHO-aIMUHUCTPATUBHBIC
') MOIU(PHUIHUPYIOIIHE

1) IPOTrpaMMHBIE

IIpaBuabHBIH 0TBET: a), 0), B) 1)

9. Cnoorcnviii napons

a) COCTOUT U3 0oJiee 8§ CUMBOJIOB

0) cocTouT U3 OoJiee 3 CUMBOJIOB

B) BKJIFOYAET TOJILKO aHTIIMHCKUE OYKBBI
T') BKJIFOYAET TOJBKO PYCCKUE OYKBBI

1) HE SBIISICTCS OINPEICICHHBIM CIIOBOM
IIpaBuJbHBIH OTBET: a), 1)

10. CnocobHocms cucmemvbl 8blnOIHAMb MPeOyeMyo pabomy 8 medenue 3a0aHHO20 8peMeHU

IIpaBWJIbHBIN OTBET: HAAEKHOCTH

11. Ilonvzosamens, Komopbwili uUmeem NOJHBIN HADOP NPAB OOCMYNA Ol 8Ce20 KOMNbIOmMepa u
HeO02PAHUYEHHbIL OOCMYN KO 8CeM Patiiam u KIouam CUCMEMHO20 PeeCmpad HA3bl8Aem sl

IIpaBHJIbHBIN OTBET: AAMHUHUCTPATOP

12. Cpeocmea 3awumel, npuzeantvle co30ams HEKOMOPYIO PUULECKU 3AMKHYMYIO CPedy OKPY2
00vbeKma u 1eMeHmMOo8 3auWumsl 3AMKHYMYIO Cpedy BOKpYe 00beKma u 21eMeHmOo8 3auumsl,
HA3bI6AIOMCS

IIpaBHIBLHBINH 0TBET: TEXHHYECKHUE

13. IIpucsoenue kakomy-1ub0 06vekmy uiu cyovbekmy YHUKAIbHO20 UMEHU Uil 00pasa

IIpaBUIBLHBINH 0TBET: HACHTH(PUKALUSA

14. Yemanosnenue noorunnocmu o6vexmy uiu cyovekmy

IIpaBu/IBLHBIH 0TBET: ayTEeHTH(PUKALNUSA

15. 3awuma oannvix memooom ux wugposarnus

IIpaBuiabHbIH 0TBET: KpUNTOrpagus

16. Komnvromepmwiii supyc

IIpaBuIbHBINA OTBET: MPOrPaMMa, COCOOHAsI CAaMONPOM3BOJILHO CO3/1aBATh CBOU KOIMH H
BBINOJHATH HECAHKIIMOHMPOBAHHbIE 1eiiCTBUS

44



17. Kpunmoepagus

IIpaBWJIbHBINI OTBET: 3alIIUTA JAHHBIX METOA0M IIU(POBAHUSA

18. Haoeoxcnocmo

IIpaBUIBbHBII OTBET: CIIOCOOHOCTH CUCTEMbI BBINOJHATH TPeOyeMylo padoTy B Te4eHHe 32IaHHOTO0
BpeMeHHU

19. bezonacnocmo ungopmayuu

I[IpaBUIBHBIA OTBET: CIOCOOHOCTH CHCTEMbI 00€CeYUTh 3AIIMTY HH(POPMALMHU OT HEraTHBHBIX
ABJICHUH

20. Ilpu cummempuurnom memooe wughposaruisi

I[IpaBuiabHbIH 0TBeT: MM (poBaHNe U paclIM(PPOBKA JOKYMEHTa OCYIIeCTBJISETCS OJHUM KJIHY0M

21. Hoenmughuxayus

HpaBHJIbeIﬁ OTBET: IPUCBOCHUE Cyﬁ'beKTy HJIH Oﬁ'beKTy YHUKAJIBbHOI'0O UMECHHU

22. Yemanosume coomeemcemeue

1) unentuduxanms a) MPUCBOCHUE KAKOMY-TTH0O 00BEKTY UITU CYObEKTY YHUKAIBHOTO
MMEHU Wi o0pa3a

2) ayreHTUdUKAIHS 0) ycTaHOBJICHHE MOATUHHOCTH

3) cucrema 3aIuThl B) COBOKYITHOCTb OPT'aHM3AIIMOHHBIX U TEXHOJOTHYECKUX MEp,

UHpOpMAUN TEXHUYECKHUX CPEJICTB, PABOBBIX HOPM, HAIIPABJICHHBIX HA
IPOTHBOJICHCTBUE YTPO3aM HapyIIUTeIeH

IIpaBUIBLHBINA OTBET:

1) —a)
2)-0)
3)-B)

Pa3nen 7. Ilepeuennb yueOHOI JUTEpaATYpPbl, HEOOXOAMMON AJI51 OCBOEHHS TUCIHUTLINHBI

7.1. OcHoBHasI IUTEepaTypa

1. AppmommH, C. M. Texnonorunm u mnpoayktel Microsoft B obecrneueHun HHOPMALMOHHON
6e3omnacHocTH : yueOHoe mocoome / C. M. ApmomuH, A. A. CaBenbeBa, B. A. Ceparok. — 3-¢
u3ll. — Mocksa : UnTtepuer-Yuusepcuter Mudopmanronnsix Texnonoruit (MHTYUT), Al [In
Ap Menama, 2021. — 431 ¢. — ISBN 978-5-4497-0935-6. — TexcT : anextponusrii // Ludposoii
00pasoBaTenbHbBIN pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/102070.html

2. T'anmarenko B.A. OcHoBBI HHPOPMAITMOHHOW Oe30macHOCTH : yueOHoe mocobue / ['amarenko B.A..
— Mocksa : MatepHet-YHuBepcuter Mudopmarmonnsix Texnonoruit (MHTYUT), A IIu Ap
Memua, 2020. — 266 c. — ISBN 978-5-4497-0675-1. — Texkcr : anextponnsiit // Ludposoii
o0pa3oBaTeNbHbII pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/97562.html

3. ®aponoB A.E. OcHOBBI HH(pOpPMAIIMOHHOW 0€30MMaCHOCTH TPU padOTe Ha KOMIBIOTEPE : yueOHOE

nocobue / @aponoB A.E.. — Mocksa : UaTtepuer-Yuusepcuter MHbopmanmonasix TexHomorui
(UHTYUT), Aii Ilu Ap Menuna, 2024. — 154 c. — ISBN 978-5-4497-2418-2. — Tekcr :
anekTpoHHbI // Lludposoii obpazoBarensubiii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/133957.html
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6.

7.
8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

7.2. JIon0JTHUTEILHAS JIUTEpaTypa

AnucumoB, A. A. MenemxmeHT B chepe nHpopmanmonHoi 6e3omacHoCTH : yueOHoe mocodue /
A. A. AnucumoB. — 4-e¢ m3n. — MockBa : HurepHer-YHuBepcurer MHbopManmoHHBIX
Texnomoruit (MHTYUT), Ait IIu Ap Menua, 2024. — 210 c. — ISBN 978-5-4497-2408-3. —
Texct : anexkrponnsiit // Ludpooit odbpazoBarenbubiii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/133946.html

Hlansrun, B. @. Unpopmanmonnas 6e30macHOCTh U 3amuTa uHpopmanuu / B. ®@. [lanbrun. —
2-¢ u3a. — Capartos : [IpodoOpazoBanune, 2019. — 702 ¢. — ISBN 978-5-4488-0070-2. — Texkcr
: anektpoHHbli // Ludposoii obpazoBarensHbi pecypc PR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/87995.html

7.3. Ipyrue ucTOUYHUKY HHGpOPMALIMH U CPeACTBA 00ecneYeHUs1 0CBOEHHS U CIUTITHHBI

Kypnan «busnec. O6pazoBanue. [IpaBo. BectHuk Bonrorpaackoro nacruryra ousneca» // URL:
http://vestnik.volbi.ru/

Kypnan «Mup I1K» // URL: http://www.osp.pcworld

Kypuan «Kommneroteppa-onnaitay / URL: http://www2.computerra.ru

Kypnan «Xakep» // URL: http://www.xakep.ru

Kypuan «Ceru» // URL: http://www.osp.ru/nets.

Kypnan «Computerworld» // URL: http://www.osp.ru/cw.

Kypuan «LAN» // URL: URL: http://www.osp.ru/lan /+31eKkTpoHHbI# pecypc/.

N3narensctBo “OTKphITHIC cuctembl” // URL: http://www.osp.ru.

OdununansHblii caiit komnanuu Microsoft / URL: http://www.microsoft.com.

[1O nns oprarm3anuu KoH(pepeHuit

CIIC «Koncynprautllmroc» // URL: http://www.consultant.ru/document/cons_doc

CIIC «I'APAHT» // URL.: http://base.garant.ru/

LIUT ®opym // URL: http://citforum.ru.

@3 «O6 nnpopmarmy, HHPOPMAITMOHHBIX TEXHOJIOTHSAX U O 3alIUTe HHOOPMAIUI» OT 27 WIOJ
2006 r. // URL: http://base.garant.ru/12148555/
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Pazgen 8. MatepuaibHoO-TeXxHHYecKasi 6a3a M1 MHPOPMALMOHHBIE TEXHOJIOTHU

MarepuanbHO-TeXHUYECKOe obOecrneueHre AUCHUIUIMHBL «MHpopManmoHHasi 0e30MacHOCTbY
BKJIIOYaeT B ce0sl ydeOHble ayIuTOpPUM JUIsl NPOBEICHMS JIEKLIMOHHBIX, NPAKTUUYECKUX 3aHSTHH,
IPYNIOBBIX ¥ MHAMBUAYAJIbHBIX KOHCYJIBTALMM, TEKYILEro KOHTPOJS U NPOMEKYTOUYHOM aTTECTALUH,
CaMOCTOSTENIbHON PabOThl 00yUYaIOIIUXCSL.

VY4eOHble ayIUTOPUM YKOMIUIEKTOBAHBI CIEIHATU3UPOBAHHONH MeOenbl0 M TEXHHUYECKUMH
cpeactBaMu  oOydyeHus. IlomemeHuss A caMOCTOATENBHOM paboOThl OOYyYaroIMXCs OCHAIIECHBI
KOMITBIOTEPHOM TEXHUKOM C BO3MOXKHOCTBIO ITOAKIIOYEHUS K ceTu VIHTepHeT.

JIMCLUIUIMHA MOXKET pealn30BBbIBATHCS C INPUMEHEHMEM JUCTAHLMOHHBIX TEXHOJIOIUi oOyueHwHs.
Cremuduka peanusanuyl TUCHUIUIMHBI C NPUMEHEHHEM JHUCTAaHIMOHHBIX TEXHOJOTHHA OO0y4YeHHS
yCTaHaBJIMBAeTCs JIOMOJHEHUEM K paboueil mporpamme. B wactu He npoTtuBopevameil crneuuduke,
U3JI0’KEHHOM B JOMIOJTHEHUH K IIPOTpaMMe, IPUMEHSETCS HAaCTOsIIas padodast mporpamma.

MarepuanbHo-TexHHUYEeCKas 6a3a, He0OXoAUMas Ul OCYILLECTBIICHUS 00pa30BaTEILHOIO Mpolecca
10 JMCUMUIUIMHE C TPUMEHEHHUEM JIMCTAaHLIIMOHHBIX 00pa30BaTEIbHBIX TEXHOJIOT WA BKIIIOYAET B CeOsI:
KomnbroTepHast TeXHHKa, paciojiokeHHas B yueOHoM kopryce MucturyTa (yn.Kaunnues, 63, kabuner
LenTpa muCTaHIMOHHOTO OOYUYCHHS):

1) Intel i 3 3.4Ghz\O3Y 4Gb\500GB\RadeonHD5450

2) Intel PENTIUM 2.9GHz\O3Y 4GB\500GB

3) JMYHBIC ANIEKTPOHHBIC YCTPOHCTBA (KOMIIBIOTEpPBI, HOYTOYKH, IUIAHIIETBI U HHOE), a TaKKe

CpECTBa CBS3M MPENOJABATEIEH U CTYICHTOB.

WNHdopmalnoHHbIE TEXHOJIOTUU, HEOOXOAUMBIE Ul OCYILECTBIEHUS 00pa3oBaTeIbHOIO Ipolecca
10 TUCLUIUIMHE C IPUMEHEHUEM TUCTAaHIIMOHHBIX 00pa30BaTeIbHbIX TEXHOJIOTUI BKIOYAIOT B CEOS:

- cucrema auctanimonsoro odyuenus (CJIO) (Learning Management System) (LMS) Moodle

(Modular Object-Oriented Dynamic Learning Environment);

— DJJIEKTPOHHAs I10YTa;

— cucreMa KOMIbIOTEPHOTIO TECTUPOBAHMS;

- Hudposoii obpazoBarenbubiit pecypc [IPR SMART;

— cucTeMa UHTEpHET-CBsI3U skype;

- TenedOHHas CBS3b;

ITO st opranu3anuu KoHpepeHuui
OOyuenue oOyyaroUMXcsd HMHBAJIUJOB M OOY4YaIOIIUXCS C OTPaHUYEHHBIMH BO3MOKHOCTSMH
310pOBbsl  OCYIIECTBISIETCS TIOCPEACTBOM IIPUMEHEHHUS CIIELUAIbHBIX TEXHUYECKHX CpPEACTB B
3aBUCHUMOCTH OT BHJa HO30JIOTHH.

IIpu npoBeneHuH y4eOHBIX 3aHATUH MO JAUCHUIUIMHE HCHOJB3YIOTCS MYJIbTHUMEIUMHbIE
KOMIUIEKCBI, 3JIEKTPOHHBIE YUEOHUKHU U y4eOHbIE TOCOOUS, aJalTUPOBAHHBIE K OTPaHUYEHUSIM 3/I0POBBS
oOyJaromuxcs.

JIeKuMoHHbIE ayAUTOpUU OOOpPYAOBaHbl MYJIbTUMEIUNHHBIMU Kadeapamu, MNOAKIIOYEHHBIMU K
3BYKOBBIM KOJIOHKaM, MO3BOJISIOIIMMHU YCUIIUTh 3BYK JUISl KATETOPUH CIIa0OCIbIIAIINX 00yJyaromuxcs, a
Tak)Ke MPOEKIIMOHHBIMU 3KpaHaMH, KOTOpPbIE YBETUUUBAIOT N300pakKeHHE B HECKOJIBKO pa3 M MO3BOJISIOT
BOCIIPHHUMATh YU€OHYI0 MHPOPMALIMIO 00YJaIOIUMCS ¢ HApYILICHUSIMU 3PEHUS.

[Ipu 0OydyeHuu auIl ¢ HAPYIIEHUSIMU CITyXa HCIOIb3YETCS YCUIUTEINb CilyXa /Ui ci1a0OoCbIanifx
monaeit Cyber Ear monens HAP-40, nomorarommii oOy4aeMbIM JIydllleé BOCHPUHUMATh Y4eOHYIO
uH(pOpMaIHIO.

OOyuaronecss ¢ OrpaHUYEHHBIMM BO3MOXKHOCTSIMH 3/I0POBbs, OOecCIeueHbl MeYaTHBIMH U
3JIEKTPOHHBIMU 00pa30BaTEIbHBIMU peCypcaMu (MpOrpaMMbl, Y4€OHUKH, Y4eOHbIe TOCOOUS, MaTepHAaIb
JUIL CaMOCTOSTENIbHOM paboThl M T.1.) B (popMax, aganTUPOBAHHBIX K OrpaHUUYEHHSIM HUX 370POBbS U
BOCTIPUATHUS UH(POPMAIUH:

JJIS1 JIMI C HAPYIICHUSIMHU 3PeHHUs:

- B (popme 3EKTPOHHOTO JIOKYMEHTA;

- B (hopme aynuodaiina;

JJIS1 JIMI ¢ HAPYLIEHUSIMH CJIyXa:

- B IEYaTHOH (opme;

- B (hopMe 2IEKTPOHHOTO JOKYMEHTA;
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JJIs1 JIMI[ ¢ HAPYIIEHUsIMU OMOPHO-IBUTaTeIbHOI0 annapara:
- B IeyaTtHoH (opme;

- B hopme 3IEKTPOHHOTO IOKYMEHTA;

- B popme ayauodaiina.

[TporpamMMHOe oOecrieueHne, HCIOIb3yeMOe Ha 3aHSITHSIX |
— Onmnepanuonnas cuctema Windows,

- Apxusatop 7-zip,

- Cucrema TeCTUpOBaHUS,

- Microsoft Office 2007,

- AmntuBupyc Kacnepckuii 6,

- Koncynbrant,

- Bupryanbnas mamuna VirtualBox,

- Buptyansnas mammna VirtualPC,

— Internet Explorer.

48



Pasznen 9. MeToaunuyecKkue YKazaHud AJad oﬁyqammnxm 10 OCBOCHHMIO JHCHUIIJIMHBI

Jlisi yCIIEIIHOTO YCBOGHMS MaTepuallia Kypca TpeOYIOTCS 3HAUMTENIbHOE BpEMsl, KOHIEHTpAIUs
BHUMAHUS M YCHJIUA: IIOCEIICHUE JIEKIMOHHBIX 3aHATHMM M KOHCIEKTHPOBAHHE IIPENOJABAEMOI0
Marepuaa, paboTa ¢ HUM JIOMa, CaMOCTOSTeNIbHasi IpopaboTKa MaTepHaga PeKOMEHyeMbIX y4eOHHKOB
U y4eOHBIX MOCOOMH IpU caMOCTOATEeNbHOW mojaroroBke. Oco0oe BHHMMaHHE cienyeT oOpaTuTh Ha
BBITNIOJIHEHUE MTPAKTUUYECKUX Pa0doT, MpakTHueckux 3aganuii no CPO, TeCTOBBIX BOIPOCOB.

IIpu camocrosiTenbHOM paboTe ¢ yueOHUKaMU U y4eOHBIMU [TOCOOUSMU MOJIE3HO UMETh 0]l PYKOH
CIPABOYHYIO JINTEPATYpy (SHUUKIIONEIUN) WIN JOCTYN K ceTu MHTepHeT, Tak KaKk MOTYT BCTPEUYaThCs
HOBbIE TEPMUHBI, IOHATHS, KOTOPbIE paHbllle 00ydJaroLIMecs He 3HAJIM.

Lenp mpakTHUECKUX 3aHATUN 1o nuctuiuimHe «MHpopManonHas 6€30MacHOCTbY - 3aKpeIuIeHUe
3HAHUM 10 ONpEeNesIeHHON TeMe, NPUOOPETEHHBIX B pe3yJbTaTe MPOCIYLIUBAHUS JIEKUUH, MMOIyYeHUs
KOHCYJIbTAllUi U CaMOCTOSITEJIBHOTO U3YUEHUS PA3JIMYHBIX UCTOYHHUKOB JUTEpaTypshl. [Ipu BblllOIHEHUN
JAHHBIX PaboT oOydaroluecs JOJDKHBI OyAyT IiIyOOKO M3Y4YMTh METOABI M METOJUKH OOecreueHus
UHPOPMALMOHHOM Oe3omacHOCTH. [lomydnTh HABBIKM HACTPOWKH M OOCITY>KMBAaHHS aHTHUBHUPYCHOTO
IPOTrPaMMHOT0 00ECIeUCHHUS.

[lepen mnpakTHYeckuM 3aHATHEM OOYYArOMIMHCSA JODKEH JACTAaNbHO HU3YYUTh TEOPETHYECKUE
MaTepHaibl BONPOCOB TNPAKTUKUM B Y4eOHMKAX, KOHCIEKTaX JEKIMH, MEepUOJUUYECKUX XKYypHajax U
npodyee. Eciu npy BBIIIOJIHEHUU TPAKTUYECKOIO 33/1aHUs Yy 00y4aroIerocs OCTatoTCsl HEICHOCTH, TO EMY
HE00X0/IMMO OIEePaTUBHO OOPATUTHCS K MPEMNOAABATEINIO 32 YTOUHEHUEM.

[locne  BBIMONHEHMS ~ NPAKTUYECKOrO  3ajJaHusl  oOydaromuecs  JOJDKHBI  BBINOJIHUTH
camocTosTeNbHYy0 padoty. CamocrosiTenbHas paboTa BKIIIOYaeT B ceOs MHAMBHIyalbHOE 3a/laHUE I10
npoiineHHoi teme. Takum 00pazoM, KaXKIbli 00YJAIONIUIICS BBIITOIHSAET TOJIBKO CBOW BapHaHT 3a/IaHUSI.
BeinosnHeHne NpakTUYECKUX 3aJaHUi COIIPOBOXKIAETCS BBIIOJIHEHUEM IHCBMEHHOTO OTYETA B TETPAAM.
OT4er NOKEH BBINOJIHATHCA aKKypaTHO, ObITh JIETKO YHMTAaEMbIM IOJYEPKOM, IPU 3TOM JOIYCKaIOTCA
OOIIENPUHATHIE COKpAILIEHHS.

[Ipr MUCTaHIMOHHOM BBITIOJHEHUH MPAKTUYECKUX PAOOT, 00YUAIOIIUICS MOMXKET CaMOCTOSITEIHHO
nprodpectu omnepannonusie cucteMsl Windows XP, Windows Vista, Windows 7, Windows 8, Windows
10. OTBETCTBEHHOCTh 3a YCTAaHOBKY M HAacCTPOMKY HpPOrpaMMHOr0 OOecreueHus B JaHHOM cly4yae
J0XHUTCA Ha oOywaromierocsi. Cienyer BOCHOJIb30BaTbC METOAMYECKMMH YKa3aHUSMHU IO YCTAHOBKE
JAHHBIX MPOTPAMMHBIX CUCTEM.

Pe3ynbTaTbl BBINIOJHEHHBIX 3aJaHUK OLIEHUBAIOTCA C YYETOM TEOPETUYECKUX 3HAHUM 110
COOTBETCTBYIOILIMM  pazfieNaM JUCUUIUIMHBI, TEXHUKH BBINOJIHEHUS paOOThl, OOBEKTHMBHOCTU U
000CHOBAaHHOCTH NPUHUMAEMBIX peIIeHU B Mpolecce paboThl € JaHHBIMHU, KauecTBa O(QOPMIICHHUS.
Ilepexon K BBIMOJHEHHIO CIEIYIOLIETO MPAKTHUECKOTO 3aJaHMs JOIMYCKAaeTCs TOJBKO IOCIE OT4eTa
BBITTOJIHEHHON paboThI.
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Y4yeOHO-METOANYECKOE U3LaHNE

PaGouas mporpamma y4eOHOM TUCITUTUTHHBI

Nudopmanuonnas 6e30nacHOCTh

(Hau,weuosaﬂue ()uCl/juﬂ,'lqul 6 coomeemcmeuu CylteéHbM/l I’Ul(lHOM)
OuiaunnoB Muxaua Baagumuposuy

(Damunua, Hms, Omuecmseo cocmasumesst)
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