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Pasznen 1. Opranu3anuoHHO-MeTOANYECKHI pa3ae
1.1. llean ocBOeHHUSI AMCIUILIMHBI

Hucuunnuna «HWUHpopManuoHHasi 0e30MaCHOCTBY» BXOJAWT B 4acTh, (opmMupyeMyio
YYACTHUKAMHU 00pa30BaTeJbHbIX OTHOLIEHHUI 110 HanpapieHUt0 moaArotoBku «09.03.03 Ipukiaagnas
uHpopMaTuKa», HanpaBjeHHOCTh (nmpodpmib) «MeHeI:KMEHT B 00JacTH HH(OPMALMOHHBIX
TeXHOJIOTUH.

Llenbto aucuMIuMHBL siBiseTcs GopmupoBanue kommereHuuii (6 coomeemcmeuu ¢ @IOC BO u
mpebo8aHUuAMU K pe3ylIbmamam 0C80eHUsl OCHOBHOU NPpOGecCUuoHAIbHOU 00paA308amenbHOl NPOSPAMMbL
svicueco oopazosanus (OI1OIT BO)):

YK-8. Cnoco0eH co31aBaTh U NMOIEPKUBATH B MOBCETHEBHOM "KU3HU U B PO(eCCHOHATILHOM
AeSITeJIbHOCTH 0Oe30MacHble YCJI0BHS KM3HeIesiTeIbHOCTH /UIS COXPAHEHHS] NMPUPOAHON cpeabl,
o0ecrneyeHUus: yCTOWYMBOrO0 Pa3BUTHUS 001IECTBA, B TOM YHCJe INPH YIrpo3e M BO3HUKHOBEHUM
Ype3BbIYAHHBIX CHTYallMid 1 BOEHHBIX KOH()JINKTOB

OIIK-3. Cnoco0en pemarb CTaHAAPTHbIE 3aJa4d NPO(ecCHOHAJIBLHOU JesTeJbHOCTH Ha
ocHOBe MH(popManuoOHHOI N OMOaMOrpagu4ecKoil KyJabTypbl ¢ NpUMeHeHHeM MHGOPMALHOHHO-
KOMMYHUKAIIMOHHBIX TEXHOJOTMA M ¢ YYeTOM OCHOBHBIX TpeOoBaHWil HHGOPMALMOHHOI
0€30MacHOCTH;

Jleckpunmopul yHugepcanbHolu KOMREemeHyuu:

VYK-8.1. Crocoben obecneunBaTh 0€30IaCHOCTh Ha paboYeM MECTe B YCIOBHUSX BO3IEHCTBHSA
OIMACHBIX MPOU3BOJCTBEHHBIX (DAaKTOPOB, TOTOB MPUHUMAThH Y4acTHE B OKa3aHHM MEPBON MOMOIIU MpPU
TpaBMax U BHE3aITHbIX 3a00JI€BaHUAX

Jleckpunmopul 0duwenpogeccuonanivHoit Komnemenyuu:

OIIK-3.1 - CnocobeH pemarb 3ama4yd, CBs3aHHbBIE C oOecrieueHHEM HH()OPMAITOHHON
0e30MacHOCTH

HepeqncneHHHe KOMIICTCHII N (1)OpMI/Ipy10TCH B IIPOLECCE JOCTUKCHUA HHAUKATOPOB KOMHETEHHHﬁ:

O0o00mennas TpynoBas

Koa v nanmenoBanue

KO)I N HAMMECHOBAHME HHAMKATOPA

(pynkuus/ tpyroBasi pyHKumus AeCKpUNTOpa AOCTHKEHHUSI KOMIIeTeHI Uil (13
KOMIIeTeHIIM il I1C)

IC 06.012 Menemxep YVK-8.1. CriocobeH | 3uaem

NMPOJAYKTOB B obJactu | obecieunBath OezonacHocTh | M/I-1 YK- 8.1 OcHOBBI 3a1IUTHI

HH(OPMANMOHHBIX TEXHOJIOTHII | HA  paboyeM  MecTe B | HHTEUIEKTYyaJIbHON COOCTBEHHOCTH

C YVYnpasiaenue cepueir HT- | ycnoBusx Bo3neiicteust | C/09.6

NPOAYKTOB W TIPYyNNoOil MX | OMAaCHBIX Ymeem

MEHEIKepPoB IIPOU3BOACTBEHHBIX NJ-3 VK- 8.1 IIpoBoauth

C/05.6 Komanmoobpa3oBaHue
pa3BUTHE MTEpPCOHATIA

C/09.6 Pa3zpaboTka npeioKeHHH 1
PUOOPETEHUIO U MPOJIaXKe
TEXHOJIOTUYECKUX, TPOTYKTOBBIX U
MPOYNX WHTEIUICKTYaTbHBIX
aKTHBOB M OpraHU3aIi

(hakTOpOB, TOTOB IPUHUMATh
y4acTHE B OKa3aHHH MEepPBOI
MOMOIM TIpH TpaBMax u
BHE3AIHBIX 3200JIC€BaHMSIX

MEePErOBOPHI C KOMaHI0M
meHepkepoB UT-npoxykros C/05.6
Hmeem nasviku u (unu) onvim:
N/I-5 YK- 8.1 HacTtaBHMYECTBO U
KOYYHHT, BKJIIOUYAsi OPTaHU3AINIO
o0yuenus nepconana C/05.6

C 06.012 Menen:xep
NMPOAYKTOB B obJsiacTu
HH(OPMANMOHHBIX TEXHOJIOTHH

C YVYnpasiaenue cepueir HUT-
NPOAYKTOB MW TIpPyNIoi HX
MeHe/KepoB

C/09.6 Pa3paboTka mpeaaoKeHui 1
nprOOPETEHUIO U MTPOAAXKE

OIIK-3.1 - Cnocoben
pelaTh 3a/1a4M, CBI3aHHBIE C
obecneuecHrEM
nH(}OpMaLIMOHHON
0e30IMacHOCTH

3naem:

NJI-1 OIIK- 3.1 OcHOBHI 3alTUTHI
WHTEJUIEKTYaIbHOW COOCTBEHHOCTH
C/09.6

Ymeem:

NJI-3 OIIK- 3.1 [IpoBOaAHTH OLIEHKY
LIGHHOCTH TexHoaorui, 1UT-
MPOAYKTOB U OpraHU3alui KaKk
NOTEHIIMAIBLHBIX aKTUBOB I




TEXHOJIOTHYECKUX, MPOTYKTOBBIX U MPUOOPETEHUS C IENBI0 Pa3BUTHUS
MPOYNX UHTEIUIEKTYaIbHbBIX cepun UT-npoaykros C/09.6
aKTUBOB M OpraHHU3alUN Hmeem nasvixu u (unu) onvim:
NJI-5 OIIK- 3.1 UccnegoBanue
CYILIECTBYIOIINX HA PHIHKE
texHoaoruii, UT-npoaykToB u
OpraHu3alyil Kak MOTEHIUATbHBIX
aKTUBOB JJIs1 IPUOOPETEHUS C LIEIBIO

paszButus cepuu UT-npoaykros
C/09.6

1.2. MecTto qucuuminnsl B crpykrype OIIOIT BO
HanpasJieHust oaAroToBku «09.03.03 Ipukaagnas nHGOPMATHKA», HAIPABJIEHHOCTD (IPOUIIb)
«MeHeq:KMEHT B 00,1aCTH MH(POPMAITMOHHBIX TEXHOJIOT Uil

IIpeamecTByonme TUCHHNINHBI
(1M CUMILTHHBI, M3y4YaeMble NapPaJJIeJIbHO)

z

Iocaenyrommue TUCHUTIITHHBI

2 3

Brenenue B HanpaBiieHWE NOATOTOBKHU BKP

Wnpopmaruka

[TpaBoBbBIEC OCHOBBI MPHUKIAIHON HHPOPMATUKHI

WHupopmalinoHHbIE CUCTEMBI U TEXHOJIOTUU

WNHupopmalinoHHbIE TEXHOJIOTUHU B
MEHEUKMEHTE

ba3e1r maHHbBIX

BreraucnutenbHbie CHUCTEMBI, CCTH U
TCIICKOMMYHHKAIUN

[TpoeKTHBII NPaKTUKYM

O N O O | ARWN|F(F

[TpoexTupoBanue Be6-caiiToB

IlocnedosamenvrHocms opmupoanus KoOMnemeHyuil 6 YKA3aHHbIX OUCYUNTUHAX MOJcem Oblmb
U3MEHeHa 8 3A8UCUMOCTU Om (POpMbl U CpOKA 0OYUeHus, a MaKdice Npenooasanusi ¢ UCNOIb308aHUEM
OUCMAHYUOHHBIX MEXHON02UL 00YYeHUS.

1.3. HopmaTuBHasi JOKYMeHTaIUSs

Pabouas nporpamma yueOHON AUCHHUILIMHBI COCTAaBIEHA HA OCHOBE:!
- @enepa’dbHOr0 TOCYAAPCTBEHHOIO0 00pa30BaTENLHOTO CTaHAApTa BBICHIETO OOpa30BaHUS IO
HarpasieHuto noAarotosku 09.03.03 Mpukaaauas unpopmaTuka;
- yuyeOHoro IuiaHa  HampasieHus  noAarotoBkd  09.03.03  Ilpuxkaagnass  uHdopMaTHKa,
HanpaBJIeHHOCTH (Mpoduiab) «MeHeIKMeHT B 00/1acTH HH(OPMALMOHHBIX TexHoJdorui» 2024 rona
Habopa;
- o0pa3sia paboueit mporpammsl yaeOHOU aucnutumHb! (puka3 Ne 113-0 ot 01.09.2021 r.).




Pasznea 2. Temaruuyeckuii IJIaH

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

TpyroemkocThb
Kox unagukaropa
AyauTopHbIe U JIECKPUIITOPA
No Tema AU CHMIIMHBI 3aHATHA CPO JTOCTUKEHH S
Bcero N
KOMIIeTeHIIU
i1 113 (JI3, |IIpak.
C3) |Iloar.
1 2 3 4 5 6 7 8
| | T oo 8 o | mvics:
) NJ-1 OIIK- 3.1
COCTaBJISIIONIHE.

9 Yrpo3sl uHOOPMATMOHHON 5 3 Na-3 VK-8.1
6e3onacHocTH. VX kimaccudukanys NJ1-5 OIIK- 3.1
3aKoHOJATENbHBIM YPOBEHD

3 nH(pOpMaIMOHHOM 0€30MMacCHOCTH: 14 4 4 10 NJI-5 YK- 8.1
0030p POCCHIICKOTO U 3apyOESIKHOTO Na-3 OIIK- 3.1
3aKOHOJATEIbCTBA

4 AJIMUHUCTPAaTUBHBIN YpPOBEHb. 5 5 Na-3 YK-8.1
[TonuTrka 6€301acCHOCTH NJI-1 OIIK- 3.1

5 Opranusanus pa3HOYpPOBHEBOTO 12 4 4 5 NJI-3 YK- 8.1
J0CTYyIa B UHOOPMAIIMOHHYIO CUCTEMY NJ-1 OIIK- 3.1
OcHOBHbIE TPOTPAMMHO-TEXHHUUECKHE

6 | Mepsl. 3ammTa HHGOPMALMH C 14 8 8 6 HI/}[I_[:'EOVI;(I&?;]-
MTOMOIIBIO TTAPOJIS

7 3ammTa OT HECAaHKIIMOHUPOBAHHOTO 10 4 4 5 NJI-1 YK-8.1
JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK NJ-5 OIIK- 3.1
CoBpeMeHHbBIC AaHTUBHPYCHEIC
MpPOrpaMMBI. 3amuTa OT

8 | mHpOpMAMOHHBIX HH(EKINHA. 16 8 8 8 V-3 VK-8.1

NJ-5 OIIK- 3.1
Knaccudukanus KOMOBIOTEPHBIX
BHPYCOB
9 OCHOBBI TEXHOJIOTUH TOCTPOEHUS 18 8 8 10 Na-5 YK-8.1
samuieHHbIx OC NJ-3 OIIK- 3.1
Bua npoMexyTo4HOM aTTeCTALMU 36
(3x3amen)
Hroro 108 36 36 72
3aounas ¢popma o0yuenus (IMOJHBI CPOK, yCKOpeHHOe 00y4yenne Ha 6aze CI1O)
TpyroemkocThb
AyAUTOpHBbIE 3aHATHS Kon
HHIMKATOPA H
Ne Tema aucuumHHEL Bcero 3 (JI3, [IIpak. cp necxpnnTI())pa
JI 0]
C3) |Ioar. JOCTHKEHMSI
KOMIIeTeH Uil
1 2 3 4 5 6 7 8
[TonsTre napOpMaImOHHOM Na-1 VK-8.1
1 | 6e3omacHocTH. OCHOBHBIC 14 14 N/-1 OIIK-
cocTrasiistronye. BaxxHocTs 3.1




pOOIIeMBI

VYTpo3sl HHYOPMAIIMOHHOH WJ-3 VK- 8.1
2 14 14 NJ1-5 OIIK-
6e3omacHoctr. Ux kmaccuduxarnms 31
3aKOHO/IATENbHBIN YPOBEHb
3 MH()OPMAIIMOHHON OE30MMaCHOCTH: 16 9 9 14 NJ-5 VK- 8.1
0030p POCCHIICKOTO U 3apy0eKHOTO NJI-3 OIIK- 3.1
3aKOHOJIATEIILCTBA
4 AJIMUHHUCTPATUBHBIN YPOBEHb. 14 14 N1a-3 YK-8.1
[Tonutrka 6€30MacHOCTH NJ-1 OIIK- 3.1
Opranu3zanys pa3sHOypOBHEBOTO
5 | nocryma B MHQOPMAIIMOHHYIO 18 2 2 16 I/IIE[I-LfOBg(Ié-s;l
CUCTEMY
OcHOBHBIE IPOTPaMMHO-
6 | TexHuueckue Mephl. 3amuTa 17 2 2 15 I/IIE[I-LéSOBg(Ié.Sé:.Ll
MH(GOPMAIUY C TOMOIIBIO MAPOJIS
v 3amura OT HECAaHKLIMOHUPOBAHHOTO 12 12 Na-1 VK-8.1
JIOCTYTIA U CETEBBIX XaKEPCKUX aTaKk NJ-5 OIlK- 3.1
CoBpeMeHHbIE AaHTUBUPYCHBIE
[IpOrpaMMel. 3aluTa Ot
8 | nHpOpMAIIMOHHBIX HH(EKIIHA. 14 2 2 12 VJ-3 VK-8.1
Na-5 OllK- 3.1
Krnaccudukanus KOMIBIOTEPHBIX
BHUPYCOB
9 OCHOBBI TEXHOJIOTUU TOCTPOEHUS 16 2 2 14 Na-5VK-8.1
samuieHHbx OC NJ-3 OIIK- 3.1
Buja npomexyTouHOii aTTecTanuu 9
(3x3amen)
Hroro 144 10 10 | 125

3aouHasi popma 00yuyeHus (yckopeHHoe o0yuyenue Ha 6a3e BO, motHoe yckopeHHOe 00y4eHue)

TpyaoemMkocThb
AyAUTOpHBbIE 3aHATHS Kon
HHIMKATOPA H
Ne Tema pucunmmHbL Bcero I I3 (JI3, |I[Ipak.| CPO necxpunTI())pa
C3) |IHoar. JOCTHKEHMSI
KOMIIeTEeHIM I
1 2 3 4 5 6 7 8
[TonsiTre nndopmamoHHON V-1 VK- 8.1
1 |6e3omacHoctu. OCHOBHBIE 14 14
NJ-1 OIIK- 3.1
cocrapistoniie. Baxxnocts npoOiaembl
2 Yrpo3s! nHDOpMAITMOHHON 14 14 Na-3 VK-8.1
6e3omacHoctu. Mx knaccupukanus NJI-5 OIIK- 3.1
3aKOHO/IaTeNIbHBIN YPOBEHb
3 nH(OPMAIIMOHHON OE30MaCHOCTH: 16 5 9 14 Na-5VK-8.1
0030p POCCHICKOTO U 3apy0eKHOTO N-3 OIIK- 3.1
3aKOHOAATEIhCTBA
4 AJIMUHUCTPATUBHBIA YPOBEHb. 14 14 Na-3 YK-8.1
[TonuTrka 6€30MacCHOCTH NJI-1 OIIK- 3.1
5 Opranu3anus pa3HOYPOBHEBOTO 18 5 9 16 Na-3 VK-8.1
JI0CTyMa B HUH()OPMAIIMOHHYIO CUCTEMY NJI-1 OIIK- 3.1
OcCHOBHBIE TIPOTPAMMHO-TEXHHYECKHE
6 |mepsl. 3amuTa nH(pOPMAIHH C 17 2 2 15 I/ijlfﬁésoyri;?;l

IIOMOIIBIO ITAPOJIA




3aH_[I/ITa OT HCCAHKIIMOHHUPOBAHHOT'O

14

14

WJI-1 VK- 8.1

JIOCTYTIA U CETEBBIX XaKEPCKUX aTaK NJ1-5 OIK- 3.1
CoBpeMeHHbIE AaHTUBUPYCHBIE
IIPOrpaMMBl. 3aluTa OT
8 |uHpOopMaMOHHBIX HH(EKITUH. 14 12 WJi-3 YK-8.1
NJ-5 OIIK- 3.1
Knaccuukanus KOMIbIOTEPHBIX
BHUPYCOB
9 OCHOBBI TEXHOJIOTUHU MTOCTPOEHUS 16 14 NI-5 VK- 8.1
samuiesasx OC N/1-3 OIIK- 3.1
Bua npoMekyTo4HOM aTTecTaunu 9
(3x3amen)
Hroro 144 127




Paznen 3. Conep:xkanue TMCHUNIHHBI
3.1. Conepxanue TMCUUILIHHBI

Tema 1. llonsasTne mHpopmauuoHHoil Oe3onacHocTH. OCHOBHBIE cocTaBjasomme. BaxHocTb
npooJeMbl

Opranmzanus UT-uHGpacTpykTypsl W  yhpaBicHHEe HMH(DOPMAIMOHHOW  0€30MacHOCTHIO.
HNudopmanmonnasi 6e30MacHOCTb — 3allUTa HHTEPECOB CYOBEKTOB HMH()OPMAIIMOHHBIX OTHOLICHH.
Joktpuna uHpopManmonHoi Oe3omacHocTr P®. J[OCTYMHOCTH, 1ETOCTHOCTh U KOH(DUICHIMAILHOCTD
unpopmanuu. [Ipenmer u o06bekT 3amuThl. MHpOpManmonHas 0€30MaCHOCTh OJAMH M3 Ba)KHEHIIMX
aCIEKTOB MHTErPajbHON OE3011aCHOCTH.

Tema 2. Yrpo3sl unopmanuonHoii 6e3onacHoctu. Ux knaccudpuramus

HNudopmannonHas 0e30MacHOCTb, KaK 4YacTh HKCIUIyaTalldd COBPEMEHHBIX HH()OPMALMOHHBIX
cucreM. Yrposza. ¥Yrpo3a wuHpopManuoHHON Oe3zomacHocTH. YTeuka uH(popmanmu. Haubonee
pacrpoCcTpaHeHHble yrpo3bl AOCTyHHOCTH. Ilpumepsl yrpo3 poctynHocTd. OCHOBHBIE — yIPO3bI
nenoctHoctd. OCHOBHBIE YTpo3bl  KOHUAeHIManbHOCTH. Kitaccudukamust yrpo3 IO OCHOBHBIM
IPU3HAKAM.

Tema 3. 3akoHoaaTe/IbHBII YPOBeHb HHGOPMALMOHHOI 0€30MacCHOCTH: 0030p POCCUICKOT0 U
3apy0e;KHOr0 3aKOHOIATEIbCTBA

BaxHocTh 3akOHOAATENbHOTO YpOBHS HH(pOpMannoHHONH Oe3omacHocTu. OO030p POCCHUKCKOTO
3aKOHOJATENbCTBA B  00Onacth wuHGpOpMAMOHHOM Oe3omacHocTH. 3akoH «O0 wuH(oOpManuwy,
MH(GOPMAILIMOHHBIX TEXHOJOTHSIX W 3ammre uHbopMauuuy. Jlpyrue 3aKOHbBI U HOPMATUBHBIE aKThI
benepanbHON CITYKOBbI SKCIIEPTHOTO U TEXHUUECKOT0 KOHTPOJIA (TocTexkomuccuu). O030p 3apy0eKHOTO
3aKOHOJATENHCTBA B 001acTH MHGOPMAMOHHON Oe3omacHOCTH. O TEKyIleM COCTOSHHUU POCCHUKUCKOTO
3aKOHOJATEIHLCTBA B 001acTH HHPOPMAITMOHHON 0€301TaCHOCTH.

Tema 4. AxMuHMCTPATUBHBIN ypoBeHb. [lomTuka 0e3o0nacHocTH
VYnpasinenne uHpopManMoHHON  Oe3omacHocThio. [lonmThka Oe3omacHoctu.  IIporpamma
6e3omacHocTH. CUHXpOHU3aLUs TPOrpaMMbl 0€30IaCHOCTH C KU3HEHHBIM LIUKJIOM.

Tema 5. Opranusanusi pa3HOYPpOBHEBOI'0 10CTYNIAa B MHGOPMALMOHHYIO CHCTEMY
Tumns! nonuTHk O6e3onacHocTu. PoneBoe ynpasieHne 10CTymnom.

Tema 6. OcHOBHbIE NPOrpaMMHO-TeXHMYeCKHe Mepbl. 3amura WHpOPMAUMH C MOMOUILIO
napoJs

OCHOBHBIE TOHSATHSA MPOrPAaMMHO-TEXHHUYECKOTO YpOBHS HH(POPMALMOHHON 0€30ImacHOCTH.
Oco0eHHOCTH COBPEMEHHBIX WH()OPMAITMOHHBIX CHCTEM, CYIIECTBEHHBIE C TOUKH 3PEHHs 0€3011aCHOCTH.
ApxutekTypHas Oe3onmacHocTh. Mpentuduxauus u ayreHtuduxanus. IlaponbHas ayTeHTH(UKaLUS.
Opnnopa3zossle naponu. Unentuduxanus / ayTeHTUPUKAIHS C TOMOIIBI0 OMOMETPUYECKUX TaHHBIX.

Tema 7. 3a1uTa 0T HECAHKLIIMOHMPOBAHHOI'O IOCTYIA U CeTEBBIX XaKePCKHUX aTaK
[TpoTuBOAEHiCTBHE HECAHKLIIMOHUPOBAHHOMY J10cTyIy. CriocoObl HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.
MeTtobl U cpenicTBa 60pHObI C HECAHKIIMOHUPOBAHHBIM JTOCTYIIOM.

Tema 8. CoBpeMeHHbIe AHTHBHPYCHBbIE MNPOrpamMMbl. 3ammTa oOT HHEGOPMAIMOHHBIX
uHpexuuii. Knaccupukanus KOMnbOTEPHBIX BHPYCOB

[TporpaMMbl 0OHapyXeHUS U 3alIUThI 0T BUPYcOB. IIporpammel-nokTopa. IIporpaMMbl-aeTeKTOPHI.
[Iporpammbi-moHuTOpEl U Jap. O030p aHTUBUPYCHOTO MporpaMMmHoOro otecrneuyenus. MHdopmarmonHas
uHpekuus. Bupyc. Pesupentnoie Bupychl. Ilonmumopdusm. TposHckue koHH. CeTeBble YepBH.
Knaccudukanus KOMIbIOTEPHBIX BUPYCOB.



Tema 9. OcHOBBI TEXHOJIOTHH NOCTPOeHNs 3ammieHHbIx OC

[Toaxonsr k obecrieuenuto 6ezomacHoctu OC. 3amaum paspaborku 3ammmeHHbx OC. [Ipobiema
BHepeHus mozaenu 6e3onacHoctu B OC. Kputnka BHenpenus moaeneid. [loctaHoBka 3aauil BHEAPSHHUS
moaenu 6e3onacHoctu B OC. Pemenne npobieMbl BHeApeHH Moaeneld 6ezonacHocTu B OC.

3.2. ConepxxaHue NPAKTHYECKOT0 0J10KA M CHMILIUHbBI

Ounasi popMma 00yueHus (IMOJTHBIH CPOK)

e TeMa NpakTU4ecKOro (CeMHHAPCKOI0, MPAKTHYECKOI0) 3aHATUSA
B B mom uucne 6 ghopme npaxmuueckoii noocomosku

1 2

3akoHoAaTebHbII YPOBeHb HHGPOPMALMOHHOM 0€30MACHOCTH: 0030p POCCUIICKOT0 U 3apPy0eKHOT0
3aKOHOIATEIbCTBA

I13 1 ‘ N3yuenne HOpMaTUBHO — MTPaBOBOI 0a3bl B 001aCTH MHGOPMAIIMOHHON O€301TaCHOCTH
Opranu3anusi pa3HOypPOBHEBOI0 10CTYNAa B HHPOPMALMOHHYIO CHCTEMY

1132 ‘ AMUHUCTpUpOBaHUE 0a3 JaHHBIX U MPOEKTOB ACCESS
OcHOBHbBIE MPOrPAMMHO-TeXHUYeCKHe Mepbl. 3ammTa HHGopMauy ¢ TOMOIIbLIO NAPOJIs

113 3 Coznanue pe3epBHBIX Konuil Qaiinos (11t 0a3 JaHHBIX U TPOEKTOB Access)

113 4 3amuTa HHGOPMALIMH C TTOMOIIBIO TTAPOJIs
3ammTa 0T HECAHKIIMOHMPOBAHHOIO IOCTYNA M CeTEBBIX XaKEPCKUX aTakK

113 5 \ 3almuTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYNA U CETEBBIX XaKEPCKHUX aTak

CoBpeMeHHbIe aHTHBHPYCHBIE IPOrpaMMbl. 3alUTa OT HH(POPMALMOHHBIX MH(eKIM .
Kiaaccugukanusi KOMNbIOTEPHbIX BUPYCOB

36 3amuTa CheMHBIX YCTPOUCTB C TIOMOIIBEO COBPEMEHHOT'O aHTUBUPYCHOTO IMTPOTPAMMHOTO
obecrieueHus
113 7 Hactpoiika aHTHBHPYCHOM CHCTEMBI O€30MTaCHOCTH
OCHOBBI TEXHOJIOTHHU MOCTPoeHus 3amumeHbIx OC
113 8 OcHOBHBIE TPU3HAKU MPUCYTCTBUS Ha KOMIIBIOTEPE BPEAOHOCHBIX MPOTPaMM
1139 OO6mme TpeboBaHUs K TOCTPOCHHUIO CHCTEMBI 0€30MaCHOCTH
3aouHas popma o0yueHus (MOJTHBII CPOK, yCKOpPeHHOe 00yueHue Ha 6aze CITO)
e Tema MpakTH4YeCKOro (CEMHHAPCKOT0, MPAKTHYECKOT0) 3aHATHS

B mom uucne 6 ghopme npaxmuueckoii noocomosku

1 2

3akoHogaTEJbHBIH YPOBEeHb HHPOPMANMOHHOM 0€30I1aCHOCTH: 0030P POCCHIICKOTO0 M 3apy0e:KHOT0
3aKOHOJATe/IbCTBA

113 1 | W3ydyeHre HopMaTUBHO — IPaBOBOil 0a3bl B 001acTH MH(OPMALIMOHHON 0€3011aCHOCTH

Opranunsanus pa3HOYpPOBHEBOI0 10CTYNA B HH(POPMALMOHHYIO CHCTEMY

1132 ‘ AJMUHUCTpUpOBaHKE 0a3 JaHHBIX U MPOEKTOB ACCESS

OcHoBHbBIE POrPAMMHO-TEXHHYECKHE Mepbl. 3a1MTa HH(POPMAIMH C IOMOIIBLIO APOJIs

113 3 \ Cozntanue pe3epBHbIX Konuil aitsioB (1t 0a3 JaHHBIX M TPOEKTOB Access)

CoBpemMeHHbIC AHTHBHPYCHBIE IPOrpaMMbl. 3a1IUTa OT HH(POPMALMOHHBIX HH(EKIHIA.
Kuaccnpukanusi KOMIbIOTEPHBIX BUPYCOB

3 4 3amuTa CbeMHBIX YCTPONUCTB € TIOMOIIBIO COBPEMEHHOI'O aHTUBUPYCHOT'O ITPOTPAMMHOTI0
o0ecrneueHus
OcHOBBI TEXHOJIOTMH NOCTPOeHM 3ammmeHHbIx OC
I135 \ OcHOBHBIE IPU3HAKYU IIPUCYTCTBUS HA KOMIIBIOTEPE BPEAOHOCHBIX IPOrpaMM




3aounas ¢opma o6yuenus (yckopeHHoe odyueHnue Ha 6aze BO, moHoe yckopeHHoe 00yueHue)

e Tema npakTH4ecKoro (CEeMHHAPCKOro, NPAKTHYECKOI0) 3aHATHSA
) B mom yucne 6 popme npaxmuueckoii n0020mosKu

1 2

3akoHogaTe/bHBIH YPOBeHb HHGOPMALMOHHOI 0€30IaCHOCTH: 0030p POCCHIICKOI0 U 3apy0e:KHOT0

3aK0HOJaTe/IbCTBA

113 1

| Mi3yuenne HOPMaTHBHO — IPaBOBOii 6a3bl B 061aCTH HH(POPMAIMOHHOI 6€30MaCHOCTH

Opranu3anys pa3HOypPOBHEBOI0 10CTYNA B HHPOPMANIMOHHYIO CHCTEMY

1132

| AJMHUHUCTpUpOBaHHE 0a3 TaHHBIX U MPOEKTOB ACCESS

OCHOBHBIE IPOrPAMMHO-TEXHUYECKHE Mepbl. 3a1uTa HHPOPMAIUN ¢ TOMOUIbI0 MAPOJIS

1133

| Co3anue pe3epBHBIX Konui (aitioB (i 6a3 TaHHBIX U POEKTOB Access)

OCHOBBI TEXHOJIOTMH NOCTPOeHMs 3ammmeHHbIx OC

113 4 | OcHOBHBIE NPU3HAKH NPHCYTCTBHS HA KOMITBIOTEPE BPEIOHOCHBIX IPOrPaMM
3.3. O6pa3oBaTejibHbIE TEXHOJIOTUH
Ounas ¢popma 00yueHus (MOJTHBIH CPOK)
Bun ®opma / MeTtoabl %
Ne Tema 3ansATHSA yueOHOro HHTEPAKTUBHOIO y4eOHOro
3aHATHA o0y4yeHus BpeMeHH
1 2 3 4 5
3aKOHOJATEIbHBIN YPOBEHD
nH(pOpMaILMOHHOK O6e30macHoCTU: 0030
1 ¢ pMatl P I13 Huckyceus 25
POCCHUICKOrO U 3apy0eKHOI0
3aKOHOJaTeIbCTBA
Opranu3zanys pa3HOyYpOBHEBOI'O JOCTYIIa
2 p N P AoCTY I13 Jlenosas urpa 25
B UHPOPMALIMOHHYIO CUCTEMY
OcCHOBHBIE IPOTPAMMHO-TEXHUYECKHE
3 | mepsl. 3ammTa nHOOPMAIIHH C TIOMOIIIBIO 113 Mo3roBoii mrypm 25
napoJis
CoBpeMeHHbIE AaHTUBUPYCHBIE
IporpaMMsl. 3aluTa oT
4 | nHpOpPMaLIMOHHBIX UHPEKIUH. I13 Kondepenuus 25
Knaccugukaius KOMIBIOTEPHBIX
BHPYCOB
OCHOBBI TEXHOJIOTUH TTOCTPOEHUS
) p I13 Huckyccus 25
samuieHasx OC
Hroro 25%
3aounas ¢popma o0yuenus (MOJHBI CPOK, yCKOpeHHOe 00y4yenne Ha 6aze CI1O)
Bun ®opma / Metoasbl %
Ne Tema 3ansiTHSA y4eOHOro UHTEPAKTUBHOI'O yueOHOro
3aHATHA o0y4yeHus BpeMeHH
1 2 3 4 5
OCHOBHBIE TIPOTPAMMHO-TEXHUIECKHE
1 | mepsl. 3amura HHGOPMAIIUU C TIOMOIIIBIO 113 Mo3roBoii mrypm 25
naposIst
CoBpeMeHHbIE AaHTUBUPYCHBIE
2 p by I13 Koundepennus 25
IporpaMMel. 3amuTa oT
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UH(POPMALMOHHBIX MH(EKINH.
Knaccudukarust KoMInploTepHBIX
BUPYCOB

OCHOBBI TEXHOJIOTHU MMOCTPOCHUA

sammieHssx OC 113 Huckyccuns 25

HToro 25%

3aouHan ¢popma o0yuenus (ycKopeHHoe o0yueHue Ha 6a3ze BO, mosiHoe yckopeHHOe 00yueHue)

Buna ®opma / Metoasbl %
Tema 3ansATHSA y4eOHOro HHTEPAKTUBHOIO y4eOHOro
3aHATHS o0y4yeHust BpeMeHH
2 3 4 5
OCHOBHBIE IPOTPAMMHO-TEXHHUECKHE
Mephl. 3anmTa HHPOPMALUU C TOMOIIBIO I13 Mo3sroBo#i mrypm 25
napoJst
OCHOBBI TEXHOJIOTUH TTOCTPOCHUS m Tlcxyccus o5
samumeHHsIx OC
Hroro 25%

1




Pa3nes 4. Opranusanusi CaMoOCTOATEJIbHOM Pa00ThI 00y4AIOIINXCS

4.1. Opranusanus CaMOCTOSATEJIbHOM PadoThl 00y4YalOIMXCS

Ne pexomennyemoi

Ne Tema qTUCUMIIMHBI Ne ponipocos
JIMTEPATypPhbl
1 2 3 4
1 [Tonsarue unpopmarronHoi 6ezonacHoctu. OCHOBHbIE 123 36 7
cocTaBJstone. BayxHOCTh TPOOIEMBI ” T
5 Yrpo3sl nuHpopManHoHHON Oe30macHoCTH. X 23 1,234
KJIacCU(pUKAIIHS
3aKoHOIATENbHBIN YPOBEHb HH()OPMAITHOHHOMN
3 | 6e3omacHOCTH: 0030p POCCUICKOTO U 3apy0eIKHOTO 45,6,7,8,9,10 2,3, 4
3aKOHOJIATEIILCTBA
4 | AIMUHUCTPAaTHBHBIN YpoBeHb. [lomuTrKa O6e30macHOCTH 11,12,17,18,19 1,3,4
5 Opranuzanys pasHOYpOBHEBOTO JOCTYIA B 2021 13,4
MH(POPMALIMOHHYIO CUCTEMY
6 OcHOBHbIE IPOTPAMMHO-TEXHUUYECKHE MEPBI. 3alluTa 13.14 3.6,7
MH(pOpMalMU C TOMOIIBIO APOJIs
7 3amura OT HECAHKLIMOHUPOBAHHOI'O JIOCTYIIA U CETEBbIX 17.18,19.20 21 3.6,7
XaKePCKUX aTaK
CoBpeMeHHbIE aHTUBUPYCHBIE IPOrPaMMBbI. 3alUTa OT
8 | madopmarmonnbix nHMeknmid. Kiaccudukarus 15,16,19,22 3,6,7
KOMIIbIOTEPHBIX BUPYCOB
9 | OCHOBBI TEXHOJIOTHH TTOCTPOCHUS 3amuiieHHbIX OC 17,18,19,20,21 3,6,7
IlepeuyeHb BONPOCOB, BBIHOCHMBIX HA CAMOCTOSITEILHYIO PaGoTy 00y4aroIIMXCcst
1. Tloaxoabl K U3y4eHUIO HHPOPMALMOHHOM 6€3011aCHOCTH
2. MonenupoBanue nHGOPMAITMOHHON 0€301TacCHOCTH
3. IIpuuuHbl, BUIBI U KaHAJBI YyTEUYKH HH(OpMAIUU
4. 3axoH «O0 nH(popmManny, THPOPMAITMOHHBIX TEXHOJIOTHUSIX U 3aIIUTE UHHOPMALIUN.
5. 3apyOexHoe 3aKOHOJIaTeNBCTBO B 00JIACTH HH(POPMALIMOHHOM 0€3011acHOCTH.
6. Poxb cranmapToB HHGOPMAITMOHHON 0€301TaCHOCTH.
7. Crangaptsl ISO 17799 u ISO/IEC 15408 «Kputepun oreHku 0e30macHOCTH HMH(OPMAIIMOHHBIX

TEXHOJIOTUI.
OyHKIMOHATBHBIE TpeOoBaHUs. TpeboBaHus 10BepUs 0€30MaCHOCTH.

8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

I"'apMoHM3UpOBaHHBIE KpUTEPUU EBpONEHCKUX CTpaH.

Crieruduxanuu B o6acTi HHOPMAIIMOHHOM 0€301MacHOCTH.

ITonutuka 6e30macHOCTH. THUIBI TOJUTHK 0€30MaCHOCTH
[Tporpamma 6e3omacHOCTH

OCHOBHBIE KJIACChI MEp MPOIIEAYPHOTO YPOBHS
ApxuTeKkTypHas 0e30MacHOCTh

OTKa30yCTOMYMBOCTH U 30HA prucka. OOecrneueHne 0TKa30yCTONIYNBOCTH.

TyHHEIMpPOBaHUE U YIIPABICHUE.

MoTuBanms Kak JOsITbHOCTh MIEPCOHANA ¢ TOUYKH 3peHHsI HH(OPMAIIMOHHON 0€301TacHOCTH.
Yenoeueckuii pakTop B odecrieueHNH 0e30MacHOCTH KOH(UASHIIMATbHOW HHPOPMaLUN

Oco0OeHHOCTH COBpPEMEHHBIX HH(GOPMAIIMOHHBIX CHUCTEM,

0€30IIaCHOCTH.
20. Ananu3 U KIacCUpUKaIMS yIAICHHBIX aTaKk Ha KOMITBIOTEPHBIE CETH

21.
22. CoBpeMeHHOEe aHTHBHUPYCHOE MPOTrpaMMHOE OOecTiedeHne

MHoroypoBHeBas 3allUTa KOPIIOPATUBHBIX CETEHN

12

CYIICCTBCHHBIC C TOYKH

3pCHHUS




4.2. llepeyeHb y4eOHO-MeTOIUYECKOT0 00ecniedeHUsI CAMOCTOATEIbHOIH PadoThl 00y4YarOIUXCs

CamocrodTenbHas padoTa 00yJaronuxcsi 00ecIeunBaeTCs CAeIYIOMUMH YIeOHO-METOANYECKUMU
MaTepualaMu:
1. Vxkazanusmu B paboueil mporpamme no aucuuiumae (m.4.1.)
2. JIeKIMOHHBIMU MaTepuallaMi B COCTaBe y4eOHO-METOINYECKOr0 KOMIUIEKCA MO AUCIHUIIIIHHE
3. 3amaHUSAMH U METOAWYECKHMMHU PEKOMEHIAIMSIMH IO OPraHU3aIllul CAMOCTOSTEIbHON paboThI
00yYaIOIIMXCS B COCTaBE YI€OHO-METOINYECKOTO KOMIUIEKCA 110 JUCIUILIHHE.
4. T'moccapueM 1o JUCHUILIMHE B COCTaBe yu4eOHO-METOIUUECKOr0 KOMIUIEKCA O AUCLUILIMHE.
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Pa3znen 5. ®oHA OLIEHOYHBIX CPEICTB /sl MPOBEIeHUs TEKYIIero KOHTPOJIS U MPOMEKYTOYHOM
aTrrecTauvy 00y4arommxcst

DOHO OYEeHOUHBIX CPeOCcm8 no OUCYUNTIUHE Npedcmasisiem coboli COBOKYNHOCIb KOHMPOIUPYIOUIUX

Mamepuanos, NPeOHaA3HA4eHHbIX OISl UBMEPEHUS. YPOBHS OOCMUNICEHUS 00YUAIOWUMUC YCMAHOBLEHHBIX
pe3yibmamos obpazoseamenvrou npocpammsi. @OC no oucyuniuHe UCHONb3YEMcs Npu NpoeeoeHuU
ONepamueHoO20 KOHMPOIs U NPOMENCYMOYHOU ammecmayuu ooyuarowuxcs. Tpebosanus k cmpykmype u
cooepoicanuro POC oucyuniunvl peenamenmupyromces Ilonoocenuem o gponoe OYeHOUHbIX MAMepuUanos
N0 NPOSPAMMAM 8bICULE20 0OPA30BANHUS — NPOSPAMMAM DAKAIABPUAMA, MALUCTPATYDUYL.

5.1. ITacnopT GoHAA OLIEHOYHBIX CPEACTB

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

OuneHovHbIe CpeICTBA |
Kon
KonTtposmpyemsle pa3aesl (TeMbl) 13 HHAUKATOPA U
Ne IIpak.
AU CIUTIJINHBI JI 13, CPO | pgeckpunrTopa
IHoar.
C3) JAOCTUIKEHMSI
KOMIIeTeHIU I
1 2 4 5 6 7
[TonsaTne nHHOPMAIIOHHOK V-1 VK- 8.1
1 | 6ezonacHoctu. OCHOBHBIE [1IPB
NJ-1 OIIK- 3.1
cocrapistonie. BaxxHocTs npoOaembl
5 Yrpo3sl nHGOpPMALTMOHHON IIPB NJ/I-3 YK- 8.1
6e3omacHoctr. VX kmaccuduxarnms NJ-5 OIIK- 3.1
3aKOHO/IaTENbHBIN YPOBEHb
MH(POPMAIIMOHHOM 0€30MacHOCTH: 0030p Na-5 YK-8.1
3 POCCHUICKOTO U 3apyOEKHOTO Yo Yo | IIPB NJ-3 OIIK- 3.1
3aKOHOJIATEILCTBA
4 AJIMUHUCTPAaTUBHBIA YPOBEHD. IPB NJI-3 YK-8.1
[TonuTnka 6€30MacHOCTH NJ-1 OIIK- 3.1
Opranusanus pa3HOYpPOBHEBOTO JIOCTYIIA Na-3 VK-8.1
S B UH(OPMAIIMOHHYIO CUCTEMY vo yo | IIPB NJ-1 OTIK- 3.1
6 ﬁgﬁfgﬁﬁf’f Eiﬁﬁlﬁﬁﬁifﬁiﬁﬁm min | mmn | e | S VK-8
i NJ-3 OIIK- 3.1
napoJs
3amura OT HECAaHKIIMOHUPOBAHHOTO NJa-1 YK-8.1
! JIOCTYTa U CETEBBIX XaKEPCKUX aTak vo yo | IIPB NJ-5 OTIK- 3.1
CoBpeMeHHbIE aHTUBUPYCHBIE
MpOrpaMMBl. 3aluTa OT i i
8 | nHpopMaAIMOHHBIX UH(EKIIHA. YO YO | IIPB M-8 VK-8.1
NJ-5 OIIK- 3.1
Kiaccudukanmsi KOMIbIOTEpHBIX
BHPYCOB
OCHOBBI TEXHOJIOTUU TTOCTPOCHUS Na-5VK-8.1
d zamuiieHHbIx OC A A HPB NJ1-3 OIIK- 3.1
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3aounas ¢popma o6yueHnus (IMOJHBII CPOK, YCKOpeHHOoe 00ydyenne Ha 6aze CI1O)

OueHoYHBIE CPeICTBA

Kon
e KouTposanpyembie pa3aeiibl (TeMbI) 113 pak HHIMKATOPA H
B AUCUHMILINHBI V13, Hl()) r. CPO | neckpunropa
C3) AT MOCTHKEHM S
KOMIIeTeHIU i
1 2 4 5 6 7
[TonsiTre nHOpPMATMOHHON Na-1 VK-8.1
1 | 6e3omacHocTr. OCHOBHBIC IIPB NJI-1 OIIK-
cocrasistonue. BaxxHocTh npoOaembl 3.1
9 Yrpo3sl uHGOPMATMOHHON IIPB HI/?I-SSY(?{II?-]-
6e3onacHoctu. Ux kinaccupukanus 31
3aKOoHOJATENbHBIM YPOBEHD
3 nH(pOpPMaMOHHOM 6€30MacHOCTH: 0030 vO vo | 1pB HI/JI:[I[?BVOKHI%-]-
POCCHIICKOTO U 3apy0eKHOTO 31
3aKOHOJATENbCTBA '
4 AJIMAHHCTpPaTUBHBIN ypoBeHb. [lonuTuka IPB Hlfﬁ?lygﬁli-l
0€30MacHOCTH 31
Na-3 VK-8.1
Opranu3zanus pa3HOYpOBHEBOT'O JOCTYIIa i i
> B UH(POPMALIMOHHYIO CUCTEMY vo YO | TIPB | 1] é?HK
OCHOBHBIE TPOTPAMMHO-TEXHUYECKHE Na-5VK-8.1
6 | Mepsl. 3amuTa HHPOPMAIIUHU C TIOMOIIBIO Ml | MII | IIPB | MA-3 OIIK-
apoJis 3.1
7 3amuTa OT HECAaHKITMOHUPOBAHHOTO IIPB HI/{[I-L}5VC§<I:H§-1
JOCTYTIA M CETEBBIX XaKEPCKUX aTaK 31
CoBpeMeHHbIE AaHTUBUPYCHBIE /-3 VK- 8.1
MIpOrpaMMBl. 3aluTa OT i )
8 MH(GOPMALMOHHBIX HH(EKINH. fPB | 1A 53?HK
Kraccudukanus KOMIBIOTEPHBIX BUPYCOB )
9 OCHOBBI TEXHOJIOTUH TOCTPOEHUS il il IIPB MI/{[I-[?IBYCI)(l:II?-l
3amuieHHbx OC 31

3aouHan Gpopma o0yuenus (yckopeHHoe o0yueHue Ha 6a3ze BO, mosiHoe yckopeHHOe 00y4ueHue)

OueHoYHbIE CPeACTBA

Kon
KouTpoJsmpyemsle pa3iensl (TeMbl) 113 HHAMKATOPA U
Ne IIpak.
AMCHUIINHBI 13, CPO | neckpunrTopa
Ioar.
C3) JOCTHIKEHMSI
KOMITeTEeHIH
1 2 4 5 6
| | e oo g | 1B
) Na-1 OIIK- 3.1

cocTapJsitone. BaXHOCTh TpoOIeMBbI
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9 Yrpo3b1 uHPOPMATHOHHOM IIPB Na-3 VK-8.1
6e3omacHocTH. VX kimaccudukanms NJ1-5 OIIK- 3.1
3aKOHOJIaTeNIbHBIN YPOBEHb
UH(POPMALIMOHHOM 0€30MacHOCTH: 0030p -5 VK- 8.1

3 POCCHICKOTO U 3apy0eIKHOTO vo YO | IIPB NJI-3 OIIK- 3.1
3aKOHOJIATeNILCTBA

4 AJIMUHHCTpPATUBHBINA ypoBeHb. [TonuTrka IIPB N-3 YK-8.1
0€301acHOCTH NJ-1 OIIK- 3.1
Opranu3anys pa3HOYPOBHEBOTO JIOCTYIIa N1a-3 YK-8.1

> B MTH(POPMALMOHHYIO CUCTEMY yo YO | TIPB NJ-1 OIlK- 3.1

6 ﬁiﬁfiﬁﬁfﬁ L‘Lﬁﬁiﬁﬁfﬁ“ﬁﬁﬁm v | i | e | S VK-8.1

' NJI-3 OIIK- 3.1
napoJs

7 3amura OT HECAaHKIIMOHUPOBAHHOTO IIPB Na-1 VK-8.1
JIOCTYTIa U CETEBBIX XaKEPCKUX aTaK NJI-5 OIIK- 3.1
CoBpeMEeHHBIEC aHTUBUPYCHBIE
porpaMMel. 3amuTa oT i i

8 | mHpOpMAMOHHBIX HH(EKINH. I1PB VJ-3 VK-8.1

Na-5 OIlK- 3.1
Knaccugukaius KOMIBIOTEPHBIX
BHUPYCOB
OCHOBBI TEXHOJIOTUU MTOCTPOEHUS Na-5VK-8.1
d sammieHabx OC A A | TIPB NJ-3 OIIK- 3.1

YcaoBHble 0003HAYEHNSI OLIEHOYHBIX cpeacTB (CToaousl 3, 4, 5):

33 — 3amuTa BBIIOJIHEHHBIX 33JJaHUI (TBOPUECKUX, PACUETHBIX U T.J.), IPEJCTABICHUE IPE3EHTALINN;
T — TectupoBaHue 110 6E3MALIMHHON TEXHOJIOTUH;

ACT — TectupoBaHu€ KOMIIBIOTEPHOE;

YO — Ycrusiii (ppoHTaNBHBINA, HHIUBUAYATBHBINA, KOMOMHUPOBAHHBIN) OIPOC;

KP — KonTtponbHas paboTta (ayJUTOpHbIE WIM JOMAIHUE, UHIUBHUIYyaJbHbIC, MAPHbIE WM IPYNIIOBbIE
KOHTPOJIbHBIE, CAMOCTOSITEIbHBIE PA0OTHI, TUKTAHTHI U T.J.);

K — Komnoksuywm;

IIPB — IlpoBepka pedeparoB, OTUETOB, pELEH3UN, aHHOTAIUM, KOHCIIEKTOB, rpa)Mueckoro mMarepuana,
3cce, EPEBOJIOB, PEIICHUN 3a/1aHUH, BHIITOJIHEHHBIX 33JaHUM B 3JIEKTPOHHOM BHJE U T.1.;

JIH — JlenoBas urpa;

PH — Ponesas urpa;

KM — Keiic-meTon;

KC — Kpyriblii crou;

KCM — KomnbroTepHas CUMYJISLUS;

MIIT — MeTtoa MO3roBOTO LITYpMa;

JIC — Jlexuusi-cutyanus;

JIK — Jlexuusi-koHbepeHIus;

JIB — Jlexuusi-BU3yanu3anus;

IIJI — TIpoGneMHas TeKIus;

/I — Jluckyccusi, mojaeMuKa, TUCIyT, 1e0aThl,

IT — TToptdonuo;

IIBY — IIpocMOTp BHIEOYPOKOB;

MII — MeTton npOeKTOB.

5.2. OnleHOYHbIE CPEeACTBA TEKYIIEero KOHTPOJIs
IlepeyeHb MpaKTHYECKUX (CEMUHAPCKUX) 3aJaHUI

Tema Ne 5: «Opranuzanusi pa3HOypOBHEBOI0 10CTYINAa B HHGOPMALMOHHYIO CHCTEMY)
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Ilpakmuueckasa paboma. AOmunucmpupoeanue 6a3 OaHHbLIX U NPOEKM 08 Access

Leasb - u3y4nTh criocoObl 3a1UTh HHpOpMaIuu B 6a3e 1aHHBIX ACCESS OT HECAaHKIIMOHUPOBAHHOTO
JOCTYIIA.

Pe3yabTat 00yuenus. [locie o0ydeHus CTYASHT JT0DKEH:
— 3HaTh cnocoOb! 3ammuThl nHGopmanmu B CYBJ] Access;
— YMETb OCYIIECTBIISATh HACTPOIKY cuctemsl 6ezonacHocT CYBJI ACCeSS Ha Tpex ypOBHSIX.

AJMUHUCTPUPOBAHHE 3aIMIICHHBIX 0a3 JTaHHBIX U MPOEKTOB ACCESS

CyiiecTByeT HECKOJBKO CHOCOOOB 3alMThl 0a3bl JaHHBIX ACCESS OT HECAHKIIMOHMPOBAHHOTO
JOCTYyIIA:
— 3ammuTa 6a3sl JaHHBIX Microsoft Access ¢ MOMOIIBIO MaposIs U MU POBAHUS;
— 3amuTa npuioxeHus Microsoft Access myTeM COKpbITUS OOBEKTOB B OKHE 0a3bl JAHHBIX U
HACTPOMKHU IIapaMeTPOB 3aITyCKa;
— 3alMTa 1apoJjeM nporpammsl Ha si3bike VBA;
— 3auTa nporpaMmMm VBA nytem coznanus ¢aiiina, B KOTOPOM OTCYTCTBYET UCXOHBIN KO,
— 3amuTa 0a3pl gaHHBIX Microsoft Access W ee OOBEKTOB CpeACTBaMH 3allUTHl HAa YPOBHE
I10JIb30BATENEH.

[IpuoxkeHne He Bcerja HYXAAeTCs B CIOXKHOM 3aluTe, ObIBAIOT CUTYallMd, KOIJA BIIOJIHE
JOCTaTOYHO HCIIOJIb30BAHUS TMAapojs. 3alluTa OCYIIECTBISETCS TaKUM O00pa3oM, YTO TOJBKO
MOJIb30BaTENNb, TOYHO 3HAIOIIMK IapoOjb, MOXKET OTKpPHITH 0a3y maHHBIX. Ecim mosip3oBarens 3a0bLT
napoiib, 0a3y JaHHBIX OTKPBITH HEBO3MOXXHO. UTOOBI CHSTH Mapoiib, €ro TOXE HEOOXOIMMO 3HATh.
OpnHako cieayeT 3aMeTUTh, YTO YCTaHOBKa MapoJid Ha 0a3y JaHHBIX HE 3allUIlaeT €€ OT MPOoCcMOoTpa
pa3IMYHBIMH PENAKTOpaMHM WM YTUIUTAMH YTeHHsS (ailyioB, MO3TOMY PEKOMEHIYETCs BBICTABIATH
napoiie U mmppoBaTh 0a3y NaHHBIX OJHOBPEMEHHO. BBOM mapois u mm@poBaHHe MOXHO MPUMEHSTH
TOJNBKO K (aitiam 6a3bl maHHBIX (Hanmpumep, MDB). [ns npoekToB ACCESS 3TOT METO 3alllUThl HE
OPUMEHHUM, TaK Kak JaHHble XpaHsATcs B Tabimmuax SQL Server u ans ux 3amMThl UCHOJIB3YHOTCS
cpenctBa SQL Server. B otnuume ot 0a3 maHHBIX, poekT (¢daitn ADP) He MoxeT ObITh 3alUIIeH C
TTOMOIIIBIO TTAPOJIS WJIM TMOCPEJACTBOM YCTAHOBKH 3aIlIUTH HA YPOBHE MOJIb30BaTENEH cpencTBamu ACCESS.
Opnako, KaKk ¥ B 0a3ax JaHHBIX, B IPOEKTaX MOXHO 3alllMIIATh MapojieM mporpaMMHbIid koa Ha VBA. Ha
IPAKTUKE 3allUTa MPOEKTOB CBOJAUTCS K MOMEILIEeHUI0 (aiija mpoekTa B oOIlIyr0 manky Ha (aiaoBoM
cepBepe, K KOTOPOU IMOJIb30BATENAM CETH NMPEAOCTABIISIETCA JOCTYN TOJNBKO JUIs uyTreHus. Daiin npoekra
MOJKET OBbITh OTIPABJIEH IOJIb30BATENAM 1O nouTe. [loap30BaTenu JOMKHBI 3aIIUTUTH CBOIO JIOKAJIBHYIO
Konuio (haita MpoeKTa, MCIOJb3ys CPEACTBA 3alUThl (HAMIOBOW CHCTEMBI JIMYHOTO KOMIbBIOTEpA, M
NEepPUOANYECKH CO3JaBaTh pe3epBHBbIE KONMUU (ailyia mpoekTa Npu J00aBICHUH B HErO HOBBIX (POPM WU
OTYETOB, YTOOBI B cIydae MOBPEXAeHUs (hailna NpoeKTa UMETh BO3MOYKHOCTh €r0 BOCCTAHOBUTb.

Ects eme criocoObI 3amuThl 00BEKTOB B 0a3€ JaHHBIX WK MTpoekTe ACCESS — mpeodpa3oBaTh (aii
B ¢opmar MDE wmu ADE wunu ucnonp3oBaTh MapameTphl 3amycka i OTPaHMYEHUs AOCTyna K
nporpaMmmaM VBA u HeKoTOpsIM Mapamerpam cpezibl ACCESS, MOKHO TaKkKe CKPBITh HEKOTOPbIE OOBEKTHI
OT TOJb30BaTeNIell ¢ MoMolIb0 Juanoroporo okHa Ilapamerpsr (Options). AIMHHHUCTpUpOBaHHE 0a3
JAHHBIX, 3alIUIIEHHBIX C TOMOIIbIO Mapojsi, CBOAUTCA K M3MEHEHHMIO Mapojs 3amluThl (Korga 3TO
Heo0Xx0/1uMo). 3a1aya aIMUHUCTPUPOBAHUS MTPUIIOKEHUH], I KOTOPHIX YCTAHOBJICHA 3aIllUTa HA YPOBHE
M0JIb30BATENEH, CYIIECTBEHHO CIOXKHEE.

3ammTa 6a3bl JaHHBIX ACCESS C TTIOMOIIBIO TapOJIst

CamMbIif ipocToit crmoco0 3anuThl 0a3bl JaHHBIX — C TIOMOIIBIO aposis. MOKHO HA3HAYUTh MapoIlb
6a3ze naHHbIX ACCESS, KOTOPBINA OyJeT TpeOOBaThCS BCAKHM pa3 MpH €€ OTKPHITHH.

YcTaHOBKA M CHATHE TApOJIs 3aIIUThI 0a3bl JaHHBIX

UTo0Bl YCTAaHOBUTH TAPOJb IS 3aIIUTHI 0a3bl JAHHBIX BBITOJHUTE Cleayromiee (puMep IS
unrepgeiica Access 2003):
1. 3akpoiite 6a3y manHbIXx. Ecam 06a3a MaHHBIX COBMECTHO HCIOJB3YeTCS B CETH, yOEIUTECh, UTO
OCTaJbHBIC TTOJIb30BATENH €€ 3aKPBLIH.

17



Crenaiite pe3epBHYIO KOMUIO 0a3bl TaHHBIX M COXPAHHUTE €€ B HAJIGKHOM MECTE.

B menro Access Beibepute komanay Paitin, OtkpeiTh (File, Open).

Brigenute daiin 6a3sl JTaHHBIX.

[[lenkHUTE IO CTpENKe, PacHoJIOKEHHOW crpaBa oT KHONKH OTKpbITh (Open) cMm. pucyHok 1. B
PACKPBIBAIOIIEMCSI CITUCKE PEXUMOB OTKPBITHSL 0a3bl JaHHBIX BbIIEIUTE ieMeHT MononoasHOo (Open
Exclusive). ba3a naHHBIX OTKpoeTcs B pekMMe MOHOIIOJIBHOTO JIOCTYIA.

SARE A

OmkpbiTHe haina 6asbl JaHHBIX @
Marika: |2 Mon aokymenTe: v @ @|Q X i - cepenc~
A |z
LD || Fpoee
| Mon nocneane | 2] dh1
ACKYHMETE! | ;\él\"lon My3bIKa
= ‘\ﬁMon PHCYHKH
| /(5] Mom MCTOUHHKN AaHHBIX
PaBounii cron | )My Virtual Machines
| [Z)Lab_Solaris

Mown
AOKYMEHTBI

43
Mo#
KOMMNbHOTER

D it -
Moe ceTesoe ==
okpyxenme | Tvn Gainos: | Microsoft Office Access v

PI/ICYHOK 1. OxHO OTKPbITUSA 0asbl JaHHBIX B MOHOIIOJIbBHOM PCIKHUMCE.

6. BriOepure xomanny CepBuc, 3ammuTa, 3agath naponb 6a3el ganHbix (Tools, Security, Set Database
Password).

7. B mosiBUBIIEMCS JHAIOTOBOM OKHe BBenutTe B mosie Ilaposs (Password) maponb ajis 3amuThl 0as3bl
JAHHBIX C YYETOM PETHCTPA CUMBOJIOB CM. PUCYHOK 2.

2X

3agaHue naposisA bazbl JaHHbIX

| ]
MoaTEEp¥ACHHE:

L

Pucynox 2 - OxHO 17151 3a1aHust Tapoisl.

8. BsemuTte mapons eme pa3 B noje [loareepxkacane (Verify).
9. Haxwmure xkHonky OK.

Terepp 6a3a MaHHBIX 3alIUINEHa MAPOJIEM W BCSKWH pa3, KOTJa IMOJb30BaTelh OYAET OTKPHIBATh
0a3y JaHHBIX, Oy/eT 0TOOpa)kaThCsl IUAIOTOBOE OKHO C TpeOOBaHHWEM BBECTH MapOjb. 3alIOMHHUTE WM
COXpaHUTE MapoJib B HaJeKHOM mecte. Eciu BbI 3a0yzmere maponib, 0a3y NaHHBIX OyZeT HEBO3MOXKHO
OTKPBITb.

3ameuaHue

He 3ammumiaiite 0a3y MaHHBIX MapoJieM TEpea ee pervIukamnuel (MexXaHW3M CHHXPOHHU3AIUN
COJIEP’)KUMOTO HECKOJBKUX KOMUW OOBEKTa), MHAuUe €€ Helb3sl OyleT CHHXPOHU3HPOBATh C JAPYTUMHU
PETUTHKaMH.

Ecnu 6a3a maHHBIX 3allUMIEHa Ha YPOBHE IOJIb30BATENCH, YCTAHOBUTH MapOJb ISl €€ OTKPBITUS
MOJKET TOJIbKO TMOJIbh30BaTENb, OONAMAIOIMINUNA aIMUHUCTPATUBHBIMH TpaBaMH. Y CTAaHOBKA Mapojs He
BIIMSICT HA CUCTEMY 3allIUTHl HA YPOBHE TOJB30BATEINSA. ITH JIBa CIIOCO0A 3aIIUTHI MOTYT HUCIIOIb30BaThCS
onHOBpeMeHHO. [Tapons 6a3bl JaHHBIX cOXpaHseTcs B 0aze JaHHBIX, a He B ¢ailne pabouell Tpymibl.

UTo0b! yIanuTh Mapoib 3alIUThI 0a3bl JaAHHBIX:

1. Ortxkpoiite 6a3y JaHHBIX B pEeKHUME MOHOIIOIBHOTO JOCTYIIA.
2. B nmanoroBoe okHO HeoOxoauMo BBecTH napoib (Password Required) Benure maposis.
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HeobOxoaumo BrecTH napo/jib @ |

BeeavTe napone 383kl A3HHBIX:

[ OK ][ OTMEHa ]

Pucynok 3 - OkHO BBO/A MMapoJisi pU OTKPBITHH 0a3bl TaHHBIX.

3. Bribepure komanmy Cepsuc, 3ammrta, YaanuTh mnaponb 0a3el gaHHbiXx (Tools, Security, Unset
Database Password). I[TosiButcs nuanoroBoe okHO YnaneHue mapoiis 0a3wl manHbix (Unset Database
Password) cM. pucyHok 4.

Ynane Hue napona 6azbl AaHHbIX @@

Mapone:

‘
I
~

Pucynox 4 - OxkHO yganeHus: mapoJsi.

4. BmenuTe TeKymui mapoib 0a3bl JaHHBIX.
5. Haxmure xkHonky OK.

YcTaHoBKa cBs3U ¢ Ta0aMIIaMK 0a3bl JaHHBIX, 3AIIUIIEHHON TaposieM

YroObl YCTaHOBUTH CBsI3b ¢ TaOauuIaMu 0a3bl JaHHBIX, 3aIIMIIEHHON maposieM, TpeOyeTcsl BBECTU
napoiis. Ecim mapoiis ObU1, yKa3aH BEPHO, OH COXPAHSETCSI BMECTE C APYroi nHpopMamme o CChUIKax Ha
tabmunpbl. Ilocne storo mro0oi mosb30BaTenb, padoTaromuil ¢ 0a30d JaHHBIX €O CBSI3aHHBIMHU
TaOJIMIIAMU, MOXKET OTKpPBITh 3TH TaOnuubl O0e3 ykazaHus maposss. Ecim mapons 3amuineHHoW 0asbl
JAHHBIX OyJeT M3MEHEH, B CIEIyIOLIUil pa3 MpHU OTKPBHITUM 0a3bl JaHHBIX, COAEpIKallel CBsI3aHHbIC
Ta0JINLbI, TOTPEOYETCs] BBECTH MAPOJIb.

3ameuaHue

Microsoft Access coxpanseT mMmapoib B 0a3e JaHHBIX, COJACpPXKAIICH CBS3aHHbBIC TaOIHIIBI
3alUIIEHHON 0a3bl JaHHBIX, B He3aln(ppoBaHHOM Buze. Eciu 3TO ysA3BIsSeT cucTeMy 3allMThl 0a3bl
JAHHBIX, HE WCTOJB3YHTE CPEACTBO 3alIUTHI C MOMOINBIO TMApOJs. YCTaHOBHTE CHUCTEMY 3alllMTHI Ha
YPOBHE NOJIb30BaTeENeH, YTOOBI OTPAHUYUTH IOCTYT K 00BEKTaM 0a3bl JAHHBIX.

3amuTa Ha ypOBHE OJIb30BaTENs

Jlnist 3TOrO BU/A 3aIUTHl HEOOXOAMMO CHayaja cO3/1aTh HOBYIO pabouyro rpymmy (eciu Bbl Oynere
UCTIONIB30BaTh CTapyto, To bJl jerko MOXHO OyAeT BCKPHITh, T.K. B 9TOM CJIy4ae IS allTOpUTMa 3alllUThI
OymyT OpaThCs TaHHBIE, yKa3aHHbIE TP ycTaHoBKe Windows niu MS Access).

g co3manust HOBoM paOoueit rpymnmbl 3anmyctute CepBuc, 3amurta, AIMUHUCTPATOp paboumx
rpyni 1 Haxmurte KHorky Co3nath (Create...) (pUCYHOK 5).

ms: Z3BEANOE 4B
OpraH|zanHs: HSY BN BB
Pabouas rpynna: C:\Documents and Settings\zaeeAnoeae, V1B

\application DataiMicrosofthaccessiSystem, mdw

PafiouaA rpynna onpedenaeTtcd qiafinom, MCNone3yYeMEIM NpH 3anyoKe.
MMEETCA BOSMOMHOCTE 3443Th HOBYH) paboqyH) rpynny, CO343E3A
HOBBIA thaFn, MMM YCTaHOEMTE CEASE CO CTAPOF MPYNNOH, M3MEHAR
3N, MCNONE3YEMBIA NEH 3aMNyCEe,

[CD3ﬂaTb... ] [ CEASE. .. ] [ o] l

Pucynoxk 5 - Coznanue HOBO# paboueil rpymibl
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Cee g HMA 0 BAadeAble paboueH rpynnsi EIE|

AnA onpeasneHa HOBOro aina paboqed rpynnel 3883RTE MMA,
HEZEAHHE OpraHHZALMK M KO,

BoCnonesyATECE NOHEE AEHHEIMA HMME CEEAEHMSMM MK BEEAMTE
APYTOE MMA M HA3BaHHE OPraHM3aumH. Tobbl obeCnEYMTE
0AHOSHAYHOE ONPEAENEHKE palioyed rpynnkl, EBEANTE KOA,
COAEP¥ALLHA A0 20 UMb W AYKE, PA3NHMYaA CTROYHEIE M NPOMNMCHEIE.

Hma: TEA4EHKDDC
Opranyzauma: | HOY BMNO BWE

Koa rpynne:

[ OF ] ’ OTHEHA ]

Pucynox 6 - Co3ganue HOBOM paboueid TpyIIbl

B mosiBuBIIEMCS Maore BBEIUTE 3ampaninBaeMyo nHbopmanuio u Haxmute kHonky OK. 3anaiite
UM HOBOM paboueii rpymrbl, Haipumep MY GR.MDW.

B cnyyae npaBUiIBbHOTO BBEACHMSI JAaHHBIX M MX MOATBEPKICHHUS IMOSBUTCS COOOILIEHHE O
3aBepIICHUH co37aHus paboueil rpynmbl. Temepb MOXXHO BBIUTH W3 NPOrpaMMbl AJIMHUHUCTPATOP
pabovux TpyIIIL.

3anyctute b/, koTopyto HeoOxoauMo 3amuTUTh. B mynkre mento CepBuc, 3amuTta, [loas3oBaTenu
U TPYIIIBI (PUCYHOK 7).

[lonn3oBaTe M KW Fpynnbl E|
MonszoeaTend | Mpynnb || WareHetue napons

MNonesoEaTEN:

MHAL | g dmin w

CozAaTE... ] [ ¥aanmTe ] [CHqu naponbl

Fpyinel

MiMErOWMECA MRy Nk WUACTHE B FPYNNe:
Users
AobaeuTe ==

<< ¥AannTe

Pacne4artaTe oT4eT

[ Ok, ] [ OTrieHa ]

Pucynok 7 - OKHO CBOMCTB IOJIB30BATENEH U IPyII

Haxwmure kHonky Co31aTh... ¥ BBEIUTE UMSI HOBOT'O MOJIb30BATENs, HAIIPUMED userl, yKakuTe ero
koq. ITo ymonuanuro 3anuce Boiaer B rpynmy Users. IloBropure 511 1elCTBUS Ui BCEX MOIb30BATENEH,
KoTophle OynyT padotats ¢ B/I.

Ilepeiinute B BKianky M3meHenue maposid. 3ajaiTe nmapoib aIMUHHCTpATOpa, IOCJIE 4Yero Npu
KaXK70M 3arycke ACCeSS OyJeT MosBISATHCS OKHO, IPeJyIaratoliee BBECTH UMs MT0JIb30BATENS U [apoJib.

B nynxte mento CepBuc, 3ammura, Paspemenus (pucyHok 8). Beibepere 3amumaembiii 0ObeKT,
Hanpumep Doctors. 3anaiite paspemenus as rpymnmnbl Admin, a 3aTeM U Ui KaKJ0T0 U3 M0JIb30BaTeNei.

OcraeTcst KaKA0MY MOJIH30BATENI0 CaMOMY BBECTH CBOW mapoiib. [[s 3Toro HeoOXoaumo 3aiitu B
b/l non cBoMM MMEHUEM U BBITIOJIHUTH AEUCTBUA KaK MPU CO3/IaHUU Naposis A IMUHUCTPATOPA.
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Pazpe e H1A El

Pazpewena | Crena snanensua

MoAB30EATENM M FPYNNEL: 1A 0O bekTa:
Admin “HoBbIE TAONMUEYZaNpock!>

Dockors
Patients
Visits

Crvcor: (%) nonesosatenn (O rpymnel  Tun ofiberkta: | TaBnmua -
Pazpelwenma

HTEHHE A3HHEK

YTEHME MAKETa oBHOENEHME AaHHE:
W3MEHEHME MEKETA BCTEBKA A&HHEIX
AAMHHHCTPATORE YASNEHHE A3HHEL

Monezoeatens:  Admin

[ oK ] l Ovmena ]

Pucynok 8 - OxHO onpeaeneHus npas AOCTyIA Ul KaXKA0T0 [10JIb30BaTeNs

udpoBanue 6a3bl JTAHHBIX

IIpu mmdpoBanun 6a3bl AaHHBIX ee (Paila CKUMAeTCs W JAeNaeTcs HEeJAOCTYMHBIM JJIsl YTEHHs C
MIOMOIIBIO CITYXEOHBIX MPOrpaMM HJIM TEKCTOBBIX peAakTopoB. JlemmudpoBanue 0a3bl JAHHBIX OTMEHSET
pe3yibTaThl ONepaunu MUuppPOBaAHUSL.

UroObl 3ammudpoBaTh win AemuppoBaTh 0azy MaHHBIX, HY)KHO CHayajla €€ 3aKpbiTh, a 3aTeM
BbIOpaTh mMyHKT MeHto Cepsuc, 3ammuta, [lndposars/nemmdponats (Tools, Sequrity, Encrypt/Decript
Database). 3atem He0OX0AMMO yKa3aTh MIHU(PPYEMBI U Pe3yIbTHPYIOUIHHA (PaiiIbl B OKHAX, aHAJIOTHYHBIX
CTaHJApPTHOMY OKHY OTKpBITHUS (aiina.

3aganusn:
CoznaiiTe konuto 0a3bl TaHHBIX.
3akpoiiTe mapojem cBor 0a3zy JaHHBIX. 3aMEHHUTE Mapojib Ha APYTroM.
CoznaiiTe CBOIO YUETHYIO 3aIIUCh, ONPEJIEINTE JIs Hee BUJL JJOCTYIA U YCTAHOBUTE MapoJib.
3ammdpyiite 0a3y TaHHBIX U coxpaHuTe ee moj umeneM CryptDBI.
Pacumudpyitte 6a3y nanueix u coxpanure ee nmoa umeHem DBIENCRYPT.

agrwNE

Co3nanue oTuyera
[Tocne BBIMONHEHNE MPAKTHUYECKUX 33JaHUN CTYJEHT JOJKEH COCTaBHUTH AJIEKTPOHHBINA OTYET MO
npakTHueckoit padore (B mporpamme Microsoft Word), B KoTOpoM JOKHBI ObITh OTPaXKEHBI CIISTYIOIIHE
MTOJIOKECHUS
e HOMEp M Ha3BaHHE MPAKTHICCKON pabOTHI;
e [[eJIb U IUIaH 3aHITHS,
® OSKpaHHBIC KOIUH, OATBEPKTAOIINE BHIMTOTHCHHE TPAKTUIESCKOTO 33 JaHuS;
® OTBETHI HA BOTIPOCHI:
1) Ilepeuncaure CIOCOOBI 3aIUTHI Oa3bl JAHHBIX ACCESS OT HECAHKITMOHUPOBAHHOTO JOCTYIIA.
2) K kakomy Tuny ¢aisioB MOKHO UCIIOJIB30BATh 3aKPBITHE MAPOJIEM U MIH(PPOBAHUEM.
3) B uem 3akiarodaeTcss CMBICT aJIMHHUCTPUPOBaHMs 0a3 JaHHBIX, 3alIAIIEHHBIX C TOMOIILIO
mapoJs.
4) Tlouemy HeNb3sI 3AIIUINATH MAPOJIeM 0a3y JaHHBIX MEPe]] €€ PeIUIMKaIuei.
5) Yro Takoe 0OBEKTHI JOCTYIA K JAHHBIM U HA30BUTE X MOJICIIH.

COXpaHI/ITC OTYEeT Ha calTe JUCTaHIIMOHHOTO 06y‘-ICHI/I}I JJI TIPOBCPKU MTPCTIOAABATCIICM.

Tema Ne 6: «OcHOBHBIEC IPOrPAMMHO-TEXHHYECKHE Mepbl. 3amuTa HHPOPMALMH € IOMOIIbIO
napoJjs»
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Ilpakmuueckoe 3a0anue.
Yacmw 1. Co30anue pezepsnuvlx Konuit ¢paiinos (011 6a3 0anHBIX U NPOEKM o8 Access)

Lenab - u3yunts crocoObl CO3AaHUS PE3EPBHBIX KOMUM 0a3bl JaHHBIX.

Pe3yabTat 00yuenus. [locie o0ydeHus CTYASHT JT0DKEH:
— 3HATh OCHOBHEBIE CIIOCOOBI CO3JJaHMS PE3EPBHBIX KOMHI 0a3bl TaHHBIX;
— YMETb OCYIIECTBIIATh APXUBUPOBAHUE, CKATHE U BOCCTAHOBJICHUE 0a3 JaHHBIX.

ApXMBHpOBaHHUeE, C:KaTHe U BOCCTAHOBJIEHHe 0a3 JaHHbBIX

YroObl 3acTpaxoBaTbcs OT O€3BO3BpAaTHOM IOTEPU JAHHBIX, B PE3yJIbTaTe IIEJICHANPAaBICHHBIX
JNEUCTBUI 3JIOYMBIIUIEHHUKA WM 10 JPYTUM IpUYMHAM HEoO0XOAMMO IEPHOJMYECKH CO3/1aBaTh
pe3epBHYIO KOMHIO 0a3bl JAHHBIX WM TpoekTa Access. B ciydae moBpexaenus (aiina ucXoIHOW 0a3bl
JAHHBIX WM MPOEKTa Access ero MOXKHO Oy/eT 3aMEHUTh Pe3epPBHOM KOMHUEH.

[lepnoMYHOCTD CMEHBI KOMWK 3aBHCUT CKOPOCTH OOHOBIIEHUS JaHHBIX W ONpeAesseTcs
aJIMUHUCTPATOPOM 0a3bl JaHHBIX. UTOOBI yBEIMYUTH MPOU3BOIUTENBHOCTh 0a3bl JAaHHBIX U YMEHBIINUTh
ee pasMep, HCIIONB3YHTE ONepaluio CKaThs 0a3bl JaHHBIX WM MpoekTa Access. Haumnas c¢ Bepcuu
Access 2000, cxxaTre 1 BOCCTaHOBJICHHE 0a3bl IAHHBIX O0BEAMHEHBI B OJUH TIPOIIECC.

Co31anue pe3epBHOi KonmuM 0a3bl JAHHBIX UJIH MpoekTa Access 2003

EcTb HeckosIbKO MyTel co3JaHMs pe3epBHOM KomuHU 0a3bl JaHHBIX WM mpoekta. Ilpu Hannuum
JOCTaTOYHOTO O0beMa CBOOOJHOTO MeCcTa Ha JWCKE MOXKHO CO3[aTh PE3EPBHYIO0 KONHIO OOBIYHBIM
KonupoBaHueM ¢aitna. Co3aare konuto (aitsia MokHO ¢ nmomouibio npuioxenus [Ipoonnuk (Explorer),
BXOJISIIIIETO B COCTaB ONEpanMoHHON cructeMbl Windows, ¢ TOMOIIBI0 KOMaH bl ONEPAITMOHHON CHCTEMBI
copy, ¢ nomouisto uHcTpykuu FileCopy B npoueaype Ha VBA (Tonbko, eciau 0a3a JaHHBIX UM MPOEKT
B 9TO BPEMSI HE OTKPBITHI B IPYTOM OKHE NMPUIIOKEHUS Access).

YroObl COIKOHOMUTb MECTO Ha JIUCKE, CO3JaeTcs c)karas Komnus (aiia ¢ MOMOLIbI IPOrpaMMBl
apXMBUPOBAHUS, HANpPUMEp C TOMOIIBIO CTAaHJAPTHOW YTHJIMTHI apxuBHpoBaHus QaiinoB Backup,
BXOJsIIEll B COCTaB oOMNepalMoHHOM cucremMbl Windows, WIM € TOMOIIBIO YTWJIMT CTOPOHHUX
npou3BoauTeNeH, Takux kak WinZip miu WinRar.

Ecnu B 0a3ze JaHHBIX yCTaHOBJIEHA 3aIllMTa HA YPOBHE I0JIb30BAaTENCH, HEOOXOIMMO CO3/1aTh TaKXKe
pPEe3epBHYIO KOMNMIO COOTBETCTBYMOIIEro (aiina paboued rpynmbl omepanuell KONUPOBAaHUS WM
apXMBUPOBAHUS COOTBETCTBYIOLIEro (haiia ¢ pacmmupenuem mdw. s npoektoB Access 2003 nmeetcs
BO3MOXKHOCTh CO3JIaHUsI pe3epBHOM Komuu cpeactBamMu Access. C momompto komauasl CepBuc,
Crnyxebnble mporpammbl, ApxuBupoBath SQL-6a3y mannbix (Tools, Database Ultilities, Backup SQL
Database) co3maercsi pesepBHasi komuto Tmpoekta Access 2003, a 3areM, mnpu HEOOXOAMMOCTH,
BOCCTAHOBUTh M3 3TOM KONMM COXpAaHEHHBIH MpOeKT ¢ momoulbio koMauabl Cepsuc, CiyxeOHbIe
nporpammel, BoccranoBute SQL-6a3y mannbix (Tools, Database Utilities, Restore SQL Database).
MoskHO uCHOJIB30BaTh KOMaHAy i coxpaHeHus ngaHHbIX Ha SQL Server mim MSDE2000 u3 nmpoekra
Access 2003 B Bune daitia mdf: Cepsuc, CinyxxebHble nporpammsl, KonupoBaTe ¢ailn 6a3pl JaHHBIX
(Tools, Database Utilities, Copy Database File).

Eme onna xomaHzga Access MO3BOJIIET YAAJUTh MCTOYHUK JaHHBIX mpoekta Access 2003 ¢ SQL
Server unu MSDE2000: Cepsuc, Ciny>xe6Hble iporpaMMmsl, Y nanuthb 6a3y aanueix SQL (Tools, Database
Utilities, Drop SQL Database). Panbmie mis sTux neneid ucnonb3oBanack yrunuta Enterprise Manager
s SQL Server unu cnenuanbHble HHCTPYKIMK Ha Transact-SQL. Bee 3Tu HOBble KOMaHbI pabOTaOT
TOJIBKO, €cJIi Ha KoMnbroTepe yctaHoBiaeH MSDE2000 wim SQL Server.

Cxartue 0a3bpl JaHHBIX WJIN NPOEKTa Access

[Ipn ynaneHuu NaHHBIX WIM OOBEKTOB (ailn 06a3bl JaHHBIX MM NpoeKTa Access CTaHOBUTCS
(parMeHTUPOBaHHBIM, 3TO MPHUBOAUT K TOMY, 4YTO JIMCKOBOE TPOCTPAHCTBO HCIIOJIB3YyeTCs
HeapdexruBHO. CrkaTue 0a3bl TaHHBIX HIIH MPOEKTa MO3BOJISIET MOYYUTh - KOIHIO, B KOTOPOH JaHHBIC U
O00BEKTBI COXpaHSIOTCA OoJiee palMOHAIBbHO, YTO 3HAYUTEIHHO 3KOHOMUT MecTo Ha jaucke. CxaTue
TIOBBIIIAET MPOU3BOAUTENBHOCTD 0a3 TaHHBIX U MPOEKTOB Access. OHaKO cxKaThe TPOEKTa HEe BIUSET Ha
00BEKTHI, TAKHE KaK MPEICTaBICHUS M TaONuUIbl, XpaHsmuecs B 0aze ganHbix Ha SQL Server. Cxxatue
IPOEKTa HE BIMSET TAKKe Ha TaONUIIBI, COAEpIKaIllUe IOoJIe CUETYMKa B TPOEKTax Access, Kak 3TO
OPOMCXOIUT ¢ Oa3amu JaHHBIX. Eciau u3 0a3bl JaHHBIX, Mepes CKaTHeM U3 TaOJHIIbI, cojeprKaleil moue
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CUeTYMKa, OBUIM yJaJIeHbl IMOCIEIHUE 3aIKCH, IIOCIe C)XKATUS HOMEp IMEpBOM IMYCTOM 3amucH
cOpaceiBaeTcs. JloOaBieHHasi MOCJIE 3TOrO 3alKCh MOJYYUT B IOJIe CUETYMKA HOMEp, HA EIUHHILY
IIPEBBILIAIOIINM 3HAYCHUE CUETUUKA B IMIOCIEAHEN OCTABILECHCS 3aIIUCH.

[lepen cxaTueM COBMECTHO HCHONB3yeMOW 0a3bl JAaHHBIX yOelIUTech, YTO OHA HE OTKPHITA HU
OJTHUM W3 MoNb30Barenei cetu. Jlns cxarus 0a3bl JaHHBIX HEOOXOAMMO 00JaJaTh MpaBaMH Ha ee
OTKpBITHE, 3alyCK M OTKpPBHITHE B MOHOIIOJIBHOM pexume. s cxaTusi OTKpHITOM 0a3bl JAHHBIX WIU
npoekTa Access 2003 HeoOXOAMMO BBITIOTHUTH CIEAYIOIINE ICHCTBHS:

1. [Tepen cxatmem ceTeBOM 0Oa3bl JaHHBIX, PACIOJNOXKCHHOW B OOIIEH Mamke WIM Ha CepBepe,
y0eauTech, YTO OHA HE OTKPBITA IPYTUMH MOJIb30BATEIISIMU.

2. Boibepute xomanny Cepsuc, CnyxebHble mporpaMmbl, C:kaTb U BOCCTaHOBUTH 0a3y JaHHBIX
(Tools, Database Utilities, Compact and Repair Database).

Jlist cxaTusl 3aKpBITOM B JIaHHBIA MOMEHT 0a3bl JaHHBIX win mpoekta Access 2003 HeoOXoaumo
BBITIOJIHUTD CIAEAYIOLINE IEHCTBUA:

1. Ecnu B maHHBIE MOMEHT OTKpBITa Apyras 0a3a maHHbIX Wi TpoekT Access 2003, 3akpoiite ee
(ero). Ecnu 6a3a maHHBIX WM MPOEKT PACIIONIOKEHBI B OOIIEH Mamke Wik Ha cepBepe, yOeauTech, 4To
OHH HE OTKPBITHI APYTUMU MOJIH30BATEIISIMHU.

2. Beibepute xomanny Cepsuc, CimyxeOHble mporpammbl, C>kaTh U BOCCTAHOBUTH 0a3y JTaHHBIX
(Tools, Database Utilities, Compact and Repair Database).

3. [NosiBuTcs muanoroBoe okHO baza manubix mis cxarus (Database To Compact From) (pucyHok
9), moxo)kee Ha OKHO OTKpBITHS 0a3bl JaHHBIX. YKaxuTe 0a3y HaHHBIX WM IPOEKT, KOTOPBIA
HEO0OXOAUMO CXKaTh, U HakMuTe KHONKY Cxkath (Compact).

Database to Compact From fil
Look in: IC3) NpakTUYecKHe 3anaHUA v @ -~ | Q >< L j T Tools -
i

My Recent
Documents

Desktop

o
L
&)

L’
My Documents

S
59
My C;mpuher
@ - -
My Network =
Places Files of type: | Microsoft Office Access e

Pucynok 9 - /lnanoroBoe okHo baza maHHBIX 151 CKATHSI

4. TlosiButcst nuanmoroBoe okHo Crkatme Oaspl manHbix moja uMeHem (Compact Database Into)
(pucynok 10). BeiOepure nuck M mamky M BBEAMTE MMs A COXpPAHEHUS CXaToil 0a3bl JaHHBIX
(Heobxoaumo BeIOpaTh cBOIO pabouyro nanky). Haxmure kHonky CoxpaHuTth (Save).

Compact Database Into E‘
Save in: |5) MpaKkTHYecKHe 3anaHUs v @03 | Q A T EH - Tods
& [

My Recent
Documents

3

Desktop

o
-

My Documents

—,
38

My C;mpuher

My Metwork =
Places Save as type: | Microsoft Office Access Database A

Pucynok 10 - [IuanoroBoe okHOo CoxpaHeHue C:kaToil 0a3bl JaHHBIX
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B o06oux crnyyasx mpouecc CKaTHsi MOXHO TIpepBaTh C IOMOIIbI0O KOMOMHAIIMK KJIABHUII
<Ctrl>+<Break> nnu knaBumm <Esc>. Jlomyckaetcst cxxarue (aita 6a3pl JaHHBIX WM MpoekTa AccessS
2003 B ¢aiin ¢ TeM ke UMEHEM, YTO U MMs UCXOAHOTO (paiina, mim cozmanue ¢aiiia ¢ HOBBIM UMEHEM.
[Tpu ykazaHuM TOTO k€ MMEHHU, TUCKA U MANKH U MPHU YCIEIIHOM CXaTHH 0a3bl TaHHBIX UCXOIHBIN (aiin
ABTOMATHYECKH 3aMEHSETCS Ha cxXatblii (ain. Moxxkno nHactpouts Access 2003 Tak, 4ToObI KOHKpETHAs
0a3a JaHHBIX WIMIIPOECKT aBTOMATHUECKU CKUMAIIUCh ITPU 3aKPBITHH.

YroObl ycTaHOBUTH aBTOMATHUYECKOE CykaThe 0a3bl qaHHbIX Access 2003:

1. OTkpoiiTe 6a3y AaHHBIX, KOTOPYIO HYKHO CXKAaTb.

2. Beibepute xomanay Cepsuc, [lapamerpst (Tools, Options). B mosiBuBIeMcs: 1uanoroBoM OKHe
[Tapametpsl (Options) packpoiite Bkiagky Oo6mmue (General).

3. Ycranosure ¢uaxok Cxumats npu 3akpbiTin (Compact on Close) u Haxkmute kHonky OK.

VYcraHoBka aBTOMaTH4ecKoro cxxarus npoekra Access 2003 BbINOIHAETCS aHATIOTUYHO.

ABTOMaTHYECKOE C)KaTHE HE MPOUCXOAUT, €CIIU MPHU ITOM pazMep 0as3bl JaHHBIX (MM MPOEKTa) HE
OyIeT yMEHbIIIeH, IO KpaliHel mepe, Ha 256 Koaiit, a Taxke, ecinu dTa 6a3a NaHHBIX (MJIM MPOCKT) B
TEKYIMI MOMEHT OTKPBITa JPYTUM IOJIb30BATEIIEM B CETH.

BoccTranoB/ieHHe OBPeAKIeHHOH 0a3bl JTaHHBIX

B OonpmmucTBe cimydaeB Microsoft Access ompenenser, uto 0a3a JaHHBIX MOBPEXIEHA, MPH
MOTBITKE OTKPBITh, 3amudpoBaTh wuiu AemudpoBarh ee. Toraa MONb30BATENIO MPEIOCTABIACTCS
BO3MOXXHOCTh BOCCTAaHOBUTH 0a3y NaHHBIX, BBHINOJHUB e€e¢ ckarhe. Ho B HEKOTOPHIX CHUTyalHsxX He
ylaercsi ONpeneanTh, 4YTo 0a3a JaHHBIX MoBpexaeHa. Eciu 6a3a maHHBIX BeneT ce0s HempeacKa3yeMbIM
o0pa3omM, BBIIONHHUTE ee ckaThe. [Ipu cepbe3HbIX mpobiemax, KOTOpPbIE NMPUBOAAT K BBIHY)KICHHOMY
3aBepUICHUIO PabOTHI Access, 3TO MPHIOKEHHE Mepe3anyCcKaeTcs U aBTOMaTHUECKH CO3/IaeTCsl pe3epBHas
KOTIHSI OTKPBITOM 0a3bl JAHHBIX WM MPOEKTa ACCESS C TeM K€ MIMEHEM M PaCIIUPEHUEM, YTO M UCXOIHBIH
daiin, Toneko ¢ cyddukcom Backup (pe3epBHbIit).

3aganuqa:
1. Onenure 3¢)(peKTUBHOCTH CTAHIAPTHON YTHINTHI apXUBHPOBaHUs (aiinoB Backup.
2. BrpmosHHTE cxaThe 000 0a3bl JaHHBIX U coxpaHuTe noa nmenem CompDBI B cBoeii marke.
3. Hactpoiite Access Tak, 4ToOBI 6a3a JTaHHBIX aBTOMAaTHYECKH CKUMAJIACh MTPH 3aKPHITHH.

Yacmo 2. 3awguma ungpopmayuu ¢ nomouipbio napons

He.m; - HCCICAOBAHUC 3alllUThl C IMPUMCHCHHEM IIapO0JId, a TaKKE HCCICIOBAHUEC METOJ0B
HpOTHBOHeﬁCTBHH aTaKaM Ha MnapoJib.

Pe3yabTaT 00yuenus. [locne oOy4eHHs CTYIEHT JOJIKEH:
— 3HaTh OCHOBHBIE CTIOCOOBI CO3/JaHMS PE3EPBHBIX KOMUiT 0a3bl TaHHBIX;
— yMEeTh OCYLIECTBIATh apXUBUPOBAHHE, CKATHE U BOCCTAHOBJICHHE 0a3 JaHHBIX.

ATaku Ha apoJib

Ha cerognsmiHmii eHb Mapoib sBISETCS HaubOolee MpUEeMIIEMBIM W MOTOMY Hauboiee 4acTo
HCIIOJIB3YEMBIM CPCACTBOM YCTAHOBJICHUA NTOAJIMHHOCTHU, OCHOBAHHBIM Ha 3HAHUAX Cy6’beKTOB AOCTYyIIA.

B o060t kpuTHUeckol cucTeMe OIMMOKH YelOBEeKa-omeparopa SIBISIFOTCS, YYTh JU HE CaMbIMH
JIOPOTOCTOSIIIMMHM M PACIpOCTpaHEHHbIMU. B cilydae kpunrocucteMm, HenpodeccroHallbHbIE AEeWCTBUSA
IIOJIB30BATENS CBOAAT HA HET CaMbli CTOMKHMI KPUIITOAJITOPUTM U CaAMYIO KOPPEKTHYIO €r0 peAIU3aLMI0 U
MIPUMEHEHHE.

B nmepByro ouepenpb 3T0 CBs3aHO ¢ BEIOOpOM maposeil. O4eBUIHO, YTO KOPOTKUE UIIH OCMBICTICHHBIC
MapoJIM JIETKO 3allOMHMHAIOTCS YEJIOBEKOM, HO OHHM TOpa3/lo Mpolle I BCKpeITHs. lcnosb3zoBaHue
JUIMHHBIX W OECCMBICIIEHHBIX Tapoyied Oe3yCIOBHO JIydIlle C TOYKH 3PEHHUS KPUIITOCTOMKOCTH, HO
YeJI0BEK OOBIYHO HE MOJKET MX 3alIOMHHUTH U 3alHCHLIBAET Ha 6yMa>1<1<e, KOTOpas nmoTomMm b0 TCPACTCH,
100 MOMaaeT B PyKH 3JIOyMBIIIIEHHUKY. IMEHHO U3 TOTO, 4TO HEUCKYIIEHHBIE TIOJIh30BATEI OOBIYHO
BBIOMPAIOT JIMOO KOPOTKHE, TUOO OCMBICIICHHBIEC TIAPOJIH, CYIIECTBYIOT JBa METOJAa MX BCKPBITHA: aTaka
MOJTHBIM I1epebopOoM U aTaka 1o cIoBapro.
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3anMIEeHHOCTh Mapoysi MpHU ero moadope 3aBUCHT, B OOIIEM ciydae, OT CKOPOCTH MPOBEPKU
napoJsiei 1 OT pa3Mepa MOJHOTO MHOXKECTBA BO3MOKHBIX MapoJiei, KOTOpoe, B CBOIO O4Yepelb, 3aBUCUT OT
JUTMHEBI TTapoJisi U pa3Mepa MPUMEHseMOoro andaBuTa CUMBOJIOB. Kpome Toro, Ha 3allUIIEHHOCTh CUIILHO
BIIMSIET pean3aliysi MapobHOM 3allUThI.

B cBs3M C pe3kWM POCTOM BBIYUCIHUTEIHHBIX MOIIHOCTEH aTaKd IOJHBIM MepebopoM HMEIOT
ropazzo Oousblile HIAHCOB Ha yCMeX, YeM paHblie. KpoMme Toro, akTHBHO MCHOJIB3YIOTCS pacrpeiesieHHbIe
BBIYUCIICHHS], T.€. PABHOMEPHOE paclpeaeieHre 3aaui Ha OOJbIIOE KOJIWYECTBO MAIIMH, pabOTArOIINX
napajuieIbHO. DTO MO3BOJSET MHOTOKPATHO COKPATUTh BPEMsl B3JI0Ma.

OnHako BepHEMCsl Ha HECKOJBKO JIET Ha3all, KOTJa BBIYMCIMTEIBHON MOIIHOCTH JUIS MOJHOTO
nepebopa Bcex maposied He xBarano. Tem He MeHee, xakepamu ObUI NMPUAYMaH OCTPOYMHBIA METOI,
OCHOBAHHBIM Ha TOM, YTO B Ka4E€CTBE MApOJIs YEIIOBEKOM BBIOMPAETCS CYIIECTBYIOIIEE CIOBO MIIM KaKasi-
60 nH(popMalus o cede WIM CBOMX 3HAKOMBIX (MMs, JaTa poxaAcHus U T.11.). Hy, a mockoapky B m000oM
s3pike He Oonee 100000 crmoB, To ux mepebop 3aiiMeT BecbMa HeOoubioe BpeMms, u oT 40 mo 80%
CYIIECTBYIOIIMX IMAPOJICH MOXKET OBITh yrajaHO C TMOMOIIBIO MPOCTON CXEMbI, Ha3bIBAEMOU ‘‘aTaKkoH IO
cioBapio”. Keratu, 10 80% 3THX maposieir MOXeT ObITh yraJlaHo ¢ UCIOJIb30BAaHUEM CIIOBAPS pa3MepoM
Bcero 1000 cnos!

[TycTh ceroHsi MOJML30BATENH YK€ MOHUMAIOT, YTO BBIOMPATH TAKUE MAPOJIH HEJb3s, HO, BHIUMO,
HUKOTI'/Ia SKCHEPTHI M0 KOMITBIOTEPHON OE€30MacHOCTH HE JO0XKIYTCS HCIOJIb30BAHMS TAKUX MPOCTHIX U
panyromux aymry naponei, kak 34jXsSU@bTa!6;). [losToMy naxe UCKYIMICHHBIH MOJIb30BATEIh XUTPUT
u BeIOMpaeT Takue napoiu, kak hopel, user1 997, pAsSwOrD, toor, roottoor, parol, gfhjkm, asxz. Bugno,
YTO BCE OHM, KaK MPaBHIIO, 0Aa3UPYIOTCS HAa OCMBICICHHOM CIIOBE M HEKOTOPOM IPOCTOM IPABHIIE €TO
npeoOpazoBanus: NpubaBuUTh 1UGPY, NPUOABUTH TOJl, MEPEeBECTH uepe3 OyKBYy B JPYrol peructp,
3amucaTth CIOBO HA00OpOT, NPUOABUTH 3amMCaHHOE HAO0OOpPOT CIIOBO, 3alUCaTh PYCCKOE CJIOBO
JATUHCKUMH OyKBaMH, HaOpaTh PYyCCKO€ CIIOBO Ha KJIaBUAType C JIATUHCKON pacKIaJKOH, COCTAaBUTh
1apoJib U3 PSAIOM PACIOIOKEHHBIX Ha KIIABHAType KIIABHII U T.II.

[ToaToMy HEe HAIO YAMBIATHCA, €CIIM TAKOW “XUTPHIA~ Mapoib OyJeT BCKPBIT XaKepaMu — OHU HE
TIIyree caMuX MOJb30BaTeNIel, U y)KEe BCTABWJIM B CBOHM IPOrPaMMBI T€ MPAaBHIIA, MO KOTOPHIM MOXKET
uATH TpeoOpazoBaHue cioB. B cambix "mpoaunyThix" mporpammax (John The Ripper, Password
Cracking library) 5T mnpaBuwina MOryT OBITh HPOTPAMMHUPYEMBIMH M 33/1aBaThCsi C ITOMOIIBIO
CHEIHNABHOTO SA3bIKa CAMUM XaKEPOM.

[IpuBenem npumep >3ddexkTuBHOCTH TakoW cTpareruu nepedopa. Bo MHoOrumx kHHrax mo
0€30MacHOCTH TMpeAsiaraeTcs BHIOMpPATh B KaueCTBE HAJAEKHOTO TMapoJii JBa OCMBICICHHBIX CJIOBA,
pa3zeneHHbIX HEKOTOpPhIM 3HakKoM (Hampumep, good!password). [loacumTaem, 3a CKOJIBKO BPEMEHH B
cpenHeM OyayT CIOMaHbl TaKWe MapoNid, €CIM TaKoe TMPaBUJIIO BKIOYEHO B HaOOp MporpamMmbi-
B3sioMIuKa (mycth cioBapb 10000 cioB, pa3aenuTeNbHBIMUA 3HaKaMu MOTYT ObITh 10 mudp u 32 3Haka
MpeNUHaHus U CTIeIMaTbHBIX CUMBOJIA, MallliHAa Kinacca Pentium co ckopoctrio 15000 maponeii/cex):

10000*(32+10)*10000/15000%2=140000 cexynn unu menee 1.5 gus!

Uem Oonbliie AMMHA TApoJist, TeM OOJBIIYI0 0€30MmacHOCTh Oy/eT o0ecrneunBaTh CUCTEMa, TaK Kak
notpeOyroTcsi OONbIIME YCHIIMS NIl €r0 OTraablBaHUs. JTO OOCTOATENHCTBO MOKHO TPEACTABUTH B
TEPMHHAX OXXKHUJAEMOTO BpPEMEHU PACKPBITUS TMapojis WIM OXHAaeMOro O€30MacHOTO BPEMEHH.
Oxunaemoe Oe3omacHoe Bpemsi (T0) — mMOJOBMHA TPOU3BENEHUS YMCIA BO3MOXHBIX Tapojieil u
BpeMeHH, TpeOyemMoro Jisi TOro, 4YToObl TOMPOOOBATh KAl Mapolib W3 MOCIEI0BATEILHOCTU
3anpocos. [IpenctaBum 310 B Buae Gopmysbl:

A° ot
T, =——,
2w

rae t— Bpems, TpeOyeMoe Ha MOMBITKY BBeAeHUs mapous, paBHoe E/R; E — uucno cuMBoioB B
nepeaBaeMOM COOOIIEHHUH TIPH MOIBITKE TMOJYYUTh JOCTYI (BKIIFOUAs MApOJIb U CIYy)KEOHbIE CHMBOJIBI);
R — ckopocTs mepeauu (CHMBOJIBI/MUH) B JIMHUU CBSI3U; S — JUIMHA TApOJIst; A — YUCJIO CUMBOJIOB B
andaBuTe, U3 KOTOPBIX COCTABISIETCS Maposib. Ecium mocie KakIoW HEyIavyHOW MOMBITKA Toa0opa
ABTOMATUYECKH TIPEIyCMAaTPUBACTCS JIECATUCEKYHIHAs 3aJep)KKa, TO O€30macHoe BpeMsi pe3Ko
YBEJIMYHUBACTCA.

25



[TosToMy TpHM HCHONB30BAaHUM AyTEHTU(UKALMU HAa OCHOBE Iapojel 3aIIMIICHHOW CHCTEMON
JIOJKHBI COOMIOIAThCS CIEYIOLHUE ITpaBUIa;

a) HE NI03BOJIAIOTCS TapOJIU MEHbILE 6—8 CHMBOJIOB;

0) mapoJM TOJKHBI TPOBEPATHCS COOTBETCTBYIOLIMMH KOHTPOJUIEPAMU;

B) CUMBOJIBI [1APOJIs IPU UX BBOJIE HE JOJIKHBI IIOSABIIATHCS B SIBHOM BUJIE;

I') IOCJI€ BBO/IA IIPABUIIBHOTO MapOoJIsl BbIAeTCsl HH(GOpMALMS O MOCIEIHEM BXO/IE€ B CUCTEMY;

1) OTPaHUYMBAETCS KOJIMUYECTBO MOIBITOK BBOAA M1APOJIs;

€) BBOJIUTCS 3a/iep’KKa BPEMEHH IIPH HENIPABUIBHOM I1apoJIe;

) TIpY TIepeiade Mo KaHajiaM CBSI3U NapOoJu TOJDKHBI ITHU(PPOBATHCS;

3) MapoJIx JOJIKHBI XPAaHUTHCS B IAaMATH TOJIBKO B 3allM(POBAHHOM BUJE B (paiiiaax, HELOCTYIHBIX
10JIb30BATEIIAM;

1) [10JIb30BaTENb 10JDKEH UMETh BO3MOXXHOCTh CAMOMY MEHSATh 11apOoJib;

K) aAMMHHMCTPATOP HE JOJLKEH 3HATh [IAPOJIH M0JIb30BATENEH, XOTS MOKET UX MEHSATH;

J1) apoJIU I0JIKHBI IEPUOAMUYECKH MEHATHCS;

M) YCTaHaBIMBAIOTCA CPOKU JCHCTBUS NApOJIel, [0 HCTEUYEHUU KOTOPBIX HAJI0 CBA3AThCS C
aJMUHHUCTPATOPOM.

IIpodJsema BbIOOpa mapoJist

Br16op nnuHBI maposisi B 3HAYUTEIBLHON CTETNIEHU ONPEICISICTCS] Pa3BUTUEM TEXHUYECKHUX CPEICTB,
UX OJJIEeMEHTHOW ©0a3pl U ee ObicTpoaeilicTBUeM. B Hacrosimiee Bpems LIMPOKO MPUMEHSIOTCS
MHOTOCHMBOJIbHBIE TIapoiu, Tie S>10. B ¢Bsi3u ¢ 3TUM BO3HUKAIOT BOIMPOCHI: KAaK U TJI€ €r0 XPaHUTh U
KaKk CBs3aTh €ro ¢ ayreHTU(UKanued JIMYHOCTH Tonb3oBatens? Ha 3T Bompockl oOTBeuaeT
KOMOMHMpOBaHHAsl CUCTEMa Maposiei, B KOTOPOM KOJ Mapojisi COCTOUT U3 JBYX udacrei. [lepBas yacTth
COCTOUT M3 3—4-X NIeCATUYHBIX 3HAKOB, e€ciu Koj uudpoBoii, u Oonee 3—4-x, ecau Koa OYKBEHHBIH,
KOTOpBIE JIETKO 3allOMHUTH 4YeJOBEKY. BTopas 4yacTh COAEPKUT KOJIMYECTBO 3HAKOB, OMpEAeIsieMOe
TpeOOBaHUSMU K 3alllUTE U BO3MOXKHOCTSIMH TEXHMUYECKOH pealn3alii CHCTEMbI, OHa MOMEIAeTCsl Ha
(GU3MYECKOM HOCHUTENIE W ONpelessieT KIY-Tapoiib, pacueT JUIMHBI KOJa KOTOPOrO BEAETCS 110
YKa3aHHOM BbIlIE MeTOAMKE. B 3TOM ciyuae dyacTs maposist OyJeT HeIOCTyITHA 71l HapyILIUTES.

OpHako TpW pacyere JUIMHBI KOJIa Mapojisi He CIeAyeT 3a0bIBaTh O TOM, YTO NPH YBEIHYCHUU
JUTMHBI TapoJisi HENb3s yBENWYUBATh MEPHOJUYHOCTh ero cMeHbl. Koapl maponeld HeoOXOAMMO MEHSTh
00s13aTeIbHO, TaK KaK 3a OOJBIION MEPHO] BPEMEHH YBEIIMYMBAETCS BEPOSITHOCTh MX IMEpeXBaTa MyTeM
OPSIMOTO XUIIEHUS HOCHUTENS, CHATHS €ro KOMHWM, MPHHYXKICHUS dYeloBeka. BriOOp mepuoIndHOCTH
HEOOXOAMMO OMPENEsATh U3 KOHKPETHBIX YCIOBUU paOOThl CUCTEMBI, HO HE PEXKEe OJHOTO pas3a B TO/I.
[Tpuuem >xenaTenbHO, YTOOBI JaTa 3aMEeHbI U IEPUOIMIHOCTh JOKHBI HOCUTh CITy4ailHBIA XapakTep.

Jist mpoBepKH  YA3BUMOCTH TApoJied HCIOJIB3YIOTCS  CIICMANIbHBIE KOHTPOJUIEPHI TapoJei.
Hanpumep, uzBecTHbiil koHTposuiep KiisitHa, OCylIecTBISIET MONMBITKH B3JIOMa MapoJisi IyTEM MPOBEPKHU
WCIIOJIb30BAaHUS B KQ4€CTBE MAPOJIsi BXOJHOTO UMEHH TOJIB30BaTENIsA, €r0 MHUIIMAJIOB U UX KOMOMHAIUH,
MPOBEPKU HCIIONB30BaHUSI B KauecTBE Mapolisi CIOB W3 PA3NMYHBIX CIOBapel, HauMHas OT Haubolee
YIOTPEOUTENBHBIX B Ka4e€CTBE MapOJisi, MPOBEPKH PA3JIMYHBIX MEPECTAHOBOK CJIOB, a TaKKe MPOBEPKHU
CJIOB Ha fA3bIKE MOJb30BaTENsI—MHOCTpaHIa. [IpoBepka nmaposieil B BBIYMCIUTENBHBIX CETAX C MOMOIIbIO
KoHTpoyiepa KiisiiHa moka3ana JOBOJIBHO BBICOKHME pE3yJbTaTbl — OOJIBIIMHCTBO MOJb30BaTeNeh
UCIIONB3YIOT MpocThie napoiu. [lokazarenen npumep, koraa koutpoep KisdiiHa mo3Boaui onpeaenuThb
100 mapouteit u3 5 cumBosioB, 350 napoJieid u3 6 cumMBoJIOB, 250 maposnel u3 7 cumMBoJOB U 230 maponei
13 8 CUMBOJIOB.

[IpuBeneHHbIN aHAN3 MO3BOJISET CHOPMYITUPOBATH CIACAYIOIIHME MPABUA CHIDKCHHS YSI3BUMOCTH
napoJieil ¥ HarpaBJeHHbIE HAa IPOTUBOICUCTBUE N3BECTHBIM aTaKaM Ha HUX:

— pacuupsiiTe NMPUMEHSIEMBIN B mMaposie anpaBUT — UCIOJb3yUTE MPOIMUCHBIE U CTPOYHBIE OYKBBI

JATUHCKOTO U PYCCKOT0 ai(paBUTOB, UG PHI U 3HAKU;

— HE UCTOJB3YHTE B MApPOJIe OCMBICIICHHBIE CJIOBA;

— HE UCTOJb3YHTE NOBTOPSAIOIINECS TPYIIbl CHMBOJIOB;

— HE MPUMEHSNTE Napoau JJIMHON MeHee 6—8 CUMBOJIOB, TaK KaK 3allOMHHUTb UX HE MPEACTABIISIET

00JBIIOTO TPYAQ, a TApOJIb UMEHHO HY)KHO 3allOMHUHATh, @ HE 3aMUChIBaTh. [10 TOM e mpuuuHe He

MMEET CMBICIIa TPeOOBaTh ITTMHY HEOCMBICIICHHOTO TapoJis 6ojiee 15 cuMBOJIOB, Tak Kak 3alIOMHUTH

€ro HOPMAJIbHOMY Y€JIOBEKY MPaKTUYECKH HEBO3MOXKHO;
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— HE HUCIONB3YWTE OJMH U TOT K€ Mapoiib B Pa3IMYHBIX CUCTEMax, TaK Kak MPHU KOMIIPOMETAIUU

OJTHOT'O TIApOJIsl IIOCTPAAAIOT BCE CUCTEMBI,

— IpOBEpANTE NapoJIK Nepes UX UCIOIb30BAHNEM KOHTPOJIJIEpaMH MapoJIeH.

st cocTaBiIeHUsl Maposii MOXKHO JaTh PEKOMEHAALWH, KOTOPHIMH II0JIb30BaThCSl HAlO0 OYEHb
OCTOPO’KHO:

— BBIOEpUTE HECKOJIBKO CTPOK M3 TECHU WM IMO3MBI (TOJIBKO HE T€, KOTOpble Bbl moBTOpsieTe

MIEPBOMY BCTPEYHOMY) U HCIIOJB3YHTE NEPBYIO (UM BTOPYI0) OYKBY Ka)KIOrO CIIOBA — IPU 3TOM

1apoJib J0JDKEH UMETh OOJIbLIYyI0 JUIMHY (Oosiee 15 CMMBOJIOB), MHau€ HY)KHO MEHSTh PErHCTPbI

OyKB, IPUMEHSATH JJTATUHCKHAE OYKBBI BMECTO PYCCKHX HJIM HA00OPOT, MOKHO BCTaBJIATH LUDPHI U

3HAKH;

— 3aMEHHTE B CIIOBE U3 CEMHU—BOCHMH OYKB OJHY COTJIACHYIO M OJHY WJIH JIBE TJIACHBIX Ha 3HAKH

i nudpel. ITO JaCT BaM CI0BO-abpakanadbpy, KOTOpoe OOBIYHO MPOU3HOCHMO U ITOATOMY JIETKO

3artomuHaercd. [logsenem uror:

Uto Takoe MmiIoxou naposb:

— CoOCTBECHHOE UM

— CI10BO, KOTOPOE €CTh B CJIOBApE;

— Wpentuduxarop, npucBoeHHbI Bam kakoi-HUOYIb CHCTEMOM, WK JIIOOBIE €r0 BapuaIii;

— JlaTta poxJIeHus;

— [loBTopenHslii cumBoil (Hanpumep: AAA);

— Ilapons meHb1IE 6 CUMBOJIOB;

— Ilapoub, ycTaHOBIEHHBIM Bam 4yXuM 4ell0BEKOM;

— Ilaponsb, cocTosAmmii U3 CUMBOJIOB cOoceICTBYIOMMX Ha KiaBuaTtype (Hampumep: QWERTY wnu
UIYKE);

— Ilaposib cocTosiMiA U3 MACHOPTHBIX TAHHBIX: EPCOHAIBHBI HOMEP, HOMEP BOAUTEIBCKUX IIPaB
U T.[.

YT0 Takoe XOpOLIMii TApOIIb:
— beccwmbicniennas ¢pasa;
— Cayyaiinplif Ha0Op CUMBOJIOB BIIEPEMEIIKY ¢ OyKBaMHu.

ITopsinok paGoThl ¢ MporpaMMamMu BCKPBITHA IapoJIeH.

B nanHoit nabopatopHoii paboTe UCIONIb3yeTCsl MPOrPaMMHBIM MPOIYKT AJIsi BCKPBITHS 3aKPBITHIX
naposieM apxuBoB: Advanced ZIP Password Recovery

Paborta ¢ nporpammamu B3;10Ma Ha npuMepe AZPR

IIporpamma AZPR wucnone3yercs uisi BOCCTaHOBJIEHHUs 3a0bIThiXx mnaposieit ZIP-apxuBoB. Ha
CErOJIHAIIHUN JIeHb CYIIECTBYET JBa Croco0a BCKpHITHS maposei: mepedop (brute force) m araka mo
cnoBapio (dictionary-based attack).

[Tanens ynpasieHus:

— kHomkM OTkpeITe U COXpaHUTh MO3BOJSIIOT paboTaTh € MHPOEKTOM, B KOTOPOM YKa3aH

BCKpBIBaeMbIi (hailyn, HaOOp CHMBOJIOB, MOCIEIHUNA MPOTECTUPOBAHHBINA Mapoib. DTO IMO3BOJSET

MIPUOCTAaHABIMBATh U BO30OHOBIISTH BCKPBITHE.

— kHonk# Ctapt u CTON MO3BOJISAIOT COOTBETCTBEHHO HAYMHATH U 3aKaHYUBATh M10JI00P MapoOIs.

— kHomka HaOop mo3BoiisieT 3ajaTh CBOE€ MHOXECTBO CHMBOJIOB, €CJIM H3BECTHBI CHMBOJIBI, U3

KOTOPBIX COCTOUT MapOJlb.

— kHormka CrpaBka BBIBOAUT TOMOIIb 110 IPOrpaMMe.

— kHomnka O AZPR BbIBoIUT HHGOPMAIUIO O IPOTPAMME.

— KHONKa BbIX0J MMO3BOJISET BBIMTH U3 IPOTPaMMBbI
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%) AZPR 4.00

Hatiop curennoe

CrpodHeie natuHokme [a - 2]
[ Bee wippe (0- 9]

[ Npotien
[] Bee nevaraemsie

OkHOD COCTOAHKA

3arnaeHele naTHHCKME [4 - Z) Hauars c
3aKOHYMTE Ha:

Boe cneunansHee (1G] WMacka:

Advanced ZIP Password Recovery
= ™ A A & @ ©
Otepeme CoxpaHume  Crapr ! Tect Cnpaeka 0O AZFR
ZIP-waiin Twn araku
| * - |MNepetiop

Hatiop | Jauna | Cnosape | Plaintest | AeTocoxparerue | Onuiu | Mpogeuiyrocts

Hatiop nonesoearena[ |

Beixon

<

2 4 &l &

TERYWHEA Naponk:
Mpowno spereHu:
Mporpece

[I%4

PaccMoTpuM BO3MOXKHOCTH IIPOIPAMMBIL:

JAZFR version 4.00 (c] 1997-2005 ElcomSoft Co.Ltd.

CropocTe:
Ocranock:

04.70.2017 13:40:35 - &7PR version 4.00 build 24 launched
04.10.2011 13:40:54 - Loading language file for Pyccrui'’..

Bri6upaeTcst apXxuB A1t BCKPBITUS U THIT aTaKu (CM. PUCYHOK).

%1 AZPR 4.00

Advanced ZIP Password Recovery

S N 8 A & ©

Cnpaeka

Otkpere CoxpaHute  Crapr !
ZIP-dbarn
|I::'\Documents and SettingzyTrave * -

Hatiop | Dauna | Crosape | Plaintest | AerodTo macke
Mo cnosapo

Plaintext

Hatiop cumeonoe
[#] Farazeunis asruorvna (A 27

Bri6upatorcst napaMeTpsl paboThI:
3aknanka Habop

Tect

Tun aratm

MNepetop

'J_u
0 &ZFR

[Iporpamma m03BOJIsIET BHIOpaTh 00JIacTh Mepebdopa (HAOOP CUMBOJOB). DTO 3HAYUTEITHHO
coKpainaet Bpems nepedopa. MoKHO UCIOIb30BaTh HAOOP MOJIb30BATENS, 3a/JaHHBIN C TOMOIIBIO KHOTKH
Habop. MoxxHO OrpaHMuYnTh KOJMYECTBO TECTUPYEMBIX MapoJieH, 3a/laB HaualbHBIA Mapoib. B ciydae
€CIIM M3BECTHA 4acTh MapoJs, oueHb 3(dekTrnBHa ataka mo macke. Hy)kHO BbIOpaTh COOTBETCTBYIOLIMI
THUI aTaKH, MOCJIE STOTO CTAHET JOCTYITHBIM IT0JIe Macka. B HEM HY)KHO BBECTH M3BECTHYIO YacTh MapOJIs
B Bujge P?7s?W?r?, rie Ha mecTe HEM3BECTHBIX CHMBOJIOB HYXKHO TOCTaBHTh 3HAK BOIpoca. MOXXHO

UCIIOJIb30BaTh JIF000H Ipyroil CUMBOJI, BBEJIS €T0 B M10JI€ CHMBOJI MAacKH.

3aknaaka [nuHa

Hatiop | AmkHa | Crosape | Plaintext | AsTocosparenve | Onue | NMpogsuryrocTe

M nHa naponA

b HMraNEHAA 4 0HHa napong =

b ak.crraneHan 4nMHa napong =

[To3BosisieT BEIOpATH JTTMHY TTAPOJIA.
3axnanka CioBapb

[To3Bonsier BbIOpaTh (Qailn-cinoBaps. BriOupaiite ¢aiin  English.dic,

1

e
w
FS
2

CUrEDN[OE]

CHrEDN[OE]

OH COJEPKHUT HAOOP

AHTJIMHUCKUX CIIOB U Ha60pBI CHMBOJIOB, HanOoJIee YacTo HCIOJIB3YIOIIUECCA B KAYCCTBEC HapOJ'ICfI.

3akiiazika ABTOCOXpaHEHUE
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MoxHOo BeIOpaTh UM (haiina s COXpaHEeHUs! pe3yIbTaTOB padOThl M MHTEPBAJ aBTOCOXPAHEHUSI.
3akmaaka Omnun
BriOupaercst npuopurer paboThl ((POHOBBIN MM BBICOKWI), HHTEpBaJ OOHOBJIEHUS HUH(OPMAIMU O
TECTUPYEMOM B JIaHHBIH MOMEHT IlapoJjie. YBEIMYEHHE HMHTepBaja IOBBIIAET OBICTPOAEHCTBUE, HO
CHIDKaeT HMH(OPMAaTHBHOCTH. Takke MOXXHO YCTaHOBHTH PEXKHM BEACHUS MPOTOKONAa paboThl H
BO3MOXHOCTh MUHUMM3ALIMK IPOTPaMMBI B tray (MajeHbKasi UKOHKA PSAZOM C 4YacaMu).
3axnanka [IpogBuHyTOCTH
ConepXuT NpPOJIBUHYTbIE HACTPOWKM, ITO3BOJSET MCIIOJAb30BaTh M3BECTHOE Havano (haiina,
UCTIONB30BaTh WinZip JBHKOK.
Hafop | Onuva | Coeape | Plaintest | AeTocospadedye | Onupwd | [pogsuHyTocTe
MpogEMHYTEIE HACTPORK M
D HMcnone30BaTE W3BECTHOS HAYAND aina gnA aTakk HECHaTEIX PakHnoE

M 3EECTHEIE BAlTTEI: CHMEDN MackK; |7

[] Brerna venonesosars Wirne| P-QBu#oK,, BCAW BEPOATHOCTE GONBLWE

Meononezoeate kog ansa: | Intel P4 S5E2 -

3ananus:

1. [IpoBenenue ataxku nepedopom (bruteforce attack)

Hcnone3ys mporpaMmy Ui BCKPBITHSL Mapojeil MpOM3BECTH aTaky Ha 3amugpoBaHHBIN Qaiin
AZPR.zip. O6macTs nepedopa — Bce rmeyaraeMble CUMBOJIBL, JIIMHA Tapodis oT 1 10 5 cumBoiIoB. Bpems
BBHIMIOJHEHHUs] Ha KoMmibrtorepe kiacca Pentium II u Beime — 50 cekynng — 3 munHyThl. IIpoBeputh
NPaBUWIBHOCTH OTPEICICHHOTO MapoJIs, paciakoBaB (ailll 1 03HAKOMHBILHUCH C €T0 COJIEPIKUMBIM.

BoimonnuB nyHKT 1, cokpaTtuTh o0nacth mepebopa 10 (aKTUYECKH HCIIOJIb3yeMOro (Hampumep,
€CIM MapoJib grant — TO BBIOpPATh CTPOYHBIC JATUHCKHE OYKBbI). [IpoBEeCTH MOBTOPHOE BCKPBITHE.
CpaBHUTH 3aTpau€HHOE BpEMS.

2. lIpoBenenue aTaku no cjaopapio (dictionary attack)

1. Cxatp Kakoi-100 HEOOIIBION (ailyl, BEIOpAB B KA4€CTBE IMAPOJIsl aHTIIMHCKOE CIIOBO JJIMHOM 10
5 cumBonoB (Hanpumep, love, god, table, admin u T1.1.). IIpoBecTn ataky mo cioapro. s 3TOro0
BbIOpaTh BUJ aTaku U B 3akiyagke CioBapb BeIOpaTh ¢aiin English.dic. OH conepxut Habop aHTIIMHCKUX
CJIOB M HAOOPbI CUMBOJIOB, HaK0OJIee YacTO UCHOJBb3YIOLIUECS B KaUeCTBE MapoJIei.

2. [TompITaTHCS OMPEEITUTH MAPOITH METOAOM TIPsIMOTO Tiepebopa. CpaBHUTH 3aTPAYCHHOE BPEMSL.

KoHnTpoJsbHbIE BONIPOCHI:
J1st KakuX 1ened UCIoJIb3yTCs OTepalluy CKaTHe U BOCCTAHOBJICHUE 0a3bl TAHHBIX.
[Tepeuncnure OCHOBHBIE CITIOCOOBI CO3aHUS KOTIMU 0a3bl JAHHBIX U TPOEKTOB.
HazoBure 0cOOEHHOCTH cO34aHNs KOIUM 3allUIIEHHON 0a3bI JaHHEIX.
[Tepeuncnure OCHOBHBIE CITIOCOOBI CO3aHMSI KOTIMUA U BOCCTAHOBJICHUS MPOEKTa ACCESS.
Kaxue Bunp! atak Ha nmaposib Bel 3Haere?
Yro Takoe mioxou naposs?
Kak M0>XHO TPOTHBOCTOATH aTake MOJIHBIM Tiepedopom?
Kaxk qimna naposist BIUsieT Ha BEpOSATHOCTh PACKPBITUSI TapOIisi?
Kakue pexkoMeH1anmm no cocTaBiIeHUIO aposieit Bl Moxkere nath?

©COoN>OA~WNE

Co3nanue oryera

[Tocne BBIMONIHEHNWE MPAKTUYECKUX 3alaHUN CTYJCHT JIOJDKEH COCTABUTH AJICKTPOHHBIA OTYET 110
npakTHyeckoit padore (B mporpamme Microsoft Word), B KoTOpoM JOKHBI ObITh OTPaXKEHBI CIIETYIOIIHE
TIOJIOXKEHHSL:
HOMEp M Ha3BaHUE MPAKTUIECKON paboThI;
1eNTb U TUTIaH 3aHSATHS;
9KpaHHbIE KOMWH, TOJATBEPKAAIOIINE BHIMOIHEHNE MPAKTUIECKOTO 3a1aHHS;

® OTBETHI HAa KOHTPOJBHBIE BOMPOCHI:

CoxpaHHTe OTUYET Ha caiiTe TUCTAaHIIMOHHOTO O0YYEHHS ISl TPOBEPKH MPETIOIaBATEIIEM.
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Tema Ne 7: «3amMTa 0T HECAHKIMOHUPOBAHHOIO JOCTYIA U CETEBbIX XaKEPCKUX aTaK»
Ilpakmuueckoe 3a0anue. 3aujuma om HeCAHKYUOHUPOBAHHO20 0OCHIYNA U CEMEBbIX XAKEPCKUX AmaK

Ieap - NO3HAKOMHUTBCS C BCTPOCHHBIMUA KOMITOHEHTAMH 3aIUTHI ONEPAIIHOHHON CHCTEMBI
Microsoft Windows 1 HaCTpOUTb UX

Pe3yabraT 00y4enus. [locne oOydeHUs: CTYIEHT JOJIKEH:
— 3HaTh o0IIee yCTPOCTBO BCTpoeHHO# 3amutsel Windows;
— yMmeTh HacTpauBaTh LleHTp obOecrieueHns 6€30MMacHOCTH.

Bpanamaysp Windows

3amady 3amUThl OT HECAaHKIIMOHMPOBAHHOTO JOCTYIA M CETEBBIX aTaK JOMAIHET0 KOMITBIOTEpa
YCHEIIHO pellaeT MepcoHallbHas mporpamma-Opanamaysp. OHa MokeT ObITh KaK BCTPOCHHOM B
OllepaIlMoOHHyI0 cHucTeMy (Hampumep, Opanamaysp Windows), Tak ¥ yCTaHaBIMBAaeMOW OTAEIBHO
(manpumep Outpost FireWall).

Camasi, TOXaJyi, MOIMyJsSpHAas Ha CETOMHSIIHUN JIEHb OIEpalMOHHAs CHUCTEMa JOMAIITHETrO
kommbroTepa - Microsoft Windows XP coxepsxut BcTpoeHHbiii Bpanamaysp Windows. Bosee no3anue
Bepcuu Microsoft Windows, Vista u Seven coaepxar B cebe TOMOTHATEIbHBIE KOMIIOHEHTBI 3al[UTHI OT
HECaHKI[MOHUPOBAHHOTO JOCTYIIA H IIMMOHCKUX mporpamM, Hanpumep Windows Defender.

Berpoennble  OpaHIMayspbl OTJIIMYAKOTCS BECbMa OTPAHUYCHHOW (PYHKIMOHAIBHOCTBIO, YTO C
JPYroii CTOPOHBI KOMIEHCHUPYETCS OTCYTCTBHEM KOH(IJIMKTOB C OIEPAlMOHHON CHUCTEeMOH U
OecIutaTHOCTBIO.  BpaHamayspbl ke TpPEThbHX IMPOM3BOJUTEICH, YCTAaHABIWUBACMBIC OTJHEIBHO,
obecreunBarOT 0OBIYHO OoJiee YIOOHYIO M MPUATHYIO pabOTy ¢ BOBMOXHOCTBIO 00JIee TOYHOW HACTPONKH
pa3JInYHBIX TApaMETPOB.

1. [Mocne 3arpy3ku onepauuonHoi cucrembl Microsoft Windows XP (8 Microsoft
Virtual PC), Bbpanamaysp Windows Oyaer oTkimtodeH. [l ero BKIIOYEHHs BBITOJHUTE
CIEAYIOLIME EUCTBUA:

Haxxmvute Menro Ilyck — [Tanens ynpasnenus — bpanamayasp Windows

Ha skpane nosiButcst Menro bpanamaysp Windows

& B o U o (%]

O6wme | Heknouerna | Donoanurensho

T
X/ Ball KOMNEKRTER He SalWIEH: BKAIDYMTE SpaHamMayap Windows

Eparamays p Windows NomMorasT NpeAOTERATHTE HECAHKUMOHMPOBaHHEIE
AOCTYN K BALEMY KOMNBIOTERY Yepes MHTepHET MW ceTe,

@ () Bxmouute [pexomenayercal

3TOT NEpaMeTp GAOKMPYET NOAKMGYEHHE BOEH BHELHLH
WCTOMHWKOE K aHHOMY KOMOBHOTEPY, KpoME Shi0paHHBIX Ha
EKNANKE MCKMHEHN

[THe paspewars uckmouenna

Brifiepure aToT NapameTp NpM NOAKAMMEHMH K OTKPETON CETH B
MEHEE 33WMLW EHHEIX MECTSx, HENPKMED, B 3 pON0pTY. Bel He
GUETE NONYYETE YEEAOMNEHWA, KOrLa GpaHaMays p Windows
GA0KKMPYET NPOrpaisl. MCTOUHKEW, BEIGPAHHBIE Ha BKAAKE
UCKAKYEHWR, GYIYT HrHOPUPOEATECA.

@ () Bk mounTh [He pexomenayetca)

CrapaifTech He HCNONLSO0BATE 3TOT NapameTp. BeikaoyeHHe
fipaHarays pa Windows MPHEOMT K CHHAKEHWIO SALLMILEHHOCTH
KOMMBIITEDA OT BMPYCHBIK STAK W SN0YMBILNEHHHKOE.

Mogpottes o dpangmayspe Windows

2. Mento Bpanamaysp Windows conepxut 3 Briaakun — O6mue, Uckiawdyenus,
Oowme | WekmoueHa | JdonoaH9TensHo
JlonoJiHMTEBHO .
BriGepute kaxayro BKIAIKy U IPOCMOTPHUTE €€ COACPKUMOE.
3. Bxkinaaka OOmmme 1o3BoJiseT MEHATh pekuM padotel Bpanamayspa Windows.

Moxuo Bruwouuth Opanamay’p (mocie yctaHoBku OneparonHoi cuctemsl  Microsoft
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Windows XP, cucrema aBroMaTnyecku BritodaeT Bpamamaysp Windows) win BeIKI0OYHTH
ero (mpu ycTaHoBKe apyroro bpanamayspa Ha Bam kommbioTep, bpanamaysp Windows Oymer

BBIKITIOUEH aBToMarndeckn). Otkmounte Bpanamaysp Windows, a 3atem BHOBb BKJIFOUHUTE €TO.
4. Bxnanka MckiroueHust mo3BoJsieT cO3/1aBaTh UCKIIOUEHUS Ul HY>KHBIX CIIYKO U
npuioxeHnid. Hanpumep, eciau BbI TOYHO YBEPEHBI, YTO KOHKPETHOE NPUIOKEHHE He Oyner
BBIMOJIHATh HECAaHKI[MOHMPOBAHHBIX YIAJICHHBIX coenuHenuit wiun bpanamaysp Windows
3a0JI0OKUPOBAIT CETEBOU JIOCTYII MPUIIOKEHHS, MOKHO co31aTh VckitoueHne u 0J0KHpOBKa Oymer
cusita. /lo0aBbTe HCKIIIOYEHHE ISl MpPOTrpamMMbl, HakaB KHONKY JloGaBUTH mporpammy u B
NOSIBUBIIEMCS CIIMCKE BBIOEPHTE J1I000€ MPUIIOKECHHUE.
[%ﬁi By s - - - (%]

Ofiwme | Meknauedia | QonaaHurensHo

EparHgraysp Windows oTkA0YSH. KOoMNEKTER HAX0OMTCA NOA, Yrposos STORHEHUA
U3 BHELHIN WMCTOMHUEOE, Takuy kak MHTepHeT. PeromMeHIYeTCA WwenkHYTE Bknanky
"06wme" ¥ BbGpaTe "Bramaure'

Mporparrel W cnyte:

WA

Opera

O UPnP-HHepacTpykTypa

[0 AueT aHUMOHHOE YNpaBAeHUe patouut cTonomM
[ 0 Gwpit gocTyn K $ainam 4 NpMHTEpar

U AanEHHEI NOMOLLHME,

[ﬂoﬁasmb npnrpaMMy...] I Jo6agHTE NopT.. ] [HaMeHHTb..] [ Yaanre

OrofipamaTe YEEAOMAEHHE, KOTAS GPaHAMAYIp GAOKHMPYST NPOTPaMMY

ONacHOCTH DASPEWEHUA UK MOYEHWEA

5. Bxmagka JIOMOJIHUTENIbHO TO3BOJSIET BKIIOUUTH WM OTKIIOYUTH Bpanamayasp
Windows s KOHKPETHBIX CETEBBIX MOJKIIOYCHUH, 3a0JI0OKHPOBaTh WM pPa30IOKHPOBATH

CCTCBBIC CJ'Iy>K6BI. BBI6epI/ITC HYXHO CETCBOC HOI[KJ'IIO‘IGHI/IG U HAKMUTEC KHOIIKY HapaMeprl
=] Ry PR T WSS d
O6wwme | Mekaoverns | DanonHurensHo

MNaparmerpel CETEBOND NOQKMOYEHHA

EpaHamayap WWindows BKMONEH 107 NEPEUMCIEHHEIR HLGHE MOQK TOYSHHL
Hrofibl A0GAEMTE OTASBHOE NOAKMOYEHHE B CMIHCOK MCK MKYEHKE,
EbIfEpUTE Ero W WenkHWTe Konky "M apamerper”

MapareTped...

Benetue #ypHana Ge30NacHOCTH

tosHo cozgaTs dalin wypHana oNA UCNoAE30BaHUA
MPM YCTPEHEHU HENONAA0K.
Mporokon [CMP
MpoTokon ynpaenAtwmM: coodieHmis MHTepHeTa
[ICHF] nozeonaer komneworepar & ceTH
OfMEHMBATBCA WHEPOPMALMEN O OWMEKAX W CEOEM
COCTORHHK.
MapareTpel no yronuaHHo
Yrifipl BOCCTEHOBMTE BGE MOHOAHEIE NAPaETPbl
BpaHarays pa Windows, HasruTe kHonky Mo
YO YSHMRD'

6. [Ippy  ycTpaHeHMM  HENOJIAJOK, MOXHO  BOCIOJB30BaThCs  ZKypHaIOM

Be3onacHocTu, i1 TOro, 4TOOBI BBIACHWUTH, KOTJIAa TPOHU3OILIA HEMOJIaJKa W TPH KaKuX
obcrositenscTBax. Haxkmute kHonky Ilapamerpsnl B O10ke Benenne :xypHaiaa 6ezonacHoctu. B
MOSIBUBIIEMCSI OKHE MPOU3BEIUTE HACTPOWKH, COTJIACHO MPEUIOKEHHOMY PUCYHKY U HaXKMUTE
Ok.
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I aMEs Ph R H | 53
MapateTpel BELEHUA KUpHana
D -3aNMCEIBATE NMPONYLWEHHEIE NaKETE!

[] 3anmceigats ycnewHsie noakaoyeH1a

[MNapareTpel $afna xupHana

W

CAWINDOWS pfirewal log

MpeaensHeEl pastep [KE]: | 4096

1. bnok IIporokoes ICMP cinyxut [u1st mpuemMa u OTIpaBKU COOOIIEHH 00 ommnoKax
U COCTOSIHUM KOMIIBIOTEPOB B CeTH. Tak e OTOT MNPOTOKOJ HCIOJIb3YIOT HEKOTOpHIE
BPEIOHOCHBIE TPOTPAMMBI, C MEPUOJUYHOCTBIO TOKA3bIBasl Pa3IMYHBIE COOOLICHHS O SKOOBI

IMPOU30IICAIITNX omuOKax B OHCpaHHOHHOﬁ CUCTEME.
MNporokon ICMP

MpoTokon ynpaenanw s coodwerwi MHTepHeta
[ICHP] noseonAeT KomMNBTEpat B CETH

OfMEHMESTECA MHPOPMAUMEN 0F OWWEK AR U CEOER

COCTOAHU,

8. brox IlapaMeTpbl MO0 YMOJIYAHWIO CIYXXUT Ui BOCCTAHOBJICHHS HCXOIHBIX
Hactpoek Bpanamayspa Windows.

[N apardeTpel Mo Yo n4aHH9o

HTafbl BOCCTAHOBMTE BCE MCHOAHEIE napaMerpel Mo yvanuakuo
GpaHarayapa Windows, HasuTe kHoney 'Tlo

YrADNYEHMID",

LenTp Odecneuenus 6ezonacHoctu Windows

Ecnu Bam KoMmbploTep MOJAKIIOYEH K KOMIBIOTEPHOM ceTH (HeBakHO, MHTepHeT 3To wWiu
WuTpaner), ToO OH ySI3BUM /ISl BUPYCOB, aTaK 3JIOYMBIIUICHHUKOB U JPYTUX BTOpKeHWM. JIJis 3amuThl
KOMITbIOTEpA OT ITHX OMACHOCTEH HE0OX0AUMO, YTOOBI HA HEM MOCTOSIHHO paboTalld MEXCETeBON SKpaH
(bpanamayap) u antuBupycHoe 1O (¢ mocnequumu o6HOBIeHHsIME). KpoMe Toro, Heo0X0auMo, YTOObI
BCE TOCJIEIHNE OOHOBJIEHHUS ObUIM TaK)Ke YCTAHOBJICHBI HA BallleM KOMIIBIOTEPE.

He xaxapIif 110JIE30BaTENIh MOXKET ITOCTOSHHO CHEIUTH 3a 3TUM. He kakaeIil 1ToNs30BaTellh 3HAECT,
KaK 3TO OCYILECTBUTb. W 1axce eciu 1moyib30BaTeb KOMIIETEHTEH B 3THX BOIPOCAX, Y HETO MPOCTO MOXKET
HE XBaraTb BpeMeHUW Ha Takue mnpoBepku. Kommanus Microsoft mo3zabotunace 000 Bcex H3THX
HOJIb30BaTeNsIX, BKIOUUB B coctaB SP2 (u SP3) mis Windows XP Takoil nunctpymenT. OH Ha3blBaeTCs
Hentp obecnieuenus: 6e3onacuocrn Windows (\Windows Security Center).

1. Haxxmute Mento Ilyck — [Tanens ynpasnenus — LlenTp oGecnieuenns 6€30MacHOCTH

Jns Brmrouenus lLlentpa oOGecmeuenust OezomacHoctn Windows, nakmure [lyck — Ilanenms
ynpasieHus: — AnmuHuctpupoBanue — Cinyx0pl. B crincke cimyx6 Haiiaute ciayxOy Security Center,
Ha)XMUTE 2 pa3a Ha Ha 3TOi ciryxx0e, BbIOepHUTe TUN 3amycka ABTO, HAKMUTE KHONKY [Ipumenuts u OK.
[Iepesarpy3ute BUPTYaIbHYIO MalIUHY.

2. Ha skpane nosiButcst merto Llentpa obecneyennst 6e3onacuoctu Windows.
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0 Pecypcsi £l

* TIONYUATE NOCNEAHHE CBEABHHA
0 BE30MACHDCTH 1 BHPYCaX 0T
KoprgpauHK MabpocodT

* MPOEEPHTE HANHHAE NOCNEAHAY
GRHOENEHHA 0T Windows Update

+ TIONYHTB NDAASRMIY N0
Bonpocan BE3ONaCHOCTH

* Cnpaeka no LieHTpy
ofiernEdsHrA BE30nacHoCTH

* MameyTE CNOCof onoBeLIEHMA
LienTpom offecnevena
fiezonacHocTH

EREHHANOEEDIECHO T A NI DWE]

(=] E9
& LeHTp oBecrieyeHma 6e30nacHOCTH

MoMoruTe 3aLMTHTL CBOKH KOMMNbKTEP

OcHoBbI GesonacHoCTH

LigHTp 0fECMEUEHHA FESaNaCHATH NAMAr&ET YPSENATE NAPaNeTpakH FEsanacHorTH Windaws.
4706kl NOMOYE SALIMTHTE KOMMBHITER, BKAKYHTE BCE TPH DCHOBHBDX KOMNOHEHTA BE30MNACHOCTH,
ECIM GHH HE BIFOLEHBI, ENEAYHTE yikasarkan, HTobe! CHOBa BBpHy ToEs B LienTp ofecnedenns
GES0MACHOLTH, OTKPGIATE NaHEMS YTRGENEHAA,

KatHe HOBbIE KOMNOHEHTE! WiNdows N0MOraHT 3AMMTHTE KOMIeHOTER?.

a Bpangmaysp © BK/IOYEHO v

@ABTOMamqecxoe o6HoBNEHKE © BK/IOYEHO =

QJ 3almra oT BUpYCoB © BK/IOHEHO  +

Hactpolika napameTpos GesonacHocTh:

@ CeoMcTea o6o3pepatena % BpaHgmaysp Windows

% ApTomaTHyeckoe abHoBNEHME

3. OCHOBHOE Ha3HAa4Ye€HUWE HTOr0 HHCTPYMEHTa - MH(MOPMHUPOBATh U HAMpPaBIATh
MOJIb30BATENsl B HY)KHOM HalpaBiIeHUH. Bo-TIEepBBIX, OH MOCTOSHHO KOHTPOJHUPYET COCTOSTHUS
TpeX OCHOBHbIX KomnoHeHToB OC (Opanamaysp, aHTHBHpYC, CHCTEMa aBTOMAaTHYECKOI'O
oOHoBneHust). Ecnmu mapameTpsl J000T0 M3 3THX KOMIIOHEHTOB HE OYAYyT YIOBIETBOPSTH
TpeOOBaHUSAM OE30MACHOCTH KOMIIBIOTEpa, TO IMOJbH30BATEIb MOJIYYUT COOTBETCTBYIOLICE

YBEJIOMIICHHE.

@ FE30NacHOCTb KOMNBLHOTEPa MoXEeT OBbITh Nog, yrposod |

BpaHAMaysp He BENHIYEH

L &nkHHTE 3Ta cooflleHHe, YTabkl Yo TRaHHTE OLKEKY,

HaCTHu:

0

Menio IlenTpa obecneuyenusi 6e3onacHocTu WIiNdoOws MOKHO pasjaenuTh Ha 3

) Lo 00 eajs a1 Gusu e poers Wi

A=
@ UenTp o6ecneuyeHna 6e30nacHOCTH

0‘1 Pecypchl £

= MomyHMTE NOCNEAHHE CEEABHHA
0 Ge30NACHOCTH M BMpYCaY 0T
KOPNOpaUnH MafikpocodT

= TPOEERHTE HAMHYHE NOCNEAHHX
oBHOENEHMA oT Windows Update

* My HHTE NOAASPHKY N0
BONPOCAN BESONACHOCTH

= Cnpaeka no LeHTpy
0fiECNEHEHHA GES0NATHOCTH

® MEMEHHTE cNocob onoBeeHHF
UeHTpom ofiecneqens
GezanacHocTH

MomorkTe 3alWMHTHTL CBOH KOMNBIOTEP

OcHoBbl Ge30NacHOCTH

UeHTp obecneqeHa De30natHoCTH NOMOraeT YNPSENATE NapameTpamk GezonacHocTk Windows.
Hrobe! noMoue ZAWNTHTE KOMNEKITER, BKNMYMTE BCE2 TPH OCHOEHEIX KOMNOHEHTA BEZ0NACHOCTH,
ECNM OHH HE BENHOSEHB, CREAYATE YKKA3aHWAR, YT006I CHOBA BEpHYTLEA B LLEHTR ofiscnedeHma
BE30MacHOCTH, OTKPOATE NaHENE YNPABEHUA.

KarmHe HOBEIE KOMAOHEHTE Windows NomoraT AWHTHTE KOMOBHITED?

© BbIK/OYEHO | »

-
== bpanamayap

QABToMaTMHeCKoe ofHoBAEHMe © BK/IOYEHO | &

U 3awMra oT BUPYCOB © BKJIOYEHO | =

Hactpolika napamerpoB GesonacHocTH:

@ CpokcTBa 06o3peBaTena a BpaHamaysp Windows

% ABToMaTHYecKoe oGHoBASHME

i rgEHLMaN BHOETE, Moy

e Pecypchl. 3nech pacnonararoTcsl CCBUIKH IS Tiepexoa K MHTepHeT-pecypcaM, K BCTPOCHHOM
B Windows cripaBouHOi#1 ciTy>k0€ U K OKHY HACTPOMKHU MTapaMeTPOB OMOBEIICHUH.
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o KommoHeHTsl 0€30macHOCTH. 311eCh pacmoiaralTcs HHPOPMAIMOHHBIE 3JIEMEHTHl TpeX
OCHOBHBIX KOMITOHEHTOB 0€30MacHOCTH: OpaHAMay’p, aBTOMATHYECKOE OOHOBICHHE,
aHTUBUPYCHAsI 3aIllMTa.

e [lapamerpsl 0e€30macHOCTH. 31€Ch pacloJlaraloTCs KHOMKHM Tepexoja K HacTponkam
0€30MacHOCTH  CIEAYIOIUX KoMIOHEHTOB: (BoicTBa 0003peBatTens, ABTOMAaTHYECKOE
obHoryieHue, bpanamaysp Windows.

Paccmotpum 311 yactu 6osee moapoOHO.

S. B wactmu 1 nmepBele TpM CCBUIKM INpeJHA3HA4YeHbl JJI IEepexoja Ha
COOTBETCTBYIOIIME CTpaHUIIbI Ha caiiTe Microsoft. [Ipennocneanss ccpuika npeaHasHaueHa st
OTKPBITHS CIIPaBOYHOM ciry:k061 Windows Ha crpanuiie "OOmme cBeIeHUs O IEHTPe 00ecIeueHUs
6e3onacHocty Windows". Tlocneansis ccbuika mpeaHa3HadeHa i OTKphITUs OkHA "IlapameTpsl
ONOBEIIECHH".

LY [IEPaRES PETOTIDEEIEH B f;]

1?}' LieHTp oBecnevyeHnA GezonacHOCTH

MapameTpel ONOEELL EHHE

BpaHamayap
ONOBEULATE, SCAH NapaMETPEl BRaHAMaY3PE HE
Y ADBNETBOPAMIT TPEf0BaHHAN AE30MACHOCTH KOMMHITEPE

ABTOMATHYECKOE OBHOENEHHE
ONOBEULATE, BCNH NAPaMETREl AETOMATHHECKOMD DGHOBNEHHA He
Y ADENETEOPANIT TPEGOBAHHAN GE30MaCHOCTH KOMMBHITERE

SAWHTE OT EHPYCOE
ONOBELATE, BCNH NAPAMETRE MPOTPAMHE SaLLHTE 0T BHEYCOS
HE Y ADBNETEOPAKIT TPEH0BaHNAM BE30NACHOCTH KOMNEKITEDA

[ Ok ][ OTMEHS ]

Ecnu Ha xomnbloTepe ycTaHoBieH OpanaMaysp u antuBupycHoe [10, He onpenensemoe LieHTpom
obecrieueHus 0€30MaCHOCTH, BBl MOXKETE OTKIIOYUTH COOTBETCTBYIOIINE OMOBEIICHUS

6. B wactu 2 xaxkgoe wuHPOPMAIMOHHOE Tablo COOOIIAeT O COCTOSHUU
COOTBETCTBYIOIIIETO KOMITOHEHTA. Ha pucyHKe mpecTaBieHbl BO3MOXKHBIE COCTOSHHUS.
A @ BRJIKDYEHO
B GO MNPOBEPBTE MAPAMETPBI
C © BbIKJIDHYEHO
D @ HE HAMAEHO
E © CPOK MCTEK
F © HE HABJKOAAETCA

Cocrostnust A-C monsTHbl 6e3 kommeHnTtapueB. CoctosiHue D - "He Haiineno" - cooTBeTcTBYyeT
HEBO3MOKHOCTH OIPENENNTh TPUCYTCTBUE cooTBeTcTByomero I[IO (Hampumep, aHTHBHpPYC WU
opanamayap). Coctosiaue E - "Cpok uctek" - BO3MOXKHO ISl aHTUBHPYCHOM 3aIIUTHI, KOT/1a OOHOBJICHHUS

aHTUBUpPYCHBIX 0a3 ycrapenu. Cocrtosinue F - "He nHaGmiomaercs" - COOTBETCTBYET OTKIIOUEHHOMY
KOHTPOJIIO HaJl COOTBETCTBYIOIIUM KOMIIOHEHTOM.
7. Briximounre OAMH HN3 KOMIIOHCHTOB 3aIllUTHI. CocTosIHHE DTOr0 KOMIIOHEHTHI
NPUMET BHJI, TIOKa3aHHBII HA PUCYHKE (HapuMep, eciii OTKIunTh bpanamaysp Windows)

]

®= Bpanamayap © BbIK/IIOYEHO 2

OBHapYHMEHD, YTO KOMMBKOTED HE 3alUMWLEH BpaHaMayspoM. LlenkHuTe "PeKoMeHaamm”
ANA NONYYEHWA YIKa3aHMIA NO MCMPaBNEHIKD. Kak BpaHaMaYSD NOMOraeT SaWMTHTE

KOMOBKITED?

MpumMedaHKe: cucTema Windows He onpegenaseT Bce BpaHaMayapeEl.
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8. Bxuttounte OTKIIIOYEHHBIH KOMIIOHEHTBI 3aIlIUThI, HA YKPaHe MOSBUTCS COOOILICHHE
Bam KOMIIOHEHT yCIENIHO 3amyeH

|
@ O e E U EH AN ER DT HEHD G ﬂ
':}' LeHTp obecnevyeHna 6e3onacHoCTH

Epanamaysp Windows yCnewHo BKnrYeH,

9.

Eciu OAWH N3 KOMIIOHCHTOB HC MOKCT BLIIIOJIHUTH HYXHOC I[CﬁCTBHG (HaHpI/IMep,

aBTOMATUYECKUE OOHOBIIEHUSI YCTAHABJIMBAIOTCS 1O BHIOOPY IMOJIB30BATENS), CTATYC KOMIIOHEHTA
MPUMET BU/I, TOKA3aHHbIA HA PUCYHKE.

ABTOMAaTHYECKOE o MPOBEPBTE NAPAMETPDI
Q oBHOBAEHHWE

»

ABTOMaTWMYECKDE 0OHOBNEHME HaCcTpOEHD Ha YCTaHOEKY oBHOBNEHWIA TONEKD NoCne
COrNacoBaHnA © Bamu., LLenkHute "BKMHOYMTE AETOMATHHECKDE 0OHOBNEHME ", YTODRI
ovcTeMa Windows aBTOMaTMHECKM BRINQNHANS BaHEIe 0BHOBNEHMA Ha KOMNbHOTERE
I:DEKDMEHJJ.'E.I'ETF_'H:I. F.aKk SETOMaTHYECKOE 0BHOBNEHME NOMOrSET 3EWUMTUTE KOMOEKITED?

[ BENKOMUTE 3BTOMaTHHECKOES obHoBREHWE ]

10. Kak yxe Obuto ykazaHo paHee, B paszzelie 3 pacHojiOKE€HbI KHOIKH Mepexoia K
HACTPOWKaM 0e30MacHOCTH CIEAYIOIIUX KOMIIOHEHTOB:

obo3peBarens Internet Explorer,
aBTOMaTU4YecKoe 0OHOBIEHHUE, Opanamaysp Windows.

9 CeofcTea obopEgaTenn

% ABETCMATHYECHOD ﬂE‘HﬂMEHHE
_J-.
w Epangmaysp Windows

11. Haxasn KHOIIKY CpoiicTBa o603peBaTeJ1;1, Bbl IIOMAJACTE Ha  3aKIaJKy
"be3onacHOCTL" B OKHE HaCTpoek 0Oo3pesares Internet Explorer. _
I_Cuu;‘m‘rua: HRIEPHES Jﬂl
Conepsatue [NogknioyEHHa [parpatdrdes NonoaHuTeneHD

KoH® Wl EHLMANEHOCT

BriSepure soHy MHTEpHETA, YTOSE NPUCEOWTE & YPOBEHE BE30NACHOCTH.

® €« 0 @
MectHan HageskHee

OrpaHuyeH. ..
WHTPAaCcETE yznkl

Y3kl
HurepHer
372 50Ha CONERHKMT BCe BE0-Y3El,
EOTOPBIE BRI HE NOMECTUAM B ApYrHe
Z0HE.

HpDBBHb GE30NacHOCTH 407 3TOH S0HE!

Hpyrof
Monkz0BaTenkCkan HACTpokKa,

- UTofiEl HEMEHHTE YPOBEHE BES0NACHOCTH, HAKMMTE
KHOMKY " pyroi.

- 17 B03EPATA K. PEKOMEHLOESHHOMY YPOBHID HaHMMTE
tHonky ' Tlo yrondaHmn'.

’ Jpyrad.. ] ’ Ma gManaHHro]

’ k. ” OTteHa ]

12. HaxxaB kHOmKy ABTOMaTH4Yeckoe OOHOBJIEHHWE, BBl OTKPOETE€ OKHO HACTPOEK
" ABTOMATHYECKOTO OOHOBIICHUS".
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BT ORI HEECROERI THOEIEHHE: ﬂ

AETOMATHYECKOE 0BHOBNEHHE

MoMOrkTE 33WHTHTE CB OMABHITER

CHMCTEME Windows MOXET NPOBOAHTE PErYNAPHYHD NPOBEPKY HA HANHHHE
Ba#HE: DOHOENEHMA M YCTAHAENMEATE X, (ABTOMATHYECKOS 0OHOENEHWE
CHa4ana obHOBHT NporparMHoe ofecnededke Windows Update, a satem
MPHMEHKT OCTaNEHBIE OGHOBAEHHA. )

8K RA0OTAET. ABTOMATHHEEKOS OOHOBNSHIE

(%) ABTOMaTHueckn {pexomenyeTca)

AETOMATHHECKH 3arPY#aTe M YCTAHAENHEATE HA KOMNEHITER
PEEOMEH A YEMEIE ObHOBNEHNA:

EMEAHEEHD E .00
() 3arpywaTe oSHOBNEHHA, HO AATE NONEI0BATENM BOSMINKHOCTE
EBPaTE BREMA ¥CTAHOBKH,
() YEEAOMAATE, HO HE 3ArPYMATE M HE YCTSHAENHBATE X SBTOMATHHECKH,
() OTENMYMTE SETOMATHYECKOE OOHOBNEHHE,

ECNH HE YCTaHABNHBATE 0BHOENEHHA BOBDEMA, TO BaL
KOMNEHTED GY 48T NOABEPraTECA NOBBILEHHOMY PMCKY .

YCTaHOEMTE OGHOENEHHA C Bef-yana Windows Update,

[ (=8 H CITMEHS ]

13. Haxae xHonky bpanamaysp Windows, Bbl momajzere B COOTBETCTBYIOIIEE OKHO
HACTPOEK.
i@ Bz o ndus LE

Ofwme | Wekmoyerua | JdonoasuresHo

EpaHimMays SLUMTHTE B3W KOMMEKTER

Epararaysp WWindows NoMorasT NpenoTepaTkTe HECaHK IMOHHPOEAHHIM
AOCTYN K BAWEMY KOMMBHTERY Y8Pes FHTEDHET MM CeTb.

@ (%) Bk mouuts [pexomenayercs)

3T napaeTp GA0KMPYET NOAKMOMEHHE BCEX BHELHMY
WETOMHMK OB K AEHHOMY KOMNBITERY, KPOME BhIGDaHHBIX Ha
BKNZAKE WOK AHHEHUIA

[IHe paspewars HekmoveHua

BhifiepiTe 3TOT Napat4ETR NPH NOAKMKIYEHUM K OTKDETON C8TH B
MEHEE SAWMILEHHBIN MECTEN, HaNpHMED, B 3ponopTy. Bl He
GUIETE NONYHATE YEEAOMNEHHA, KOMAa SpaHarmaysp Windows
GAOKMPYET NPOrpattgl, FICTO4HUEM, BbIBDSHHBIE Ha BKN0KE
WK MOMEHWH, BY0YT MrHOPHPOBATECA,

@ () Bk mouHTE [HE pekomeHnyeTca)
CTapaiTeck He MCNONBE0BATE STOT NapameTp. BeknoueHue

BpaHaMays pa Windows NPHEOAWT K CHHAEHMID 3aLLMILEHHOCTH
KOMMGIOTENE OT SHPYCHBIX ATaK W SN0YMEILAEHHIMKOE,

MNogpostes o Spangmays pe ‘indows

3aganus:

1. Brxumounts bpanamaysp Windows u no6aButh Ha BkIaake VCKIrOUeHHsT HECKOIBKO MPOrpaMM HITH
CITYX0 MCKITIOUEHUH.

2. Hacrpoiite bpanamayap Tak, 4ToObI B ’KypHaie 6€30MacCHOCTH 3alMChIBAIMCh MPOMYIIEHHbIE MTAKEThI.
3. Kakme wnactpoiikum bpanmmay’pa HEOOXOIMMO WCIIONB30BaTh, YTOO BOCCTAHOBUTH 3HAUEHUS I10
ymonuanuto? IIpogemonctpupyiire.

KoHnTpoJsbHbIE BONIPOCHI:

Co3aanue oT4yeTa

Ilocne BhIIOIHEHHUE MPAKTUYCCKUX 3aJaHui CTYACHT HOJIKCH COCTaBUTH BHCKTpOHHBIﬁ OTUYET 110

npakTHyeckoit padore (B mporpamme Microsoft Word), B KoTOpoM JOKHBI ObITh OTPaXKEHBI CIIETYIOIIHE
TIOJIOXKEHHSL:

e HOMEp U Ha3BaHHE MPAKTHYECKOI paboThI;
e LIeJIb U JIaH 3aHATHS;
® DKpaHHBIE KOMUHU, TOATBEPKAAIONINE BBIIIOTHEHUE IPAKTHUECKOTO 3aJaHUs;
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® OTBETHI HA BOIIPOCHI:
Jnis gero ucnonb3yercs bpanamaysp Windows?
Kaxkue nevictBust HEOOXOIMMO BBITIONHUTD JTsl akTuBanuu bpanamayspa Windows?
Kak co3nate uckimouenue B bpanamayspe Windows?
Jst wero ucnonbiyetcs Llentp obecnieuenus 6e3onacnoctu Windows?
Kak meHtp obecriedeHusi O€30MACHOCTH YBEAOMIISIET TOJB30BaTENsl 00 OTKIIFOUEHHOM
KOMITOHEHTE 3aIlIUThI?
6. Kakue KOMIIOHEHTHI 3alUThl HacTpauBaroTcs B LleHTpe obecnieuenus 6e30macHoCTH?
e CoxpaHHTE OTYET HA CATEe IUCTAHIIMOHHOTO OOYYEHUS JUTSl TPOBEPKH MPETIOIaBaTEIIEM.

ko E

Tema Ne 8: «CoBpeMeHHbIe AHTHBHUPYCHbIe MNpOrpaMmbl. 3ammrTa OT HH(OPMANHOHHBIX
uHpexumii. Kitaccupukanus KOMNbIOTEPHBIX BUPYCOB)

Ilpakmuueckoe 3anamue. Hacmpoiika anmugeupycHoil cucmemsl 6e30nacnocmu
Henap - u3yunts 001ME MPUHIUIBI PAOOTHI aHTUBHUPYCHOT'O IPOrPaMMHOTO O0eCTIeueHUsI.

PesyabTaTt 00y4enust. Ilociie 00ydeHus: CTYACHT JT0JIKEH:
— 3HaTh O0IIME MPUHIUIIBI pAa0OTHl AHTUBUPYCHOTO IIPOTPAMMHOTO 00ECTICUCHHS;
— YMeTh HaCTPauBTh AHTUBUPYCHYIO CUCTEMY O€30IaCHOCTH.

YcranoBka OecriaTHyIO Bepcuio «AHTHBHpYca Kacmepckoroy.

[Tocne mpuHATHUS JULEH3MOHHOTO COIJIAIIEHUs IMpeularaeTcsl BhIOpaTh OJMH U3 JIBYX BapUaHTOB
YCTaHOBKH:

* beicTpas ycraHOBKa — OyAyT yCTaHOBJIEHbI BCE KOMIIOHEHTBHI IpPOrpaMMbl C IapamMeTpamu
paboTHI [0 YMOJTYaHUIO;

* BrbibopouHas ycTaHOBKa — YCTaHOBKAa OTJIEJIBHBIX KOMIIOHEHTOB C BO3MOKHOCTBIO
IIPEABAPUTEIIBHON HACTPOMKM; JAHHBIM PEKUM PpPEKOMEHAYETCS Ui OIBITHBIX I10Jb30BaTEIEH.
Pexomenyercst BBIOpaTh OBICTPYIO YCTAHOBKY: B 3TOM cilydae OyzeT o0ecrneyeHa MakCuMalibHasl 3aluTa
KOMITIBIOTEPA.

Ecnu B xakoM-mubo Monyine He OyaeT HeoOXOJIUMOCTH, €ro BCerja MOXKHO OTKIHOUMTh. [laee
MacTep MPOBEPUT YCTAHOBJICHHBIE IPOrPAMMBI M, €CIM HAaWJIE€T HECOBMECTHMBIE C AHTHBUPYCOM,
BBIBEJIET MX CHHUCOK. Eciu BBl MPOAOIKUTE YCTAaHOBKY, JAaHHBIE NPWIOKEHUS OYyAyT yAaleHbl BO
n30exanne KoHQIUKTOB. Eciin OynyT HaiiieHbl KOHQUTYpallMOHHBIE (Pailyibl OT MpeAbIAYIIEH YCTaHOBKU
«AHTuBHpyca Kacnepckoro», mocieayer 3ampoc Ha COXpaHEHHE 3THX MapameTpoB. Ecim mporpammsl,
MeIlaloIue padoTe aHTUBUPYCY, YAAISUIACH, IIOCIE 3TOT0, BO3MOXKHO, IOTpedyeTcs Iepes3arpyska
KOMIIBIOTEPA.

B «AntuBupyce Kacnepckoro», Imocie yCTaHOBKHM IIporpammel 3amycturcs  Macrep
npeaBapuTenbHOd HacTpoiiku. Ecnm Oblm BeIOpaH BapHaHT bBeicTpas ycTaHOBKa, MacTep MPEASIOKHUT
AKTUBU3UPOBATH ITPOJYKT.

BbInonHuTE YCTaHOBKY M HACTPOMKY aHTUBUPYCHOM MPOTrpaMMBl.

CxonupyiTe B OTYET SIKPAHHBIE KOIIMU YCTAHOBKU U HACTPOWKH IPOrPAMMBI.

CamocCTOATeNbHO YCTAaHOBUTE €Ille OJJHY aHTUBUPYCHYIO IpOrpaMMy (Ha Balll BEIOOD).

Co3aanme oTueTa

HOCJ’IG BBIITOJTHCHUC HpaKTI/I'-IeCKI/IX Sa)IaHI/Iﬁ CTYJIGHT JOJKEH COCTaBUTH SHGKTpOHHLIﬁ OTYCT 110
npakTudeckoi padote (B mporpamme Microsoft Word), B koTopom JTOJIKHBI OBITh OTPaKEHBI CIICTYIOIIUE
MTOJIOKEHUS
HOMEp M Ha3BaHUE MPAKTUICCKOU pabOTHI;
LIEeNIb U IJIaH 3aHATH,
SKpaHHbBIE KOTIHH, TOATBEPKIAOIINE BHIOJHEHNE MPAKTUYECKOTO 3aaHHUS,
CoxpaHuTe OTYET Ha caiiTe AUCTAHIIMOHHOTO O0YYEHUs Ui TPOBEPKU MPETogaBaTeNeM.
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Tema Ne 9. OcHOBBI TEXHOJIOTHH OCTPOeHHUs1 3ammeHHbIXx OC

Ilpakmuueckan paboma. OcHoéHble NPU3HAKU NPUCYMCMEUA HA KOMNbIOmMeEDPe 6PEOOHOCHBIX
npozpamm

Lean - nonyueHne NpaKTHYSCKUX HABBIKOB 110 BBISBICHHIO BPEJIOHOCHBIX MPOrPaMM Ha JIOKaJIbHOM
KoMITbloTepe noJ yrnpasineruem Microsoft Windows XP

PesyabTaTt 00y4yenus. Ilociie 00ydeHus CTYACHT NOJIKEH:
— 3HaTh OCHOBHBIE HACTPOMKHU CBONCTB 0003peBaTes;
— 3HaTh OOLIME MPUHLUIIBI paOOTHI C TUCIIETYEPOM 3a7au.

3ananue 1. U3yyenune HacTpoek Opay3epa

BupycHble niposiBiieHUs ObIBAIOT SIBHBIMH, KOCBEHHBIMH U CKPBITHIMU. Eciin TiepBbIe 0OBIYHO BHITHBI
HEBOOPYKEHHBIM TJIa30M, TO KOCBEHHBIC M TeM 00Jiee CKPBIThIC TPEOYIOT OT MOJIB30BATEIS MPOSBICHUS
W3PS IHON Mo UHTYUIMH. OHM 4acToO HE MENIAIOT padoTe, U I UX OOHApY)KeHUs TpeOyeTcs: 3HaTh, TIe
U 9TO HY)XHO UCKATh.

SIBHBIE POSIBIICHHSI OOBIYHO BHIPAXKAIOTCS B HEOXKUIAHHO MOSBIISIONIUXCS PEKJIAMHBIX COOOIICHUSX
U OaHHEpax - OOBIYHO 3TO CJICICTBUE MPOHUKHOBCHHS Ha KOMIIBIOTEP PEKIAMHOHN YTHIINTHL. [1oCKOIBKY
UX TJIaBHAs 1IEJb - 3TO MPUBJICYh BHUMAHKE MOJIb30BATENS K PEKIAMHPYEMOW YCIIyTe WIH TOBapy, TO UM
CIIO)KHO OCTaBaThCS HE3aMETHBIMHU. Take, SBHBIC IPOSBICHUS MOTYT BBI3BIBATH PsJl TPOSHCKHX
pOTrpaMM, HalpUMEpP YTHIUTHl HECAHKIIMOHUPOBAHHOT'O JI03BOHA K TUIATHBIM CEPBHCAM.

B sToM 3amanuu npeiaraeTcsi HCCIeI0BaTh IBHBIC MPOSIBIICHHUS] BUPYCHON aKTUBHOCTH Ha TIPUMEpPE
HECaHKIIMOHMPOBAHHOTO U3MEHEHHS HACTPOEK Opay3epa.

1. Ortxkpoiite Opaysep Internet Explorer, BOCIOIb30BaBIIMCH OJTHOMMEHHBIM SIPJIBIKOM

P

Ha paboueM cToiie Wi B cucTeMHOM MeHIo [1yck, IIporpammsr

2. IIpoBepbTe 3HaueHUE NapameTpa, OTBEYAIOIIEro 3a CTAPTOBYIO cTpaHuiy. Jlns
3TOr0 HY)KHO BOCHOJIb30BaThcsi MeH0 CepBuc. Otkpoiite ero u BbelOepure NmyHKT CBOMCTBa
o0o3peBaTtens

CHDBBKB

Ynanuts xypHan obospesarens... Ctrk+Shift+Del
MpocmoTp InPrivate Ctri+Shift+P
MoBTOpHOE OTKPBITKE NOCIEAHErD CEaHCa NPOCMOTPa

OunbTpauma InPrivate Ctri+Shift+F
MapameTpsl dpunsTpaumm InPrivate

BrokMpoBaHie BCUBIBAIOLLMX OKOH 4
OunbTp SmartScreen v
HaacTpolikm

I'IapaMeprl pexXuMa NpeacTaBneHnA COBMECTUMOCTH

QbHapykerne seb-kaHana L
LlexTp obHoBnenus Windows

Cpencrea paspaboTumka F12

Windows Messenger

1CQ Lice

[arHocTuka npobneM NoAKIoUEHNS. .. |
Mail.Ru Arext

Create Mobie Favorite...

Sun Java Console

CpoiicTBa obo3peBaTens

3. AJnpec cTapTOBOM CTpaHHUIBl yKa3aH B IIEPBOM € II0JE€ OTKPBIBIIETOCS OKHA
CaoiicTBa o0o3peBarens, Ha 3akianke OOmue. 3HaueHne 3TOTro TOJsl COBMAIAET C TEM aJPecoM,
KOTOpPBIA OB aBTOMAaTHYECKU 3aJlaH MPU OTKPHITUU Opay3epa. YCTAaHOBHUTE CBOKO CTApTOBYIO
CTpaHUILY.
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CeoHcTea obospeBatens E]E]

CoaepxaHie MoaKnoYeHUR MporpamMMe! [ononHUTENLHD
Ofiume BesonacHocTs KoHdaeHUMansHOCTE

[oMaWHAS CTPaHULE
/‘ Yrofisl CO30ETE BKNEAKN, BEEAVTE KEKObIA M3 BAPECOS C
N HOBOI CTPOKM,

tp: ffintranet. volbi.ru/|

[ Tekywas ][ WcxoaHas ][ MycTras ]

WcTopua npockoTpa

¥aaneHue BpeMeHHsIx (aiinos, CTOPHKM NPpocMoTpa, daiinos
v “cookie”, 3aMOMHEHHBIX NAPONER M AaHHEIX 13 BeB-hopH.

[[] ¥nanute sypran ofospesaTens npu Bxixone

[ YaanTb... ][ MapameTpbl ]

Momck
() HacTpofika ymonyaHWi ANA noMcka. MapameTpe!
J
f

Brnaaku

HacTpoiika BKNaA0K ANA 0ToBPEKEHNA MapaMeTpel

Ee0-CTPaHML,

MpeacTaeneHue

Lgeta ] [ Azbiaq ][ LUpch Tl I [ OdoprneHie ]

4, Janee ny1st OATBEPXKACHUS CACTaHHBIX U3MeHeHU HaxxmuTe OK
5. 3akpoiiTe U CHOBa OTKpoiiTe Opay3ep
6. VYo6eautech, 4YTO TEmEph NEPBBIM JIEJIOM Obla 3arpy)keHa CTpaHWIla Baila

JIOMAIIIHSAS CTPaHHULA

Takum oOpaszoMm, ecnm Bamr Opay3ep Hadanm caMOCTOSITETIBHO 3arpyXarb HMOCTOPOHHHM cailT, B
IEpBYIO OuYepe]b HYKHO M3YYUTh HAaCTPOMKHM Opay3epa: Kakod ajpec BBICTaBJIEH B II0J€ JOMallHEH
CTpaHUIIBI.

Psi BpeTOHOCHBIX IIpOrpaMM OrpaHMYMBAIOTCS U3MEHEHHEM 3TOTO Iapamerpa M Jjsl yCTpaHEHMs
MOCJIEICTBHI 3apakeHUsI HY)KHO JIMIIb UCIIPABUTH aJipec AoMaIHei crpanuiibl. OQHAKO 3TO MOXKET OBITH
TOJIKO YaCThlO BpEeNOHOCHOW Harpy3ku. Ilostomy ecnum Bbl 0oOHapyXmiM HECaHKIMOHHPOBAHHOE
U3MEHEHHE aJpeca JIOMallHeW CTpaHWIBI, CJIeIyeT HEMEUIEHHO YCTAaHOBUTh AaHTUBUPYCHOE
IporpaMMHOe o0ecrieyeHre U MPOBEPUTh BECH JKECTKHUI TUCK Ha HAJIMYKME BUPYCOB.

3aganue 2. [logo3pureibHbIE NPOLECCHI

OnHUM W3 OCHOBHBIX MPOSBICHHA BPEJOHOCHBIX IPOrpaMM SBJISETCS HaJIMYUe B CIIHUCKE
3aIyIIEHHBIX TPOILECCOB MOAO03PHTEIBHBIX MporpamM. Mccnemyst 3TOT CHUCOK, U OCOOCHHO CpaBHUBAs
€ro ¢ IEepevyHeM IPOILEeCCOB, KOTOpble OBUIM 3alylIeHbl Ha KOMIBIOTEpPE Cpa3y IOCie YCTaHOBKH
CHCTEMBI, TO €CTh JIO Hadala padOThl, MOXXHO CJeNaTh JOCTaTOYHO JOCTOBEPHBIE BBIBOJIBI 00
UHOHUIMPOBAHUU. DTO YaCTO MOMOTaeT MpH OOHAPY)KEHUH BPETOHOCHBIX MPOrpamMM, UMEIOLIUX JIUIIb
TOJILKO CKPBITHIEC MJIM KOCBEHHBIC TIPOSIBICHUSI.

OnHako HEOOXOAMMO YETKO MOHUMAaTh M YMEThb OTJIMYaTh JETallbHble MPOLECCHl (HampuMmep,
CHCTEMHBIC WIIM 3alylICHHbIE MPOrpaMMbl) OT TIOJO3PHUTENBHBIX. B 3TOM 3amaHuM HE0OXOAMMO
O3HAKOMUTBCSI C OCHOBHBIM METOAOM HCCIEIOBaHMS 3allylEHHBIX IPOLECCOB, & MMEHHO MOJyYHUTh
HaBBIKH paboThl ¢ Jlucneruepom 3amau Windows, 1 U3yduTh CTaHIAPTHBIA X HAOOP.

Hucnietuep 3agau Windows — 3TO cTaHAapTHas yTWINTA, BXOJsIIas B 100yt Bepcuio Microsoft
Windows. C ee MOMOIIBI0 MOXHO B PEKHUME PEaJbHOTO BPEMEHH OTCIICKUBATH BBIOJIHSIOIIAECS
NPUJIOKEHHUS U 3aITyIIeHHBIE TIPOIIECCHI, OLIEHUBATH 3arpy>KEHHOCTh CHCTEMHBIX PECYPCOB KOMIIBIOTEpA H
UCTIOJIb30BAaHUE CETH.

1. 3anycTUTE KOMIIBIOTED.

2. Beixirounte Bce NMpOrpaMMsbl, KOTOPbIE aBTOMAaTUYECKH 3allyCTWIACH IIPU CTapTe
K.

3. Ilepeiinure k ucneruepy 3amau Windows, HakaB OJHOBPEMEHHO KIJIABUIIH

Ctrl+Alt+Delete.
OTKpbIBIIEECS OKHO COJAEPKUT 3aKIJIAJKH, OTBEYAIONIME pa3HbIM BUJAM aKTUBHOCTH, KOTOpBIE
oTClIeKuBaeT Jlucmeruep: NPUIIOKEHHS, MPOLECCHl, OBICTPONCUCTBUE (MCMOJIIB30BAHNE CHUCTEMHBIX
pecypcoB) u Cetb.
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4. Ilepeiinure Ha Bknanky lIpomecchl 1 BHMUMATEIbHO W3YyYWUTE IPEICTABICHHBIN B
OKHE CIIMCOK IpoueccoB. Eciim Ha KOMIBIOTEpE HE 3alylICHbl HUKAKHE IOJIb30BATEIbCKUE
IPOTPaMMBI, OH JOJDKEH COJIEPKaTh TOJIBKO CIyXeOHBIe POIECChI OTEPALIMOHHON CUCTEMBI.

5. JInst kaxaoro mpoliecca BBIBOJSITCS €ro MmapaMeTphl: UMs oOpasza (MOXKET He
COBIIAJAaTh C UMEHEM 3amyckaeMoro (haiina), UMs MOJIb30BaTeNsl, OT YbEro MMEHU ObUI 3aIlyIIeH
npoliece, 3arpy3ka TUM IIPOLECCOM IIpoLeccopa U 00beM 3aHMMaeMON UM ONepaTUBHOM MaMATH.

6. [lockonbky B TmoOcCie 3arpy3Kd HE JOJDKHA ObITh 3amylieHa HH  OJHa
HOJIb30BaTENbCKasl IporpaMma, IpoLeccop JAOKeH ObiTh cBoOogeH. CienoBaTesbHoO,
«be3nelicTBIEe CUCTEMBI» JIOJKHO OKa3aThCsl BHU3Y CHUCKA C JIOCTATOYHO OOJIBIIMM MPOLEHTOM
«HCToJIb30BaHus» npoueccopa. I[lopsaka 99 %.

B psine cmyyaeB MOXKeT MOTPeOOBATHCS BPYUHYIO 3aBEPIIUTH HEKUN MPOLIECC. DTO MOXKHO CIeNaTh C
IIOMOUIBbIO KHOIIKM 3aBEPLIMTH ITPOLIECC.

Hanpuwmep, Bbl 00Hapy>Xuinu 1mMog03pUTENbHBINA MPOLIECC, MPOYUTAIN B CETH, YTO OH OJHO3HAYHO
IIPUHAUICKUAT BUPYCY WM TPOSIHCKOW MPOrpaMMe, HO aHTUBHUPYCHOM NMPOrpamMMbl Ha KOMIIBIOTEPE HET.
Torma Hy)XHO 3aKpbIThb Bce paloTarolMe MPWIOKEHHs U ¢ nomoulbio Jlucrerdepa 3ajgad Bpy4YHYRO
3aBepIIUTh ATOT Mpouecc. YTOObl MCKIIOYMTH IOSABIEHHE €ro CHOBa HEOOXOJUMO YCTaHOBUTH
MOJIHOLICHHOE aHTUBUPYCHOE NMPUIIOKEHHE U CPa3y e 3allyCTUTh MPOBEPKY BCErO JKECTKOIO JUCKa Ha
HaJINYue BUPYCOB.

1. He 3akpriBas okna [[ucnerdepa 3amad Windows, oTkpoiite nporpammy Paint. J{is
3TOr0 BOCHOIB3YyHTECh cucTeMHbIM MeHIo [1yck, [Iporpammel, Ctangaptaeie, Paint

8. Joxnaureck 3amycka Paint

9. He 3akpriBas npunoskenue Paint, Bepuurech k okHy Jlucnerdepa 3agau Windows u
MPOCIIEUTE 32 U3MEHEHUIMHU Ha 3akiazake [Ipunoxenus

10. Crucox 3aIyIIeHHbIX MPUIOKEHUN JOJKEeH CoJIepKaTh CTpPOKY,
cootBercTByometo Paint. Tlockoiabky oOHa celiyac paboTaeTr, ITO KE 3alMCaHO B CTPOKE
CocrosiHue.

WNHorpa ciyyaeTcs Tak, YTO MPOrpaMMa BbI3bIBAET OLIMOKY - TOI'/Ia B €€ COCTOSIHMM OyJIeT HalluCaHO
«He otBeuwaer». Ecnu Hekoe panee OecmepeOoifHO paboTaroiee NPUIOKEHUE HAYalo dYacTto 0Oe3
BUJUMBIX NPUYMH MEPEXOAUTh B cocTosiHMe «He oTBewaer», 3TO MOXKET ObITh KOCBEHHBIM NPU3HAKOM
3apaXkKCHHUs.

Torma mepBoe, 4TO MOXHO cIeNaTh — 3TO BOCMOJb30BaThCS KHOMKOM CHATH 3aJadyy M Hadath
noucku npuyuH. Ecnm mporpamma mo-mpexHeMy He 3aBepliwiia paboTy, HepeiauTe Ha BKIAIKY
[Ipoueccel, HaliAUTe B CIMCKE MPOIIECCOB HYKHBIM Bam npornecc v Bocronb3yiTech KHONMKOM 3aBepInTh
IIpoLecc.

11. Y6eautecn, uto mporpamme Paint cooTBeTcTBYET mporecc mspaint.exe. st aToro
HalJWUTE €ro B CIIMCKE 3alyIEHHBIX IIPOLIECCOB, HE 3aKpbIBasl U HE CBOpauuBas OKHO Jlucnerdepa
3ajad Windows, BepHutech B okHe Paint u 3akpoiite ero

12. [Tpocneaure, YTO U3 CIMCKA 3aTyLIEHHBIX POLIECCOB MTponal mspaint.exe
13. [Iepenaute K 3aknanke beicTponencTere
14. BHumarenbHO M3yuMTe pacrosiokeHHble TyT rpaduku. JIroOble BCIJeckH Ha HUX

JIOJIKHBI 110 BPEMEHH COOTBETCTBOBATh HEKUM JEHCTBHUAM, HAIPUMEp 3aIlyCKy TpeOOBaTEIbHON K
pecypcaM mporpamMMbl. Eciu HUYEro moxoero CO3HaTeNbHO HE MPOU3BOAMIIOCH, 3TO MOXET
OBITH MPUYMHON JIJIs1 OOJIee NETATLHOTO UCCIIEA0OBAaHUS KOMITBIOTEPA
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= Ancnetuep 2agay Windows E@@

@aiin MapameTpsl Bug Cnpaska

Mpunoxkenns || Mpoueccs! E"

3arpysxa LN XpoHonoria sarpyski L

Hh

A '\'I'

i \v

Dalin noaKauKkKM XPOHONOrMA MENOMNb30BaHUA alina NoAKaYKN

Beero PHaMHecKan NamaTe (KB)

MeckpunTopos 8267 Beero 514075
MoTokos 397 NocTynHo 210652
Mpoueccos 39 CHCTEMHEIN KW 195220

Briaenerie namati (KB) MamaTe Agpa (KB)

Beero 378424 Beero 82412
Mpeaen 1546000 Beirpyxaeman 44292
Mk 1501644 Heseirpyxaeman 38120

MNpoueccos: 39 3arpyska LUM: 5% BblaeneHue namaATH: 369M6 [ 6

15. 3akpoiite okHo J{ucnerdyepa 3amau Windows

3aganue 3. DjieMeHThI aBT03aIyCKa

Jnis Toro 4ToOBl MNpHUKIagHAs MporpaMma Hayaja BBIIIOJHATBCS, €€ HYKHO 3alyCTHTb.
CrnenoBarenbHO, U BUPYC HYKIAETCSA B TOM, YTOOBI €T0 3aIlyCTHIIU. J{JIs1 3TOro MOKHO UCIIOJIB30BaTh ABa
ClieHapHs: JIMOO cenaTh Tak, 4yTOOBI IOJIb30BATEIb CaM €ro 3amycTwi (JInbo Mo He3HaHuio, JH0O0 ¢
UCTIOJIb30BaHUEM OOMaHHBIX METOJIOB), JIMOO BHEAPUTHCS B KOH(UTYpalMOHHBIC (hailyIbl M 3amycKaTb
OJTHOBPEMEHHO C JPYroi, mosie3Hoi mnporpammoil. ONTHUMaibHBIM C TOYKU 3PEHHUS BUpYCa BapHaHTOM
CIly’)KUT 3aIlyCK OJHOBPEMEHHO C ONEpAllMOHHOM CHUCTEMOW - B 3TOM Cllydae 3aIlyCK IMPaKTHYECKU
rapaHTHPOBaH.

1. Cawmslii npocToit crioco6 100aBUTh KaKyl0-I1M00 MporpaMMmy B aBTO3arpy3Ky — 3TO IOMECTUTh
ee sApiablK B pasnen Apro3arpyska. [lo ymomuanuto, cpasy mocjie yCTaHOBKH ONEPALIMOHHOW CHUCTEMBI
3TOT pa3zel MyCT, MOCKOJIbKY HU OJTHOM NMPUKJIaJAHON NpOrpaMMBbl €I11€ He YCTaHOBJIEHO.

2. IlpoBepbTe manky ABTo3arpy3ka Ha Bamem xommbrorepe. OHa J10JkKHA OBITh MYCTOH, €CITU BbI
HE YCTaHOBWJIM IIPOIPaMMBI JUIsl 3aITyCKa.

3. Jlo6aBbTe B CHUCOK aBTO3arpy3ku Jr00YI0 IporpaMMy (Co3aaifTe sipibIK Ha JIIo0YI0 porpamMmmy,
Hanpumep Kanbkynsatop win bokHOT u moMecTuTe ero B rpynny ABTO3arpys3ka).

4. Tlepesarpy3uTe KOMIbIOTED.

5. VYbenutech, 4TO MO 3aBEPLICHUIO 3arpy3KM aBTOMAaTHUYECKU 3aIllyCTUIIACh TOJBKO J0OaBJIEHHAs
porpamma.

6. Eciu 3anmycTHINCH U ApyTHE TPOTPAMMBI, TO 3TO MOXET OBITh 110 PUYNHE HATTHMYHS BUPYCOB.

Co3nanne oryera
[Tocrie BBITOTHEHUE MPAKTHYECKUX 3aJlaHUN CTYACHT JOJDKEH COCTaBUTH DJICKTPOHHBIM OTYET 110
npakTHyeckoit padore (B mporpamme Microsoft Word), B KoTopoM JOKHBI ObITh OTPaXKEHBI CIIETYOIIHE
TIOJIOXKEHHSL:
e HOMEp M Ha3BaHHUE MPAKTUUECKON paboThI;
e 1ICTIb U TUIAH 3aHSTHUS;
® SKpaHHbIC KOMUH, OJATBEPIKAIOIINE BBIMOIHCHNE MPAKTUIESCKOTO 3a/1aHHS.
IIncbLMeHHO OTBEThTE HA KOHTPOJIbHBIE BOMPOCHI:
1. Kakme wHactpoiiku Opay3epa MOTyT OBITh HECAaHKIIMOHHPOBAHHO W3MEHEHBl BHPYCHOM
IporpamMmmoin?
2. Kakue pgelicTBus HEOOXOAWMO TPOBECTH TNPH OOHAPYKEHUH MOJO3PHTEIBHBIX IPOLECCOB C
noMouieto Jlucneruepa 3amay?
3. VYKaxXuTe OCHOBHBIE CHCTEMHBIE TPOLIECCHI, KOTOpbIe HEOOXOAUMBI 1isi OecriepeOoitHoi paboTh
oC
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CoxpaHuTe OTYET HA CaiiTe AUCTAHIIMOHHOTO 0O0Y4EHUS ISl IPOBEPKH MPETIOIaBATEIIEM.

5.3. TemaTuka NUCbMEHHBIX PA0OT 00y4aIOIINXCS

B rteuenmne m3yuenus mucumruimabl «VHQOpMauoHHas 0e30macHOCTBY O0y4arouIuecs: IOJKHBI
CHaTh U OTYUTATh pedepar Mo OAHON U3 MPEIOKCHHBIX HUKE TEM:
1. Konnenmus HannoHANBHON 0€30MacHOCTH.
2. OcHOBHBIE BUBI YTP0O3 HH()OPMAIIHOHHOK 0€301acHOCTH.

3. 3akoHOJATENBHBIM  YpOBEHb  WHQPOPMAIMOHHON  Oe3omacHOCTH:  0030p  POCCHICKOTO
3aKOHOJIATENLCTBA.
4. 3akoHOJATENIbHBIM  YPOBEHb  HMH(POPMAIMOHHONW  OE30I1aCHOCTH: 0030p  3apyOexHOTO
3aKOHOJIaTENILCTBA.

5. O0630p AEHCTBYIOLIMX CTaHAAPTOB U PEKOMEHIALUN B 00J1aCTH HHPOPMALIMOHHOM 6€3011aCHOCTH.
6. AJMUHUCTpPATHBHBIM ypOBEHb HH(POPMALMOHHON 0€301MaCHOCTH.

7.  Mojenu OCHOBHBIX MOJIUTUK O€30IaCHOCTH.

8. IlpouenypHslii ypoBeHb HH()OPMAIIMOHHOW OE30MMACHOCTH.

9. MWnentudukamus, ayTeHTUPUKALHS C TTOMOIIBI0 OMOMETPUUYECKHUX TTapaMETPOB.
10. Hcropus kpunrorpaduu.

11. OcHOBHBbIE OHATHS U ONIPENIEIIEHUS KPUIITOJIOTHH.

12. CummeTpudHBIC METOBI IIH(PPOBAHUSI.

13. AccumeTrpudHble METOIbI MG POBAHUSI.

14. Iudposas noaAIUCH: OCHOBHBIE IOHSTHSIL.

15. Hcropus BOSHUKHOBEHUS 3JI€KTPOHHONW HU(PPOBON MOMUCH.

16. Anropurmer DI

17. 3ammra MHPOPMALIUHU OT YTEUKHU IO TEXHUUECKUM KaHaJIaM.

18. Crioco0ObI HECAaHKITMOHUPOBAHHOTO JIOCTYIAa K MHPOPMALIUH.

19. TexHuueckue cpercTBa HECAaHKIIMOHUPOBAHHOTO JIOCTYTIA.

20. CucTembl 3aIIUTHl OT HECAaHKIIMOHUPOBAHHOTO JIOCTYIIA.

21. 3ammrta OT UH(POPMALIMOHHBIX HHPEKIUH.

22. Bupyc: OCHOBHBIC TTOHSATHS, BHIBL.

23. TposHCKHI KOHb KaK OJJHa U3 yrpo3 0€301acHOCTH HHPOPMALIUH.

24. CeteBble YepBU: MUJIBIC CO3/IAHUS WM YIpo3a HHPOPMAITMOHHON 0€3011acHOCTH.
25. Ilpodunaktrka u nedeHue nHPOPMAIMOHHBIX UH(EKIIHHA.

26. IIporpammbl 0OHApYKEHHS U 3AIUTHI OT BUPYCOB.

27. CoBpeMeHHbIE AaHTUBUPYCHBIE ITPOrpaMMBbl (Ha pUMeEpe TpeX MPOrpaMm).

28. Metoabl OOHAPYKCHUS U yIAJICHHUS BUPYCOB.

29. OO0mas xapakTepuCcTUKa OPraHM3a[MOHHBIX METOJIOB 3aIUTHI.

30. OpraHu3zanioHHBIE KaHAJBI TIepeIadn HHPOPMAIIHH.

5.4. IlepeyeHb BONPOCOB MPOMEKYTOUHOM aTTECTALMU 1O JUCIHUNINHE

Bomnpocsl K 3k3aMeHy:

1. HndopmannonHas 0e€30MaCHOCTb, KaK YacTh OKCIUTyaTallkd COBPEMEHHBIX HH(POPMAIIMOHHBIX
CHUCTEM.

2. Opranmzauus  UT-undpacTpykTypsl U ympaBieHHEe  HWH(GOPMAIMOHHON  G€30MacHOCTHIO.

JlocTynmHOCTB, IETOCTHOCTh U KOH(UIEHIIMATBHOCTD HH(OPMALIUH.

JoktpuHa nHpopMannoHHoi 6e3onacHoct PO.

O0630p IEUCTBYIOMNX CTAHAAPTOB U PEKOMEH AN B 001acTh HH(POPMAITMOHHOM 0€30MMacHOCTH.

Knaccugukarus 3ammumnaeMoi ”HPOPMALIUH 110 CTENEHH BaKHOCTH U IIEHHOCTH.

OCHOBHBIE OTIpE/IEIICHUS] H KPUTEPHH KIIaCCU(DUKAIIUU YTPO3.

3aKoHOATEIbHBIN YpOBEHb HH(OPMAIIMOHHON 0€3011acHOCTH.

AJMUHUCTPATUBHBIN ypoBEHb HHPOPMAIIMOHHOM 0€3011acHOCTH.

VYnpasnenue nHpopManMoHHON Oe3omacHocThiO. [lonutuka GezomacHocTH. ConepkaHue MOJUTHKA

6e3onacHocTH. [Iporpamma Ge3omacHOCTH.

10. Mogenu OCHOBHBIX ITOJIMTUK 0€30IIaCHOCTH.

©ooN O~ W
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11. Yopasnenue puckamu. OCHOBHBIC TOHSTHS. [I0ATOTOBUTENBHEIN Tl YIIPABJICHUS PUCKAMHU.

12. Yupasnenue puckamu. OCHOBHBIE 3TAllbl YIIPABJICHUS PUCKAMHU.

13. MeTobl 1 MOJIETIM aHATN3a YIPO3.

14. Tlonnepsxanne paboTocrmocoOHOCTH. PearnpoBanne Ha HapyImICHUs pexuMa O€30TacCHOCTH.

15. OcHOBHBIE TPOIPAMMHO-TEXHUYECKHE MEPBI.

16. ApxurektypHas 6€3011aCHOCTb.

17. Unentuduxanus u ayTeHTU(UKAIUS, YIIPABIEHUE JOCTYIIOM.

18. Unentudukamnus, ayreHTUDHUKAIINAS C TTOMOIIbI0 OMOMETPUUYECKHUX TTapaMETPOB.

19. MOHUTOPUHT U ay/HT.

20. Ucropus kpunrtorpaduu. OCHOBHbIEC IOHATUS U ONPEACTICHUS KPUIITOJIOTHH.

21. lluppoBanue, KOHTPOIb LETOCTHOCTH.

22. CuMMeTpUYHbIe METOIbI IIU(PPOBaHUSA. ACCUMETPUYHBIE METOABI IH(PPOBAHUSI.

23. lludposast moAMUCH: OCHOBHBIC MOHATHS. AnroputMbl DLI1.

24. DxpaHUpOBaHUE, aHATHU3 3AIIUILIEHHOCTH.

25. Knaccugukanust MeKCeTeBbIX IKPaHOB.

26. O6ecnieueHre BBICOKOW JOCTYITHOCTH.

27. Bupyc: ocHOBHBIC TIOHSATHS, BUABL. COBpEMEHHBIC AHTHBHPYCHBIC MPOrpaMMbI (Ha TPHUMEpPE TPex
porpamm).

28. Merobl 00OHApYKEHUS U yJAICHUS BUPYCOB.
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Paznen 6. IlepeueHb yueOHOIi JIUTEpaTyphl, HEOOXOAUMON /I OCBOEHUS TMCIUTIMHBI

6.1. OcHoBHas UuTEpaTypa

1. ApmommH, C. M. Texnonorunm u mnpoayktel Microsoft B obecrneueHnn uHOOPMALMOHHON
oe3omnacHocTH : yueOHoe mocoome / C. M. ApmommH, A. A. CaBenbeBa, B. A. Cepaiok. — 3-¢
u3a. — Mocksa : UaTtepuer-YuuBepcurer Madopmannonnbix Texnomoruit (MHTYUT), A [n
Ap Menama, 2021. — 431 ¢. — ISBN 978-5-4497-0935-6. — Tekct : anextponusrii // Ludposoii
00pazoBaTeNbHBIN pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/102070.html

2. T'amatenko B.A. OcHoBbI HH(GOPMAIIMOHHON 0€30MMacHOCTH : yueOHoe nmocobue / ['amarenko B.A..
— Mocksa : Marepuer-Yuusepcuter Madopmarmonnsix Texnonoruit (MHTYUT), A ITu Ap
Menua, 2020. — 266 c. — ISBN 978-5-4497-0675-1. — Texkcr : anexktponHublii // Ludpooii
00pazoBarebHbIN pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/97562.html

3. ®aponoB A.E. OcHOBBI HH(GOPMAIIMOHHOK 0€30MacHOCTH IIPH pabdoTe Ha KOMIIbIOTEPE : yueOHOe

nocobue / ®aponoB A.E.. — Mocksa : UaTepHeT-YHUBepcuTeT MHbOopMamoHHbIX TexXHOIOTHIA
(MHTYUT), Aui Ilm Ap Menua, 2024. — 154 c. — ISBN 978-5-4497-2418-2. — Texkcr :
anektpoHHsld // IludpoBori oOpaszoBarensHblii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/133957.html

6.2. /lonoHUTENbHAS JJUTEPATYpPa

4. Anucumosn, A. A. MenemxmeHT B chepe nHPpOpManmoHHON O6e30macHOCTH : yueOHoe mocodue /
A. A. AnucumoB. — 4-e¢ uszn. — MockBa : HurepHer-YHuBepcuter MHbOpMAIMOHHBIX
Texnomoruit (MHTYUT), Ait ITu Ap Menua, 2024. — 210 c. — ISBN 978-5-4497-2408-3. —
Tekcr : anexktponusiil // Ludposoit o6pazoBarensHbii pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/133946.html

5. Ilanbrun, B. ®. Madopmanmonnas 6e3omacHOCTh U 3amuTa nHGopmanuu / B. ®@. Hlanerun. —
2-e u3a. — Caparos : [Ipodobpazosanue, 2019. — 702 c. — ISBN 978-5-4488-0070-2. — Texkct
: anextpoHHbli // Ludposoit obpazoBarensHBIi pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/87995.html

6.3. JIpyrue ucTOYHMKHU HHGOPMALMU U cpecTBA o0ecrieYeHHs1 OCBOCHUS! TN CIUTIMHBI

6. Xypuan «busnec. O6pazoBanue. [IpaBo. Bectnuk Bonrorpaackoro nucturyra 6usneca» // URL:
http://vestnik.volbi.ru/

7. Kypnuan «Mup [1K» // URL: http://www.osp.pcworld

8. XKypnan «Komnbroreppa-oninaiia» / URL: http://www2.computerra.ru

9. XKypnan «Xakep» // URL: http://www.xakep.ru

10. XKXypnan «Cetn» // URL: http://www.o0sp.ru/nets.

11. Xypuan «Computerworld» // URL: http://www.osp.ru/cw.

12. XKypnan «LAN» // URL: URL: http://www.osp.ru/lan /+351ekTpoHHBII pecypc/.

13. UznmatenbctBo “OtkpbiThie cuctembr” // URL: http://www.osp.ru.

14. OdpunmanbHeil caiiT komnanuu Microsoft // URL: http://www.microsoft.com.

15. 1O ans opranuzanuu KoH(pepeHuit

16. CIIC «Koucynbrantlnrocy // URL: http://www.consultant.ru/document/cons_doc

17. CIIC «I'APAHT» // URL.: http://base.garant.ru/

18. IUT Popym // URL: http://citforum.ru.

19. @3 «O6 uHpOopManmH, HHHOPMAITMOHHBIX TEXHOJIOTHSAX U O 3aIluTe HHPOpMAIUN» OT 27 WO
2006 r. /Il URL: http://base.garant.ru/12148555/

Pazgen 7. MatepuajibHO-TeXHHYecKasi 6a3a M1 MHPOPMALMOHHBIE TEXHOJIOTHU
MarepuanbHO-TeXHHUECKOe oOecrnieueHre IUCHUIUIMHBL «MHpopManuoHHas 0e30MaCHOCTb)

BKJIIFOYaeT B ce0s yqe6HHe ayauTopun A MOPOBCACHUA JICKOIUMOHHBIX, IPAKTHYCCKHX SaHSITI/IfI,
TPYHOIIOBBIX W WHAHWBUAYAJIbHBIX KOHCYJ'IBTaI_II/II\/'I, TCKYLICTO KOHTPOJIS U HpOMC)KyTO‘IHOﬁ aTTeCTaluu,
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CaMOCTOSITENILHON pabOThI 00YJIAFOIIIUXCSI.

Y4eOHble ayIUTOPUM YKOMIUIEKTOBAaHBl CIELHMATU3MPOBAHHON MeOeNbl0 U TEeXHUYECKUMU
cpenctBamu oOydueHus. [lomemieHuss IS CaMOCTOATEIBHOW pabOThl OOYYArOMIMXCS OCHAIICHBI
KOMIIBIOTEPHON TEXHUKOU C BO3MOKHOCTBIO MOJKIIOYEHUA K ceTh IHTepHET.

JIMCIMIUTMHA MOXET PEaM30BBIBATHCS C MPUMEHEHUEM JIUCTAHIIMOHHBIX TEXHOJIOTHHA OOYYeHUSI.
Crneunduka peanuzauuyl AUCHUUIUIMHBI C TPUMEHEHUEM JUCTAHIMOHHBIX TEXHOJOTHH OO0y4YeHHs
YCTaHABIIMBACTCSl JOMOJHEHHEM K pabodeld mporpamme. B wactu He mpoTuBopevameil crenuuke,
U3JI0’)KEHHOM B TOTIOJTHEHUH K ITpOrpaMMe, MPUMEHseTCsl HacTosas paboyasi mporpamma.

MarepuanbHO-TeXHHUYECKast 0a3a, HeoOXoMuMas ISl OCYIIECTBICHHUST 00pa30BaTEILHOTO MpoIiecca
10 TUCIUIUIMHE C TPUMEHEHHEM JUCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTUH BKIIIOYAET B CeOsI:
KomMmbroTepHas TeXHHKa, pacnoliockeHHasi B yueOHoMm kopmyce Muctutyra (yn.Kaumnnes, 63, kaOuHeT
[leHTpa AMCTAHIITMOHHOTO OOYUYEHUS):

1) Intel i 3 3.4Ghz\O3VY 4Gb\500GB\RadeonHD5450

2) Intel PENTIUM 2.9GHz\O3Y 4GB\500GB

3) JMYHBIC 3JIEKTPOHHBIC YCTPOWUCTBA (KOMITBIOTEPBI, HOYTOYKH, IUIAHIICTHI M HHOE), & TaKKe
CpEeJIICTBA CBSI3U IIpernojaBaTesiell U CTYACHTOB.

WudopManinoHHbIE TEXHOJIOTHH, HEOOXOIUMBIC JUISI OCYIIECTBICHHUS 00pa30BaTeIbHOIO IMpoIiiecca
M0 TUCIUIUIMHE C TPUMEHEHHEM JIMCTAHIIMOHHBIX 00Pa30BaTeIbHBIX TEXHOIOTUI BKIIIOYAIOT B Ce0s:

- cucreMa aucraniuonHoro ooyuyenus (CIO) (Learning Management System) (LMS) Moodle

(Modular Object-Oriented Dynamic Learning Environment);

— OJJICKTPOHHAs M0YTa;

— cucTeMa KOMIBIOTEPHOTO TECTUPOBAHNUS;

- Iudposoii odpazoBatenbublii pecypc IPR SMART;

- cucTeMa HHTEPHET-CBsI3U skype;

— TenepOHHAS CBS3b;

[1O nns oprarm3anuu KoH(GepeHuit

OOyuenne 00y4arOIUXCSd HHBAIWIOB MU OOYYAIOUIMXCS C OIPAaHMYEHHBIMH BO3MOXXHOCTSIMHU
3/10pOBbSl  OCYIIECTBISIETCS IMOCPEICTBOM IPUMEHEHHS] CIELUUAIbHBIX TEXHUYECKUX CpEACTB B
3aBHCUMOCTH OT BHJIa HO30JIOTUH.

[Ipu mpoBemeHWM YYEOHBIX 3aHATHH 1O JAUCHUIUIMHE WCHOJB3YIOTCS MYJIbTHMEIHIHbIC
KOMIIJIEKCHI, 3JIEKTPOHHBIE YUEOHUKHU U y4eOHbIE TOCOOUs, aJaliTUPOBAHHBIE K OTPAHUYEHUSM 3]I0POBbS
oOydJaronuxcs.

JIeKIIMOHHBIE ayTUTOPUHM OOOPYAOBaHBl MYJIBTUMEAUMHBIMM KadeapamH, MOAKIIOUEHHBIMH K
3BYKOBBIM KOJIOHKaM, MO3BOJISIIOIIMMHU YCHJIMTh 3BYK JJIl KATETOPUU CJIa0OCIBIIAIINX 00yJaromuxcs, a
TaKXKe MPOEKIIMOHHBIMHU YKPaHaMHU KOTOPBIE YBETMYMBAIOT U300paKeHNE B HECKOJIBKO Pa3 U MO3BOJISIOT
BOCIPUHUMATh y4eOHYI0 HH(OPMAIIMIO 00y4aroIUMCs ¢ HApYIIEHUSIMHU 3pEHUsI.

ITpu oOyyeHun U ¢ HAPYUICHUSAMH CIyXa MUCHOIb3yeTCsl YCUIUTENb CIyXa A caa0OoCbIIIalx
moneit Cyber Ear monens HAP-40, nomoraroumii oOyyaembIM Jy4llle BOCHPUHHMMATH Y4E€OHYIO
UH(OPMAILIHIO.

OOyuaromuecss C OrpaHMYEHHBIMH BO3MOXKHOCTSMHU 30pPOBBS, OOECIEYEeHbl IE€YaTHBIMU U
3JIEKTPOHHBIMU 00pa30BaTENbHBIMU pecypcaMu (IIPOrpaMMbl, YUeOHUKH, yueOHbIE TOCOOUs, MaTepUabl
JUISL CAMOCTOSATEIbHOM paboThl U T.1.) B (opMax, aJaiTHPOBAHHBIX K OIPaHUYEHHSIM HX 3/0pPOBb U
BOCIIPUATHS UHPOPMALIUU:

AJIS1 JIMI ¢ HAPYIIEHUSIMU 3PeHHs:

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

- B popme ayanodaiina;

AJIS JINL ¢ HAPYLIEHUSIMM CJIyXa:

- B Ie4aTHOH (hopme;

- B (hopMe 3JIEKTPOHHOTO JOKYMEHTA;

AJIS1 JIMI[ ¢ HAPYUIEHUsIMU ONOPHO-IBUIaTeJIbHOI0 annapara:

- B IeYaTHOM (opme;

- B (popme 3eKTPOHHOTO IOKYMEHTA;

- B (hopMme ayanodaiina.

[IporpamMmMHoe obecrieueHue, UCIoIb3yeMOe Ha 3aHITHSIX |
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Omnepaunonnas cucrema Windows,
Apxusatop 7-zip,

Cucrema TecTupoBaHUsl,

Microsoft Office 2007,
AnTtusupyc Kacnepckuii 6,
Koncynbrant+,

Bupryansnas mammna VirtualBox,
Bupryansnas mammna VirtualPC,
Internet Explorer.
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Pasznen 8. MeToaunuyecKkue YKazaHud AJad oﬁyqammnxm 10 OCBOCHHMIO JHCHUIIJIMHBI

Jlisi yCIeIIHOTO YCBOEHHMs MaTepHajia Kypca TpeOyIOTCsl 3HAuMTEeNbHOE BpeMsl, KOHIICHTpalus
BHUMAHUS M YCHIUA: IIOCCIICHHE JIEKIMOHHBIX 3aHATMM M KOHCIIEKTHPOBAHME IIPENOJAaBAEMOr0
Mmarepuaia, paboTa ¢ HUIM JIOMa, CAMOCTOSITeNIbHAsI TPOpabOTKa MaTeprana peKOMEHIyEMbIX YIeOHHKOB
U y4eOHBIX NOCOOMI Mpu caMmocCTOATeNbHOW mojaroroBke. Oco0oe BHMMaHHE cilenyeT OoOpaTUTh Ha
BBIINIOJIHEHUE MTPAKTUUYECKUX Pa0dO0T, MpakTHUeckux 3aganuil mo CPO, TeCTOBBIX BOIIPOCOB.

IIpu camocrosiTenbHOM paboTe ¢ yueOHUKaMU U y4eOHBIMU [TOCOOUSMU OJIE3HO UMETh 0]l PYKOH
CIPABOYHYIO JINTEPATYpPy (SHLUKIIONEIUN) WIN JOCTYN K ceTd VIHTepHEeT, Tak KaKk MOT'YT BCTPEUYaThbCs
HOBbIE TEPMUHBI, TIOHATHS, KOTOPbIE paHblle 00yyYaroLIMecs He 3HAJIM.

Lenp mpakTHUeCKUX 3aHATUN 1o nuctuiuimHe «MHpopManonHas 6€30MacHOCTBY - 3aKpeIuieHue
3HAHUH 10 ONpENesIeHHON TeMe, NPUOOPETEHHbIX B pe3yJbTaTe MPOCIYIIUBAHUS JICKLIUH, MMOIyYeHUs
KOHCYJIbTallUM ¥ CaMOCTOSITEJIBHOTO U3YUEHUS PA3JIMYHBIX UCTOYHHUKOB JUTEpaTyphl. I[Ipu BbIOIHEHUH
JAHHBIX PaboT oOydaromuecs NOJDKHBI OyAyT IiIyOOKO M3Y4YMTh METOABI M METOJMKH OOecreueHUs
UHPOpPMAMOHHON Oe3omacHOCTH. [lomy4nTh HABBIKM HACTPOWKH W OOCIY>KUBAHHS aHTHBHUPYCHOTO
IPOrPaMMHOr0 00ECIeUeHHMSL.

[lepen npakTUYecKUM 3aHATHEM OOYYAIOMIMKCS JOJDKEH JEeTalbHO HW3YYHTh TEOPETHUYECKHE
MaTepHajbl BONPOCOB INPAKTUKUM B Y4eOHHMKAX, KOHCIEKTaX JEKIMH, MEePUOAMYECKUX XKypHalax U
npodyee. Eciu npy BBIOJHEHUU MPAKTUYECKOIO 3a/1aHusl Yy 00y4Yarolerocss OCTatoTCsl HESICHOCTH, TO EMY
HE00X0/IMMO ONEePaTUBHO OOPATUTHCS K MPENOAAaBATEIIO 32 YTOUHEHUEM.

[locne  BBIMONHEHHMS ~ NPAKTUYECKOTO  3ajJaHusl  oOydaromuecs  JOJDKHBI  BBIIIOJIHUTH
camocTosTeNbHYI0 padoTy. CamocTosTenpHas paboTa BKIIIOYaeT B ceOs MHAMBHUIYyalbHOE 3aJlaHHE I10
npoiineHHoi teme. Takum 00pazoM, KaKIbli 00YJAIONIUIICS BBIITOIHSAET TOJIBKO CBOW BapHAHT 3a/IaHUSI.
BeinosnHeHne NpakTUYECKUX 3aJaHUi COIIPOBOXKIAETCS BBIIOJIHEHUEM IHCBMEHHOTO OTYETAa B TETPAAH.
OT4er M0JKEH BBINOJIHATHCA aKKypaTHO, OBITh JIETKO YUTAEMbIM MOAYEPKOM, IIPU ITOM JONYCKAKOTCS
OOIIENPUHATHIE COKpAILIEHHS.

[Ipr MUCTaHIMOHHOM BBITIOJHEHUU MPAKTUYECKUX PabOoT, 00ydJaroOMUHC MOXKET CaMOCTOSTEIBHO
npuobpectu oneparrorusie cucrembl Windows XP, Windows Vista, Windows 7, Windows 8, Windows
10. OTBETCTBEHHOCTb 3a YCTAaHOBKY M HACTPOWKY HPOrpaMMHOr0 OOecleyeHUs B JIaHHOM Cciy4yae
J0xHUTCA Ha oOywaromierocs. CrenyeT BOCHOJIb30BaTbCS METONMYECKHMMM YKAa3aHUSMHU I10 YCTaHOBKE
JAHHBIX MPOTPAMMHBIX CUCTEM.

Pe3ynbTarhl BBINIOJIHEHHBIX 33JaHUN OLIEHMBAIOTCA C YYETOM TEOPETUYECKUX 3HAHHUH TIO
COOTBETCTBYIOILIMM pa3fieiaM JUCUUIUIMHBI, TEXHUKHU BBIOJIHEHUS pabOThl, OOBEKTHMBHOCTU U
000CHOBaHHOCTH NPUHUMAEMBIX peIIeHU B Mpolecce pabOThl ¢ JaHHBIMH, KauecTBa O(OpPMIICHUS.
[lepexon K BBIMOJTHEHUIO CIEAYIOLIETO MPAKTHYECKOrO 3aJaHusl JOIMYCKaeTCsl TOJbKO IOCIE OTYeTa
BBITTOJIHEHHON paboThI.
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Y4yeOHO-METOANYECKOE U3IAHNE

PaGouas mporpamma y4eOHOM TUCITUTUTHHBI

Nudopmanuonnas 6e30nacHOCTh

(Hau,weuosaﬂue ()uCl/juﬂ,'lqul 6 coomeemcmeuu CylteéHbM/l I’Ul(lHOM)
OuiaunnoB Muxaua Baagumuposuy

(Pamunus, Ums, Omuecmso cocmasumers)
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