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Pasznen 1. Opranu3anuoHHO-MeTOANYECKHI pa3ae

1.1. llean ocBOeHHUSI AMCIUILIMHBI

Huctumimna «CeTreBoe aIMUHUCTPUPOBAHUE» BXOIWUT B MepedyeHb JJIeKTUBHBIX JUCHUILIUH
(monyau) B1.B.J12.10. moxaroroBku oOydarommxcs 1o HamnpaBieHutro mnoarotoBkun «09.03.03
Ipuxkiaagnas wuHEPOPMATHKA», HANpPaBJeHHOCTh (Mpoduiab) «lIpukiaagHOli HMCKYCCTBEHHBIH
HHTEJLIEKT.

L{enbi0 TUCHMILIMHBI sSBiIsgeTcs hopMupoBaHne KoMmmeTenuui (6 coomeemcemeuu ¢ @IOC BO u
mpebosanuaMuy K pe3yibmamam 0C80eHUsl OCHOBHOU NPOheccuoHanbHOU 06pa308amenIbHOU NPOCPAMMbL
svicuezo oopazosanus (OIIOIT BO)):

IMIK-2. CnocoGen pa3padaTbiBaTh TeXHHYECKHE cHeNM(PUKANMM HA MNPOrpaMMHBIE
KOMIIOHEHTHI H UX B3aUMO/IelicTBHE

Jleckpunmopul npogheccuonanvbHbIX KOMREMeHyuu:

ITK-2.1. Cnoco6en hopmann30BbIBaTh TPEOOBAHMS B pa3padaThiBaTh TEXHUYECKUE CIICITU(DUKAITIN
MPOrPaMMHBIX KOMIIOHEHTOB, BKJTIOYasi KOMITOHEHTHI aHAJIN3a JAHHBIX ¥ UCKYCCTBEHHOTO MHTEIICKTa

[TK-2.2. Cnocoben pa3pabaThiBaTh U COTIACOBBIBAThH CHEIU(PHUKAIIUN B3aUMOICHCTBUS
POrPaMMHBIX KOMIIOHEHTOB M HHTEpQeiicoB, BKitouass APl HHTeIeKTyaIbHBIX CEPBUCOB

[lepeuncnennsle koMneTeHIUN (OPMUPYIOTCS B MIPOLIECCE JOCTHKEHNSI MHHANKATOPOB KOMIIETEeHINIA:

O0o0ImenHas Koa n HauMeHoBaHmue Koa n HaumMeHoBaHUe HHAUKATOPA
TpyaoBas pyHknus/ JAECKPUNTOPA KOMIIeTeH NI poctuskenusi komnerenuui (u3 I1C)
TpyaoBasi PyHKIUsA

Tun 3apa4 npod. [1K-2.1. Criocoben 3Haer:
JesATeJIbHOCTH: (hopmaM30BBIBATH NJI-1 TIK 2.1. MeTtoabl 1 mpueMbl
NMPOU3BOICTBEHHO- TpeboBaHus U pa3padareiBaTth | popmanmzanmu 3anaq D/02.6
TeXHOJIOTHYeCKUI TEXHUYECKHE crierupuKaum
MporpaMMHbIX KoMnoHeHToB, | MJI-2 TIK 2.2. MeTosl u cpencTa
BKJIFOYasi KOMITOHEHTHI MPOEKTUPOBAHUS TPOTPAMMHBIX
aHaM3a JaHHBIX U unrepdeiicor D/02.6
HCKYCCTBEHHOT'O MHTEJIEKTa
YmMmeer:
[1K-2.2. Criocoben N/I-3 T1IK 2.1. ITpoBOOUTH OLIEHKY U
pa3zpabaThiBaTh U 000CHOBaHHE PEKOMEHTyEMBIX PEIICHUN
cornacoBbiBath crierudukanun | D/02.6
B3aUMOJCICTBUSA NA-4 TIK 2.2. OcymiecTBasiTh
MPOrPaMMHBIX KOMIIOHEHTOB U | KOMMYHHKAIIUH C 3aHHTEPECOBAHHBIMHU
uHTepdeiicos, Bkimoyas API ctopoHamu D/02.6

UHTEJUIEKTYaJIbHBIX CEPBHUCOB
Nwmeet HaBbIKM U (WK ) OTIBIT:

N-5 11K 2.1. OcymecTBieHue KOHTPOIIS
BbINIOJTHEHUS 3aaanuil D/02.6

N-6 TIK 2.2. OcymectBieHue o0y4eHus u
HacraBHuuecta D/02.6

1.2. Mecto aucuuminnsl B cTpykrype OIIOIT BO
HanpasJjieHust noarorosku 09.03.03 Ilpuxnagnas nHpopMaTHKA, HANPABJICHHOCTD (MPOoduJIb)
«IIpuUKJIaAHON MCKYCCTBEHHBIN HHTEICKT

[IpenmecTByomue TUCHUTIIUHBI

Hocaeayrommue TUCHUUIIIMHBI
(1M CUMILTHHBI, H3y4YaeMble NapaJJieIbHO)

1 2 3




ITpoeKTHBIN TPaKTUKYM

1 ITpaBoBBIE OCHOBHI IPUKIATHON HHPOpPMATHKN | OnepalliOHHBIE CUCTEMBI

2 WMHopMalnOHHbIE CUCTEMBI U TEXHOJIOTUU [TpoexTHpoBaHre NHPOPMAITMOHHBIX CUCTEM

3 Mnopmaimonmpie TexHoNOrHy B WNudopmannonHas 6€300acHOCTb
MEHEHKMEHTE

4 YrpaBieHne NpoeKTaMu VYupasnenne HHOPMAMOHHBIMUA CHCTEMaMH

S) WNudopmaruka

6

7

BBG[[CHI/IC B HAIpaBJICHUC IMOATOTOBKH

Iocnedosamenvhocms popmuposanus KoMnemeHyuti 8 YKA3aHHbIX OUCYURIUHAX MOdcem Oblmb
UBMEHEeHA 8 3a8UCUMOCTIU OM GopMbl U CPOKA 00YYeHUsl, a MAKICe NPenodasaHusi ¢ UCNONb308AHUEM
OUCMAHYUOHHBIX MEXHON02UU 00)YeHUs.

1.3. HopmaTuBHasi JOKYMEHTAUS

Pabouas nmporpamma ¢axyIbTaTUBHOM TUCHUIUTMHBEI COCTABJICHA HA OCHOBE:
- (QenepalbHOTO TOCYIAPCTBEHHOTO 0O0IIEro MpodeccuoHaAIbHOrO 00pa30BaTEIbHOTO —CTaHAapTa
BEICIIEro oopa3oBanus no HanpasieHuio 09.03.03 IpukiaaaHas nHpopMaTHKA;
- yueOHoro muaHa  HampaBienus  noarotoBku  09.03.03  IDpuxknaagnas  uHdopMaTHKa,
HanpaBJieHHOCTh (Mpo¢uiib) «[IpukiiaaHoii HCKyccTBeHHbIH HHTe1eKT» 2026 roga Habopa;
- o0pasmua paboueii mporpaMMbl yueOHoOM qucruruuabl (pukas Ne 113-0 ot 01.09.2021 r.).




Pasznea 2. Temaruuyeckuii IJIaH

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

TpyroemkocThb
AyIuTOpHBIE Kon
Ne Tema TUCHHUIIINHBI Beero JAHATHA Ccp "};ICIEK;:;I;a:
3 (JI3, Mpak.| O | MCCKPHITOP
JMOCTHKEHU ST
C3) | Moar. .
KOMIIeTEeHIHit
1 2 3 5 6 7 8
HUa-11IK- 2.1
1 | BBenenue B ceTeBOE aIMUHUCTPUPOBAHUE 24 4 4 20 VIJI-4 TIK- 2.2
. NA-3T1TIK-5.1
2 | ADMUHHCTPUPOBAHHE TOJIB30BaTENICH CeTH 38 18 18 20 VIJI-6 TIK- 2.2
. NI-31IK- 2.1
3 | AnMuHUCTpHpOBaHKE paboveii CTaHITUN 36 16 16 20 V-6 TTK- 2.2
. NJI-51IK- 2.1
4 | AAIMHUHHCTPUPOBAHUE KOMITBIOTCPHOU CETH 38 18 18 20 V-4 TIK- 2.2
NI-31IK- 2.1
5 | ObecnieueHne 6E30MACHOCTH B CETH 26 8 8 18 V-6 TTK- 2.2
Buj npomMekyTouHoi# arrecranun (JK3aMeH) +(54)
Hroro 216 64 64| 98
OuHo-3a204Hast popma 00y4eHHs (MOJTHBIH CPOK)
TpynoemkocTh
AyauTOpHBbIE Kon
Ne TeMa TMCIUILIHHDI Beero SAHATHI CP m;i:’i:ﬁga:
M3 (13, Mpak.| O | /CCKPHITOP
AOCTHKEHU S
C3) | Hoar. .
KOMIIeTeHIHii
1 2 3 5 6 7 8
1 1B HNa-1T1IK- 2.1
BEJICHUE B CETEBOE aIMUHUCTPUPOBAHUE 34 5 5 28 | MJI-4 TIK- 2.2
2 | AIMHHUCTPUPOBAHHE MOJIH30BATEIEH CETH VA-3TIK-5.1
36 6 6 30 | -6 TIK-2.2
3 | AnMuHUCTpHpOBaHHE paboyveii CTaHITUN WA-3TIK-2.1
36 6 6 30 | UJO-6TIK-2.2
4 | ADMUHHCTpUpPOBaHHUE KOMIIBIOTEPHOMN CETH UA-STIK-2.1
g PHb P 36 6 6 | 30 | MIO-4TIK-2.2
NA-31IK- 2.1
5 | ObecneveHne 0€30MaCHOCTH B CETH 38 8 3 30 | M71-6 TIK- 2.2
Buj npomexyTouHo#i arTectanuu (JK3aMeH) +(36)
HTroro 216 32 32 | 148




Pa3nen 3. CoaeprxaHue AUCHUILIMHBI
3.1. Conepxanue TMCUUILIHHBI

Tema 1. BBegenne B cereBoe aAMUHHCTPUPOBAHHE

OCHOBHBIE TIOHSTUSL U OIpPEACNICHUs aJIMUHUCTpUpoBaHudA. [IoHATHE CETEeBOro M CHUCTEMHOIO
aaMuHMCTpUpoBaHus. llenmm u 3amaum cereBoro aaMUHUCTpupoBaHusA. COBpPEMEHHBIE IOAXOABI K
aIMUHHCTPUPOBAHUIO  KOMIbIOTEpHbIX ceredd. [lpumepbl mporpamMmmHoro oOecriedeHust — AJis
aJIMAHUCTPUPOBaHUA. AJIMUHUCTPHUPOBAHNE B KOHCOJIM U B TpaduuecKkoM HHTepdeiice.

Tema 2. ATMMHHCTPHPOBaHHE 0JIb30BaTeIell CeTH

[TonsiTHE MONB30BATENLCKON Y4eTHOH 3amucu. BcTpoeHHbIE MOJIb30BATENIbCKHE YUETHBIE 3aIlUCH.
I'pynmer 6e3omacHocTu. Permcrpanus monb3oBareneid B cucteme. [IpaBa moctyma Mmoiib3oBaTeseil K
nankaM u Qaitnam. Jlomensl u pabdouune rpynnsl. [lonstue nmpoduss monbp3zoBaTens. 3aliuTa Y4eTHBIX
3anuceil. Mcmonmp3oBaHME TPYNIIOBOW — MONUTHKH. AJIMHUHHCTPUpPOBaHHE (ailloB ¥  TArok.
HcnonwszoBanue BozmoxkHocTeit NTFS nmpu anmMunuctpupoBanuu. MeTonuku, IpuMeHsieMble IIpH padoTe
C YUETHBIMU 3aIUCSAMU. Y TUIUTHI aIMUHUCTPUPOBAHHUSL.

Tema 3. AAMuHUCTPpUPOBaHUE padoyeil CTAHUMHU

[IpaBa nocryna. bazoBble u pacumpeHHble npaBa jaoctyna. HacinepoBanue mpas gocrymna. [IpaBa
JOCTyIa TpU KONUpPOBaHWHU (mepemenieHun) ¢aiioB. Bramenbipl (aiiioB W Mamok. Y THINTHI
aIMUHHUCTpUpPOBaHUsl pabouell ctaHiuu. [loHsATHE CHCTEMHBIX chyx0. 3amyck, paboTa M OCTaHOBKa
CHUCTEMHBIX CITYXKO.

Tema 4. ATMMHHCTPHPOBaHHE KOMIILIOTEPHOM ceTH

CoBmecTHOE Hcnoib3oBaHue (ainoB B ceTH. COBMECTHOE MCIIOJIB30BaHME YCTPOMCTB B CETH.
Pa3buenne cetu Ha noxaceru. Ilpumeps! ucnonb3oBaHue cermeHTHpoBaHus cereil. Ilepenava naHHBIX B
IP-ceTn. Mcnonb30Banue Macok mpu cTpykrypusauuu cetd. Hasnauenue IP-agpecos y3nam cetu. Buabt
Mapmpytuzanuy. JluHamudeckas W craTudeckas Mapmpyrtusanus. IIporoxkon  auHamMuueckon
KOHQUrypaluu KIMeHTCKuX MamuH. I[lpumep pacdera nojcetu. YTUIMTH aJMHUHUCTPUPOBAHHE
KOMIBIOTEPHOI CeTH B KOHCOJIHM. HacTpoiika cepepa B CETH.

Tema 5. O6ecnieuenune 6€e30MaACHOCTH B CeTH
Obecneuenne OezonmacHOcTH cuctembl mnpu ucnonb3oBanuu TCP/IP. bpanamaysp. 3agaun u
dbyakuun Opanamayspa. Bctpoennsie u BHemHue Opanamayspsl. Opranusanus [P-6Gpanamayapa.



3.2. ConepxxaHue NPAKTHYECKOT0 0JI0KA M CHMILTAHbBI

Ounas ¢popma 00yueHus (MOJTHBIH CPOK)

Ne

Tema npakTH4ecKkoro (CEeMMHAPCKOro, JJA0OPaTOPHOI0) 3aHATUSA
- B mom uucne 6 popme npaxmuueckoii no02omosku

1

2

Tema 1. Beeoenue 6 cemegoe aomunucmpuposanue

131

OcHoBHbIE yTUIUTEI Windows

1132

OcnoBHble yTuiuTel Windows

Tema 2. AOmunucmpuposanue noavzoeameeil cemu

I13 3 AJIMUHUCTPUPOBAHNE YUETHBIX 3aIMCEN
113 4 AJIMUHUCTPUPOBAHUE YUETHBIX 3alUCEH
1135 AJIMUHUCTPUPOBAHUE YUETHBIX 3alIUCEH
I13 6 AnMuHUCTpUpOBaHKE (HAMIOB M MATIOK
1137 AnmuHuCTpUpoBaHue (HaiIoB U ManoK

113 8 AnMuHUCTpUpOBaHKE (HANIIOB U MATIOK
1139 AJIMUHHCTPUPOBAHUE NOJIb30BATENIEH CETH
I13 10 AJIMUHUCTPUPOBAHKE NIOJIb30BATENEN CETH
11311 AJIMUHUCTPUPOBAHKE NOJIb30BATENIEN CETH

Tema 3. AOmunucmpuposanue paboueil cmaHyuu

113 12 YnpasieHue npaBamu J0CTyna

113 13 YnpasieHue npaBaMu 10CTyna

113 14 YnpasieHue npaBaMu J0CTyna

113 15 YnpasieHue npaBaMu 10CTyna

113 16 OO6cnyxMBaHHUE U KOHTPOJIb HaJl CUCTEMOM

11317 OO0cny)KMBaHHUE U KOHTPOJIb HaJl CUCTEMOM

113 18 OO6cayXMBaHUE M KOHTPOJIb HAJl CUCTEMOM

113 19 OO6cny)KMBaHHUE U KOHTPOJIb HaJl CUCTEMOM
Tema 4. AOmunucmpuposanue KOMnbvlOMePHOI cemu

13 20 AJIMUHUCTPUPOBAHNUE JIOKAJILHOU CETH

11321 AJIMMHHCTPUPOBaHHE JOKAJIbHON CETH

113 22 AJIMMHHCTpUPOBaHHE JOKAJIbHON CETH

I13 23 Hacrpoiika cepsuca DHCP

113 24 Hactpoiika ceppuca DHCP

13 25 AJIMUHUCTPUPOBAHUE C IPUMEHEHUEM KOHCOJIH

I13 26 AJIMUHHCTPUPOBAHHE C MPUMEHEHUEM KOHCOJIH

13 27 AnmvunnctpupoBanue Web-cepsepa

13 28 AnmvunuctpupoBanue Web-cepsepa

Tema 5. Obecneuenue 6ezonacnocmu é cemu

113 29 O0ecnieuenune 6€30MaCHOCTH CUCTEMBI ITpH ucnob3oBanuu TCP/IP
I13 30 Ooecrnieyenne 6€30MaCHOCTH CUCTEMBI IpH ucnosb3oBanuu T CP/IP
113 31 Hacrpoiika 6panamayspa
113 32 Hacrpoiika 6panimayapa
OuHo-3204Hasi popma 00yueHHs (TOJIHBIN CPOK)
No Tema npakTH4ecKOro (CEMHHAPCKOro, 1a00paTOPHOIo) 3aHATHS
) - B mom uucne 6 hopme npaxmuueckoii no020mosKu
1 2

Tema 1. Beedenue ¢ cemegoe aOMuHucCmpuposanue

I13 1

OcnoBHbIe yTHiIUTEl Windows

1132

OcHoBHbIe yTUIUTHI Windows

Tema 2. AOmunucmpuposanue noiv3zosameeil cemu

7




I13 3

AJIMUHUCTPUPOBAHNE YUETHBIX 3aIUCEN

113 4 AJIMUHUCTPUPOBAHNE YUETHBIX 3aIIMCEN
I135 AJIMUHUCTPUPOBAHUE YUETHBIX 3alUCEH
I13 6 AnMuHUCTpUpOBaHKE (HAIOB M MATIOK

113 7 AnMuHHECTpUpOBaHUE (alIoB ¥ MANOK

113 8 AnMuHUCTpUpOBaHKE (HAJIOB M MATIOK
1139 AJIMUHUCTPUPOBAHUE MOJIH30BATENICH CETH
113 10 AJIMUHUCTPUPOBAHUE TOJIL30BATENICH CETH
11311 AJIMUHUCTPUPOBAHKE NIOJIb30BATENNEN CETH

Tema 3. AOmunucmpuposanue paboueil cmanyuu

113 12 YnpasieHue npaBaMmu J0CTyna
113 13 VYnpasienue npaBamu J0CTyIa
113 14 YnpasieHue npaBaMmu J0CTyna
13 15 VYnpapienue npaBamu J0CTyIa
I13 16 OOcmy)XuBaHKME W KOHTPOJIb HaJl CHCTEMOM
11317 OO6cny)KMBaHHUE U KOHTPOJIb HaJl CUCTEMOM
13 18 OO6cnyxMBaHNUE U KOHTPOJIb HaJl CUCTEMOM
113 19 OO6cny)KMBaHHUE U KOHTPOJIb HaJl CUCTEMOM

Tema 4. AOmunucmpuposanue KOMnbIOMEPHOU cemu

I13 20 AJIMUHUCTPUPOBAHUE JIOKAJIbHOM CETH

113 21 AJIMUHUCTPUPOBAHKE JIOKAJILHOM CETH

113 22 AJIMMHHCTpUPOBaHHE JOKAJIbHON CETH

I13 23 Hacrpoiika cepsuca DHCP

113 24 Hacrpoiika cepsuca DHCP

I13 25 AJIMUHUCTPUPOBAHUE C IPUMEHEHUEM KOHCOJIH
I13 26 AJIMUHUCTPUPOBAHHE C IPUMEHEHUEM KOHCOJIH
13 27 AnmvunnctpupoBanue Web-cepsepa

13 28 Anmunuctpuposanue Web-cepsepa

Tema 5. Obecneuenue 6ezonacrnocmu é cemu

I13 29 O0ecrnieuenne 6€30MaCHOCTH CUCTEMBI IpH ucnosb3oBanuu TCP/IP
I13 30 O6ecnieueHne 0€30MACHOCTH CHCTEMbI Mpu ucnonb3oBanuu TCP/IP
113 31 Hactpoiika 6pannmayspa
113 32 Hactpoiika 6panmayspa
3.3. O6pa3oBaTe/ibHbIE TEXHOJIOTUH
Ounas ¢popma 00yueHus (MOJTHBIH CPOK)
Bun ®opma / MeTtoabl %
Ne Tema 3ansaTHsA y4eOHOro HHTEPAKTUBHOI'Q y4eOHOro
3aHATHSA 00y4eHus BpeMeHH
1 2 3 4 5
BBenenue B ceTeBoe
1 A I13 Juckyccust 25
a/IMUHUCTPUPOBAHHE
AJMUHUCTPUPOBAHKE TIOJIb30BaTENEH
2 g TPUp I13 Juckyccust 25
ceTu
AJMUHUCTPUPOBAHKE TIOJIb30BaTENEH
3 g TPUp I13 Juckyccust 25
ceTu
AJMUHUCTPUPOBAHKE TOJIb30BaTENEH
4 g TPUp I13 Juckyccust 25
ceTu
AJMUHUCTPUPOBAHUE NIOJIb30BaTENEH .
5 ! pHp 113 Mo3roBoii mrypm 25
ceTu
6 | AIMUHUCTPUPOBAHKE MOJIb30BATENICH 113 Mo3roBoii ITypM 25




ceTu
7 | AIMUHUCTpUpOBaHKE pabovel CTAaHIUU 113 Juckyceus 25
8 | AnMuHuUCTpUpOBaHKE pabodel CTAaHIUU I13 Juckyccust 25
9 | AaMuHUCTpUpOBaHKE pabodel CTAaHIUU 113 Huckyccus 25
10 | AnpmuHucTpupoBanue pabodeil craHIUU 113 JlenoBas urpa 50
AJMUHUCTPUPOBAHHE KOMITBIOTEPHOM
11 g pHp p 13 Huckyccus 25
CeTH
AJMUHUCTPUPOBAHHE KOMITBIOTEPHOMH
12 g pHp p 13 Jenosas urpa 50
CeTH
AJMUHUCTPUPOBAHHE KOMITBIOTEPHOMH
13 g pHp p 113 Huckyccus 25
CeTH
AJIMUHHCTPUPOBAHUE KOMIIBIOTEPHON
14 A TPUp p I13 Juckyccus 25
ceTu
Hroro % 25%
O4Ho-3204Hasi popma 00y4eHHs (IOJTHBIH CPOK)
Bun ®opma / MeTtoasbl %
Ne Tema 3ansaTHs y4eOHOro HHTEPAKTUBHOI'0 yueOHOro
3aHATHA o0y4yeHus BpeMeHH
1 2 3 4 5
Bsenenue B cereBoe
1 A I13 Huckyccus 25
aJIMUHHCTPUPOBAHUE
AJIMUHHCTPUPOBAHUE NOJIb30BATENICH
2 g pHp 113 Juckyccus 25
ceTn
AJIMUHHCTPUPOBAHUE NOJIb30BATENICH
3 g pHp I13 Huckyccus 25
ceTn
AJIMUHHCTPUPOBAHUE NOJIb30BATENICH
4 A pHp 113 Juckyccust 25
ceTn
AIMUHUCTPUPOBAHKE TIOJIb30BaTENEH .
5 g ¢TPIPO © TOL30BATENE 113 Mo3roBoii mrypm 25
ceTn
AJIMUHHCTPUPOBAHUE NOJIb30BaTENEH .
6 ¢ pHp I13 Mo3sroBo# mrypm 25
ceTn
7 | AiMuHUCTpUpOBaHKE paboyel CTaHIUU 113 Juckycceuns 25
8 | AnMuHUCTpHpOBaHKE pabovel CTAaHIIUU 113 Huckyccus 25
9 | AxMuHUCTpUpOBaHKE pabodel CTAaHIIUU 113 Huckyccus 25
10 | AamuHHCTpUpOBaHHe paboyeil cTaHIuK 113 JlenoBas urpa 50
AJMUHUCTPUPOBAHHE KOMITBIOTEPHOMH
11 A TPUp P I13 HMuckyccus 25
ceTu
AJMHHUCTPUPOBAHHIE KOMITBIOTEPHOM
12 g TPup p I13 JlemoBas urpa 50
ceTu
AJMHHUCTPUPOBAHHIE KOMITBIOTEPHOM
13 g TPup p 113 Huckyccus 25
ceTu
AJMHHUCTPUPOBAHHIE KOMITBIOTEPHOM
14 g TPUp P I13 Juckyccust 25
ceTu
Hroro % 25%
Pazgen 4. Opranusanus caMmocTosITeJIbHOH padoThl 00ydaroIMXcst
4.1. Opranusanus cCaMOCTOSATEJIbHOM padoThl 00y4YalOIIMXCS
\ Ne \ Tema qTUCHMIIMHBI \ No \ Ne pexkomeHayemoii |




BOIIPOCOB JUTEPATYypPhI

2 3 4

Brenenue B ceTeBoe aAMUHUCTPUPOBAHKE 1-3 1,2,5

AJIMUHUCTPUPOBAHHE MOJIH30BATENIEH CETH 4-8 2-6

AJMUHHCTpUpOBaHUE pab0OYei CTaHIINN 9,10 2,5,6

AJIMUHUCTPUPOBAHNE KOMIIBIOTEPHOM CETH 11-22 2,5

QP WIN P~

Oo0ecrieyeHre 0€30IIaCHOCTH B CETH 23-25 4,5 6

IlepeuyeHb BONPOCOB, BHIHOCUMBIX HA CAMOCTOATEJIbHYI0 PadoTy 00y4alommxcst
[ToHsiTHE CETEBOTrO M CUCTEMHOT'O aIMUHUCTPUPOBAHMUSL.
Ilenu u 3a7a4n CETEBOro aIMUHUCTPUPOBAHUS.
CoBpeMeHHbIE TOAXO0bI K aIMUHUCTPUPOBAHUIO KOMITBIOTEPHBIX CETEH.
BceTpoeHHbI€ 0Ib30BATENBCKUE YUETHBIE 3aIIUCH.
['pynmbr Oe30macHOCTH.
Perucrpanus nosip3oBaTeneil B CUCTEME.
[IpaBa moctyna mosp30BaTeNei K nmankam u (ainam.
JlomeHbl 1 pabourie rpyMIbl.
[TonsiTHe MPOdUIIS MOTB30BATEISL.
Opranuzanus cetu TCP/IP. [IpeumyiecTBa 1 HeJOCTATKHU.
MexcereBoii oOMeH B ceTsix TCP/IP. MHKancynsmus mpoTOKOJIOB.
[Iporokonsl SLIP, PPP u ARP.
[Tporoxonsl ICMP, UDP.
14. TIpotokon TCP (Transfer Control Protocol — 06a30Bblii TpaHCHOPTHBIM MPOTOKOIN). YCTaHOBKA
coenuHenus: TCP.
15. Jlormyeckas opranu3anusi KOMIIbIOTEPHBIX CETEH.
16. Pa3Ouenue cetu Ha nmojaceTu. Macka rnojceru.
17. Hcnonb3oBaHHUE MACOK MPU CTPYKTYPHU3ALUU CETU
18. Haznauenwue IP-agpecoB y3nam ceTu.
19. Ilpunuunsl nepenayu naHHbix B [P-cersx. I1opTel U COKETHI.
20. KoHuenuus KBUTUPOBAHMUSL.
21. Buasl mapmpytuzanuu. [Ipocras mapupyruszanus. AganTuBHAs MaplIpyTU3aLU.
22. AnpmuHucTpupoBaHue cepBepoB. Crucrema JJoMEHHBIX UIMEH
23. OCHOBHBIE TOIXO/BI K IJIAHUPOBAHUIO KOPITOPATUBHOM CETH.
24. TlocTpoeHHus TPaHCIIOPTHOW CHCTEMBI KOPIIOPATUBHON CETH.
25. Coznmanmue KopnopaTHUBHON ceTH Ha ocHOBe Active Directory.

© o Nk WP

e ol
w N o

4.2. IlepeyeHb y4eOHO-MeTOAUYECKOr0 00ecniedeHUsI CAMOCTOATEIbHOM PadoThl 00y4al0IIUXCs

CamocTosTenbHas paboTa 00ydarommxcss 00ecreynBaeTCsl CIEAYIOIMUMU y4eO0HO-METOANYECKUMU

MaTepHaJaMu:

1. YkazaHusMu B paboueit mporpamme no aucuumiuse (m.4.1.)

2. JleximoHHBIE MaTepUaiIbl B COCTaBe y4eOHO-METOJMUECKOr0 KOMIUIEKCA 10 AUCIUIIIUHE

3. 3amaHUSAMH W METOAMYECKMMH PEKOMEHJAIMSMH [0 OpraHW3allMd CaMOCTOSTENFHOW pPabOTHI

00yYaroImuxcs B COCTaBe y4eOHO-METOANYECKOr0 KOMITJIEKCa MO JUCIUIUIMHE.

4. T'moccapueM no JUCLUIUIMHE B COCTaBe y4eOHO-METOJUYECKOr0 KOMIUIEKCA M0 AUCLUIIINHE.
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Pa3znen 5. ®oHA OLIEHOYHBIX CPEICTB /sl MPOBEIeHUs TEKYIIero KOHTPOJIS U MPOMEKYTOYHOM
aTrrecTauvy 00y4arommxcst

@DOHJ OILIEHOYHBIX CPEJCTB MO AUCHUILIUHE IPEICTABISIET COO0NH COBOKYITHOCTh KOHTPOJIUPYIOLINX
MaTepHaJIoB, MpeIHA3HAYEHHBIX JJISI U3MEPEHUsSI YPOBHS JIOCTHKECHUS OOYYaIOLUIMMHCS YCTaHOBIICHHBIX
pe3ynbTaToB oOpazoBaTenbHON mporpaMMbl. @OC 1O AMCHUIUIMHE HUCHOJb3YeTCS HPHU MPOBEICHHUU
OTIEPATUBHOTO KOHTPOJII M MPOMEXKYTOYHOM aTTecTanmuu obOydaroumxcs. TpeOGoBaHUS K CTPYKType U
conepkanuto @OC nucuuIuivHbl pernameHTupyrotcs [lonoxxenuem o GpoHe OLEHOYHBIX MaTepUasoB M0
IporpaMMam BBICIIEr0 00pa30BaHMs — MporpaMMamM OakalaBpHaTa, MarucTPaTyphl.

5.1. ITacnopT GoHAA OLIEHOYHBIX CPEACTB

Ounasi popma 00yueHus (MOJTHBIH CPOK)

OueHo4YHbIE CpeICTBA
Kon
e KonTtpoJsmnpyemsle pa3iennl (TeMbl) 3 (13, | Mpax. HHAUKATOPA U
AUCUHMILINHBI J CPO JAeCKpPUNTOpa
C3) Ioar.
AOCTUKEHU S
KOMIIeTeHI U
1 2 3 4 5 6 7

BBenenue B cereBoe nJ-1IIK- 2.1

! aJIMHUHHCTPUPOBAHUE YO, /1 YO, /1| TIPB -4 TIK- 2.2
2 AJIMUHHCTPUPOBAHUE TIOJIb30BATEIICH YO, I, YI[O, IIPB NA-3TIK-5.1
ceTu MIII MII N/1-6 IIK- 2.2

. NA-3TIK- 2.1

3 | AaMuHHCTpUpPOBaHUE paboueii cTaHIUN VO, 11 VO, 1 | TIPB VIJT-6 TTK- 2.2
AJMUHUCTPUPOBAHNE KOMIIBIOTEPHON NA-5TIK- 2.1

4 CeTn A 1 A ) TIPB NJ-4 TIK- 2.2
NA-3TIK- 2.1

5 | OGecrieueHne 6€30MMaCHOCTH B CETH YO YO [TPB VIJT-6 TTK- 2.2

OuHo-3a04yHast popma 00yueHHs (MOJTHBIH CPOK)
OueHovHbIE CPEACTBA
Kon

| Kommommeme s (o) | i, || g |

e C3) IMoar. JlecKp p

MOCTHKEHH S
KOMIIEeTeHIU I

1 2 3 4 5 6 7

BBenenue B cereBoe N1-11IK- 2.1

! aJIMUHHCTPUPOBAHUE YO, A YO, L\ 1IPB -4 TIK- 2.2
2 AJIMUHHCTPUPOBAHUE TIOJIb30BaATENEH YO, A, YHO, IIPB NA-3TIK-5.1
ceTu MII MIII NJ-6 TIK- 2.2

. Na-3TIK- 2.1

3 | AaMuHHCTpUpPOBaHUE paboUeii CTaHIINN YO, YO, 4| T1IPB VIIT-6 TTK- 2.2
AJMUHUCTPUPOBAHNE KOMIIBIOTEPHON NA-5TIK- 2.1

4 CeTu A A ) TIPB NJ-4 TIK- 2.2
NA-3TIK- 2.1

5 | OGecreueHne 6E30IMaCHOCTH B CETH YO YO ITPB V-6 TTK- 2.2

YcioBHbIE 0003HAYEHHST OLIEHOYHBIX cpeacTB (CTondusl 3, 4, 5):
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YO — Ycrubiit (ppoHTaNbHBINA, MTHAMBUAYAIbHBINA, KOMOMHUPOBAHHBIN) OMPOC

IIPB —TlpoBepka pedeparoB, OTUETOB, pEIECH3WH, aHHOTAIlMH, KOHCIIEKTOB, TIpaduueCcKOro
MaTepuaa, 3CCe, IEPEBOI0B, PELICHUN 3a/laHUH, BHIIIOJHEHHBIX 33JaHUH B 3JIEKTPOHHOM BHJIE U T.1.

JIH — JlenoBas urpa

MIII — MeTtoa MO3roBOTO ITypMa

JI — luckyccus, mojieMuKa, AUCITYT, 1e0aThbl

5.2. OueHo4YHbIe CPeACTBA TEKYIEro KOHTPOJIA
IlepeyeHb MpaKTHYECKUX (CEMUHAPCKHUX) 3aaHUI

Tema Ne 1: «BBeienune B cereBoe aIMUHUCTPUPOBAHUE)

IIpakTnyeckoe 3ansATHE.
OcHosnble yruiautsl Windows XP

Lean padoTbi:
— HM3YYHUTh OCHOBHBIC MOJI0KeHus cucteMbl Windows;
— HM3YYHUTh OCHOBHBIC yTHINTHI cucTeMbl Windows;
— HM3YYHUTh HACTPOKMKY C MOMOIIBIO YTHIHT cucTeMbl Windows.

Pe3yabrar 0o6yuenusi. [Tociie 00ydeHUs CTYICHT JTOJKEH:
— 3HATh OCHOBHBIE TTOJIOXKEHUs cuctembl Windows;
— 3HAaTh OCHOBHBIC yTHIHTHI cucTeMbl Windows;
— yMETh MCI0JIb30BaTh BHYTPEHHHE YTHIINTHI cucTeMbl Windows.

1. PaGoTa ¢ KOHCO0/1b10 (KOMAHIHON CTPOKOIi)

s paboter B cucreme Windows (mis mpumepa ykazana Windows XP, HO 3amaHuss MOKHO
BBINIOJIHATE IS J11000# Bepcur WindowS) MOKHO HCIONIB30BaTh Kak rpaduyeckuii uaTepdeiic, Tak u
uHTEepdeiic KoMaHTHOW CTpoku. [IpudyeM Bce CHCTEMHBIE ONeEpalfy, BBITOJHEHHBIE B TpadUuIecKOM
uHTepdeiice unum B HHTepdelice KOMaHIHOW CTPOKM, PaBHONPABHBI MeXAy co0oil. s paboTel c
KOMaHHOW CTPOKOH HEOOXOMMO 3aITyCTUTh, TAK Ha3bIBAEMYIO, KOHCOIb.

KoHcounb 3amyckaer cieayromumM oopa3om:

— Haxwmure kHonky Ilyck.
Bri6epute koman1y BbINOJIHUTS.
— Bsogure xomanxy cmd u sxkmute Enter.

Bremnmii Buj KOMaHAHONW CTPOKH MOKHO M3MEHATh. JlJ1s 3TO0TO:!

1. IllenkHuTe MpaBOi KHOMKOW MBIIIM MO CTPOKE 3arojoBKa OKHa W BblOepure NyHKT CBoiicTBa

(Properties).

2. OTKpoOeTCsl OKHO C YEeTHIPbMS BKJIAJIKaMH, HAa KOTOPBIX OyIyT JOCTYIHBI OMIIUH U3MEHEHUSI HaCTPOEK

IPOTPaMMBI.

3. Ortxkpoiite 3aknanky LBer (Color) u BeiOeputTe m1000# LIBET dKpaHa U TeKCTa M3 16 CTaHIAPTHBIX

I[BETOB, JIJIsl KOTOPBIX HIMEETCSI COOTBETCTBYIOIINE OOPa3IIbL.

4. Ortkpoiire Briagky Pacnonosxkenue (Layout). 3mech HacTpauBaeTcsi pa3Mep OKHa M 3KpaHHOTO

oydepa. Ecu B panaux OC MS-DOS u Windows pa3mep 3KpaHa oCTaBajCsi HEU3MEHHBIM — 25 CTPOK B

BBICOTY M 80 CUMBOJIOB B JUIHHY, TO B cucteMax NT u 6osee mo3JHUX MOXKHO MPOCTO 3a]1aTh IOCTATOYHO

OoJbII0H pazmep Oydepa d3KpaHa U MOJIB30BATHCS MOJIOCOU MPOKPYTKH, UTO TOPA3a0 yAoOHEe.
CamocCTOATENbHO YBEINYbTE Pa3Mep OKHA KOHCOJIH.

2. YTHIUTBHI KOMaH/IHON CTPOKH
2.1. YTuianra Systeminfo
Yrunura Systeminfo mpemocraBiser AeTalbHYI0 MH(OPMAIHMIO O KOH(QUTYpaIllMu KOMIbIOTepa U
€ro ONepaIMOHHON CUCTEME.
1. Bsenurte B KOMaHIHOHM CTPOKE KOMaHIy
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systeminfo
2. BHHMMaTeNnbHO 03HAaKOMBTECH C BBIBEJICHHOW Ha SKpaH WH(OpMaIuei.
3. BBeauTe B KOMaHIHOW CTPOKE KOMaHIY
systeminfo /?
4. BHUMAaTEJIbHO 03HAKOMBTECH CO CIIPAaBOYHOM MH(OpMaLIHel yTUIUTHI systeminfo.
5. Baenute B KOMaHJHOMN CTPOKE KOMaHy
systeminfo>info.doc
I[Tpu 5TOM Bes cripaBoyHasi HHpOpManus Oy/eT 3anucana B TeKCToBbIH (daitn info.doc
6. 3amycture nporpammy Microsoft Word u otkpoiite B Heii ¢aiin info.doc.
7. BpimummrTe B oOTYeT (MIM CcHEJNANTe DSKPaHHYIO KOIHIO) CIEAYIOUIYK) CHCTEMHYIO
UH(OPMALIHIO:
UM KoMmIbioTepa (y3ia),
HAa3BAHHE U BEPCHs OIIEPALMOHHON CHCTEMBI,
IIPOLIECCOP U €r0 TaKTOBas 4acToTa,
THII MATEPUHCKOM ILJIATHI,
Bepcust BIOS,
00BbeM ornepaTuBHOMN ((PU3NUYECKON) TAMSTH;
00BEM JIOCTYITHOM (PU3NYECKON NaMsITH;
00BbeM BUPTYaJIbHON MaMsITH,
00BEM JIOCTYITHOM BUPTYaJIbHOM MaMATH;
BpeMs paboThl ONEpallMOHHOM CUCTEMbI 0€3 Iiepe3arpy3Ku.
2.2. Yruaura Shutdown
Yrumura Shutdown BBIKITIOUAET WM Tepe3arpykaeT JOKaIbHbBI WM yAaJeHHbIH KoMmbioTep. Ee

napaMeTpbl MO3BOJIAIOT 33/aTh BPEMs, 4epe3 KOTOpOe NMPOU3OWAET JAEHCTBUE, MOJIH30BATENb ITONYYHT
cooOuieHune, a TaKke 00BbICHEHNE IPUYMNHBI 3aBEPIICHHUS PaOOTHI.

3.

4.

1. BuHuMMAaTeIbHO 03HAKOMBTECH CO CIPaBOYHOM HH(pOpManueit yrumutel Shutdown.
2. 3amyctute yruauty Shutdown.
3. VYcraHoBuUTE BpeMs OTKIIOUEHHUs KoMmbioTepa 30 ceKyH/I.
4. BbINHUIIUTE B OTYET UCTIOIB3YEMYIO KOMAHTY.
5. TlpoBepbTe BHIMOTHEHHE JAHHOW KOMaH/IbI.
2.3. Yruaura Tasklist
Yrtunura Tasklist mo3BonsieT BRIBOAUTH HAa SKpPaH CIIUCOK BCEX 3a/1a4.
1. BHUMaTeIbHO 03HAKOMBTECH CO CrIpaBOYHOM nHMopMaruer yrumutel Tasklist.
2. BBeauTe B KOMaHIHOW CTPOKE KOMaHAY
tasklist
3. BHuMaTenbHO 03HAKOMBTECH C BBIBEJIEHHOW Ha YKpaH WH(OpMAaLIUEH.
4. BbINHMIIUATE B OTYET BCE OCHOBHBIC 33JIa4H, 3aMTyIIICHHBIC HA KOMITBIOTEPE.
5. BeIBenuTe Ha 9KpaH CIHUCOK BCEX 3ajad, KOTOpbIe UCHONIB3YIOT Moaynu DLL.
6. BpImUIIMTE B OTYET WCIOIH3YEMYIO ITPH STOM KOMaH/Ty.
2.4. Yruaura Taskkill
Yrunuta Taskkill 3aBepiaeT BRIMOTHSAIOMMECS MPOIECCHI.
BHumarensHO 03HaKOMBTECH CO cripaBoYHOI nHpopmarment yruautsr Taskkill.
CamocTosTenpHO 3aBepIINTE padoTy 000 3a7a9i KOMaHI0U
tskill <ums mpomecca>
nmu tskill <id mpouecca>
BBenute xomanmy
taskkill /f /fi ""'username eq Guest™*
[Ipu »>TOoM OynyT 3aBepleHBl BCE 3aJaHMsl, 3aMylleHHbIe mojb3oBaTeneM Guest. Ecau BBl Bonuiu B

CHUCTEMY MOJI IPYTUM UMEHEM, TO UCOJIb3YHUTE ATO UMS.

1.
2.

2.5 ¥Yruaura Bootcfg
Yrunuta Bootcfg obecnieunBaet koHGUTYpupOoBaHue ¢aiiiaa HacTpoek boot.ini.
CaMOoCTOATENBHO U3YUNUTE AEUCTBUE ITON YTUIIMTHI.
YcTaHOBUTE WHTEpBAJl BPEMEHM B CEKYHJax, MOCJIE€ HCTEUEHHs KOToporo, 3arpyxaercs OC 1o

YMOJIYaHHUIO, paBHBIM 60 cek.
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3. 3anumuTe B 0TYET KOMaHIy, KOTOPOU BbI N3MEHWIN 3HAUEHUE TaiiMayTa.
4. TlpoBepbrTe U3MEHEHHE JAaHHOTO MapaMeTpa IyTeM Mepe3arpy3Ku CUCTEMBI.
5. Bepnure ncxonHoe 3HaUEHUE TaliMayTa.
2.7. Yruiaura Openfiles
Yrunura Openfiles moka3eiBaeT Bce OTKPBIThIC (aiiibl HA KOMITBIOTEPE M IPOLECCHI, KOTOPHIC C
HUMH pabOTaroT.
1. BHuMaTensHO 03HAKOMBTECH CO CIIPABOYHON WH(MOpMAIMEH TaHHON YTHIINTHI.
2. BkII0YMTE OMIUIO TOCTPOEHUS CITUCKA OOBEKTOB.
3. 3anumuTe B 0TYET, KaKyl0 KOMaH/y BbI IIPH STOM HCIIOJIb30BAJIH.
4. g Toro yToObl MPOCMOTPETH BCE OTKPBITHIE B ccTeMe (hailiibl BBEIUTE KOMAaHY
openfiles /query
5. B pesynbrate Bbl ompenenute Bce (ailibl, OTKPBITbIE KaK JIOKAJIbHO, TaK M YAAJCHHO, a TaKXke
y3HAeTe UMEHA IIPOLIECCOB, CIOJB3YIOUINX UX. BpimummTe 3TY HHPOPMALMIO B OTYET.

3. Co3naHue BUPTYAJIBHBIX 1Y0JINKATOB (hailjioB

Jlnst co3manus aybnukatoB daitioB B cucteme Windows XP wucnosbsyercs komanma Fsutil
hardlink. Ona npuHuMaet Bcero onuH napamerp — Create. Dta KoMaH/1a TO3BOJISICT CO3/IABATh )KECTKHE
CChUIKM Ha (aiinbl. JKecTkre CChUIKM MO3BOJIAIOT OJHOMY (haiily UMeTh HECKOJbKO pa3sHbIX MMeEH (T.e.
BUPTYAIBHBIX KOMUi). OQUH U TOT ke (DaiiT MOXKET MOSBISITHCS B PA3HBIX JUPCKTOPHUSAX WM JaXKe B
OJIHOM TUPEKTOPHH C pa3inudHbIMH uMeHamH. M naHHbIe 3TOrO (aiina He MOryT ObITh yAajeHbl, MOKa
CYETUHK BCeX NyOJMKaToB (ailjioB HE OyAET paBeH HYIIO.

Tak kak Bce CChUIKM YKa3bIBalOT HA OJHMH U TOT e (aiisl, mporpaMMbl MOTYT OTKPBIBATh JIFOOYIO U3
HUX W HM3MEHATh WCXOAHBIA (aiin. [lpuBeseM mpumep HMCIONB30BaHUS ATOH KOMaHIbL JlomycTum,
umeercs ¢aiin d:\1.avi, 3anumaromuii 600 M6. Bocoip30BaBIINCh KOMAHI0M

fsutil hardlink create d:\2.avi d:\1.avi

BBl CO3/Ia€Te JKECTKYIO CCBUIKY Ha 3TOT ¢ain. B pe3ynpTaTe Bbl momyuute ABa ¢aiiina, HO 00beM
3aHMMAEeMOT'0 JUCKOBOTO MPOCTPAHCTBA HE M3MCHHTCSI. XOTs eciu Bbl Beimenute 3Tu 1Ba Qaiina, Bam
Oyner mokazaHo, 4yto OHHM 3aHuMarT 1200 wMerabaiit. Takum o60pazoMm, Bwl Moxxere co3marh
HEOTPAaHMUYEHHOE YHCIIO KOMHA KaKoTo-n0o (aiia, HO Ha 3aHATOM MPOCTPAHCTBE JUCKA ITO HUKAK HE
oTpasurcs. [Ipuyem ecnu yaanuTh OJIMH U3 TAaKUX KIIOHOB, BCE OCTaJIbHbIE OCTAHYTCS 0€3 M3MEHEHUH.

J1J1st TOTO 9TOOBI YHUYTOXKHUTH HCXOIHBIN (DAl HEOOXOAMMO yJATHTh BCE KECTKUE CCHUIKU Ha HETO.
Ho y »Toli KOMaHIbl ecTh orpaHmyeHusi: Bce (ailabpl JOHKHBI OBITH B TpeeNax OJHOTO TOMa, H
daiinoBas cuctema — Tosibko NTFS (NT File System).

4. [IpakTnyeckoe 3a1aHue

CaMoCTOSATENBHO NPOAEIANTE CAEAYIOUINE NEHCTBU:
3amyctute KoHcob cuctembl Windows XP.
BeiBeiuTe Ha 3KpaH JeTalbHYI0 HHPOPMALHIO O KOH(QUTYpAIllMi KOMIIbIOTEpa.
Brienute B (aiin aeranbHyro HHQOpMAaLNIO 0 KOHUTYpalluKd KOMIIBIOTEpA.
BriBeuTe Ha DKpaH CIIMCOK BCEX OCHOBHBIX 3a/1a4, 3allyIICHHBIX Ha KOMIIBIOTEPE.
3anycTtute nporpaMMy biIOKHOT.
Hcnonb3ys KOHCOIIb, 3aBEPIUINTE PA0OTY ATOM MPOrpaMMBI.
VYcraHoBUTE HMHTEpBal BPEMEHHU B CEKYHJAAX, IOCIE HCTE€YeHMsI KoToporo, 3arpyxkaercs OC mo
YMOJI4aHHUI0, paBHbIM 40 cex.
8. TIpocMoTpuTe BCE OTKPHITHIE B CUCTEME (aiiiIbl C YAaIEHHBIX KOMITBIOTEPOB.
9. Coznaiite Tpu BUPTYyalIbHbBIE KOMUH JUIS TF0O0T0 TEKCTOBOTO (aiina.
10. [TokaxxuTe pe3yabTaT pabOTHI MPETIOIaBaTEIIO.
11. Ypanurte Bce KONUU BUPTyaJibHOTO (haiina.

NogkrwdpE

5. Co3ganme oTueTa
[Tocne BRIMOTHEHNE MIPAKTUIECKOTO 3aJaHUs CTYJCHT JOJDKEH COCTaBUTh oTdeT B (hopmare DOCX,
B KOTOpOM JOJIDKHBI GBITB OTpa)KeHI:I CJIGILYIOIJ_II/IG ITOJIOKCHUS .
— HOMEp W Ha3BaHWE NMPAKTHYECKON pabOTHI;
— 1IeJb U [JIaH 3aHSTH;
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— DSKpaHHbIE KOIUH BHIMIOJIHCHUS MPAKTHIECKOTO 3aIaHusI.
OTBeThTE B OTYETE MHUCHMEHHO Ha CJICAYIOIIIE BOTIPOCHI:

1. Kakwe wuntepdeiicel ucnonp3yiorcss B cucreme Windows XP? Vkaxure HMX JOCTOMHCTBA H

HEJIOCTATKH.

Jlns gero HyxkHa yrunuta Openfiles?

Jlnst yero HyxHa yruiaurta Schtask?

Jlns gero Hy:kHa yrunurta Bootcfg?

Jlnst gero HyxHa yruiura Taskkill?

Jlins gero HyxHa yrunurta Tasklist?

Jlns dero HyxHa yrunura Shutdown?

Jlis dero HykHa yruiurta Systeminfo?

NGO WDN

Tema Ne 2: «KAIMHUHMCTPUPOBAHHUE MMOJIb30BaTEeH CeTH»

IIpakTnyeckoe 3ansATHE.
3aoanue Ne 1. AOmunucmpupoeanue yuemnulx 3anucei

Lean padoThi:

— H3Y4YHTh OCHOBHBIC BO3MOYKHOCTH aJIMUHUCTpUpPOBaHHs nosb3oBateneit Windows XP;
— H3YYHTh OCHOBHBIC Pa0OThI yYETHBIX 3aIUCEH;

— TOJIy4uTh HaBbIKHM aaMuHucTpupoBanus Windows XP.

PesyabTaTt 00y4enus. Ilociie 00ydeHus: CTYACHT JT0JIKEH:

— 3HATh OCHOBHBIC BO3MOXXHOCTH aJIMUHUCTpUPOBaHuUs moib3oBareneii Windows XP;
— yMeTb paboTaTh C YUETHBIMH 3aIUCIMU;

— yMeThb BBINONHATH agmuuuctTpupoBanue Windows XP.

1. OcHOBHBIE N0JIOKEHHSA

IousiTHe MOJIL30BATEIBLCKON YUETHOM 3aIIMCH

JUis KaXJI0To MOJIb30BaTeNsl, MOIYYAIOUEro JOCTYN K KOMIBIOTEPY, ONpeeseTcs 3aliieHHast
napojieM y4deTHasi 3anMch. brnarogaps 3TOMy MOXHO OJIOKMpOBaTh JOCTYN K KOMIBIOTEpY s
HE3HAaKOMbIX IOJIb30BaTele W OrpaHWYMBaTh JOCTYH K ¢ailam, coaepikalluM CEKPEeTHYIO
uHpopmanuio. HecMoTpsi Ha TO, YTO TIOHATHE YYETHOM 3aIHCH JOCTATOYHO MPOCTOE, €r0 pean3alis B
Windows umeeT HEKOTOpbIE OCOOEHHOCTH.

Kaxnplii monp3oBarenpb, MPUCTYMAIOIINA K paboTe Ha KOMIbIOTepe ¢ yctaHoBieHHOH Windows
2000/XP, momKeH 3aperucTpupoBaThes, T.e. TOATBEPAWTh CBOK HWIAEHTHYHOCTB. [Iporecc
MOJTBEPK/ICHUS] peaIM30BaH IyTeM IPOBEPKH HMMEHHW TOJib30BaTenss W mapois. llocie ycrenrHoi
peructpaiu monb3oBarenss Windows oOparaercst K 3aldiieHHOH MH(DOPMAIMK U3 YYETHOW 3aIlicH,
OTIpeNIeNAIONIEH TepeueHb TOCTYITHBIX/3alPEeHHBIX pecypcoB. [Ipu 3TOM MCHONB3YIOTCS pa3penieHus,
OTIpeIeNIAIONINE TOCTYIT K COBMECTHO MCIIOJIb3YeMbIM (paiiyiaM, marnkam U CETeBbIM pecypcam.

Wudopmanms 0 TONH30BATENICKAX YYETHBIX 3aHMCSIX XPAHHUTCS B 3alIWINEHHON 0Oaze JaHHBIX
Security Accounts Manager (SAM). C 11e1b10 OTCIIeKHBAHUS KaXKI0H 3aMCH M CBSI3aHHBIX C HEIO MPaB U
paspelieHnii NPUMEHSAETCS 3HA4CHHE IEPEMEHHOW JUIMHBL, HAa3blBAEMOE HAECHTH(PHUKATOPOM
oezonacHoctu (SID). B MOMEHT co3maHMsl MOJB30BATENLCKOW YUYETHOW 3alUCH €W IMPHUCBaMBaCTCA
yaukanbHbId uaeHtudukarop SID. B Windows 2000/XP Bce 3HaueHus SID HauMHAIOTCS ¢ COKPAICHUS
S-1. 3arem cnenyer psn 4ucell, YHUKAJIBHBIM 00pa3oM HACHTUDUIMPYIOIIUX KaX/IyI0 YUETHYIO 3aIUCh.
JlocTyn K 3TUM HIIeHTH(PHUKATOpaM OCYIIECTBISIETCS C TIOMOIIBIO CHCTEMHOTO PEECTpa.

Ecnu monb3oBatens paboTaeT B KOPHOPATUBHOW CETH, TO MOTYT HCIOJb30BATHCS JIOMEHHBIE
ydeTHbIE 3anucy. JloMeHHbIe YyUYeTHbIe 3alUCH XPAHITCS Ha IIEHTPAJTHbHOM KOMITBIOTEPE, KOTOPBIA Ha3bI-
BaeTcs JJOMEHHBIM KoHTposiepoM. [Ipu aTom B nporecce peructpanuu B nose Log On To (Perucrpanus)
B okHe Log On To Windows (Perucrpamust B Windows) ykaspiBaeTcsi MMs KOMIbOTEpa (IpU
perucTpanyy ¢ MPUMEHEHHEM JIOKAJIbHOW YYEeTHOM 3amicH) MM Ha3BaHUE JOMEHa (B ClIydae peru-
CTpAIMH C UCTIOJIb30BaHUEM JJOMEHHOW YUYETHOM 3aIHCH).
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Kaxxnas nmomeHHas TmMONb30BaTeNbCKass YdYeTHAs 3aldCh HWMEET COOCTBEHHBIN YHUKAIbHBIN
uneatuduxkatop SID. Dra 3anmuce XpaHWUTCS B KaTajore JOMEHA, KOTOPHIA YIPABISETCS IOMEHHBIM
KOHTposuiepoM. Kaxk/Iblil y9acTHUK JTOMEHa MOKET CBSI3BIBATHCS C 3TOM 0a30i JAHHBIX U UCIOIB30BATh
HAXOMAIIMICSA TaM CIIMCOK YYETHBIX 3amuceld. [1oaToMy mosb30BaTeNh MHIMBUAYAILHOTO KOMIIBIOTEpA,
yKa3aB Ha3BaHHME JIOMEHHOW TpyImbl 0€30MacHOCTH, MOXKET IepelaaBaTh MpPaBO JOCTyNa K pecypcam
00IIero MOJIb30BAHUS.

BceTpoeHHbIe MOJIb30BaTeIbCKHE YUETHBIE 3aMUCH

ITocne 3aBepmienus ycranoBku Windows 2000/XP  co3maroTcsi HECKOJIBKO BCTPOEHHBIX

MOJIb30BATEIHCKUX YUETHBIX 3alMCeH, KOTOPHIM Ha3HAYCHBI OIPE/ICIICHHBIC MPUBUIICTHH U OTPAHUYCHHUS:
— Aamuuucrparop (Administrator). Jlannas ydeTHas 3aldCh MPEIOCTaBJSET IMOJHBIA HabOp mpaB
JIOCTyTa U BCEro KOMIIbIOTEpa. SIBISSICH MOCTOSIHHBIM wWieHoM Tpymmbl Administrators, sta yuerHas
3aMKCh IMO3BOJSET PEAM30BaTh HEOTPAHUYCHHBIM JOCTYN KO BceM (aiimamM M KIF0YaM CHCTEMHOTO
peectpa. YuetHas 3anuch Administrator MoxkeTr co3aBath ApYrue YUETHbIC 3alTUCH TT0JIb30BATENICH.
— Toctb (Guest). YuerHas 3anuch GUeSt nmpenHa3HaveHa [T CIIyYalHBIX MMOJIb30BATEIICH MM KE TeX,
KTO oOpamaercs K JaHHOW CHUCTEME OJHOKPATHO. 3aJaHHbIC MO yMOJYAHUIO TPHUBHICTHH JUIS ATOU
YUYETHOH 3aIIUCH JIOBOJIBHO OrpaHHueHHBI. [10J1b30BaTEIN-TOCTH MOTYT TOJBKO BBIOJIHSITH MPOTPAMMbI U
COXPAaHSTh IOKyMEHTHI, YIIPABIATh pecypcamMu IBM oHHM HE UMEIOT TIpaBa.

B Windows XP yuyernast 3amucs Administrator (u apyrue) oObI9HO HE OTOOpakaeTcsi Ha IKpaHe
Welcome mnpu peructparuu. Ecin HE0OX0IUMO 3aperucTpUpOBAThCS C MMOMOIIBIO YUYETHOW 3arucu
Administrator (wu mr000# APYyroil ydeTHOM 3amucH, KoTopas He oToOpaxkaercst Ha skpane Welcome),
HaXMUTE 7Ba pa3a komOuHarwmo kinasum Ctrl + Alt + Delete mist oroOpaskenust quamoroBoro okHa Log
On To Windows, rie MOKHO yKa3aTh JI000€ MOJIb30BaTEeIbCKOS UMSL.

— HelpAssistant. Yuernas 3anucs HelpAssistant, ucnonb3yemas aus ceancoB Remote Assistance, mo
YMOJIYAQHHIO OTKIIIOYCHA (M 3alluileHa CTPOruM mapojem). OHa yCTaHaBIMBAETCS HA KOMIIBIOTEpE
HAYMHAOIIETO TOJIb30BATEISI U IIPETHA3HAYCHA JUIsI PETHCTPAINH YAAJICHHOTO dKCIIePTa.

— SUPPORT _xxxxxxxx. Windows XP moxer coaepkaTb OJHY HJIH HECKOJBKO YJYETHBIX 3aIlUCeH,
KOTOpbIC  TpEJHA3HAYCHbl JUISI pEAM3allid  WHTEPAKTHBHONH TIOJJICPKKA U OOCITY)KMBaHUS
MOCTaBIMKAMH, HarmpuMep kommanueid MICrosoft mubo mpousBouTEEM BaIllero KOMIbIOTEpa. 3/1eCh
XXXXXXXXX MPEJICTaBISET HOMED, OMPEAeIIeMbIi MOCTABIIUKOM.

I'pynner bezonacnocmu.

Jlnia oOnerdeHust aAMUHUCTPUPOBAHUSI HECKOJBKO YUETHBIX 3alUCel MOXHO OOBEIMHHUTH B OJHY
TPYNIy W Ha3HA4YaTh YHUPHUITUPOBAHHBIC ITPaBa JIOCTYIIA BCEM €€ WICHAM, a He KaXJIOMYy IT0JIb30BaTEIIO B
otnenbHOCTH. Takas rpynmna OyneT Ha3bIBaThCS SPYnNOil 6€30nacHoCmuU.

['pymmbr - 6e30macHOCTH  MO3BOJISIOT  OPTaHW30BaTh  IMOJIH30BATEIICKUE YUYCTHBIC 3alllCH B
COOTBETCTBUU C TPEOOBAHUAMHU K YPOBHIO 0€30MacHOCTH. MOXHO cO37aTh TPYIITy 0€30MaCHOCTH I0Ma, B
odpuce, MOXHO copMUpOBATH TPyNIy, OOBEAMHSIONIYIO Bcex OyxraiatepoB u T.1. [lpu sTOM
paszpeleHusi, orpeaesione ypoBeHb 0€30MacHOCTH, MOKHO TPUCBANBATh BCEH TPYIINE WIH OTACTbHBIM
noJsib3oBaressiM. [lonb30BaTebekas yaeTHas 3aiCh MOKET OTHOCUTRCS K OJTHOHM TpyIIe, K HECKOIbKUM
rpynmnam 1u60 BooOIe He ObITh CBS3aHHON HU C OJTHOM U3 TPYIII.

HecmoTps Ha TO, 4TO NPUBUIIETHH MOYKHO MEPEIaBaTh KaXK0W MOJIb30BATEIBCKON YUYETHOM 3aINCH,
9TOT MYTh JIOCTATOYHO YTOMHTENEH M YacTO MPHUBOJIUT K omuOKkaM. [lepenada mpuBmiIeruii OTASIbHBIM
MI0JTE30BATEILCKUM YUETHBIM 3AITUCSIM CBUJICTEIHCTBYET O HEOCTATOYHOM NMPAKTHYECKOH MOAT0TOBKE
agMuHucTpaTopa. Jlyumie mpucBamBaTh pa3pelIeHHs W MpaBa JOCTyMa Tpylmnam, a 3aTeM J100aBIsATh
M0JTb30BATEIHCKUE YICTHBIE 3aITUCH B TPYIITY, UMEIOIIYIO COOTBETCTBYIONTUE MIPUBHIICTHH.

Tunbl y4eTHBIX 3anucei.

Jns Windows XP xapaktepeH TepMHUH THI Y4eTHOil 3amucu. OOBIYHO 3TOT TEPMHUH HMEET
3HaueHue npu odOpamennu k wHCTpymeHTy User Accounts (ITomp3oBaTenbckue ydeTHbIE 3aliCH) B
MaHeu yrnpaBlieHus. TUMN ydeTHOH 3amucu 00ecTeunBaeT MPOCTEUIITUNA METO/, TTO3BOJISIONINN OMUCATh
YICHCTBO B rpymme Oe3omacHOCTH. M XOTd JOmMycKaeTcs IPOW3BOJIBHOE KOJMYECTBO TPYIIIT
6e3omacroctr, Windows XP OTHOCHT KAy IOJIb30BaTECIbCKYI0 YYCTHYIO 3allUCh K OIHOMY W3
YEeTBIPEX YKa3aHHBIX THITOB:

— Computer administrator (ammMuHUCTpaTOpBl KOMIBIOTEPa). UneHbl ykazanHoW rpymnmsl Administrators
(AZIMHHHCTPATOPHI) KIACCU(PHUIMPYIOTCS B KAUECTBE YUETHBIX 3aMMCEH aJJMHHUACTPATOPOB KOMITHIOTEPA.
— Limited (orpanuucnus). Ynensl rpynmst Users (ITonp3oBaresu) KIACCUPHUIMPYIOTCS C MOMOIIBIO
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YUYETHBIX 3aIUCEeH C OrpaHUYCHUSIMH.

— Guest (T'octr). Ynensr rpymmsl Guests (I"ocTu) acconuupyroTes: ¢ TOCTEBBIMH YYETHBIMH 3AITUCSIMH.

— Unknown (ueusBecTHbIC). YdUeTHas TIIOJb30BAaTE/IbCKAs 3alMCh, HE BKIIOYCHHAs B TPYIIIBI
Administrators, Users niu Guests, OTHOCHTCSI K KaTETOPUU HEM3BECTHBIX YUETHBIX 3anuceid. [Tockoibky
YUETHBIE 3aIllUCH, CO3/IaBaeMble C MOMOIIbI0 yTUIUTHl User AccountS w3 mnaHenu ymnpaBlieHUs,
npucBauBaroTcs rpymnmne Administrators winu rpynmne USers, Hen3BeCTHbIC YUETHBIC 3aIIMCH BCTPEYAIOTCS
TOJILKO TpH OOHOBICHHMH paHHuX Bepcuit Windows, a takxke mpu oOparnenun K, koncomu Local Users
And Groups uiu k komanae Net Localgroup mpu KOHTpoIIe 4ICHCTBA B IPYIIIax.

Bcerpoennblie rpynnbl 0€30MaCHOCTH

B cocra WINndows BXoJHMT HECKOJILKO BCTPOCHHBIX Ipymn OezomacHocTu. Kaxkaas W3 HUX MMeeT
3apaHee oIpezeNieHHbI Habop MpaB AOCTYIA, pa3pelieHuid U orpaHnueHuil. Huxe nmpuBoauTcs KpaTkoe
OMMCAHUE ITUX TPYIIIL.

Anmunucrparopsl - HambGonee momnuas rpynma, obecriedrBaronias MOJHBIA KOHTPOIb Haj
CUCTeMOMN. AJIMUHUCTPATOP UMEET MPABO BBHIIOJIHATD CIEIYIONINE ONepalluu:

— YCTaHOBKa OINEPALMOHHON CUCTEMBI U €€ KOMIIOHEHTOB;

— yCTaHOBKa MAaKeTOB OOHOBIICHUS;

— O0OHOBJICHHE ONIEPAIMOHHON CHCTEMBI;

— BOCCTAHOBJICHHE ONEPALMOHHON CHCTEMBI;

— HACTpoOiKa TJIaBHBIX [apaMeTPOB OMNEPALUOHHOW CHUCTEMBbl (TOJUTHKU TapoJiel, YIpaBICHUS
JOCTYIOM, OJTUTHKY ayJUTa, HACTPOMKHU ApaiiBepoB B peKUME Spa U TaK Jajiee);

— BCTYIUICHHE BO BIIafIcHHE (aillaMH, CTABIIUMH HEAOCTYITHBIMHU;

— yIpaBIleHHE )KypHalTaMy O€30MaCHOCTH U ay/INTa;

— apXUBHUPOBAHHE U BOCCTAHOBJICHHE CUCTEMBI.

OnbiTHBIE MoJib30BaTen (Power Users) - BiitoyaeT MHOTHE, HO HE BCE IPUBUIICTHH, TIPHCYIIHE
rpymnie aIMUHICTPaTOpoB. OMBITHBINA TOJIH30BATENIb UMEET MPABO BHIMOIHATH CIEAYIOIIAE ONEPaIlUu:

—  BBINOJHATH NpuioxkeHus, cepruduiupoannbie 111 Windows 2000 1 Windows XP Professional, a
TaK)Ke yCTapeBIlNe MTPUIIOKEHUS;

— YCTaHaBIWBATh MNPOTPAMMBI, HE HW3MEHSIONIME (aiiibl ONEpalMOHHOW CHCTEMBl, W CHCTEMHBIE
CITYXKOBI,

— HACTpauMBaTh PECYpChl Ha YpPOBHE CHCTEMBI, BKIIOYas MPUHTEPHI, AaTy U BpeMs, MapameTpsl
9JIEKTPOIIUTAHUS U IPYTHE PECYPChI TaHEeNN YIpaBICHHUS;

— CO3[aBaTh W YMPABISATH JJOKATFHBIMU YY€THBIMH 3AIMCSIMH TI0JIH30BATENEH M TPYIIIL;

— OCTaHaBIUBATh U 3aITyCKaTh CHCTEMHBIE CIYXKObI, HE 3aITyIIeHHBIE TI0 YMOJYaHUIO.

IMoab3oBarenn (Users) - OrpaHudeHHbI HAOOp MPUBUICTHI Ui TOJIb30BAaTENEH, KOTOphIE HE
HYX/TAIOTCS. B aJIMHUHHCTPUPOBAHUHU CHCTEMBL. [loib30BaTeNlh MMEET MPaBO BBIMOIHATH CIEIYIOIINE
oTepaluu:

— 3amyCKaTh TOJILKO cepTuduimpoBanubie st Windows IpHIIOKEHUS;
— CO3I1aBaTh JOKAJIbHBIE TPYIIIEI H YIIPABIATH UMH;
— co37aBaTh U U3MEHSTh CBOU (ailibl.

Toctu (Guests) - TToaepkka orpaHUYEHHOTO AOCTYIA TS CITyYailHbIX MTOJIb30BaTENICH M TOCTEH.

Omneparopbl apxuBa (Backup Operators) - IlpemocraBneHue NpHUBHIECTHHA, TPeOyeMbIX JUIs
BOCCTAHOBJIEHHMsI (ailyioB U manok. UneHsl 3TOM rpynbl MOTYT apXUBUPOBATh U BOCCTAHABIMBATH (haliibl
Ha KOMIIBIOTEpE HE3aBUCUMO OT BCEX pa3pelIeHuil, KOTOPHIMH 3allUIIEeHbl 3T (haIb.

PemsuxaTtopsr (Replicator) - Obecnieuenne BO3MOXHOCTH YIPABICHHS PEIUIMKAIMEH, TPUCYIICH
JIOMEHHBIM CETSIM.

Omneparopbl Hactpoiiku cetu (Network) - UsneHsl 3TOil rpymmbl JAOMYCKAKOTCS K YCTaHOBKE,
KOH(HUTYPHUPOBAHUIO CETEBBIX KOMIIOHEHTOB.

IMoab30BaTesn yaaneHHoro padouero crosaa (Remote) - ObecrieueHre I0CTyma K KOMIIBIOTEPY
MIOCPEJICTBOM ynanieHHoro pabouero crosia (Remote Desktop). TTo3Bonser cnenuanuctam B yAaJeHHOM
peXHUME TMPOCMATPUBATh JCUCTBUS, NPOMCXOJAIIME Ha DKpaHe KOMIbIOTepa wWin Oparth Ha cels
yIpaByieHue paboueil CTaHIIUeH B Cilydyae BOSHUKHOBEHHS MTPOOIIEM.

HelpServices - TlpemoctaBieHre BO3MOXHOCTH TEXHHYECKOMY TEPCOHATY MOIKIIOYATHCA K
BallleMy KOMIIBIOTEDY.
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Jnst oGecriedeHns: BHICOKOM CTENeHH 0e30MacHOCTH B MPOLECCEe TEKYyIIeH paboThl PeKOMEHIYeTCs
HE PpErucTpUpOBaTHCS COTPYAHUKAM (Jake CcaMHM aJMMHUCTpaTopaM) C IIpaBaMu JOCTyna
agMUHUCTpaTopa. BMecTo 3TOoro mpu exenHeBHOW paboTe HaIO BOCIOIB30BAThCS YUETHOW 3aIMCBHIO C
HECKOJIbKO MEHBIIUMH CUCTEMHBIMHM HpPUBHIETUSAMH. PerucrtpupoBaTbCsi B pOIM aIMHHUCTpATOpa
CJICAYCT TOJIBKO B TCX ClIydasdax, Korjaa Tpe6yeTc;1 BBIIIOJIHATE UMCHHO AAMHWHUCTPATUBHBIC 3aJlaHUS.
[TonoGHBIN MOAXOJ MO3BOJIUT M30€XaTh HApyLIEHWH B CUCTEMHOW KOH(Urypauuu, UHOUIUPOBAHUA
OIEPALlMOHHON CHCTEMBI BUPYCOM, a TaKXE CO3JacCT 3ac/IOHbI JJIsi BHEAPEHUS «TPOSHCKUX KOHEH». B
Windows 2000 cBou exxetHeBHBIE 00513aHHOCTH MOYKHO BBIIIOJHATH B paMKax rpymmsl Power Users.

YnpasiieHue perucrpanueil ¥ NpoueccomM ayTeHTU(puKanuu.

Cy1iecTByeT Tp1 METOJja PErUCTpaLvu:

— METOJ UHTEPaKTUBHOU PETUCTPALIUY;

— MeToJ1 Oe30MacHOM perucTpanuy;

— METOJl aBTOMATUYECKOM perucTparmm.

MeTtoa MHTEpaKTUBHOW PETHCTpalMM 3aKJIoYaeTcss B TOM, 4To mocie 3arpy3ku OC mnosBisercs
9KpaH, Ha KOTOPOM MPHUBOJATCS MUMEHA IoJib3oBaTeseid. JlanHublii MeToa oOecreuynuBaeT MpoCcToi Crocoo
perucTpanuy B CETH, HO MO3BOJIIET MHOTUM IpOrpaMMaM MepexBaThbiBaTh BBOAUMBIEC APOJIH.

Metox 6e30macHON PErHCTpaLny 3aKIF0YAETCsS B TOM, YTO COTPYIHUKY TPeOyeTcsi BBECTH CBOE UM
U naposib. M3-3a TEXHMYECKMX OCOOCHHOCTEH IaHHBIM CIIOCOO HE MO3BOJSIET «TPOSHCKUM KOHSAM»
NEPCXBATBIBATD IMAPOJIHA.

MeTtoa aBTOMAaTHYECKOH perucTpanuu 3aKioyaeTcs B TOM, YTO KOT/Ia BKIIIOYAETCS KOMIIBIOTED,
WindOWS ABTOMATHUYCCKH BBOAUT 3aJaHHBIC IT0 YMO/TYaHHUIO UM ITOJIB30BATCIIA U MMAPOJIb.

2. [IpakTnyeckoe 3a1aHue

[Mepeszarpysure Windows XP.

B okHne npuBercTBus aBax bl Haxmute kinapuiu Ctrl + Alt + Delete.

Beenute cBoe uMS 1 apoJib.

OTkpoliTe naHeb yrpaBiIeHHUsL.

OTkpoliTe nanky Y4eTHbIe 3aNMCH MOJIb30BaTe/eH.

Bri6epute ccbuiky I3MeHeHne BXoJa MoJIb30BaTes el B CHCTEMY.

Caumure ¢naxok Ucnosib30BaTh CTPaAHUIYy IPUBETCTBHS.

Haxxmure knonky IlpuMenenue napamerpos.

[Mepesarpysure Windows XP.

10 Beenute cBoe uMs 1 mapoJib BXOZa B CUCTEMY.

11. BepHuTe UCXO/AHbBIE YCTAHOBKH.

12. Tlepesarpy3ute Windows XP.

13. I[IpoBepbTe BOCCTAHOBIICHHUS CIIOCO0A BXOJIAa B CUCTEMY.

14. Coznaiite yueTHyo 3anuch USErl ¢ BO3SMOXKHOCTSAMU aIMUHHCTPATOPA.

15. Ha3znaubTe eii maposib qWerty.

16. C nomompto komManasl BeimosanuTs 3anycrure IlaHens ynpasiieHHsl ¢ JONOJIHUTENBHOM omuueit
KoMmaHn 101 control userpasswords?2.

17. B oTKpbIBIIEMCS OKHE BBIICTUTE YYETHYIO 3aMCh USEr 1 HaxxMuTe KHONIKY CBolicTBA.

18. OtkpoiiTe 3aknaaky YsaeHCTBO B rpynmnax.

19. Bxiitounte napamerp OOBIYHBIH JOCTYHN, YTO TNPHUPABHSAET YUYETHYIO 3amUCh USEI K OIBITHBIM
MOJIb30BATEISIM.

20. [IpumeHuTe crenaHHble U3MEHEHUS.

21. BepHHTECH B UCXOTHOE OKHO.

22. BoibepuTe 3aKia/iKy JIOMOJTHUTENBHO.

23. B napametpe Be3omacHblii BXxoa B cucremy Biimounte omnimio TpedoBath Haxatue Ctrl + Alt +
Delete. OTum BBl yMEHBIINTE BEPOSTHOCTH OA0OPA MApOJIst K CHCTEME.

24. TlpumeHuTe caeaHHbIe H3MEHEHUS.

25. Tlepe3arpy3ute KOMIbIOTED.

26. Co3maiiTe y4eTHYIO 3anich USEr2 ¢ BO3MOKHOCTSAMH aIMUHHCTPATOPA.

27. Ha3naubte eii maposnp asdfgh.

28. C momomipo kKoMaH bl BeinmosHuTh 3anyctute IlaHenb ynmpaBJjieHUsI ¢ JOTOJHUTEIHHOW OMITUEH

©OoNDUAWN
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KoMman10i control userpasswords?2.

29. B OTKpBIBIIIEMCS] OKHE BBIJICIUTE YICTHYIO 3aMich USEr u HaxxMuTe KHONKy CBoMCTBA.
30. Baecute oty 3anmuch B rpyniny Oneparopsl apxuBa. J[s 3Toro:

31. C nmomomipto koMaH1bl BbImogHuTh 3amyctute IlaHesb ynpaBJjieHHs C JOTIOJHUTEIBLHON OIIUeH
KoMmano control userpasswords?2.

32. B oTKpbIBIIEMCSI OKHE BBIICTTUTE YUETHYIO 3allUCh USEr u HaxkmuTe KHONKY CBolcTBA.
33. Otkpoiite 3akianky YJIeHCTBO B rpynmax.

34. BxmounTe onmuto Jlpyroii u u3 crimcka Beidepute rpynny OnepaTopbl apXusBa.

35. Ilepe3arpy3ure KOMITBIOTED.

36. Boiinure B cucteMy 1oji CBOUM HMEHEM.

37. Y nanute y4eTHYIO 3anmuch userl.

38. Ynanute ydeTHyro 3anuch USer2.

3aganue Ne 2.
AaMuHucTpUpoBaHue (aiijioB U NANOK

Lean padoTbI:
— H3Y4YUTh OCHOBHBIE BO3MOKHOCTH aJMUHHUCTpUpoBanus (aiiinoB u nanok Windows XP;
— M3YYUThb OCHOBHBIE MOJIOKEHUS TPYNIIOBOU MOJTUTHKY;
— TMOJIYYHUTb HaBBIKK aAMHUHUCTpUpoBaHus Windows XP.

PesyabTaTt 00yuenust. Ilociie 00ydeHus: CTYACHT JT0JIKEH:
— 3HAaTh OCHOBHBIE BO3MOXXHOCTH aJJMHUHUCTpUpOoBaHus (aiiinoB u manok B Windows XP;
— yMeThb paboTaTh C YIETHBIMHU 3aITUCSIMU;
— yMeTh BBINOJHATH agMuHUCTpupoBanue Windows XP.

Ilnan 3anaTus:
1. U3yyeHue TeopeTHUECKUX BOIPOCOB TEMBI;
2. BrinonHeHHe TPaKTHUECKOTO 3aJaHMUS;
3. BrmmonHenne oTyeTa.

1. OcHOBHBIE 110/10:KEHH S

3amuTa y4eTHBIX 3aNHCeil.

Jlns 3amuThl HHGOpMaIu oT 3a0yMbliieHHHKOB B Windows XP ucnonb3yercst yrumuta Syskey.
OTa yTWINTaA, UCIOJb3ys HECKOJBKO YPOBHEM KOAMPOBAaHMS, 3AINMINAeT HH(OPMALMIO YYETHOH
3amucH, coxpansemyro B 0aze maHHbix SAM. (TO ecTh mapoiM y4eTHBIX 3alMCel KOTUPYETCS C
INOMOIIBIO  KJTI0Ya IIU(QPOBaHMSA, MPEAHA3HAYEHHOT0 MMEHHO [UId YYEeTHOM 3alucH  KaXao0ro
noJsib3oBarens. B cBoro ouepenp, ko4 mMHUGPOBaHUS KOAUPYETCS C MOMOIIBI0 OCHOBHOIO 3alIUTHOIO
KJII0Ya, a MOCIeAHUIN K04 MHUdpyeTcs ¢ MOMOILBIO Kitoya 3armycka). OTKIIOUUTh MH(ppoBaHKUE Taposeit
YYETHBIX 3allACEN B CHCTEME HEBO3MOXKHO, T.€. IaHHAs 3al1UTa BKJIFOUEHA BCET/a.

[To yMonm4aHUIO KIIIOY 3allycKa CIy4ailHBIM 00pa3oM TIe€HepUpYeTCs KOMIBIOTEPOM. DTOT KIOY
XPaHUTCS Ha JIOKAIbHOM KoMmIbioTepe. OOBIYHO MMEHHO TaKOM MOAXO0/ MO3BOJIAET YCIEUIHO 3alUIIATh
NapoJibHYI0 HH(pOpPMAIMI0 B CHCTEMHOM peecTpe. PexoMmeHayeTcs NepHOAMYECKH H3MEHATh KI0Y
mudpoBaHus. i 5TOTO IpoIeaiTe cleayroiee:

1. BpiOepute nyHkTHl MeHIO ITyck — BBINOJTHUTS.

2. Bseaute xomanny syskey u maxmute OK.

3. B nosBuBIIEMCS OKHE HAKMUTE KHONIKY OOHOBHTH.

4. Janee naxxmute OK. B pe3ynbpTaTe Bbl 0OHOBWIN KJTFOY 0a3bl JAHHBIX YUETHBIX 3aIlucei.

Hcnonp30BaHue rpynnoBoil MOJIUTHKH.

AJMUHHUCTpATOPY, 7S ONpeieTeHUs] HACTPOEK 0e30MacHOCTH Ha JIOKaTbHOM KOMIBIOTEPE, MOMXKHO
BOCIIOJIb30BaThCsl CIEUUABbHO TpenHa3HaYeHHbIM HHCTpyMeHToM Group Policy. Bnaromapst stomy
MO>XHO KOHTpOJUpoBaTh Oosiee 450 acreKTOB MOBEICHUs ONMEPAIIMOHHONW CHUCTEMBI, aBTOMaTH3UPOBATH
COOBITHS, TIPOUCXOSIIME B MOMEHT 3allycKa M TpPEeKpameHus paboThl, a TaKKe IMPH PErucTpaluu
II0JIb30BATEIEH U B MOMEHT 3aBEPLICHHS PETUCTPALIMH.
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Jlns otkpeiTHs KoHCoau Group Policy BeimonHuTE crieayroriee:

1. Bribepure myHkThl MeHIO Ilyck — BBINOJIHUTD.

2. Beemute komanny gpedit.msc u maxxmure OK.

ITyuktel B karteropun Komdurypamus kommbiorepa (Computer Configuration) coxepar Ha-
CTPOMKH, PETYIUPYIOIIME JOCTYI [ OJIb30BATENIEH U TPYIIIL.

BrinonnuTe cneayronme 1eHCTBUsA:

1. Haiigure pasgen Ilosmruxa maposeii (Password Policy) B kareropum Kouduryparus
KOMIIBIOTEpA.

2. YCTaHOBUTE CIEIYIOUINE TapaMeTPhI:

— MakcumanbHblid Cpok aecTBUs naposieid — 100 qHei.

— MuHuManbHas JJMHa naposei — 3 cuMBoJIA.

— XpaHUTH B NIaMSATU TPH MOCJETHUX MAPOJIsi, 11 HEIOBTOPSIEMOCTH HapoJIeH.

Haiinure paznen HazHauenue npas 1oJ1b30BaTENCH.

4. VYcTaHOBUTE CIEAYIOLIUE MapaMeTphl:

— JlocTym K KOMIIBIOTEPY U3 CETH — TOJIBKO aAMMHUCTPATOPHI U M10JIb30BATEIH.

— 3aBepreHue paboOTHI CHCTEMBI — BCE.

— H3MeHeHue CUCTEMHOI0 BPEMEHH - TOJIBKO aIMUHUCTPATOPHI.

Haiinure pa3nen [Tapametps Oe30macHOCTH.

6. VYcraHoBuUTE CIEAYIOUIUE MTapaMETPHhI:

— MHTepakTUBHBINA BXOJ B CHUCTEMY: TEKCT COOOIIEHMs IJs IoJib3oBarene — «BHuManue!
3a paboToii B CeTH BeAETCS HAOIIOIEHUE CO CTOPOHBI aIMHUHUCTPATOPAY.

— VYcrpoiictBa: paspemeHo ¢GopMaTHpOBaTh M M3BJICKaTh CbEMHbIE HOCUTENH —
AJIMUHUCTPATOPHI U ONBITHBIE TTOJIE30BATEH.

[Iepesarpy3ure KOMIBIOTED.

Boiigute B cuctemy moa uMmeHeM ['ocThb (eciii 3TOM y4yeTHOMU 3alucu HET, TO co3aaiiTe ee).

[TonbITaliTech U3MEHUTH BpEMsl HA KOMIIbIOTEPE.

10 B ciyuae Heynauu nepesarpy3ure CUCTEMY U BOMIUTE O], CBOUM HUMEHEM.

11. BepHuTe Bce UCXOIHBIE TTAPAMETPHI.

AAMHMHHCTPHpPOBaHHUe (ailI0B M NANOK.

K uucny yauBepcanbHbix Bo3MmokHoctein Windows 2000/XP oTHocsTcs M Takue, KOTOpBIC
MO3BOJISIIOT KaK Ha YpPOBHE JIOKAJBHOIO KOMIIBIOTEpPA, TaK M IMPU HUCIOJIIB30BAHUM OOIIETOCTYIHBIX
CETEBBIX PECYpPCOB OIPaHUYMBATh JOCTYH K (hailiaMm U Mankam.

VYnpaBieHneM JI0CTYNOM K MarkaM MOXHO OCYIIECTBISATh IByMs ClIoco0aMu:

1. yHOpaBisATh JIOCTYIOM, HCHOJB3YySl CTaHAapTHbIM pexum "OO0mmii mocryn" (B OKHe
"CpoiictBa" BbIOpaTh 3akianky "JlocTyn", a mOTOM B MOSBUBLIEMCS OKHE Ha)KaTh KHOIKY
"Pazpemenne"),

2. yHOpaBJATh JOCTYIOM, HCIIOJIB3YSl BO3MOKHOCTHU (aitnoBoii cucrembl NTFS.

Kaxp1it 13 METOI0B UMEET CBOU MPEUMYILIECTBA U HEJTOCTATKH.

[TepBblif BapuaHT ym100€H Te€M, YTO, UCHOJb3Ysl €ro, MOKHO OTPaHHUYUTH B CETH JOCTYN K IamkaM Ha
nuckax, otdopmarupoBaHHbIX Ton (aiinoByro cucremy FATI16 (FAT32). A x Hemocratkam 3TOro
croco0a OTHOCSTCS:

— JOCTyNn K IamKkaM IpoBepsieTcs TOJBKO JJIsi CETEBbIX II0JIb30BaTeie (T.e. JIOKaJbHBIE
M0JIb30BaTENH OyyT UMETh OJHBINA JOCTYII K MarKaMm);

— BCE pa3pelIeHus 3a/1at0TCs TOJIBKO /IS TTaNKU LeJTMKOM, a He /7S OT/AEIbHBIX (ailsios;

— TpeaocTaBisieTcss HeOONbIION Ha0Op MmapaMeTpoB JUIsl KOH(OUTYPUPOBaHUS (TOJBKO MOJHBIN
JOCTYT, U3MEHEHHE U YTEHUE).

Hcnoan3oBanue paspemennii NTFS.

JI1st KaKI0TO 00BEKTa, KOTOPBIM XPAHUTCSA B TOME, OT(OPMATUPOBAHHOM C TIOMOIILI0 (halIoBOM
cuctembl NTFS, Windows moiepxuBaet KOHTpOJIbHBIH crincok poctyma (access control list, ACL). Kax
cleyeT M3 Ha3BaHUA, 3TUM CIHCKOM OIpeNesseTcs] MepeyeHb MO0JIb30BaTelei, KOTOPhIM pa3pelieH
JOCTYIl K JJAHHOMY O0BeKTy (0ObIYHO MIET peub o (hailie WM mamke), a TaKkKe TeX MOJIb30BaTeleH,
JIOCTYyN KOTOpBIX UcKiItodaerca. WuauBuayanbHble mNyHKTBI B ACL  Ha3bIBalOTCS — 3amuUCsAMH,
KOHTpOJHpYronMe 1ocTyt (access control entries, ACE), u coaepar ClIeAyonyo HHPOPMAIHUIO:

— unentudukarop SID monp30BaTEIN WM TPYIIIIH;

w
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CIHCOK pa3peleHuid, GOpMUPYIOIIMX IMPaBO IOCTYIa, CO3JaBacMOe Ha OCHOBE OOJBIIOTrO
CIMCKa OCHOBHBIX U crienuanbHbIx paszpemennii — Full Control, Read u Write,

uH(popMmals 0 HacleqOBaHWUHU, KOTopas ompenenser, Oyaer au Windows HCIoyib30BaTh
pas3pelIeHus U3 pOAUTENILCKOM MAKH, U €CIIH OyJeT, TO KaKUM 00pa3om;

¢utar, yka3pIBalOLIHMi HA pa3pelieHHe/3ampeT JOCTyIa.

UCTIOJIB30BaHUSI BTOPOTO CIIOCO0A YIPABICHHS JOCTYIIOM K IIallkaM HYXHO OTKPBITH Yy

COOTBETCTBYIOLIETO OOBEKTa OKHO CBOMCTB M BHIOpaTh BKIaAKY "be3omacHocTs" (Security), Ha KOTOpOi
YCTAHOBUTH (MIaXKKH JUIsl HY’KHBIX ITapaMeTpOB J1OCTYIIA.
JlaHHBIH cIOCO0 UMEET CIEAYIONIUE MPEUMYIIECTBA!

JlocTyn K mankaM npoBepsieTcsi aOCOIIOTHO JUIsl BCEX M0JIb30BaTENeH.

[TpenocraBnsercss WMPOKU Habop napamMeTpoB A KOH(UIYpUpOBaHUS. 3alpeTUTh U
pa3pelIuTh MOXKHO CIEAYIOIIYI0 (YHKIHMU: CMEHA BIIaJieNblla, CMEHA U YTEHUE pa3pelIeHuH,
ylaJeHue, YTeHHE M M3MEHEHHE aTpuOyTOB, 3alUCh U J03AMUCHh JAHHBIX, YTCHUE JNAHHBIX,
0030p Nanok ¥ BIIOJHEHUE (aitiioB U T.1.

[l manok MOKHO yKa3blBaTh, KaK IPUMEHSIOTCS HACTPOMKH: TOJBKO BHYTPHU 3TOM IAIKH,
JUIsL TOYEPHUX Aok, /Ui (ailaoB U Tak gajee.

Ecnu nonb3oBarens sBsieTcs BiajenbleM ¢aiiyia, OH MOXKET pacrnopskKaTrbCs UM IO CBOEMY
YCMOTPEHHMIO, IPEAOCTABIISIA IPaBa AOCTYIA APYTUM II0JIb30BATEIISAM.

B kauectBe HemocTarka, OJHAKO, MOXXHO OTMETHUTh, YTO YIPABICHHUEM JOCTYIIOM CTAaHOBHUTCS
3HAUUTENBHO ClIOXHee. Bee pa3pelienuss HOCIT aJANTUBHBIN XapaKTep, TO €CTh, IIpaBa CKJIAJILIBAIOTCS U3
mpaB TPYIIb,, B KOTOPYIO BXOJWUT TOJIb30BaTeNlb, M IpaB, KOTOPHIMH HaJeNeH JUYHO OH. [Ipu sTom
HY)KHO TIOMHUTH, YTO 3alpelialolive TUPEKTHBBl BCEerJa HUMEIOT OOJbIIUNA NPUOPUTET, UYEM
paspelaronue, 1 UCIOoIb30BaTh UX HA/I0 C OCTOPOXKHOCTBIO. Tak, €ciu y Moib30BaTels €CTh, HAaPUMED,
MPaBO Ha YTEHHE HEKOTOPOro (haiiya, HO OH BXOJUT B TPYIIIY, KOTOPOH 3TO JIeNaTh 3aMpelieHo, TO OH He

CMOJKET YNTaTh (ai.

2. [IpakTHYecKkoe 3aJaHueE:

RBOOo~N>O~WNE

0.
1.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24.
25.
26.
217.

Coznaiite yuetnyto 3anuch Kimenr.

YcTraHOBUTE TUN YYETHOMW 3alIMCH — OTPAHUYEHHAasl.
[Taposb 115t BXOJ1a CO37aBaTh HE HAJO.

Ha nucke D co3naiite nmanky ¢ umenem Pabouasi manka.

Beinenute 3ty nanky u BeinosHute komanay Cepsuc — CBoiicTBa Nanku.

Otkpoiite 3aknaaxky Bug.
CHumure onuuo Menosib30BaTh NpocToi o0mmi A0CTyN K (aiijaam.
IIpumeHnTe chenaHHble N3MEHEHUS.

[lenkHMTE MpaBOi KHOMKOM MBIIIKYA Ha CO3JaHHOM manke 1 BeiOepute myHKT CBolcTBA.

OTtkpoiite 3aknaaky Oommii J0cTyn U 6€30MaCHOCTD.
Bxntounte onumio OTKpBITH 001IMIA J0CTYH K 3TOH NMaNKe.
YcTaHOBHTE TIPEIeIbHOE YHCIIO TTOJIb30BaTeeH — 2.

Haxxmure kHonky Paspemenus.

B otkpriBIIEMcs OkHE yaanuTe rpymnmny Bee.

Haxwmute xkHOnKy /I00aBHTH.

Haxxmure kHONIKY /{0NIOJTHUTEIBHO.

Haxxmure knonky Ilouck. IIpu 35TOM OTKpOIOTCS BCE yUETHBIE 3aIIMCH.
Haiinute ydetnyro 3anucek Kauenr n Haxxmute OK.

B ncxonnom okse eme pa3 Haxxmure OK.

Paspemnre yaetHo# 3anucu KiMeHT TOIBKO YTeHHe JaHHBIX.
IIpumeHuTe crenaHHble U3MEHEHUS.

Ilepesarpy3ute KOMOBIOTED.

Boiigute B cuctemy nox nmeHem Konenr.

[TompITaiiTeCh CO3/1aTh HOBYIO MANKYy BHYTPH paboyeit mamku.

B ciydae Heynauu nepesarpy3ure CUCTEMY U BOMIUTE 110J] CBOUM UMEHEM.

VY nanute pabodyro marnky.
VY nanute yuetHyto 3anuch KimneHr.
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28. Cozpnaiite nanky Ha nucke C U HacTpoiiTe K Hel AOCTYH TaK, YTOOBI TOCTOPOHHUM MOJIB30BATEIh MOT
WU3MEHSTh B Hel (Daitiibl, HO yIasiTh HE MOT.
29. Iokaxxute pe3yabTaT paboThl MPENOIaBATEIIIO.

3aoanue Ne 3.
AOmunucmpuposanue noiv3zosameeil cemu

Hean padoThi:
— H3YYUTh OCHOBHBIC BO3MOKHOCTH aJIMUHUCTPUPOBaHHUs mojb3oBateiei B Windows XP;
— HU3YYHUTb OCHOBHBIE MMOJOXKEHHS HA3HAUEHUS YUETHBIX 3aIIUCEH U aposieii;
— IOJYYHTh HaBbIKK agMuHuCcTprpoBanus Windows XP.

Pe3yabTat 00yuenus. [locie oOydeHus CTYASHT TODKEH:
— 3HaTh OCHOBHBIC BO3MOXKHOCTH aJIMUHHCTPUpPOBaHus moiib3oBareneii B Windows XP;
— yMeTb paboTaTh C YUETHBIMU 3alMCSIMU U IAPOJISIMH;
— yMeTh BBINOJIHATH aaMuHHCTpUupoBanue Windows XP.

Ilnan 3ansiTUs:
1. HM3ydeHue TeOpEeTUUECKUX BOIIPOCOB TEMBI;
2. BrpIinosiHEHUE MPAKTUYECKOTO 3a/IaHMUS;
3. Brmmonnenwne ordera.

1. MeToauku, npuMeHsieMble IPU padoTe ¢ y4eTHBIMH 3aNHCAMHI

Kak yxe rosopuioch, Ipu paboTe C CHCTEMON »KelaTelbHO PErucTpUpOBAThCA IOJA Y4YETHOU
3aMMChI0, KOTOpasi HE OTHOCUTCS K TpyHme agMHUHHCTPaTopoB. OJHAKO BO3ZHUKAIOT CHTYallUH, TPH
KOTOpPOH MHOTME NpOrpaMMbl HE YCTaHABIMBAIOTCS, €ciu paboTa B CUCTEME HJIET OT HMMEHHU
nonb3oBarens. Ecnu Bo3Hukaer Takas cutyauus, To Windows 2000 mpemocTaBisieT B 3TOM cCilydae
MEXaHU3M, KOTOPBIH IO3BOJISIET 3allyCKaTh INPWJIOKEHUS B JAPYrOM KOHTEKCTe O€30MacHOCTH, He
nepesarpyasi Ipd 3TOM CHCTEMY. JTa BO3MOXHOCTh oOecreuuBaercs Oyaromapsi aBTOMATHUECKH
3amyckaroleiicss B Hadane paboThl cucTeMbl ciayxbe Secondary Logon Service (3amyck om umenu).
UTo0ObI BOCIOIB30BATHCS 3TUM MEXAaHU3MOM, HY)KHO TO BBHITIOJTHUTH CIIEIYIOIIEe:

1. TIpaBoil KHONMKOM MBIIIM LIETKHYTh HAa MPOTrpaMMe YCTAaHOBKM HOBOTO TPUIJIOKEHUS M BBIOpAThH
komaHay 3amyck ot mmenu (Run As). B Bepcum Windows 2000 ¢ 1enbio oOecrieueHus JT0CTyma K
koMange Run As norpedyercs Haxath kiaBuiny Shift.

2. Yka3arp pa3pemieHue Ui aIMAHUCTPATHBHON yU4eTHON 3aIHCH.

Ecnu mocne ycTaHOBKM MPOrpaMMBbl M IIPH IOMBITKE €€ 3allycKa I0JIb30BaTesleM, He 00J1a1aloniM
aJIMAHUCTPATHBHBIMH TIOJHOMOYMSMH, OHA HE BBINOJHSACTCS, MOXET MOTPEeOOBATHCS BBHIOOP pEKUMaA
COBMECTHUMOCTH. JIJIsl 3TOr0 HEOOXOIMMO 3apETUCTPUPOBATHCS C aIMUHUCTPATUBHBIMU IIPaBaMU J0OCTYyMa
(uu BoCTIONB30BaThCsl KOMaH0i RUN AS) U BBITIOJIHUTD CIAEAYIOLIHNE [IaTru:

1. Ecnu nporpaMma BBIIOTHSIETCS C KOMIIAKT-AMCKA HIIM CETEBOTO JUCKa, OTKPOMTE MEHIO
kuonku Ilyck (Start) u BemonHute komanay Ilporpammbr - Cay:keoubie - Ilpo-
rpamma - Macrep coBmectumoctu (All Programs - Accessories - Program -
Compatibility Wizard).

2. Ecnu mporpaMma ycTaHOBJEHa Ha JIOKAJbHOM JXECTKOM JHCKE, IIEJKHHUTE MpPaBoif
KHOTIKOW MBIIIA Ha e¢ spiibike, BbiOepute omiuu CBoiictBa (Properties), a 3arem
nienkHuTe Ha BKiIagke CoBmectumocth (Compatibility).

IIpumeyanue:

Ecmn Windows 2000 ¢ Service Pack 2 wmu cepBrcHBIN nakeT 0ojee mo3IHel BEPCUH, TO TOCTYITHA
Biiaaka Compatibility, mamomunaromast ananorndnyro Bkiaaaky aiast Windows XP. Ecnu ykasats B
KOMaHJTHOW cTpoke regsvr32 %systemroot%\apppatch\slayerui.dll, moxHo moakmounTE Tpedyemoe
CBOMCTBO (DTy omeparuio CileIyeT BBIIOJHUTH €IUHOXIBI). B pesynprare mendyka mpaBod KHOMKOW
MBIIIIM Ha SIPJIBIKE IPOrpaMMbl U BeIOOpa omuu Properties (CoiicTBa) oToOpaxaeTcs JUajJoroBoe OKHO,
coaepaxkaiiee Bkiaaky Compatibuility.
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Ecmu Windows 2000 6e3 SR2 u BbI 3apaHee He ycTaHOBHIM yTuiuThl SUpport Tools u Application
Comepatibility, Bocmomas3yiitech kommakT-guckoMm Windows 2000 Professional, mepeiigure B mamky
\Support\Tools u 3amycture mnporpammy ycranoBku. /s 3amycka Ha BbimonHenue Application
Comepatibility orkpoiite mento kxonku Start (ITyck) u BeiOepute Komanay Programs > Windows 2000
Support Tools * Application Compatibility Tool (ITporpammsr > Cpencrsa nognepxku Windows 2000 >
COBMECTUMOCTh MPHUIIOKEHHI)(JIOO0 IPOCTO B KOMaHIHOM CTPOKE yKakute apcompat).

3. Ecnau BBIOOp pexuMa COBMECTUMOCTH HE NPHBOAUT K YCTPaHEHHIO HpoOiieM, BOC-
nosb3yiTech omnmuei Run As 1jis 3amycka nporpaMMbl Ha BBITIOJHEHHE.

MOHO TaKkKe HACTPOUTH SIPJIBIK MPOrPaMMbl TAKMM 00pa3oM, YTOOBI IIPU LICTYKE HA HEM OTO-
OpaskaJics 3ampoC Ha BBOJ IEPCUHs pa3pelleHud I UCIOIb3yeMOi YUeTHOH 3amucu; Oiaroaapst 3Toi
OIIIMM MOKHO 3alyCKaTh MPOrpaMMy OOBIYHBIM CIOCOOOM, a HE IMyTeM BbIOOpa B KOHTEKCTHOM MEHIO
o Run As. TTonb30BaTesibcKoe MMs U TapoJib BBOAUT caM oreparop. [Iponenaiite cnenyroriee:

1. C uenbto KOHQUTYPUPOBAHUS SIPJIbIKA MICIKHUTE HA HEM IPABOM KHOIKOW
MBI (3TOT MPHEM HPUMEHHUM HCKJIFOUUTEIBHO IO OTHOIICHUIO K SIPJBbIKAM JUIs
porpamMmm, HO HE JJISl UCTIOJIHAEMBIX (haiiIoB IPOrpaMm).

2. Boibepute onuuio CroiictBa (Properties), 3atemM BbiaeanuTe BKIAAKY SpJabIK
(Shortcut).

3. B cpene Windows XP mmenkuute Ha kHonke Jomoanureanno (Advanced).
3arem BbIOCpHUTE OMUMIO BhIMONHUTE ¢ ApyruM Habopom paspemenuin (Run With
Different Credentials).

4. B cpene Windows 2000 Ha Briaake SApJabik (Shortcut) ycranosure duraxok
Run With Different Credentials (BbimosHsITh ¢ ApyrdMu pa3perieHusIMuI ),

Ecnu n3nokeHHble TEXHUYECKHE TPUEMbI HE TTO3BOJISIIOT PEIIUTh MPOOJIEMy, TO TIPUACTCS padoTaTh
C MPOrpaMMOi OT UMEHH aIMHUHUCTPATOPA.

IIpakTH4Yeckoe 3a1aHue:

1. CospaiiTe OrpaHUYEHHYIO YYeTHYIO 3anuch CTYIeHT.

2. Boiinute B cucremy moj umeHeM CTyaeHT.

3. U3 manku Program Ha Server or uMeHM aJIMHHHMCTPaTopa (CBOeil ydeTHOW 3amucH, T.K. BbI
aIMUHUCTpaTOphbl) ycraHoBuTe iporpammy DHCP Turbo — ¢aiin dhept.exe
[Tocne ycraHOBKH Tiepe3arpy3uTe KOMIbIOTEp U BOMIUTE B cucTeMy o nuMeHeM CTy/eHT.
3amyctute nporpammy DHCP Turbo (daitn dhcptui.exe) ot umenn agMuHHCTpaTOpA.
VcranoBute mis ¢aiina dheptui.exe pexxum coBmectumoctu ¢ cuctemoit Windows 98.
Coznaiite Ha paboueM CTOJIE SIPIBIK IPOTPAMMBI.
Hacrpoiite sipiblk mporpaMMbl TaKMM 00pa3oM, 4TOOBI TPH IIETYKEe Ha HEM OTOOpakaics
3ampoc Ha BBOJI MIEPEYHS pa3pelICHU
9. TlokaxuTe pe3ynbTar NPernoaaBaTelIro.
10. Y nanmure nporpammy DHCP Turbo.

N GRA

2. HazHayeHue napoJisi AJis1 10J1b30BATEIbCKON YUeTHOM 3aNIMCH

OpauH U3 BaXXHBIX ITAMOB KOH(DUTYPHUPOBAHUS MOJIb30BATEIBCKUX YUETHBIX 3aITUCEH 3aKIII0YaeTCs B
Ha3HAYCHUH JIJIS1 KOKO0W U3 HUX PErHUCTPAIIMOHHOTO TapoJis.

IIpumeyanue:

IMpu pabore B Windows XP uu B KoeM ciyyae He yaansite (M3MEHSHTE) Mapojb APYroro
noJib3oBarens. VICKIIoueHne COCTaBIsII0T MOMEHTBI, KOT/Ia MapoJib OBLI 3a0BIT U HE CYIIECTBYET APYTrOTro
METO/Ia JIOCTYIa K y4eTHOW 3amucHu. Eciu Bce ke mpojaenaTs 3Ty Onepaluio, TO MO0JIb30BaTeNlb yTepseT
CBOM TIEPCOHAJIbHBIC CePTU(UKATHI U TIAPOJIH, TIPEIHA3HAUCHHBIC I 00ECTICUeHHs JOCTyma K Web-y3nam
u cereBbiM pecypcam! Ilpu OTCYyTCTBHUM TEpCOHATBHBIX CEePTU(HUKATOB OJOKUPYETCS JOCTYH K
3amu(poBaHHBIM (DaiiamM MoNb30BaTeNe, a TaKkkKe K DJIEKTPOHHBIM COOOIICHHSIM, 3aKOAUPOBAHHBIM C
MTOMOUIBIO YaCTHBIX MOJIb30BATEIbCKUAX KIIFOYEH !

B ciydae n3aMeHeHus MoIb30BaTENBCKOTO MApOJisi HEBO3MOXKHO MOTYYUTh JOCTYI K cepTU(hUKATAM
¥ 3aKOJMPOBAaHHOW HH(OpMANMM TYTEeM BO3BpaTa K CTapbIM MapojsiM M C TIOMOIIBIO CPEACTBA
Passwords Reset Disk!

PaccmoTpuM Tpu cnocoda n3MeHeHHs apoJiei.
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1. Yrumura Users And Passwords obOecnieunBaeT yCTaHOBKY MapoJieil sl BCEX JIOKaJTbHBIX
YUYETHBIX 3aIlncei, 3a NCKIIIoUeHneM TeKymier 3anuc. (C 1ebi0 N3MEHEHHS TT0JIb30BaTeIECKOTO MapoJIst
HaxkmuTe KoMmOuHarmio kinasuin Ctrl + Alt + Delete, 3arem mienkaure nHa knornke Change Password
(M3menutsh mapoan).) Ha Briranke Users (ITomb3oBaTenn) BBIOEpUTE UMS MOJIB30BATENIS, 3aTEM IIEITKHUTE
Ha kHonke Set Password (Ycranosuts maposb) (Windows 2000) uwiu Reset Password (ITepeycrtaHOBUTH
napoiis) (Windows XP).

2. Ilpu pabote ¢ yrmimroir Local Users And Groups Ha3HaueHHE Mapojiei MPOM3BOIUTCS ITyTeM
mie’uka Ha myHkre USErs B jiepeBe KOHCOJIM, 3aTeM INEYKa IMPaBOW KHOIKOW MBIIIM Ha MMEHHU
M0JIB30BATEJIsl C TIOCIIEAYIONMM BhIOOpoM omuu Set Password.

3. Ilpu pabote ¢ yrummror User AccountS HazHaueHHE Mapois MPOM3BOMUTCS MyTEM IIETYKa Ha
UMCHH y4eTHOM 3anucu U Ha cceiike Create A Password (Co3mats maposib). @opMupoBaHUE MOACKA3KH
JUIS TIApOJIsi — WUCKIIFOUUTENbHAs MpeporaTuBa UMEHHO 3TOH yTHIUTHL. (OTOOpa)keHHEe TOJCKa3Kh Ha
9KpaHe MPOMCXOAMUT MOCJE HIeTYKa Ha MUKTOrpaMMe CO 3HAKOM BOIIPOCA WJIM B pe3ysbTare IIeTyka Ha
UMCEHH TI0JIh30BAaTeIsl, 0TOOPAKEHHOM Ha IKPaHEe PETUCTPAIUH. )

IIpakTuyeckoe 3a1aHue:

1. Jlast yaetHo# 3anucu CTYIeHT BBIOJHUTE Ha3HAYCHHUE TApOJICH TpeMst pa3HbIMHU CITOCOOAMHU.
2. Ynamute yueTHYIO 3aniuch CTy/IeHT.

3. O0ecneyenne 0€30MACHOCTH YUETHOM 3alIUCH A IMUHUCTPATOpPA

(mpakTUYECKOE OCBOEHME 3TOTO pa3/ielia BhIIOIHUTE JOMA)

VY4yerHas 3anmuch aAMHHHUCTpATOpa SBJSETCS IeNIbl0 pa3MyHOro poxaa arak. llostomy s
obecrnieueHns 0€30TTaCHOCTH JIAaHHOW YYETHOM 3alicH HEOOX0IMMO H3MEHUTh €€ uMs. J{ist aToro:

1. Ortkpoiite okno yruautel Users And Passwords. (Eciu Beimonusiercs Windows XP u koMIbroTep He
BKJIFOUCH B COCTaB JIOMEHA, B KOMaH/IHOW CTPOKE BBEUTE KOMaH Iy control userpasswords2).

2. Ha Bkiamke USers nBax /sl IEIKHUTE HAa y4eTHOU 3amucd Aamuuucrparop (Administrator).

3. B nosne Ums moJan3oBaressi (User Name) BBeuTe HOBOE UMSI ISl YUETHOM 3aMCH aIMUHHCTPATOPA.

ITpumeuanue.

[Tocne 3aBeprieHus] IEpEMMEHOBAHMS YYETHOW 3allUCH aJMHHHCTPATOpPa MOXKHO CO3JaTh HOBYIO
yUeTHYIO 3amuch, HaszpiBaeMyto AnmuHuctparop (Administrator). IlomectuTe BHOBB CO3JaHHYIO
YUYETHYIO 3aIuch B rpymiry 6e3onacHoctr ['octi (GUESES) 1 3auTUTE €€ ¢ IMOMOIIBIO CIIOKHOTO MapOIIs.
Ota ydeTHas 3aluch BBINOJHSIET ABEe (YHKIMHU: MIYCKAaeT BO3MOXHBIX BpeluTelNell 1Mo JOXKHOMY CIIeAy U
o0JierdaeT omnpeeseHne TOMBITOK B3JI0OMa CHCTEMBI.

Ecnu BBl pacrionaraere ajabTepHAaTHMBHON YYeTHOM 3amuchio (TO €CThb WHOW IOJIb30BATENIbCKOM
YYeTHOW 3alUChi0, KOTOpas BXOAMT B rpymmy Administrators), Mokere OTKJIIOYHTh BCTPOCHHYIO
YYETHYIO 3alUCh aJMMHUCTpaTOpa, Ojarojgaps 4eMmy IpeloTBpAIlaeTCsl BO3MOXKHOCTb PETHCTPaLUU
MIOCTOPOHHUX TOJIb30BATENICH.

B Windows 2000 HeBO3MOXHO OTKJIIOYHTh BCTPOCHHBIC YYETHBIC 3aIlFICH, HO MOXXHO Ha3HAyaTh
TaKMe TIpaBa JOCTyla TIOJb30BaTeNeld, Ojaromaps KOTOPBIM MPEJOTBpAIAeTCS BO3MOXKHOCTH
perucTpaiu A JaHHOW ydeTHOW 3ammcu. 3amyctute koHconb Local Security Settings (JlokanbHbie
HACTpPOWKH 0e30MacHOCTH) (IIPOCTO B KOMAHIHOW CTPOKE yKakuTe SECPOl.MSC), 3aTeM OTKpOWTE OKHO
Security Settings\Local Policies\ User Rights Assignment (Hacrtpoiiku Oe3onacHoctu\JlokaabHbie
nonutukn\HazHaueHne mpaB jgocTyna moib3oBareneit). Haxomsch B maHenmw moJApoOHOCTEH, JABa)IIbl
HmIeNKHUTE Ha TpaBe qoctyma Deny Logon Locally (3anperuts nokanbHyro perucrpanuio). lllenkaure Ha
kuonke Add ([o6aBuTs), BeiOepuTe ommuto Administrator, 3atem tienakuauTe Ha kHonkax Add u OK.

AHAJIOTUYHO MOXHO OTKJIIOUHUTH WM MEPEMMEHOBATh FOCTEBYI0 Y4eTHYIO 3amuch. Tak Kak 3TOT
TUI YY4ETHOW 3alKCH He MpearojaraeT MCIOJIb30BaHUS Mapojel, cleayer yOeauThcs B TOM, YTO OHa
HEJOCTYIIHA JUIS CIIy9alHBIX TOJIb30BATEIICH.

IIpumeyanue.

Ecrmu mpumeHsieTcsl MoMUTHKA OJIOKMPOBAHUS YUYETHBIX 3alMCed, TO JaXe B Cllydae OTKIIIOUCHHS
YYETHOM 3amiCH, YKa3bIBAETCSl KOJUYECTBO HEYJAUHBIX IMOIMBITOK IOJ00pa Mapois, IOCIE Yero
HPOUCXOMUT OJOKUPOBAHUE YYETHOH 3amucH. 3amycTuTe Ha BhimoigHenue yruiauty Local Users And
Groups, oTkpoiite rocteBylo yderHyro 3amuchk (Guest) u mpoBepbTe, BeIOpana nu omiust Account Is
Locked Out (Yuernas 3anuch 3a6mokupoBana). Eciii Bce 00CTOMT MMEHHO TaK, 3HAYHMT, KTO-TO IBITAJICS
3aperucTpUPOBATHCS B KAYECTBE TOCTH.
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3. Co3znanue oTuera

[Tocne BBINOJIHEHHWE MPAKTHYECKOTO 3aJaHUsl CTYIEHT JOJDKEH COCTaBUTh OTYET, B KOTOPOM
JTOJIKHBI OBITh OTPAKEHBI CIETYIOIINE MTOJI0KECHUS
1. Howmep u Ha3BaHME MPAKTUYECKON pabOTHI.

2. llenb u muiaH 3aHATUS.

3. DKpaHHBIE KOIMH BBIMOJIHEHUS MPAKTHYECKOTO 3aaHuUs.

4. OTBeThI Ha CIEIYIOIINE BOIPOCHL:

Kak nmoarsepxaercss MAEHTHYHOCTb Ha KoMibioTepe ¢ ycranoBieHHoit OC Windows 2000/ XP?

— 3aueM HY)KHbI YYETHBIE 3aIIUCH?

— UYro Takoe SID?

— Kakue BCTpOCHHBIC IOJIb30BATEIbCKUE YYETHBIC 3allUCH CO37aloTcst mociie ycraHoBku Windows
2000/XP? Yem oHM OTIIHYAIOTCS?

— Yro Takoe rpymnisl 6e30macHOCTH? 3a4eM OHH HY>KHBI?

— Kaxwue tunsl yuetHsix 3anuceii ects B Windows XP?

— Ilowemy g Ttekymel pabOTBI PEKOMEHIYEeTCS HE pPETUCTPUPOBATHCA C MpaBaMH JIOCTyMa
aaMuHuCTpaTopa?

— Kaxkue meTofpl perucTpalivy B CUICTEME BaM U3BECTHBI?

— Kakoil yTuiuToi 3aliuinarTcsl y4eTHbIE 3alIUCH Ha KOMITbIOTepe?

— Kaxoii daiin ucnons3yercs juis 3amycka koncosu Group Policy?

— Kakue crioco0p! ynpaBieHHs JOCTYIIOM K ManKaM BaM H3BeCTHBI? Kakue TOCTOMHCTBA M HEOCTATKH
UM npucymu?

— Yro takoe ACL? UYto B HEM XpaHUTCS?

— Kaxk BoI cunraere, ans aucka C MOXKHO ObLIIO YCTAaHOBUTH OTPaHUYEHUS HA paboTy ¢ mankaMu?

— Kaxoil uHCTpyMEHT Hcnonb3yeTces Ui onpeesieHus HacTpoek 6e3omacHoctu B Windows XP?

— UYro nenarb, eciu MporpaMMa He YCTaHABJIMBAETCS MPU MCIOIb30BAHHUH Balllell YUeTHOH 3armucu?

— Yro nenarp, eciu MporpaMMa He 3amycKaeTcs [pH UCIIOIb30BaHUM Balllell y4eTHOH 3anucu?

— UYto nenaTh, eciaM mporpamma HamucaHa st Oosee panneit Bepcun OC Windows u He paboTaeT B
Windows XP?

— Tlouemy Henb3st U3MEHSATH MAPOJIb APYroro mosb3oBarens B cucteme Windows XP?

— Kakas yrunura obecrieurnBaet popMupoBaHue MOACKA3KH [ TAPOIIs TIOIb30BaTENS?

— Kak obGecrieunts 6€30MacHOCTh YUE€THOM 3alIMCH aJIMUHUCTpATOpa’?

— Kakyro emie yueTHyo 3aIuch JKenaTesIbHO 00€301acuTh?

[Tocne cocraBieHHst OT4YeTa CTYIAEHT CAAET €ro Ipernojasarento W 3amuiaer. [locie ycrnemHon
3alIUTHl  OTYEeTa CTYJEHT IE€PEXOJUT K BBIMOJHEHUIO CIEyIoled mnpakThuueckoi pabotel. He
JIOTTYCKAeTCsl BBIIIOJHEHUE W OTYET CIEAYIoIUX Ja00opaTopHbIX paboT, 0e3 YCHEeIIHOM 3allluThl
npeabIayIel paboTsl.

Tema Ne 3: «kKAnMuUHHCTPHpPOBaHUe padovell CTAHIUI

Ilpakmuueckue 3anamus.
3aoanue Ne 1. Ynpaenenue npagamu oocmyna

eab padoThi:
— M3Y4YUTb OCHOBHBIE BO3MOXKHOCTH a/IMUHUCTPHPOBAHUS JIOKAIBHOM CETH;
— M3Y4YUTb OCHOBHBIE MOJIOKEHUS aIMUHUCTPUPOBAHUS CETEH;
— TOJy4YHTh HaBbIKH aaMuHHCcTpupoBanus Windows XP.

PesyabraTt 00yuenus. [locie 00ydueHUs CTYIEHT JTOJKEH:
— 3HATb OCHOBHBIE BO3MOXXHOCTH aJIMMHUCTPUPOBAHUS JIOKAJIbHOMN CETH;
— YMETb BBIIOJHATh aIMUHUCTPUPOBAHUE JIOKAIBHOM CETH;
— yYMETh BBIOJNHATH aAMUHHCTpUpoBanue cucrembl Windows XP.
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1. IIpaBa noctyna

B cucreme NTFS mns xaxmoro ¢aiina (M mamku) BeaeTcs CUCOK ympasieHus goctynom ACE
(Access control entry). AamuHUCTpaTOphl W BiIaAeiblbl Qaitna MoryT Mmoauduuupoats ACE,
MPEIOCTABIIsAA WM OTKa3bIBas B IIpaBax JOCTYIA JPYTUM I0JIb30BATEIISM.

Ecnu nosip3oBarens co3aaeT HOBYIO manky, To Windows npucBauBaet npasa gocryna Full Control
MOJIb30BATENI0, CO3JABIIEMY 3Ty NamnKy, BCTPOSHHOH rpyrnne AJAMMHHCTPATOPbI U YYETHON 3amlucH
System. ITonbp30Barenyu ¢ OrpaHMYCHHBIMU YUETHBIMU 3aIUCIMH UMEIOT nmostHoMouns Read & Execute.

[IpaBa noctyna K marnkam JeJsTcs Ha
— 0a3oBbIe
— pacuIMpeHHBIE.

K 6a30BbIM mpaBaM J0CTyNa OTHOCATCS CIEIYIOIINE:

1. TloaHBIH KOHTPOJIb — MO3BOJSET MIPOCMATPUBATH COJEPKUMOE MArKH, CO37aBaTh HOBBIC (ailyibl U
Nanky, yaansaTh (aiyibl U Manky, YUTaTh U OTKPHIBATh (aiiiibl, M3MEHATH MpaBa JocTyna K (ainam u
BHYTPEHHUM TarKam.
2. N3MeHeHHe — TO3BOJISIET YWTaTh, PEJAKTHPOBATH, CO3JAaBaTh M YAAIATH (ailyibl, HO HE IMO3BOJISET
U3MEHATH IpaBa JO0CTyNa K BHYTPEHHHUM Markam U danigam.
3. UreHue M BBINOJHEHHE — TTO3BOJISICT IPOCMATPHUBATH COJEPKUMOE (HAIOB U BBI3BIBATH MTPOTPAMMBbI
HAa BBINIOJIHEHHUE.
4. TIpocMOTp COAEP:KMMOI0 MANKH — AHAJOTHYHO MPEIBIAYIIMM IIpaBaM, HO 3TO IPaBO AOCTyHa
HACJIeIyeTCs BHYTPEHHUMHU MarKaMu, HO He (paiilaMu B 9TUX IMarkax.
5. UreHnue — TO3BOJISET NPOCMATPUBATH COACPKUMOE TMAmKH, aTpuOyThl (ailioB, obecreunBaeTt
BO3MOXXHOCTh UTEHUSI M1 CHHXPOHU3aLUU (aiioB.
6. 3anmuch — MO3BOJIIET CO3/aBaTh (hailyibl, 3alMCHIBATh JAaHHBIC, CUUTHIBATH 3HAYCHUS aTpUOYTOB M
IpaBa JOCTYyIa, a TAKXKE BBIMOJHIATh CHHXPOHHU3AIHIO (haiiioB.

Jl1st mpocMOTpa pacIMpeHHBIX MPaB JOCTYIa HEOOXOIUMO:
HlenkHyTh MpaBoOil KHOMKOM MBIIIKK Ha J1r000i nanke u BbIOpaTh komany CBoiicTBa.
B oTkpeiBIIEMCS OKHE BBHIOpATh 3aKiafky be3onacHocTs.
Bbienute HyKHOTO nosib30Batens (WM Tpymiy).
Haxatp kHONKY /{0NOJIHUTEIBHO.
B HOBOM OKHE Taxxe BBICIUThH HY>KHOTO MTOJIb30BaTENs (MM TPYITY).
Haxatpe kHONIKY U3MEHUTB.

IS N

2. HaciegoBanue npas gocrymna

Kpome mpaB octymna, ycTaHaBIMBAaEMbIX MOJIb30BATENEM WM MPOrpaMMOH, (ailiibl ¥ MaNKU MOTYT
HACJIEJ0BATh IIpaBa JOCTyNA OT POAUTEILCKHUX Manok. [Io ymoimdanuro, 3alaHHbIe IIpaBa AOCTYyNA AJIS
TEKYyILEeH Manku MnepefarTcsl co3JaBacéMbIM BHYTPEHHUM mankaM. [l mpocMoTpa (M3MEHEHHs) oMUl
HacJIeJIOBaHMsI HEOOXOIMMO BBIIIOJIHUTH T€ K€ IEUCTBUS, KOTOPBIE YKa3aHbI BBIIIE, T.€.:
HlenkHyTh MpaBoOil KHOMKOM MBIIIKK Ha Jr000i1 nanke u BbIOpaTh koman 1y CBoiicTBa.
B oTkpsiBIIEMCS OKHE BBIOpATh 3akianky besonacHocTs.
Bbiienuts HYKHOTO MOJIb30BaTENs (MU TPYIILY).
Haxatp kHONIKY /{0NOJIHUTEIBHO.
Bxmounts ninm oTknrounTh onuuio HacoaenoBarbh OT poauTeIbCKOro 00beKTa NMPUMEHHMMbIE K
A0YepHUM 00beKTaM pa3pelleHus, 100aB/IsAs UX K ABHO 32JJaHHBIM B TOM OKHe.

agrwpdE

3. IIpaBa mocryna npu konupoBauuu (nepemeieHuun) ¢paiios.

[Tpu xonmMpOBaHUM WM MEepeMelIeHUH (aiioB TPOUCXOJUT U3MEHEHUE MPaB JO0CTYNa, T.€. (Qailibl
MOJTy4aloT HOBbIE IIPaBa JAOCTYIA U MPEKHUHN MOJIb30BATEIh MOXKET YK€ HE MOJTYYUTh JOCTYM K (ailnam,
C KOTOPBIM paboTall mpexe.

Korna npoucxoaut xonupoBaHHe WIK NepemelieHre (ailioB (mamnok), BHOBb CO3AaHHBIA OOBEKT
MOJIyYaeT Mpasa JIOCTYIa TakK, CIOBHO OOBEKT CO37aeTcsi ¢ camoro Hauana. [Ipu atom:

1. Korga xommpyercs miaum mepemerniaercs (aiin (mamnka), BHOBb CO3JaHHBbIM OOBEKT IMOJIydaeT IpaBa
JIOCTYTIA TOH Manku, B KOTOPOH Terepb OyIeT pacroiaraThCesl.

2. Tlonp3oBaTenb, KOTOpBIA OCYILECTBISAET IEpEMELICHHE WIM KONUPOBaHME OOBEKTA, CTAaHOBUTCA
co3/1aTesieM U BJIaJIeNIbLIEM 3TOT0 0OBEKTa.
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C 3THUM H CBS3aHO BO3MOXKHOC U3MCHCHHE paB JOCTYyIIA.

4. Bragenbusl (paiiJIoB ¥ NANOK

[Ipy afMUHUCTPUPOBAHUHN BAXKHO M€ YYUTHIBATh CIACAYIOMUA MOMeHT. Kaxknpiit daitn miu marnka
B pasnmene NTFS mmeror Bnagenwiia. Baamenen ¢aiina (mamku) MMeeT TpaBoO MPEAOCTABIATh WIH
OTKa3bIBaTh B MpaBax JIOCTyNa K ¢ailiiaM Win namnkam JpyTruM MoJIb30BaTENsIM.

B kadecTtBe Biajenpla IOJIb30BaTeNb MOXKET 3a0JIOKMPOBATh JOCTYH BCEX OCTAJIbHBIX
MOJIb30BaTENeH, BKIIIOYas M WICHOB TPYMIbl AJAMHHUCTpPaTopbl. Takum o0pa3oMm, aocTyn K aiiiny
(marmke) MOKeT OBITh 3aKPBIT, JAKE €CIIU aJIMUHUCTPATOP YCTAHOBUII TIOJTHBINA JOCTYI K OOBEKTY.

5. IIpakTHYeckoe 3a1aHue
3ananue Nel. CoBmecTHas paboTa B CeTH.
1. JloroBopuTech C COCENOM O BBIIOJHEHUU AAHHOIO 3aJaHUS U Pa3[elINTECh HA NEPBBIA U BTOPOH
HOMED.
2. Tlepssrit Homep 3arpyxaet I1K o umenem 114,
3. Bropoii Homep 3arpyxaet 1K nog umenem IHA2.
4. Tlepssiii HoMep co3maer Ha aucke C manky WORK. u mpenocraBiser K Heil MONHBIA JTOCTYI s
coero kowteru (ITH2).
5. Bropoii HoMep B 3TO BpeMs CO3/1aeT 000 TEKCTOBBIN (aii.
6. Dror (aitn Bropoit Homep coxpansier B manke WORK cBoero cocena mox umenem Probal.doc u
3aKpBIBACT (aiir.
7. Tlocime 4ero BTOpPOH HOMEp OTKpBIBaeT co3gaHHbI (aiin Probal.doc m BHOCHT B HEro JroObIe
u3MeHenus. [locie yero n3MeHeHnst HEOOXOIMMO COXPAHHUTD U (Paiiil 3aKPHITh.
8. IlepBblit HOMEpP MEHSIET IIpaBa JAOCTYIA K IMaIlKe, a BTOPOil HOMEp CO3[aeT HOBBIA TEKCTOBBIN (aiii u
coxpamnset ero Ha [1K nepBoro Homepa mox umenem Proba2.doc.
9. aiin u3MEHSETCS U COXPAHIETCS.
10. /lanHbIC OEHCTBUS TOBTOPSIFOTCS JJII BCEX 0a30BBIX NpaB JocTymna (T.e. BCEro JOHKHO OBITH 6
daiinos).
3aganue Ne2. CmeHa BaajJe/ibleB 00beKTOB.
Cozpaiite yuetHyro 3anucs KiMeHT ¢ npaBaMu agMUHHCTpaATOpa.
Boiinure B cucremy nox nmenem Kouenr.
Cozpanre nanky Ha nucke C.
Hcnosnb3ys KOHTEKCTHOE MEHIO, BBI3OBUTE CBOMCTBA CO3JJaHHOW MaKH.
Ortkpotlite 3aknanky besomacHocTs.
YcranoBuTe MONHBIN JOCTYH K MAIKe TOABKO JyIst mojs3oBarenein ITA2.
Haxxmute kHONIKY /IONIOJTHMTEIBHO.
Otkpoiite 3aknanky Baagesenr.
B paznene Texkymmii Bjiagesen 3Toro 3J1€MEHTa Bbl YBUAUTE CBOIO YUETHYIO 3aIHCh.
10 Buusy B nosie U3menuTsh Biaajgenbua Ha Beioepute yueTHyto 3anuch [IA4 (1112, TT13).
11. Haxxmute kHONIKY IIpUMeHUTD.
12. [lepe3arpy3ute cucreMy u BoiauTe mox nMeHeM KiueHr.
13. TombITaliTech Tenepb OTKPBITH CO3/JAHHYIO BAMU TAIKYy.
14. Ecnu mocTyma HeT, TO MOKKUTE Pe3yIbTaT paboThI MPEMOIaBaTEeIo.
15. BocctanoBHTE IOCTYI K CBOEH Mamke.
16. Y nanure 3Ty namnky.
3aganue Ne3. PaGora ¢ ceTeBbIMHU AUCKAMM.
1. B cereBoM OKpYXEHHH OTKPOWTE CIHMCOK JOCTYIHBIX PECYPCOB JIOOOT0 KOMITbIOTEpA B Kilacce.
2. lllenxHute mpaBoi KHOMKOM MbIIK Ha pecypce Pucynkm u BbiOepute xomanay Iloaxiaouutb
CeTeBOi IMCK.
Haxwmute OK (I'oToBo).
3akpoKTe BCE OKHA.
Ha Pabo4em cTose otkpoiite nanky Moi koMnboTep.
B oTkprIBIIEMCST OKHE BHIOEPHUTE MOIKIIOUYCHHBIN JUCK PHCYHKH.
OTkpoiite Ha 3TOM AuCKe 11000 (hailn u MPOCMOTPHTE €ro.

oSN~ E

No ok w

27



8. 3akpoiiTe mporpamMmy ¢ OTKPBITBIM (paiiaom.

9. CamocTosTeIbHO MOJIKIIIOUYNATE CeTeBOM AUCK — manky USer ¢ mo0oro KoMIproTepa B Kiacce.
10. Co3naiiTe Ha 3TOM JMCKE MANKy O] CBOUM UMEHEM.

11. OrkiaruuTh cereBor quck User.

12. OtxitrounTe ceTeBoi AUcK PHCYHKH.

13. Ormenute pocrym K namkam User, WinCom32, PUCYHKH Ha CBOEM KOMITBIOTEPE.

3aoanue Ne 2.
Oocnysxcusanue u KOHMPOAL HAO CUCHEMOUL

e padoThi:
— HM3Y4YUTh OCHOBHBIC BO3MOXKHOCTH 10 00cyxuBanuto cucrembl Windows XP;
— HU3YYUTb OCHOBHBIE ITOJIOKEHUS] KOHTPOJIS HaJl CUCTEMOM;
— MOJIyYHTh HaBbIKH aaMuHHCcTpupoBanus Windows XP.

PesyabraTt 00yuenus. [locne 00yueHus CTYIEHT JIOJKEH:
— 3HaTh OCHOBHBIC BO3MOKHOCTH 00cCyx)uBanus cucrembl Windows XP;
— yMETh BBINOJIHATH ONepaui KoHTposis Haj cucremort Windows XP;
— yMeTh BBINOJIHATH aAMUHKCTpUpoBanue cucremsl Windows XP.

Ilnan 3angaTus:
1. M3ydyeHue TeopeTUUECKHX BOIPOCOB TEMBI;
2. BrlnonHeHNe MPaKTUYECKOTO 3aJaHus;
3. BrImonHenue oTyeTa.

1. Jucneryep 3aaa4
JIJ1st KOHTPOJIA 32 TeKYIIEeW CUTyalle B CUCTEME MMEETCS HECKOJIBKO pa3InuHbIX cpeacTB. OMHUM

u3 HUX sABisercs Jucnerdep 3agad. UtoOsl nonro He uckath ¢aiin 3amycka /lucneruepa 3agad, IpocTo

Jutst BbI3oBa nporpammbl Haxkmute Ctrl + Alt + Delete (wu Ctrl + Shift + Esc). B pe3yabrare otkpoercs

CIeayrouee OKHO:

darin MNapameTpel Bra OkHa  Jaeepwenwe paboTel  Cnpaeka

MPHAOHEHMA | Mpoueccel | BeicTpodefcTeHe | CeTe | MonesoeaTenw

Japmaqa COCTOAHHE

*TlaHenE yNpasneHa PafioTaeT

@CBTBBDB SAMMHMETEHPOEAHHE - RekUke, doc - .., PafoTaeT
[ MpaKTHYECkHE 3a4aHHE PaboTaeT
¥ CeeaeHA o cHoTeme PafoTaeT
@J‘Iaﬁ. paboTa M210 (obcnywHBaHHe cHeTemel)....  PafioTaeT
< >

[CHﬂTb ;a,a,auy] ’I'Ig:encmoumbc:ﬂ ] ’ﬂosaﬂ 33,0843, ..

II'IpoueccoB: 27 Sarpyska LM 0% Brl4eneHHe namATH: 13059ZKE [ €

HCHOJ’ILBY&I I[I/Icnequpa 3a4aa4, BBIIIOJHUTEC CIICAYIOUINC JIENCTBUSA:

1. Buinummure B OTYET TEKYIIME 3a/1a4U, BbINOJIHAEMbIE Ha BamieM [1K.

2. BpinuuiudTe B OTYET MPOIECCHI, 3aHUMAIOIINE CaMbIil OONBIION 00BeM maMATH (YKaKHUTE
KaKom).

3. BoinumuTe B oT4eT 00BbEM (haiiia mogKauK.

28



4. BbinummTe B OTYET, CKOJIBKO OalT OTIPABICHO MO CETH.

5. BoInuuuTe B OTYET, CKOJBKO OAWT MOJIYIEHO 10 CETH.

6. 3anycture npunoxenus Kaaskyasarop, Bioknor, Paint.

7. CBepHHUTE BCE AT MPUIIOKEHHUS.

8. Hcnonw3ys [lucnerdepa 3aaad, nepekiountech B Paint.

9. Hcnons3ys Jucneruepa 3amay, 3akpoire mpuiiokeHus (cHuMHTE 3anaun) KajabkyasTop u
baokHor.

10. 3anycTuTe KOHCOJIb, Hconb3ys Jucneruepa 3amad. s storo Haxmure kHonky Hosasi
3a/1a4a 1 B OTKPBIBILIEMCSI OKHE BBeUTE KoMaHty cmd, mocie uero Haxxmure OK.

11. 3akponTe KOHCOJIb, UCTIONB3Ys [{ucneTdepa 3a1ay.

12. 3anycrture npunoxenus Kaaskyasrop, Bioknor, Paint.

13. Otkpoiite B [lucneruepe nporpamm 3akiaaky Ipoueccsl.

14. Haiinure nporecchl, COOTBETCTBYIOIIME puiiokeHusmM Kanbkynsatop, bioknot, Paint.

15. 3aBepnTe MpoIECCHl, COOTBETCTBYOLIME npriiokeHusM Kanbkynstop, bioknot, Paint.

2. [Ipou3BOANTEIBHOCTH M 00CIy’;KMBAHHE
Jnist BeIOOpa yKa3aHHOTO pa3zesia afMHUHHCTPUPOBAHUS CHCTEMbl HEOOXOAUMO OTKPHITh B ITAHEIH
ynpasieHus nanky IlpomsBoaureabHOCTH M 00cay:kuBaHHMe. Eciay Bbl HE YBUIUTE 3TOM MNAIKH, TO
HEOO0XO0UMO MEPEKIIOUNUTHCSA K BHAY M0 KATEerOpHsM.
B 3T0l1 manke copepkKarbCsi IPOrpaMMBl 110 ONEPATUBHOMY KOHTPOJIIO 3a cuctemMon. M3yuure ux
paboTy 1o OTAEIBHOCTH.
JU1 5TOrO BBIOJHUTE CIEAYIOUIUE IEHCTBUA:
Otkpolite nanky AJMUHUCTPUPOBAHHUE.
OrtkpoliTe nanky YIpaBjIeHHE KOMIIBIOTEPOM.
Bri6epute paznen JledparmeHraius aucka.
IIpoBenure ananus nuckos C u D.
BeimummTe B 0T4ET KOJIMYECTBO (hparMEeHTUPOBAHHBIX (DAiIIOB M MPOIIEHTHOE UX OTHOILICHHE.
Ecnu aHanu3 nokaspiBaet, yTo TpedyeTcs JeparMeHTanys, To IpoBeInuTe ee.
[IpocMoTpuTE CAMOCTOATENBHO APYTHE pa3zeiibl B Manke YpaBlIeHUe KOMIBIOTEPOM.
Ortkpoiite nanky IIpocMoTp coOBITHIA.
[IpocMoTpuTe, Kakue ocoOble COOBITHUS, Kacaroluecs MPUI0KEHUH, TPOU3OILIN 32 MOCIEIHUMN JeHb.
BoimummTe B 0TYET 3TH COOBITHS.

©OoNOA~ N R

IlonsiTne cucTeMHBIX cayx0 (Services).

CucremHble ciay:k0bl IpeIHAa3HAYEHbl JJI TOro, YTOOBI Apyrue mporpamMmbl U 00OpyAOBaHUE
paboTanu KOpPpPEKTHO, W 3arpyxarorcs 00 Ha cTapTe CHCTEeMBbl, JHOO IMpH OOpallleHUuH JPYTrux
nporpaMM K ux ¢yHkiusMm. Ognako Windows He 3HaeT, Kakve NMporpaMMbl U Kakoe 00OpyJO0BaHUE BbI
UCTIOJIb3YyeTe MOCTOSTHHO, a YTO BaM HE MOHA100UTCs HU MPH KakuX yciaoBHsX. [loaTomy B mamMsiTH MOTyT
OKa3aTbCsl a0COJIIOTHO HEHY)KHBIE CIIYXObI, YTO KpailHE HEraTUBHO CKAXKETCS Ha MPOM3BOAMTEIHLHOCTU
CUCTEMBI B LIEJIOM.

[TorToMy HEOOXOIUMO TIPU HACTPOMKE CUCTEMBI BBITIOJIHUTh WMHBEHTAPU3AIMIO CIIUCKA W3 TTouTh 80
CIIy’k0, 4TOOBI MAaKCHUMaJbHO Pas3rpy3dTh U MPOLIECCOp, U ONEpaTUBHYIO MamsATh. B komonke "Startup
Type" cucka ciy»k0 oTpa)keH TEKYIIHI Coco0 MX 3arpy3KH - UMEHHO €r0 HaJl0 H3MECHHTD.

[TocmoTpuTe Ha KOJIOHKY "Status" - 3amyIieHHble CIIy>KObl OyIyT CONPOBOKIATbCS KOMMEHTapUEM
"Started", u Takux W3HaYaNbHO HeMaso. Bamna 3amaya, kKak aTIMUHUCTpPATOpPa, COKPATUTh UX yucio. [Ipu
YCTAHOBKE pEeKMMa 3aITyCcKa CIIy»Obl B TUAIOTOBOM OKHE €€ CBOMCTB BO3MOXHBI TPH BapHaHTa:

— Asrtomatuuecku (Automatic) - ciyx6a crapryer Bo Bpems 3arpy3ku OC. DTo ciierka yBeIn4rBaeT
BpeMsl 3arpy3Ku, HO HEKOTOpbIE CITYX Obl 0053aTeIbHO JOKHBI MHUITHAIN3UPOBATHCS HETTOCPEICTBEHHO
Ha ctapte Windows.

— Bpyunyrw (Manual) - cinyx6a crapryer He mpu 3arpy3ke OC, a TOJIbKO B cliydae HEOOXOIUMOCTH.
Bpemsi 3arpy3ku cucteMbl IpU 3TOM HEMHOTO COKpallaeTrcs, HO BO BpeMs pabotrel B Windows
NEPUOIUYECKH BO3MOXKHA MOTEPSI MPOU3BOIUTEIBLHOCTH CUCTEMBI, TaK KaK Ha MHULUAIN3ALUIO CITYKOBI
HYXXHO HEKOTOPOE BpEMs.
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— Otkiaouena (Disabled) - cmyx6a He crapryer, nmaxe ecau Oyaer 3aTpeboBaHa KaKHM-TO
PUIIOKECHUEM.

MokHO CKaszaTh, 4TO ONTHUMaIbHBIM OyaeT pexkum Bpyunyw (Manual), npu xoTopom mrobas
ciry>k0a MOKET aBTOMAaTHYECKHU 3aIlyCTUTHCS MPU TIEPBOM OOpaIlleHUH K Hel (B pelKuX ciiydasx, MpaB/a,
crocod 3TOT HE MOAXOAUT, TaK KaK HEKOTOpble MporpamMmbl TpeOyrOT [Uisi CcBOel paboThl yke
3aMylIeHHYIO cIyk0y). B mpuHIumne, 10mycTuMo BooOIIe Uik BCEX CIYKO BBHICTaBUTH PeKUM BpyuHyro
- TOrJa 3arpy’K€HHbIM OKaXETCS TOJbKO TO, YTO HYKHO cucteme. Ho myumie Oyzaer mocie 3TOro
HepeBECTH OOPAaTHO B P&KUM ABTOMATHYECKH TE€ CIIY>KObI, KOTOPBIE OKA3aJIMCh 3aIlyLIEHBI Cpa3y Mmocie
BxoJ1a B Windows. JT0 MOBBICUTH CKOPOCTh 3arPy3KH CUCTEMBI.

W3yunte HACTPOIKY CHCTEMHBIX CIIY’KO Ha CIEAYIOMIEM IIpUMepe.
Otkpoiite nanky Ciayx0bl KOMIIOHEHTOB.
Ortxkpotite nanky Ciyx0bl1 (JIOKaJbHBIE).
BhinummTe B 0TYET HECKOIBKO CITYKO (M3BECTHBIX BaM), KOTOPbIE:
3aIlyCKarTCs aBTOMaTHUYECKU;
— 3aIlyCKarTCs BPYyUHYIO;
OTKJIFOUECHBI.
Haiigute B koHIIEe crivicka ciy:k0y OHOBasi HHTEJIEKTyaJIbHAasl CJIy:K0a nmepeaaym.
Hactpoiite ee Takum o0pa3om, 4TOObI OHa aBTOMATHYECKH 3amyckaiach npu 3amycke [1K.
[Tepeszarpysute [1IK u npoBeprTe pexum 3anycka DOHOBON MHTEIUIEKTYAIbHOU CITY>KOBI ITepe1ayn.
OTkIII0UMTE aBTOMATUUYECKHH 3amycK DOHOBOW MHTEIUICKTYAJIbHON CITYXKOBI Iepeaun.

Sl
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3. Hacrtpoiika cucreMbl

Vrunura Hacrpoiika cuctembl ucnosb3yercst aust ontiumuzanuu padoter Windows XP. [lns 3amycka
nporpammbl HacTpoiika cucremsl ucnonb3yercs ¢aitn msconfig.exe.

CaMOCTOSTENEHO U3YYHTE BO3MOXKHOCTH yTHiiuThl HacTpoiika cucTeMbl.

4. I[IpakTHYecKoe 3a1aHne

1. OtkimounTte cnyx0y becipoBoiHasi HacTpoiika.

2.OtkimrounTe cnyx0y Jlucnerdep oyepeau nevyaTu.

3. Otkmmounte cinyx0y IJanHupoBIIMK 3a1aHUIA.

4.Tlepesarpysute [1K, npoBepbTe pexuM 3amycka yKazaHHbBIX CITYkKO.

5. Co3panue oryera
[locre BBINOTHEHME NPAKTUYECKOTO 3aJaHMsl CTYAEHT JOJKEH COCTaBUTh OTYET, B KOTOPOM

JIOJKHBI OBITH OTPaXKEHBbI CIIEYIOLINE MOJTOKEHHS:

1. Homep u Ha3BaHue npakTUUECKOIl pabOTHI.

2. llenp u muiaH 3aHATHS.

3. OKpaHHBIE KOITUH BBIIOJIHEHHBIX 3aJaHU.

4. IlucpMeHHBIE OTBETHI HA CIEIYIOIINE BOIIPOCHL:
KoMy npenocraBisieTcs MOIHBIN TOCTYII K MAKe IPU €€ CO31aHUU?
— Yo BKITIOUAIOT B ce0st 0a30BBIC TTpaBa AocTymna’?
— Uro no3BoJiseT BRIMOMHATH MpaBo Joctyna «Coaepxanue nanku/Utenne qaHHBIX»?
— UYro no3BoiseT BRIMOMHATH MpaBo goctyna «Co3nanue namnok//{o3anuchk TaHHBIX»?
— Kak orpannunth 1octyn Kk cBoUM pecypcam (He AaTh yAanuTh (ailabl, He JaTh U3MEHUTH (Pailbl U
T.1.)?
— Kak monkmounuTs ceTeBoil JUCK K KoMibioTepy? UTo mpeacTasiseT coboil ceTeBoit Auck?
— Kakas ocobennocts umeercst B Windows 2000/XP mpu kormupoBaHuK WK TiepeMenicHnn ¢aiina?
— Ckonpko crmoco0OB MOKHO HCHONB30BaTh B Jlucmerdepe 3anad s 3aKpbITHS  3aBUCIIETO
HPUIIOKEHUSA?
- Kakwue tumnsl cooOuiennii ncnonp3yrores B yruinute [IpocMoTp coObITHi?
- Kakue omnepanym mo HacTpoMKe CHUCTEMBI MOYKHO BBIIIOJIHATH C INOMOLIbIO0 yTWiauTel HacTpoiika
CUCTEMBI?
— Brmmummure Bce mapametpsl 3arpy3ku uis ¢aiina boot.ini u ykakute, 4TO OHM 03HAYAIOT.
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- Kakoil ¢ Touku 3peHHs TPOU3BOIUTEILHOCTH CUCTEMBI PEXKHUM 3allyCKa CUCTEMHBIX CIYXO sBIseTCS
ONTUMAJIbHBIM?
- Kaxkue cucremuble ci1y0bl MOKHO 0€300JI€3HEHHO OTKIIIOYHUTH Ha BamieM yuyeonom [1K?

Tema Ne 4: KAIMUHHCTPHPOBaHHE KOMIIBIOTEPHOH ceTH»

Ilpakmuueckue 3anamus.
3aoanue Ne 1. AOmunucmpupoeanue 10KaabHOU cemu

Hean padoThi:
— H3YYUTbh OCHOBHBIEC BO3MOKHOCTH a]MUHUCTPUPOBAHUS JTOKAILHOM CETH;
— H3YYUTh OCHOBHBIE TIOJIOKEHUS aIMUHUCTPUPOBAHUS CETEH;
— TIOJIyYUTb HABBIKU aaMuHHCTpUpoBanus Windows.

PesyabraTt 00yuenus. [locne 00yueHUs CTYIEHT JTOJKEH:
— 3HATh OCHOBHBIC BO3MOXXHOCTH a]MHUHUCTPHUPOBAHMUS JIOKAJIbHOM CETH;
— YMCTbD BBIIIOJHATb A AMUHUCTPHUPOBAHUC JIOKaJIbHOM CC€TH,
— YMETb BBINOJHATH aJMUHUCTpUpOBaHKe cucteMbl Windows.

Ilnan 3ansTus:
1. HM3ydeHue TeOpeTU4ECKUX BOIIPOCOB TEMBI;
2. BrpIinosiHEHUE TPAKTUYECKOTO 3a/IaHUS;
3. Brmonmnenwne ordera.

1. CoBmecTHOe ncnoJib30BaHue ¢GailioB B ceTn

B Windows XP kaxnplii osbp30BaTeib, BXONMA B rpynny OnbITHbIEe noab3oBatean (Power
Users) wmun AamuHucrpartopbl (Administrators), moxer ykasaTh mHanky Uit OOLIEro JOCTyIA.
(ITomp3oBaTenu, oONamarONIe YYETHBIMU 3alUCSIMH C OTPAaHMYCHHSMH, HE MOTYT CO37aBaThb oOIe-
JOCTYITHBIX TATIOK).

[Tpu 5TOM clemyeT UCIONb30BaTh CIAEAYIOIINE aCTIEKTHI:

— Eciam mamka MCHoONb3yeTcsi COBMECTHO, BcCe cojepkaiiuecss B Hel (aliabl JOCTYMHBI A7
HOJb30BaTeNed  CeTH, MMEIIUX  COOTBETCTBYIOIIME  pa3peuieHus  (HEeBO3MOXKHO  cJenaTh
00IIETIOCTYTHBIMH TOJBKO OT/ENbHBIC (Paiiiibl U3 MOT00HOM MAIKH).

— Jlnst oOLIeOCTYITHOM MAKi HEBO3MOKHO MPUCBOUTH mapoib (kak B Windows 98). OqHako MOXHO
yKa3aTh PEKUM «TOJIBKO YTEHHE» WU «IIOJHBINA TOCTYID ISl OTJEIBHBIX MaIloK.

— Ecom  daiinel  00menocTynmHbeIX MmManok 3amuiieHsl ¢ npuMeHeHneM NTFS-paspemennii, 3tn
paspeuieHns OyAyT CIpaBeIIMBBI IO OTHOIIEHHUIO K KaXKIOMY ITOJIb30BATEII0, MOTYJYaomeMy JOCTYI K
daiinam B ceTH.

[Tpu coBMeCTHOM UCTIONB30BaHUM (PAKIIOB B CETH BO3PACTAECT BEPOSTHOCTh MX 3aPAyKEHHSI BUPYCOM.
OpnHuM U3 c1oco00B GOPHOBI ¢ ATUM SBJISIETCS BKIIOYEHHE OTOOPAKEHHs paclIMpeHHi Beex (hailoBbIX
UMEH IIpH 0011eM noctyne K (aiinaM. Tak HEKOTOpbIe BUPYCHI M MTPOTPaMMBI-TPOSIHBI HCIIOIB3YIOT TPIOK,
TIO3BOJISIIOIINE «TIpOOUTH Opelib» B 3alIMTe TONb30BaTenbckoi nHpopmarnuu B cpene Windows. Cytb
9TOTO TPIOKAa 3aKJII0YaeTcss B JTOOABICHWH BTOPOTO PACHIMPEHHS MMEHHW (Qaiiyla, KOTOpOE BBITIISIHUT
COBEpILEHHO OE30MacHBIM M Ha 3KpaH He BBIBOJIUTCA. B pe3ynbraTe MacKHpyeTcsl HCIIONHSAEMBIN (aii.
Hanpumep, ¢aiin Letter.doc.vbs otoOpasurcs B Bume Letter.doc. Menee moarotoBiieHHbIe Win Ooee
HEBHHMATEJIbHBIE I10JI30BAaTENIM MOTYT 3allyCTUTh OMAcHBIA (aill M 3apa3uTh CETEeBOM KOMIBIOTEP
BUPYCOM.

YroObI 3alIUTUTE CE0s1 OT 3TOTO SBJICHUS BHIMOJIHUTE CIIEIYIOIIee:

1. Ortkpoiite IpoBoguuk (Windows Explorer) u Beimonaute komanay Cepsuc — CBoiicTBa manku
(Tools - Folder Options)

2. Ha Bxmaake Bua (View) ormenute ycraHoBKy ¢uaxkka CKPBITh pacliMpeHHs s H3BECTHBIX
Tunos ¢gaiisio (Hide Extensions For Known File Types).

3. 3akpoiiTe OKHO HaCTPOEK
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2. CoBMecCTHOE UCI0JIb30BAHUE NIPUHTEPA B CETH

Windows XP/2000 mosHOCThIO TOJJIEPXKHBACT yHalieHHY0 medaTh. Korma pabGoume cTaHmu
COCUHSIOTCA C CEpBEpPOM, K KOTOpoMy (U3MYECKH TOJKIIOYEH TPUHTEP, JpaiiBep MNpUHTEpa
ABTOMATUYECKU YCTAHABIMBAECTCS HAa paboyuell CTaHIUHU.

[IpuBenem KpaTkuii 0030p omnepanuii, IPOU3BOAUMBIX C JOKYMEHTOM, MOCIAHHBIM Ha MPHUHTEP C
kiueHTa, Juist koroporo Windows XP/2000 ucronb3yeTcst Kak cepBep MedarH.
1. Tlonb3oBaTenb HA KOMIbIOTEPE-KIMEHTE 3alpaliuBaeT NeyaTh JOKYMEHTa U3 MPUII0KEHUS.
2. Ilpunoxenue oOpamiaercss Kk rpaduyeckomy uHTepdeiicy ycrporictBa (GDI), KOTOpBIH BBI3BIBACT
JpaiiBep MpUHTEpa, CBSA3aHHBIN ¢ meseBbIM NpuHTepoM. Ha ocHoBe mH(popmaiuu o mokymente GDI u
npaiiBep MpUHTEpa GOPMHUPYIOT 3aJaHHE HA Me4aTh, a 3aT€M MEPEAal0T €ro KIMEHTCKOMY JUCIeTYepy
ouepeu NevaTu.
3. KiumeHTCckuit KOMIBIOTEP MOCTABIISET 33JaHKE IO BHIBOAY Ha IeYaTh CEpBEPY MEUATH.
4. Ha cepBep neuaTu 3aJaHus OT KJIMEHTOB MOCTYNAIOT B opMmare pacuupennoiii memagaiin (extended
metafile). CepBep nepenaer 3a1aHie Ha ME€YaTh JOKATBHOMY «IIPOBaiiepy» MeyaTH, KOTOPBIA OMEIIaeT
€ro B 04Yepe/Ib.
5. JlokanbHbINM MpoBalIep MEYaTH BHI3LIBACT MOHUTOP I€YATH, KOTOPHIN OMO3HAET TUIT JAHHBIX 3aJaHUs
U IIPUHUMAET 3aJlaHKe Ha TeyaTh, mpeolOpa3ys ero COrjJacHO TUIY JaHHBIX.
6. MOHHTOp TMeYaTH MOKET COCTOSTh U3 MoHumopa szvika (language monitor) u monumopa nopma (port
monitor). [lns AByHampaBIEHHBIX MPUHTEPOB MOHHUTOP sI3bIKa 0OECIEYHBAECT ABYCTOPOHHIOIO CBS3b
MEXJly KOMIIBIOTEPOM U IPHUHTEPOM, a 3aTeM IEepelacT 3a/laHue Ha MedyaTb Ha MOHMTOpP nopra. Eciu
IPUHTEP HE SBIIAETCS ABYHAIIPABJICHHBIM, 33/1aHUE Ha MeYaTh AT HEMOCPEACTBEHHO Ha MOHUTOP MOPTa,
KOTOPBIN MOCBUIAET €r0 Ha IPUHTED.
7. llpuHTep mpUHHMMAaeT 3aJlaHuE Ha Ie4yaTh, Ipeodpa3yeT Kaxaylo CTpaHHIly B pacTpoBbli (opmar u
[Ie4aTaeT ee.

3. [IpakTHyeckoe 3a1aHue

3aganue Nel. [IpenocrasiieHne 10CTyna K NankaM KOMIbIOTepa.
1. Cospnaiitre Ha qucke C (i Ha apyrom aucke) manky USER.
2. IllenkHuTe MpaBoii KHONMKOM MbIIIHN Ha manke User.
3. B otkpsiBIIEMCs criicke BbIOepuTe KoMaH 1y O01uii 1ocTyn U 0€30MacHOCTb.
4. Ortkpoiite 3aknaaxky Jocryn u Bkitounte onuuio OTKPBITH 00IIMIA JOCTYI K 3TOM Mamnke.
5. Bmeaute ums obmero pecypcea - User. B nmosne "KommenTapuit" nabepure — PaGouas nanka.
6. YcraHOBUTE NpenenbHOe YHCII0 Nojb3oBarenel — He Oonee 10.
7. Haxmure kHOnKy Pa3pemenus.
8. B HoBOM OkHe B paznene I'pynmbl M nmoJib30BaTeJM BBIIECIUTE CTPOKY Bee m ypamure naHHYIO
rpynmy.
9. Haxwmure kHonky /1060aBUTB.
10. B HOBOM OKHE Ha)XMUTE KHOIIKY JlOIOJTHHTEIbHO.
11. Haxxmute kHonky IloMcK, B pe3ysibTaTe OTOOPA3UTCs CIIMCOK BCEX MOJIb30BATENEH U IPYI B CETH.
12. Haiigure u Belienute cBoro rpynmy. [locne yero naxxmure OK.
13. B ucxonnom oxue enie pa3 Haxmute OK.
14. YcTaHOBUTE JJI CBOEH I'PYIIIBI MOJHBIN JOCTYII.
15. AHAJIOTUYHO JUIs JTF0O0H Jpyroif rpymnibl yCTaHOBUTE AOCTYIH TOJIBKO HA YTEHHUE.
16. Haxxmute kHonku Ilpumennts n OK.
17. 3amyctute mporpammy rpadudeckuii penakrop Paint.
18. HapucyliTe mMpOU3BOIBHBIN PUCYHOK.
19. CoxpaHure 3TOT pucyHokK Ha jnucke C B mamke USer moja cBouM uMeHeM (Hampumep, PucyHOK
[TerpoBa).
20. 3akpoiite Paint.

3ananue Ne2. Pabora B cern.
1. VYcranoBute o0muMiA JOCTYM IS CO3/1aHHON MANKH CO CIETYIOIIUMH JTaHHBIMH:

— cetreBoe UM — O0Imas nanka;
— KOMMeHTapuii — mpakTuka mo Windows;
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— JIOCTYyI — BCe, TOJBKO YTEHHE.
Ha cBoewm IIK Bribepute coznannyto nanky Ha aucke C.
3. YcraHoBuTe 00LIMI JOCTYI AJIS MANKK CO CIETYIOIUMH JaHHBIMU:
— cereBoe uMs - PUCYHKH;
— KOMMeHTapuil — PUCYHKH ¢ APYIruX KOMIbIOTEPOB;
— JOCTYII — BCe M0JIb30BATEJIH, IOJIHBI.

N

3aoanue No 2.
Hacmpouxka cepeuca DHCP

Lean padoThi:

— HU3Y4MTb OCHOBHBIE nojoxeHus cepsuca DHCP;

— W3Y4YUTb OCHOBHBIE MPUHIHUITEI paboThl cepBuca DHCP;
— U3Y4MTb HacTpoiiky cepBepa DHCP;

— mno3Hakomures ¢ nporpammord DHCP Turbo.

PesyabraTt 00yuenus. [locne 00yueHUs CTyIEHT JIOJKEH:
— 3HaTh OCHOBHBIE TTOJI0keHUs cepBrca DHCP;
— 3HaTh OCHOBHbIE ITpaBuia HacTpoiku cepsuca DHCP.

Ilnan 3angaTus:
1. H3ydyeHne TeopeTHUEeCKHX BOIPOCOB TEMBI;
2. BrlnonHeHNe MPaKTUYECKOTO 3aJaHNs;
3. BrImonHeHue oTYeTA.

1. OcHOBHBIE N10JIOKEHHSA

DHCP o6o3nauaer Dynamic Host Configuration Protocol - To ecTh mMpOTOKON JUHAMHYECKOH
KOH(QUIypaluyu KIMEHTCKUX MallMH. OTO OJUH U3 Hanbojee BaXHBIX M TOJE3HBIX IPOTOKOJIOB
cemeiictea TCP/IP, mnomoraromuii aBTOMaTH4YeCKH KOHPUIYpHUPOBATh [JECATKM U COTHU MalllUH
OJIHOBPEMEHHO. MHOI'ME€ TEXHOJIOTMH HAIPSMYKO 3aBHUCAT OT 3TOrO MPOTOKOJIA: HANPUMEDP, MPOTOKOJI
ynaneHHoi 3arpy3ku PXE umer cepsep DHCP st monydenust nanbHeMIIuX yka3aHWH 10 TOJYyYEHHUIO
3arpy304Horo oopasa.

B mpunmune DHCP otHocutcs Kk uyucny "0e3npoOiseMHBIX" MPOTOKOJIOB, TO €CTh BCE
OTIEepaLIMOHHBIE CUCTEMBI KOPPEKTHO MOJIEPKUBAIOT €T0 (QDYHKIIMH.

DHCP oGagaet cneayronumMu mpenMyecTBaMU:

1. ITpu nuHamuueckom pacnpeaencHuu aapecoB DHCP-cepsep Bblnaer agpec KIMEHTY
Ha OIPaHWYEHHOE BpeMs, YTO JaeT BO3MOXKHOCTb BIIOCJIEJICTBUU IOBTOPHO
ucnones3oBate [P-ampeca npyrumu komnbroTepaMu. JIMHAMMUYECKOE pa3/eicHHE
aJipecoB IMO3BOJISIET CTPOUTH I[P-ceTb, KOJIMYECTBO Y3JI0B B KOTOPOH HaMHOTO
IIPEBBINIAET KOJIMYECTBO UMEIOIINXCS B pacOpsHKEHUH agMuHucTparopa IP-anpecos.

2. DHCP obGecrnieunBaeT HaAeXHbIM U mpocToit crnocod koHpurypauuu cetu TCP/IP,
rapaHTUpys OTCYTCTBHE KOH(QIMKTOB aJpPECOB 3a CUeT I[EHTPAJTU30BAaHHOTO
yIpaBieHUS UX pacrpeaeeHueM.

Paccmorpum DHCP Ha mpumepe peanmzaumun DHCP Turbo ¢upmser Weird Solutions. Ilpu
HeoOxoaumocTu nonyuuth [P-ampec xocT moceinaer 3ampoc Ha pesepBauuio IP-anpeca, Ha KOTOpBIi
CEpBEpHl OTBEYAIOT HAa MPOTSHKEHWHM HEKOTOporo BpeMeHH. Ha 3Tom 3Tame cepBep MOXKET NPOBEPUTH
Hanmuuue cBobogHoro IP-ampeca, mponuHroBaTh €ro Ha MpeaIMET OTCYTCTBUS KOH(QIMKTOB WU
nposepuTh MAC-aznpec JaHHOTO XOCTa.

[TepBoe, uto HyxHO caenats npu Hactpoiike DHCP, 310 ompeaenuTs auana3oH pa3iaBaeMbIX
azpecoB M MacKy noxacetu. Yacto ucrnosb3yrorea noacern kareropuu "C" IlepBslii agpec B moacetu
Bcerya 0003HayaeT caMmy MoJICeTh, OCIeNHUN - afpec rpynmnoBoi paccbuiku (broadcasting). KonnuectBo
KOMIIBIOTEPOB B MOJCETH OIPENEISAETCS] KOJIMYECTBOM HyJIel B KOHIIE Macku. Bo3BenuTe NBOMKY B ATy
CTEIEHb, BBIYTUTE J1BA - U MTOJIyUYUTE OTEHIUAIBHOE KOJINYECTBO JOCTYIHBIX BaM a/IpECOB.
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IIpumep pacyera nmoaceru

Jl;1st mpuMepa BO3bMEM MPOU3BOJIbHYIO MOJIceTh: aapec cepepa 10.0.0.97, macka 255.255.255.224,
B OmHapHom Buze - 11111111.1111111.1111111.11100000.

Uucno Hynell B KOHIIE MAacKH - MsITh, TO €CTh JiIBa B IATOM cTeneHu gaeT 32. CienoBaTeabHO,
BO3MOXXHOCTh Hammx nozcereid kareropuu C - 32 agpeca. M0OXXHO NpeACTaBUTh, YTO IE€pBasi MOACETh
HaumHaeTcs ¢ aapeca 10.0.0.0, Bropas - 10.0.0.32, tpetss - 10.0.0.64, yerBepras - 10.0.0.96.

Bynem paborats B agpecHom mpoctpancTBe oT 10.0.0.96 no 10.0.0.127 u, ecnu TpeOyercs, 4To00bI
HAIlll KOMITBIOTEPHI MOCIIE 3allycKa MOMNajld B OJHY IOJICETh C CEPBEPOM, TO BBIICIATH aJpeca CleayeT
TOJILKO M3 3TOro nuama3oHa. Kak yxe ObLJIO CKazaHO, NMEPBBIM agpec - 3TO aJpec MOJCETH KaK ILEeJoro,
MOCTEAHUM - OPOaJAKACTHHT, TaK YTO OHM HCKiItodatoTes. [lycts Oyner Tpu KoMmbioTepa, KOTOpbie OyieM
KOH(UTYPHPOBATh Yepe3 JaHHBII CepBep, TaK 4TO JOCTATOYHO TOJIBKO TpeX aapecoB. Bo3bMmem aipeca B
nuanazone ot 10.0.0.124 ngo 10.0.0.126. Jlmana3oH aapecoB W IMOAMACKa CETH Ha3bIBAETCS SCOPE
(BUIMMOCTB) U SIBIISIETCA OAHMM M3 OCHOBHBIX NOHATHUM DHCP, ¢ KOTOpBIM CBsI3aHBI BCE OCTaJIbHbBIE
HacTpoiku. To ecTh Mr00ast HACTPOWKA OTHOCUTCS K TOW WMJIM MHOM 00JIaCTH.

2. [IpakTHyeckoe 3a1aHne
1. 3amyctute nporpammy uHcTaLiuu dhcpt.exe
2. Tlocne ycTaHOBKH Tepe3arpy3uTe KOMIbIOTEp U 3amycTute nporpammy DHCP Turbo.
3. HeoOxoauMo cHayasia 0OCTaHOBUTH JIOKAIBHBIN cepBep. J[iist 3TOro BhinoiHKTE KOMaHty T00Is
— Control Service.
B oTkprIBIIEMCS OKHE HOKMUTE KHOTIKY StOp, a 3arem Stop.
5. B mporpamme BoinonHuTe Komanay File — New — Server u cos3maiiTe HOBBIH cepBep ¢
POU3BOJILHBIM NMEHEM.
6. Brimenure B OKHE CO3JIaHHBII cepBep.
7. 3amyctute cepBep, Ui 3Toro BeinojHuTe koManay File — Connect. B oTkpeiBiieMcs: okHe
HaKMHTe KHOMKY LOgin 6e3 BBoma maposst. Eciu KOMMbIOTEp HE MO3BOJISET BBIMTOJHHUTH
JIAHHYIO0 KOMaHJy JJIsl Balllero cepBepa TO UCIOJb3yHTe JoKabHbIN cepep Localhost.
Beigenure 3axnaaky Option Types. B pe3ynbrare OTKpPOIOTCS BCE OIMIHH MPOTPAMMBI.
9. s m3MEHEeHHUsI HY)KHOH OIMIIUN HeOOXOAMMO JIBaXK/IbI IEIKHYTh Ha IMEHHU OIIIUHU B BEIOPATh
xomanay New Option Type. (be3 HE0OXOAMMOCTH HE MEHSIHTE HUX)

&

o

Onuun
Bce mapamertpsl, nepeaBaeMble OT cepBepa KIMEHTY, Ha3bIBAlOTCA onuusMu. Onuuu Jensarcd Ha
kareropu. CylecTByloT o0si3aTesqbHbIe OnmuuM, Takue kak [P-agpec m macka moacern. Hekoropeie
OMIIMU HCIOJIb3YIOTCS TOJBKO B CIY)KEOHBIX LENSIX, HalpuMep, OMPEIeNsioT Hayallo M KOHEIl CIHUCKa
OILIMM, - BBl HE CMOYKETE HACTPOUThH MX 3HAYECHMsI, XOTh U YBUAMUTE UX B ciHUcKe. OcTanbHbIE K€ ONLINN
HEO0OXOUMBI B CHIEIIUAJIbHBIX CUTYallUsX, HAIPUMEP IIPU CETEBOM 3arpys3Ke.
10. Beigenute pasnen SCOpES.
11. Bemonuute komanay File — New scope.
12. B oTkpsIBIIEMCS OKHE 3aJ1aiiTe MPON3BOJILHBIEC UM U OITMCAHHUE.
13. CripaBa 3anaiiTe Ha4aabHBINH M KOHEYHBIH aapec, KOTOpPbI OyJaeT 3al1aBaThCsl KOMITBIOTEpaM
ceru 10.0.0.124 - 10.0.0.126.
14. 3apmaiiTe Takxke MacKy mojiceTH - 255.255.255.224.
15. JIBaxk/1bI IEKHUTE MBIILIKON Ha pa3zene SCOPES, IpU 3TOM OTKPOETCS CIHCOK.
16. B »TOM cHoHCKe BBIICIMTE CO3JaHHBIA pas3ael. B pe3ympTaTe chipaBa OTKPOIOTCS BCe
napametpsl cepepa DHCP.

OcHoBHbIe mapaMeTpbl 151t Windows-KJIHEeHTOB

Crnenyromiee, 4To HMHTEpECyeT MOC]e CO3JaHUsl 00JacTH (AOIMOJIHUTENIBHO MOXHO 33/aTh ellle
HECKOJIBKO IIapaMeTpOB), ’TO MMEHHO MapaMeTpbl, KOTOPBIE pa3aeM XocTy, nmomumo ero IP u macku.
Kak mpaBwiio, Tpu U3 HUX HUMEIOT BAXXHOE 3HAYEHHE: MapIIpyTHU3aTOp Mo ymoduyanuto, DNS-cepBep u
WINS-cepBep. OTu mapamerpsl, Kak yxe ObUIO CKa3aHO, 3afaioTcs onuusMud. ONIMM - 3TO XOPOILIO
JOKYMEHTUPOBAaHHbIE IEpEeMEHHble, HMeromMe Homep U umsa. Homepa Moryr ObITh  Kak
MIOJIO)KUTEIBHBIMU, TaK M OTPULATENBbHBIMU. ONIMM, TOMUMO NPOYETo, - TUIU30BAHHBIE 3HAYEHUS, TO
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€CTh OHU MOTYT OBITh KaK YHCIAMH M CTPOKAMH, TaK M CHEeIHATbHBIMH TUIaMu, Bpoje IP- i MAC-
ajapeca.

Urak, rnaBusie onuu: 3 (Gateways), 6 (Domain Name Servers), 44 (NBT Name Servers), 46 (NBT
Node Type). Heckosibko MOSICHEHHUH - BO-TIEPBBIX, KaK Bbl BUAUTE, BCE MapaMeTPhl TPYIIOBBIC, TO €CTh
[10JIpa3yMeBalOT HECKOJIBKO 3HAUYEHUM, YEM Bbl MOXeTe Bocnoib3oBaThes. WINS HacTpauBaercs uepes
napameTpsl NBT - onmus 44 ykaspiBaeT Ha cepBep, a onmus 46 nomkHa ObiTh paBHa 8 (hybrid). Bee
yKa3aHHbBIE ONIINH BbI Jo0aBisgeTe Ha 3akianke Policies.

XOTs 3TO BOBCE M HE 00s3aTeNbHO, HO BBl Mokere mnonyuntb y DHCP-cepepa mro0bie
JIOTIOJTHUTEIIbHBIE TapaMeTphbl U 3arpy’kKaeMod MalIuHbl, Hanmpumep cyhdukc TOMEHHOTO HMMEHHU
(ormumst 15), umst DHCP-cepBepa (ommms 20), cereBoe nMs xocTa (onuus 12) u tak nanee.

17. CamocToATeNbHO MPOCMOTPHUTE TJI€ HAXOATCS JAHHBIEC ONMLIMU U KaK MOKHO U3MEHUTD UX.

Baxxnplii Bompoc - Kak OTKa3aThCsAd OT 4YyXHX ceTeBbiXx MAC-ampecoB m 0OCITy>KHUBaTh JIUIIh
HECKOJIBKO TOJONEYHBIX XOcTOB? Beap, Kak NpaBWiio, HE CTOUT YCTAHABIMBATH MOCT U OTpPE3aTh
MOJIOTIEYHbIE KOMIBIOTEPbI OT OCTAJIBHON CETH - 3TO MOTpeOyeT IOIMOJHUTEIBHOIO CepBepa C ABYMS
uHTepdeiicaMu, a TakkKe HACTPOWKHM MApIIPYTH3AIMH M T.1. DTOTO W HE HYXHO AENaTh - JOCTAaTOYHO
ONpeAeNuTh Ball cepBep Kak mpuBaTHbIA. CaenaTh 3TO MOXXHO Ha 3akiaake CBolicTBa cepBepa,
JIOCTYITHOM IO MPAaBOX KHOIIKE MBIIIN HaJl UMEHEM CEPBEPA.

[Tocne onpeneneHus Baliero cepBepa Kak MpUBaTHOTO OH OyJIeT OTKa3bIBaTh B OOCITYKHUBAHUU BCEM
xocTam, KpoMe Tex, cereBble MAC-aipeca KOTOPBIX yKa3aHbl B MOSIBISIONIEHCs nmanke Registrations.

18. 3akpoiiTe mporpammy.
19. lemncramupyiite nporpammy DHCP Turbo.

3aoanue Ne 3.
AOmunucmpuposanue ¢ npumeHeHuem KOHCcou

Lean padoThi:
— H3YYHUTh OCHOBHBIC BO3MOKHOCTH aMUHUCTpUpoBaHus cuctembl Windows XP ¢ koHconu;
— HU3YYUTbh OCHOBHBIE BO3MOXHOCTH YTUJIUT KOHCOJIH;
— TMONYYUTh HaBBIKK agmMuHHCTprpoBanus Windows XP.

PesyabraTt 00yuenus. [locne 00ydueHUs CTYIEHT JTOJKEH:
— 3HaTh OCHOBHBIC BOBMOXXHOCTH aqMuHHCTprpoBanus cucteMbl Windows XP ¢ koHcomw;
— yMeTh paboTaTh C OCHOBHBIMU yTHJINTAMH KOHCOJIH;
— yYMeTb BBINOJHATH aqmuHucTpupoBanue Windows XP.

Ilnan 3ansTus:
1. HM3ydeHne TeOpeTHYECKUX BOIIPOCOB TEMBI;
2. BreinosiHEHUE MPAKTUYECKOTO 3aJaHUS;
3. BrmonHenwne ordera.

1. YTuaura komananoi crpoxu Net User

Net User — yrunmra, KOTOpas CO3JaeT M HW3MEHSET Y4YeTHbIe 3allMCH IMOJIb30BaTele Ha
kKomrbroTepe. Korma ucronb3yercst 6€3 mapamMeTpoB, BEIBOJUT CITHCOK YUETHBIX 3aIllMCel IOJIb30BaTeNei
JUTSL JAHHOTO KoMIibloTepa. MHpopMalins 00 yueTHBIX 3alucsX MOIb30BaTeNeil XpaHuTcs B 6a3e JaHHBIX
YYETHBIX 3aIHCEH.

OOmuit BU 3aNMCH KOMaH/Ibl BBITISAUT CIEIYIOIINM 00pa3oM:

Net User umsi_noJib30BaTeJisi napoJb [*] /[mapamerpsi]

OcHOBHBIE TapaMeTPhI YKa3aHbl B TAOIUIIE:

ITapameTpbi u | Onucanue
KJII0YH
/Add Co3mgaHne HOBOW yYeTHOW 3amucH. KMs mMoib30BaTeast MOKET COAEPKaTh

MakcuMyM 20 CHMBOJIOB M HE JOIYCKaeT IPHUMEHEHHUsS CIEIYIOIIHUX 3HAKOB:
»/\[]:;)=,+*7<>
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napoJib * W

YcranoBka naposs. Ecnmu ykazate 3Be3104ky (*), oToOpa3uTcst 3ampoc Ha BBOJ

/Random MmoJib30BaTeabckoro  mapons. Ilocme BeiOopa mepexmouarens /Random
ciy4aiiHBIM 00pa3oM CHCTEMa T'eHEPHPYETCS MapoJib, COCTOSIIMNA W3 BOCHMH
CHMBOJIOB

/Domain BeImonHsier onepaiiio Ha KOHTPOJIEPE JJOMEHA B YKa3aHHOM JIOMEHE.

/active:no OTKITIOYEHHE WU BKIIIOYCHUE YYSTHOW 3aITHUCH.

WITH

/active:yes

/Delete V ansiet yueTHyIO 3aMnch M0JIb30BaTeNs U3 0a3hl JaHHBIX YUETHBIX 3aIUCEH.

[Fullname: "umsa"

VkazaHue MOJTHOI0 UMEHH I10JIb30BaTeIIs

/Comment: «TEKCT»

VYkazaHue onucareabHOro KoMMeHTapus (MakcuMym 110 40 CHMBOJIOB).

/Passwordchg:yes
wiu /Passwordchg:no

OHpel[eJISIeT BO3MOXXHOCTb UBMCHCHUA MApOJIs IMOJIB30BATCIICM

[Active:no

wid | AKTuBH3anus/0nokupoBanne ydetHod 3amucu. (Ecam  yyernas  3ammch

/Active:yes 3a0JIOKMPOBaHa, I0Jb30BAaTEIb HE MOYKET PErMCTPUPOBATHCS WU IOIYy4aTh
JIOCTYI K KOMIIBIOTEPY.)

/EXpires:nata Wik | YCTaHOBKAa JaThl ycTapeBaHMsl ydeTHOM 3amucu. Cpok JeHCTBUS YUYETHOM

/EXpires:never

3allMCU 3aBEpIUACTCd B Hayalle YKa3aHHOIO JHS; I0CI€ HACTYIUICHUS JTOrO
COOBITHS TIOJIB30BATENIb HE MOXKET 3apErHCTPUPOBATHCS MO0 MOIYYUTh JOCTYII
K pecypcaM Ha KOMIIBIOTEpPE 10 TE€X IOp, MOKAa aJMUHUCTPATOP HE YCTAHOBUT
HOBYIO JIaTy YCTapeBaHUs.

OcgoiiTe padoty yrrnuTsl Net USer Ha mpakTHYECKOM MpUMepe:
1. IIpocMoTpuTe CIMCOK YYETHBIX 3amuceil Ha kKoMmbioTepe. s 3Toro BBeAUTE B KOMaHIHOU
CTPOKE KOMaHJy:

net user

2. O3HaKOMBTECh CO CHpPaBOYHOW MH(poOpManued yTuauTsl KomanaHoi crpoku Net User. Jlms
9TOrO BBEIUTE B KOMAaHIHON CTPOKE KOMAHIY:

net help user

3. UYroOsl B najbHENIIEM MPOCMATPUBATh TOJIBKO JOCTYIHbIE ONMIUU YTHIUTHI MOXKETE BBOIMUTH
TPaJULMOHHBIN 3aMpOC:

net user /?

4. Co3zpaiiTe MOJIB30BATEIBCKYIO yueTHYIO 3anuch KumeHnT. [y 3TOro BBEIWTE CIIEIYIONIYIO

KOMaHJy:

net user kauent /add
5. 3amycTuTe YTWINTY Y4YeTHbIe 3alHCH MO0JIb30BaTeseil U IMPOBEpPhTE CO3/1aHUE YYETHOM
3anucu Kiuenr.
6. 3akpoiiTe yTHiIuTy YUeTHBIE 3aIIUCH M10JIb30BATENEH.
7. Ortxkmrounte yueTHyro 3anuch KiameHt. /{15 3Toro BBeAUTE KOMaHAY:
net user kJaueHT /active:no
8. TlIpomepbTe oTKIIOUEHUE YIeTHOM 3amucu KimeHT.
9. Bxmounte yuetHyto 3anuch Kiamenr. [[is 3Toro BBeiuTe KOMaHay:
net user kJauent /active:yes
10. Ypanure ydernyro 3anuch Kauenr. /[y 3Toro BBemuTe KOMaHIy:
net user kaueHT /delete
11. 3amycTuTe yTHINTY YUeTHbIe 3alHMCH NMOJb30BaTeleil W TMPOBEPHTE yNaleHHUE YUYETHOU
3anucu Kiauenr.
12. 3akpoiiTe yTHINTY Y4eTHBIC 3aITUCH TTOJTB30BATEICH.
13. Co3pnaiite mMOJb30BATENBCKYIO Yy4eTHYIO 3amuch User c¢ maponem 12345678. Jlns storo
BBEJIUTE CIEAYIONIYIO KOMaHy:
net user user 12345678 /add
14. Tlepe3arpy3uTte KOMIBIOTEP ¥ BOMAUTE B CHCTEMY IO UIMEHEM USEer ¢ maposiem 12345678.
15. Ilepe3arpy3ute KOMIBIOTEP U BOMANUTE B CUCTEMY 110l CBOUM UMEHEM.
16. Y nanure yuetHyto 3anuchk USer.
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2. Hacrpoiika npaB 10cTyna ¢ KOHCOJIH

JIns HACTPOMKHM TpaB OOCTyIa C KOHCOJMW Hcmosibdyercst yruwiuta Cacls. s mpocmoTpa u
M3MEHEHUS TEKYIIUX MpaB JIsl MaKU UCTIOIb3YETCS CIENYIOIMNA BUI KOMAH/IbI:
Cacls umsi_nanku /T /E /C /G ums:pocryn /R ums [...] /P umsi:nocryn [...] /C ums |...]
[TapameTpsl U KIHOYU:
IT - 3ameHa TaOJIUI[ yIpaBJICHHUs TOCTYIIOM JUIsS YKa3aHHBIX (aijioB B TEKYIEM Karajaore ¥ Bcex
MO/IKaTaaorax.
/E - u3MeHeHue TaOIHIbl YIPABICHHS JOCTYIIOM BMECTO €€ 3aMEHbI.
/C - nmpoaomKeHHe Mpy OMMOKax 0TKa3a B JIOCTYIIC.
/G MMSL:I0CTYII - OTIPEJICTICHUE pa3pelICHUI JIJIsl YKa3aHHbBIX MOJIb30BaTENCH.
rae "goctyn" MOXKET IPUHUMATh CIeAYIOIME 3HAUCHHUS:
R - Yrenue
W — 3anucse
C - 3meHenue (3amuch)
F - [lonHsiii qocTym
/R MMl - OT3BIB pa3pelieHuit Juis mosb3oBarens (Tonbko Bmecte ¢ /E).
/P MMSI:IOCTYH - 3aMEHA pa3pelIeHU ISl YKa3aHHOTO MOJIh30BaTENS.
rae "goctyn" MOXKET IPUHUMATh CIEAYIOLINE 3HAUCHHUS:
N — OrcyrcTByer
R — Urenue (read).
W — 3amnuce (write);
C — Usmenenue (change);
F - Honwnsrit goctyn (full control);
/C MMl - 3ampeT Ha JIOCTYH AJIsl yKa3aHHOTO MOJIb30BaTersl.
Ha npumepe npocMoTpumM paboTy 3Ty yTUIUTY:
1. Co3zpnaiite nonp3oBatens USer ¢ orpaHn4eHHBIMUA BO3MOKHOCTSIMH.
2. Cosnaiite Ha qucke C manky Work.
3. 3amycTuTte KOHCOJb.
4. Tlepelinute B KOpHEBoM KaTaior aucka C.
5. Jlms mpocMoTpa TeKyIuX mpas ajs manku USer BBeAuTe KOMaHAy:

Cacls work
6. YCTaHOBI/ITe ITOJIB30BATCIIO USEI’ JJIA Atk WOI"k npaBa TOJIBKO YTCHUI. I[J'ISI 3TOI'O0 BBECAUTEC
KOMaHy:

Cacls work /g user:r
7. TlpoBepbTe U3MEHEHHUE NPaB JOCTYIIA.
8. CamocTosTenspHO YCTAHOBHUTEC ITOJIB30BATECIIIO User JJIs TTaITKKA Wo rk IIpaBa Ha 3aIltChb.
9. TIpoBepbTe H3MEHEHUE MPAB JOCTYIIA.
10. Y nanure nanky Work.

3. IIpakTnyeckoe 3aganue
3ananue Nel.
1. HUcnone3ys yruauty Net user, cosmaiite ydueTHyro 3amuch Studentl co criemnyronmmu
rnapaMeTpamu:
— mapoib — 555555;
— IIOJIHOE UMs — «CTyaeHT [T1D»;
— KOMMEHTapHil - «CTyJEHT crienuanbHocTu [Ty
2. Ucnonw3ys yrwiuty Net user, cosmaiite yverHyro 3amuch Student2 co ciemyromumu
napaMeTpamu:
— mnaponb 111111 —3agaeTcs nonp3oBaTeneM Ipy CO34aHUH YUETHOM 3alMCH;
— 1oJiHOe UM — «cTyaeHT 3I[TND»
3. Hcnonw3ys yrunuty Net user, cosmaiite yderHyro 3amuch Student3 co ciemyromumu
napaMeTpamu:
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— Tapojb — TCHEPUPYETCS] CUCTEMOW aBTOMATHYECKH
— IIOJIHOE UMsI — «CcTyeHT [T1D»
4. 3amycTHTe YTWIHTY Y4YeTHBbIE 3alUCH IO0JIb30BaTeJiell ¥ NPOBEPhTE CO3JaHUE YUYCTHBIX
3amucen.
5. Hcnoas3ys yruauty Net USer, oTKJII0UMTe yUeTHYIo 3amuch Student3.
6. BpImuIMTE B OTYET MOCIIECIOBATEILHO BCE KOMAHbI, C MIOMOIIBI0 KOTOPHIX BbI BBITTOJIHUIH
3TO 3a/IaHUE.
3amanmne Nel.
Hcnone3ys yrunuty Net user, BKJIloUHTe yueTHyo 3anuch Student3.
Cozpaiite Ha qucke C manky ZADANIE.
Ycranosure nojb3osaremo Studentl g manku ZADANIE nipaBa TOJNBKO YTEHHSL.
Ycranosure nojb3oBaremo Student2 ms manku ZADANIE nosHbli gocTyi.
YcranoBute nosb3oBareno Student3 s manku ZADANIE 3amper Ha qocTyi.
3amenute mnonp3oBaremo Studentl mis manku ZADANIE mpaBo TOJIBKO YTEHHs Ha MPaBO
3anmch.
7. 3amenute moab3oBatento Student2 mist manku ZADANIE mpaBo monHbINA A0CTYN Ha MPaBo
TOJILKO YTEHHE.
[TpoBepbTe BBHINIOIHEHUE ClICIIAHHBIX YCTAHOBOK.
9. Hcnonw3ys yrunuty Net user, ynanure ydernsie 3anucu Studentl — Student3.
10. BoimummTe B OTYET IOCJICIOBATEIFHO BCE KOMAH/IbI, C MMOMOIIBI0 KOTOPBIX BbI BHIMTOJIHUIN
3TO 3aJlaHue.

ocourwnE

o

3aoanue Ne 4.
Aomunucmpuposanue \Web-cepsepa

Lean padoThI:
— U3y4YUTh OCHOBHBIC BO3MOXKHOCTH agMuHHCTprpoBanus Web-cepBepa;
— MOJyYHWTh HAaBBIKM aAMUHHCTpUpoBanus Web-cepsepa.

PesyabraTt 00yuenus. [locne 00ydueHUs CTYIEHT JTOJKEH:
— 3HATh OCHOBHBIC BO3MOXXHOCTH aaMuHuCTpupoBanus Web-cepsepa;
— yMeTh BBINOIHATH aAMUuHuCTpUpoBanue Web-cepsepa.

Ilnan 3angaTus:
1. M3ydeHne TeOpeTHUYEeCKUX BOIPOCOB TEMBI;
2. BrInonHeHNE MPaKTHYECKOTO 3aJaHus;
3. BrimosnHeHune oryera.

1. Web-cepsep

Web-cepBep — 310 mporpamma, KoTopas paboraeT Ha KommbioTepe. OcHoBHasi 3amaya Web-
cepBepa - MOMCK html-TOKyMeHTOB MO 3ampocy OT kiueHTa (T.e. Opay3epa) WM JUHAMUYECKOE HX
cosznanue (¢ momomrsio CGI, Perl, Java u 1.1.). OqHaKO MOMCKOM WJIH JMHAMHYECKO# reHepanueii html-
JOKyMEeHTOB (yHKIMH web-cepBepoB He ucuepmnbiBatoTcsi. Web-cepBep TakKe MOMKET OCYIIECTBIISATH
cienyromye GyHKIMHU:
— TeHepalus 3ampocoB K 06a3e TaHHBIX;
— 00paboTka JaHHBIX, TOMTyYEHHBIX U3 0a3bl JaHHBIX;
— ayTeHTU(UKAIHS MOJTh30BATEIIS;
— pasrpaHuyeHUE J0CTYyNa MOJb30BaTeNEH;
— CTAaTUCTHYECKWH aHanmu3 (TMOJCYEeT OOIIEro 4Yucia IOCENICHUN, 4YHClia YHUKAJIbHBIX KJIHEHTOB,
YacTOThl HCIOJB30BaHUS PpA3JIMYHBIX Bepcuil Opays3epa, OTCIEKUBAHUE aJ[PpEcOB, C KOTOPBIX
MOJIb30BAaTENCH MoMan Ha JaHHBIA JOKYMEHT U T.11.)
— MOAJEep)KKa FOCTEBbIX KHUT, JOPYMOB, YaTOB.
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BzaumopeiictBue Mexay kimeHToMm u Web-cepBepoM NmpoHCXOAUT 1O MPHHLUITY "3ampoc-oTBeT".
3anpoc yKas3pIBaeTCs B aApECHOM CTpoke Opaysepa.

Web-cepBep paboTaet Takum 00pa3oMm, YTO TPH TMOSBICHUHN 3alpoca ¢ €ro MMEHEM, aBTOMATUYECKU
vHUNHamu3upyeTcs ¢ain index.htm (mosToMy OH M He yKas3bIBaeTCs B aIpeCHOM CTPOKe). DTOT Gaii
CYMTACTCS JOMAIHEW CTpaHMIed caiTa. Takke B KauecTBE JOMAIIHEH CTPAaHUIBI MOXKET BBICTYIATh
daiin default.htm.

st moctyna K aro06omy ¢aiiily Hy)KHO yKa3bIBaTh €T0 SIBHO B CTPOKE aapeca, HalpuMep:

http://www.master.ru/mypage.htm

Pacimmpenne htm (html) roBoputr o TOM, UYTO BBI3BIBaEMBIN (aill HE COACPKHUT CEPBEPHBIX
cueHapues ((aiinbl, comepKaliue cepBepHble CIIEHAPUH, JODKHBI UMETh paciiupeHus cgi, pl, asp wium
JIpYTHe - B 3aBUCUMOCTH OT si3bIKa clieHapusi). CepBepHOMY CLIEHAPUIO MOTYT II€pE1aBaThCsl MApaMETPHI.
B sToM citydae oOparieHue K TOKyMEHTY BBITJIAIUT TaK:

NPOTOKOJI://UMsl cepBepa/myTh U UMs JOKYMEHTa?apamMeTpbl

Hanpuwmep:

http://www.master.ru/student/spis.cgi?nom_stud=17

OpaHako Moib30BATENI0, KaK MPaBUIIO, HE IPUXOIUTCS BBOAUTH UX B ajpecHoi ctpoke. [loTomy uro
MOJIb30BaTENbh BBOJHUT JAaHHBIC, MOJUIeKAIIMe OTIpPaBKE Ha CepBep, MOCpeacTBOM ¢opM. A aapec
CEpBEpPHOr0 CIEHApHUs, MPUHUMAIOLIETO JaHHbIC, BBEIEHHBIC MOJB30BAaTEIEM MpPU MOMOIIU (OPMBI,
yKa3bIBaeTcs B arpuOyte action tara <form...

B nacrosimee Bpemsi s cepBepoB, ¢yHkiumonupyromux noja OC UNIX, oOblYHO HCHONB3YIOT
Web-cepsep Apache, mst cepepos o Windows 2000 - Internet Information Server (11S).

Komnanueit Microsoft pazpaboTana TeXHOJIOTHS HAllMCAHUSI CEPBEPHBIX CIIEHAPUEB, paCCUMTAHHAS
Ha npumenenune Web-cepsepa IIS. Ona naspiBaercst ASP (Active Server Pages - AKTUBHBIC CepBEpHBIC
crpanuiisl). ASP-crieHapuu MOryT OBITh HalMcaHbl Ha si3pikax JScript 1 VBScript.

2. [IpakTHyeckoe 3a1anune
1. VYcranosure Internet Information Server (I1S). Ero cmemyer ycranouth uepe3 Ilyck -
Hacrtpoiika - Ilanens ympaBieHus - YcCTaHOBKAa M YyHAJ€HHE IMPOrpaMM - YCTaHOBKa
komroHeHT Windows. Ecim 1IS ycTaHoBIIeH, TO 3TOT IMyHKT MPOITYCTHTE.
2. Ilepesarpy3ute KOMIbIOTED.
3. Ortxkpotite Internet Information Server (ITyck — AIMUHHCTpUPOBAHUE).
4. O3HakoMbTeCh ¢ MHTEp(EHCcoM MpOorpaMMsl.
5. Ckomnupyiite cBou html-gaitner B manky C:\InetPub\Wwwroot, kotopas siBiseTcss KOpHEBBIM
katanorom \Web-cepBepa.
[MpoBepbTe padoty Barrero Web-cepBepa ¢ Ipyroro KOMIbrTepa.
Hapucyiite npon3BOIBHBIN PUCYHOK.
Coxpanute ero B nanke C:\Inetpub\ftproot.
Ha npyrom koMmeloTepe NOAKIIOUUTECH K CBOEMY CEpBEPY, MCIONb3ys npotokon FTP.
10. Ucmone3ys ipotokoit FTP, ckomupyiiTe puCyHOK CO CBOETO cepBepa Ha APYroil KOMITBIOTED.
11. IMokaxkute pe3yabTaT paboThl IPEnoaBaTesio.
12. Y nanure Bce cBOM (DAL
13. Ynanute Internet Information Server.

3. Coznanue oT4yera
[Tocne BBIMIOMHEHHWE MPAKTHYECKOTO 3aaHUsl CTYJAEHT IOJDKEH COCTaBUTh OTYET, B KOTOPOM
JOJIKHBI OBITH OTPAKEHBI CIEIYIOIINE MOJI0KECHHUS :
1. Homep u Ha3Banue 1abopaTopHOil pabOTHI.
2. lenp u nnan 3aHATHS.
3. DKpaHHBIE KOIIMU BBINIOJHEHHBIX 3aJaHUI.
4. OTBeTHI HA CIEAYIOIINE BOIPOCHI:
KTo MoxeT nmpemocTaBuTh B 00mIHii gocTym manky Ha [TK?
— Kak opranmnzoBats 00mIuii JOCTYN K Tanke?
— MoHO 1 114 10CTyNa K Manke Ha3HA4YUTh NapoJib?
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— TloyeMy mnpu COBMECTHOM WHCIOJB30BaHUU (HAHIOB B CETH JKEIATENbHO BKIIOYATH PEKUM
0TOOpa’keHHsI BCEX pacIIupeHuii?

— Kakoe cereBoe UMs HOCUT Balll KOMIIBIOTEP?

— Kaxkue pecypcbl KOMIIBIOTEpa MOXKHO MPEIOCTaBUTH B OOIIUI 10CTym?

— Kaxkas yrunnra ucnonp3yercs 1l aIMUHUCTPUPOBAHUS YIETHBIX 3aIHCEl B KOHCOMHU?

— Kaxkas yruimTa ucnonb3yercs UIsl aIMUHUCTPUPOBaHUS (PaiiIoB U Manok B KOHCOIH?

— Kakue mnpeumymiectBa MNpeaoCTaBIsAeT KOHCONb [0 CPAaBHEHHIO C YTHJIUTaMH TpadudecKoit
000J104KH?

— MoHO 11 cienaTh TaK, YTOOBI M0JIb30BaTEIh HE MOT U3MEHUTH CBOIl MapoJib B cUCTEME?

—  Yro Takoe Web-cepsep?

— Uro takoe FTP-ceprep?

— UYro takoe MAC-aznpec? (caMOCTOSTENIBHO HAWIUTE OTBET HA ITOT BOINPOC WM BOCIOJB3YHTECH
Wurepner).

— Yro Takoe [P-anpec kommnbrorepa?

— 3auem nyxeH cepep DHCP?

— Ckonbko cioco0oB BbiieneHus [P—aapecoB 715 ceTeBbIX KOMITBIOTEPOB BBl 3HAETE.

— Kakue B nienom stamnsl HY>KHO BBIIIOJIHUTE Iipu opranu3anuu cetu TCP/IP?

— UYrto Takoe cTeK MpOTOKOJIOB?

— Yro Takoe MHKAICYIALUS TPOTOKOJIOB?

— Kakum HemocratkoM Ha Bari B3 oonagaet texaonorus DHCP?

— CKOJIBKO KOMITBIOTEPOB MOXKET OBITh B TIOJICETH, €CIIH €€ Macka 255.255.255.100

— Kakue numena html-daiinos moryt ObITh y moMainHei crpanuisl Web-cepsepa?

— Kax Bemmsout agpec daiina B WWW nipu ricrionnb30BaHIH CEPBEPHOTO CLiEHApHSs?

— B kakoii manke xpansrcs html-daiinsr cepsepa Internet Information Server?

— B kakoii manke xpansrcs daiisl cepepa Internet Information Server ans noctyna mo FTP?

[Tocne cocraBieHUs OT4YeTa CTYAEHT CIaeT ero mpernojaBarento W 3amumiaer. [locne ycmenrHon
3alIUTHl  OTYETAa CTYACHT TMEPEXOAUT K BBIMOJIHEHUIO Cleaylomel JadoparopHoil pabotel. He
JIOMYCKAETCSl BBIMOJIHEHWE W OTYET CIEAYIOIUX JIAOOpPaTOPHBIX pPaboT, 0e3 YyCHEeIIHOW 3aluThl
npeabayieid paboThl.

Tema Ne 5: «O0ecnieueHyre 0€30MACHOCTH B CETH»

Ilpakmuueckue 3anamus.
3aoanue No 1. Obecneuenue dezonacnocmu cucmemsl npu ucnovzosanuu TCP/IP

ean padoTbi:
— H3YYUTh OCHOBHBIE BO3MOKHOCTH obecrieueHus 6e3omacHocTr B cucteMax ¢ TCP/IP;
— U3y4UThb OCHOBBI Oe3omnacHocTu ceteir TCP/IP;
— TOJy4YHTh HaBbIKH aaMuHHCTpupoBanus Windows XP.

PesyabTaTt 00yuenus. [locie 00ydueHUs CTYIEHT JTOJKEH:
— 3HATh OCHOBHBIE BO3MOXHOCTH oOecrieyeHus oesonacHocty B cucteMax ¢ 1CP/IP;
— YMETb BBINOJHATH IPOBEPKY 0€30MaCHOCTH JIOKAIBHOM CeTH;
— yMeTh BBITIOJHATH aAMUHKCTpUpoBanue cucremsl Windows XP.

Ilnan 3ansaTuda:
N3ydeHue TeopeTuyecKux BOIPOCOB TEMBI;
2. BrpInonHEHNe NPaKTUYECKOT0 3a1aHus;

3. BrImonHenue oTuera.

1. IIpoBepka cocTosinusi 6e30mMacHOCTH ¢ momoibo MBSA
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JIns mpoBepku OE30MAaCHOCTH CHCTEMbI, B KOTOPOH B KayeCTBE OCHOBBI YCTAHOBJCH CTEK
npotokosioB TCP/IP, ucrrons3yercs nporpamma Microsoft Baseline Security Analyzer (MBSA).

MBSA npoBepsieT KOMIIBIOTEp Ha Halu4yhe OOIIEN3BECTHBIX YSI3BUMBIX MECT (KaK IMPaBHIIO, 3TO
OIMMOKKM HEMPAaBWJIHLHOTO aIMHHUCTPUPOBAHMS M KOH(GUIYPHPOBAHUS CUCTEMBbI). BBHINONHUTE JaHHYIO
IPOBEPKY CBOETO KOMITBIOTEPA M KOMIIBIOTEPOB B ceTH. J{J1s1 3TOTO:

1. VYcranoBute Ha cBoeM KoMmmbloTepe mporpammy MBSA.

2. 3amycture nporpaMmmy MBSA.

3. B otkpeiBiIeMcs OkHe BeIOepuTe ommuio Scan more than one computer (ITpoBepuTh HECKOJIBKO
KOMITBIOTEPOB).

4. B HOBOM OKHE YK)KHTE MMsI Balllero KOMITbIOTEpa Juis poBepku B oje Computer name.

5. YcranoBuTe Bce ONIUH IS IPOBEPKH.

B kadecTtBe omniuii mpoBEpKU MOKHO BBIOpATh CIIEIYIONIHE:

— Check for Windows vulnerabilities (ITpoBepka yszBumbix mMect Windows). Beibop 3Toit omnuuu
no3BosiuT MBSA mpoBepuths crucremy Ha Hanmmuue HeOE30MAacHBIX HAcTpoek. Hampumep, mporpamma
MOYET TPOBEPUTH, BCE JIM KECTKHE JUCKH OT(OPMATUPOBAaHBI C MPUMEHEHHEM (ailJIoBOH CHUCTEMBI
NTFS, onpeaenuts cTaTyc rOCTEBOM y4ETHOM 3aIMCH U IIPOBEPUTH MIPaBa IOCTYIA K CETEBBIM ITAITKaM.

— Check for weak passwords (ITpoBepka Ha Hanuume ClaaObIx maposeii). IIpoBepsArOTCs mapoau s
KaXJIO¥ Yy4eTHOM 3aIllMCH U B CiIyYae, €CIIU Mapoiib MyCTON WM HE OTBEYaeT TPEOOBAHUSAM OE30MAaCHOCTH,
BBIJIACTCS IPEAYIPEKICHHUE.

— Check for 1S vulnerabilities (ITposepka yszBumbix mect I1S). TIpu BeiOOpe 3Toro mynkra MBSA
npoBepsieT HacTporiku Internet Information Services Ha npenMer BbIsSBICHUS HEOE30MACHBIX YCTAHOBOK.
— Check for SQL vulnerabilities (ITposepka ys3Bumbix mect SQL). Ilpu BbIOOpe 3TOW ONIUHK
nporpamMma uiietr Hebe3zomacHble HacTpoiiku B SQL Server. Ecnu Ha xommbroTepe He ycraHoBieH SQL
Server, mporpaMMa yKaxeT Ha 3TOT (akKT.

— Check for hotfixes (IIposepka mocieauux ucrpasienuii). IIpu BeIOOpe 3TOM OIIUK IpOrpaMma
IPOBEPUT KOMITBIOTEPHI HA HAJTMYUE KPUTHUCCKUX OOHOBIICHHIA.

6. Haxmure ccpuiky Start scan.

7. Tlocnme BBITIOJHEHUS TECTOB OOpaTUTE Ha KpacHbIE KPECTHKH, KOTOPBIE CBHUICTEIBCTBYIOT 00
ys3BUMOM MecTe. JKenTble KpPeCTHKH IMOKa3blBAIOT HA HAJIMYME HEKPUTHYECKHX OINMOOK. 3eJeHas
rajlouyka 03Ha4aeT, YTo BCE B MOPSIJIKE.

8. BpimummTe B OTYET BCE YSA3BUMbBIC MECTa CHCTEMBI C paciin(poBKOil MOTYUEHHBIX PE3yIbTATOB.

2. [IpakTHyeckoe 3a1aHue
1. BeInonHUTE NPOBEPKY COCEAHETO KOMITBIOTEPA B CETH.
2. Tloxaxwure pe3ynpTat pabOTHI MIPETOIaBaTEIO.

3aoanue No 2.
Hacmpoiuika opanomayipa

eab padoThi:
— U3YYUTh OCHOBHBIE BO3MOXXHOCTH aJIMUHUCTPUPOBAHUS OpaHIMay?pa;
— HU3YYUTHh OCHOBHBIE MIOJIOKEHUS aJIMUHUCTPUPOBAHUS CETEH;
— TOXY4YuTh HaBbIKM agmuHKcTpupoBanus Windows XP.

Pe3yabTaT 00y4enus. [locne oOy4deHHs CTYIEHT JOJIKEH:
— 3HAaTh OCHOBHBIE BO3MOXXHOCTH aJJMUHUCTPUPOBAHUS OpaHaAMayapa;
— yMETh BBIOJIHATH a]IMUHUCTPUPOBAaHUE OpaHaAMay3pa;
— YMETb BBINOJHATH aAMUHUCTpHUpOBaHue cucteMbl Windows XP.

Ilnan 3ansaTus:
1. N3ydeHune TeopeTUYECKUX BOIPOCOB TEMBI;
2. BbINIOTHEHNE NPAKTUYECKOTO 3a1aHus;
3. BrmonneHue oTyera.
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1. Bpanamay’p

Bpanamay’p — 5T0 crnenmanbHas NporpaMma, KOTOpas CO3/aeT 3allUuTHBIA Oapbep MEXIy
KOMIIBIOTEPOM U OKPYKAIOMIMMH KOMITBIOTEpaMHU B CETH. bpaHIMaysp MOKET UCHOIb30BaThCS KaK s
oOecrieyeHnsT 3alUThl KOMIIBIOTEpa OT BHEUIHMX aTaKk W3 ceTh VIHTepHeT, Tak W s HM3OJSIUH
kommbtoTepa B JIBC.

CymHocTh paboThl OpaHIMay3pa 3aKI0YaeTcss B NPEIOTBPALICHUU IPOXOXICHUS IMAKETOB B
CUCTEMY, KOTOPBIE HE COOTBETCTBYIOT 3aJlaHHBIM KpuTepusiM. [IpaBuiia ¢GuibTpanuu MakeToB MOTYT
OBITh CKOH(UTYPUPOBAHBI TAKUM 00pa3oM, YTOOBI OJIOKMPOBATH MIJIH MO3BOJISITH TIEpeiavy MaKeTa MEXIy
onpeaeneHHbiMu |P-agpecamu wim mopramu. bpanamaysp mpoBepsieT aTpuOyThI KaXJIOTO TakeTa u
MOYKET MPOMYCTUTh ATOT IMAKET WA OJIOKHPOBATH €TO.

Hanpumep, OpannMayspsl gacto mpoBepsitoT B maketax ¢uarn SYN u ACK. Pacemorpum mx
Ha3HaueHHe. [lakeThl, KOTOpBIE MEePEeNaoTCs MO0 CETH ¢ MOMOIIBI0 poTokosia TCP, uMeroT B 3arosioBke
¢dmaru SYN u ACK, xoTopsie urparot BaXHYIO poib npu HacTpoiike 6ezonacaoctu. @maru SYN u ACK
BOOOIIE UTPAIOT CICAYIOUIYIO POJIb:
1. Tlpu opraHm3anuu COSAMHCHHS MEXKIY IBYMS KOMIIBIOTEpAMH OJWH M3 HUX IOCBUIACT TAKET C
dmarom SYN (cynchronize — cuaxponusupoBath). T.€. KOMIBIOTEP COOOIIAET O HAMEPEHHUU OTKPHITH
KaHaJ CBS3U.
2. llpuHuMaromuii KOMIIBIOTEP OTBEUYaeT MAaKeTOM, B KOTOpoM ycTaHoBleHbl 00a ¢mara SYN u ACK
(acknowledge - moarBepxaath). T.e. KOMIBIOTEP MOATBEPKIAECT O BO3MOYKHOCTH OTKPBITh KaHAJ CBS3H.
3. IlepBblit KOMIBIOTEP MOCHUIAET MAKET, IJ€ YCTaHOBIEH TobKO ¢uiar ACK.

JlaHHAast TEXHOJIOTHUS HA3bIBACTCS TPEXCTOPOHHUM KBUTHPOBaHUeM cBsizu 1 CP.

2. Bpanuamayap Internet Connection Firewall

B omepanunonnoit cucreme Windows XP umeercs BcrpoeHHbIN Opanamaysp Internet Connection
Firewall (ICF). Ilpu Hactpoiike ucxoasmiero noakiaroueHus ICF mo3BosseT MpUHUMATh TOJBKO TaKHe
OTBETHI, THPOPMAIUS O KOTOPBIX COOTBETCTBYET COCTOSIHUSAM, [IEPEUNCICHHBIM B CIIEIIUAIIbHOMN TaOIHIIe.
T.e. Opanamaysp oTOpacbiBaeT J0OOW TMaKeT, KOTOPBIH HE AacCOLMMpYeTcsl C MpeIblIyluMH
ucxomsummu paramu SYN u ACK.

ICF He 6iokupyeT nakeTbl, KOTOpbIE YAOBIETBOPSIOT CIEAYIOIIUM YCIOBUSM:

— TMaKeT aJpecoBaH MOPTY, KOTOPOMY pa3pelieHo NPUHUMATh BXOSAIINE JaHHBIE;
— JUIs IaKeTa ycTaHoBJeH ToibKo (iar SYN.

Jlns 3anycka u HacTpoiiku Internet Connection Firewall BeimonuauTe cnenyromme neiCTBHS:
Ortxkpotite Ilaneas ynpapiieHus.
Ortkpoiite nanky Cerb ¥ noakiaodenust k Unrepuery.
Ortxkpoiite nanky CeTeBble NOAKJIIOYCHHS.
B npaBoii yactu okHa BeiOepuTe paszaen «MA3MeHnTh napamerpbl 6panamayidpa Windowsy.
B oTkpbIBIIEMCS] OKHE YCTAHOBUTE OMNLNI0 BKJIIOYHTS.
Otkpoiite 3aknanaky UckiaroueHus.
Jlo6aBbTe porpaMmy U HTepHeT-UepBbl B CIMCOK MCKITIOYEHUH.
Ucnone3ys kHonku M3menuth u M3MeHHUTH 00J1aCTh, YCTAaHOBUTE YTOOBI K 3TOM Mporpamme ObLI
CBOOOIHBIN 1OCTYII TOJBKO ¢ KommbioTepoB JIBC.
9. OrtkpotiTe 3akiaaKy J0MOJTHUTEIBHO.
10. Beibepure Tekylee CoeAMHEHHE.
11. Haxxmute xkHoniky [TapameTtpsbl.
12. Beinenure cinyx0y FTP-cepsep.
13. O3HakombTeCh ¢ onrcanueM ciryx0er FTP-cepBep. Haxmure OK.
14. Beinenure cayx0y Telnet-cepsep.
15. O3nakombTech ¢ ommcaHueM ciayxObr Telnet-ceppep. Haxmure OK. Takum oOpasom, ObuI
MPEIOCTaBIICH JOCTYII IO CETH K CIIy)k0aM, MUHYs OpaHaMayapa.
16. IlokakuTe pe3yjbTaT padoThl MPENoaaBaTelIio.
17. OTmennTe Bce ceaHHbIE U3MEHEHUS.

NGO~ WDNE
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18. BrixitounTe Opanamayap.
3. Opranusanus IP-6panamayspa BcrpoennbiMu cpeacramu Windows XP

OcnoBro#t mporokon mist creka TCP/IP — 3to mporokon IP (Internet Protocol). On paboraer Ha
CEeTEBOM YPOBHE M 3aHMMAETCS JOCTaBKOM NIAaKeTOB. Y OTHpPaBUTENS U IOJydaress JOJDKHBI
CYIIECTBOBaTh yHUKanbHbIe [P-azpeca KOMIIBIOTEPOB, KOTOPHIE YKa3bIBAIOTCS B 3aroJIOBKax IAKETOB.
Taxum oOpa3oM, nepBsblii cnocod GpuabTpauuu — GuiIbTpanus 1aHHbIX 1o IP-agpecy otnpasurens.

[Tomumo npotokosna IP B ceT 0THOBPEMEHHO PabOTAIOT HECKOIBKO JAPYTHX MPOTOKOJIOB. Kaxibiii
U3 HUX J00aBJIseT B MAKET CBOW 3arojOBOK, TO €CTh B MOMEHT IE€peladyM 10 CETH MAaKeT MPECTaBIsAeT
COOOH «CIIOCHBI MUPOT», TJAE MOMHMO JaHHBIX MOMEIICHBl 3aroJOBKH pPAa3IUYHBIX IMPOTOKOJIOB.
Hampumep, 310 mpotokosibl TpancnoptHoro ypoBHs — TCP (Transmission Control Protocol) m UDP
(User Datagram Protocol). /lanHbIe MPOTOKOJIBI HEMOCPEACTBEHHO PAOOTAIOT C CETEBBIMU CIIY)KOaMH.
[Tpuyem agpecanus ceTeBbIX CIyk0 IPOUCXOAUT IO ajipecy ciayxkObl — HoMepy nopta. OTcro/1a BbITEKAeT
BTOPOIi crocod GpuabTpaluM JaHHBIX — OTPAHUYECHUE IOCTYIIa IO HOMEPY MOpTa.

MoHO KOMOMHUPOBATh 3TH JBa criocoba. Tak HOMep nopra MOXHO KoMOMHUpPOBaTh ¢ IP agpecom
— K npuMepy, paspeuiatb goctyn k cepBepy (cranpaptHo TCP mopt 80) Tonbpko ¢ omnpeneneHHbIX [P
aapecoB. KomOunanus «IP agpec» + «Homep mnopra» HasbiBaercs cokemom. COKET I03BOJISET
YHUKAJIBHO aJIpecoBaTh J00yI0 ciyx0y B cetn MHTEpHETE.

Korna Bel oOpariaerech K yhajleHHOMY cepBepy no mporokony TCP, To mpoucxoauT mporecc
ycraHoBleHHs cBsizu. K mpumepy, BbI oOpaTmiuchk K BeO-cepBepy y3na 192.168.1.1 (crangapTHO — Ha
TCP nopr 80). Ilpu 3TOM Bal KOMIObIOTEP (KJIMEHT) TOXKE JO0JKEH BBIICIUThH MOPT, YTOOBI CepBep 3HaJ,
KyZla OTHpaBisATh OTBET. [lopT KiMeHTa BeleseTcs ciayyailHeiM o0pa3oM — k ipumepy, TCP 29334,

Homepa nopToB GOJBIIMHCTBA CIIYKO CTaHIAPTU3UPOBAHBI, U Bbl MOXKETE ITOCMOTPETh UX B (hailie
"services", KOTOPBIi pa3mernacTcs B Ciy)keOHou manke %osystemroot%\system32\drivers\etc. ITanka
%Systemroot% naxoaurcs B manke Windows.

Coznmanue IP-Opanamayspa BcTpoeHHBIMU cpeactBamu Windows XP cocTouT W3 Clemyrommx
JTAaroB:

1-i 3Tan — cozaeTcs HOBas noauTUKa 6e3omnacHoctu IP B cucteme.

2-ii 3Tan — B HOBOM MOJHUTHKE 0E€30MaCHOCTU CO3JAt0TCs (PUIIBTPBI, KOTOpbIE OYIyT obecneunBaTh
(GuIbTpaUIO JaHHbIX.

3-¥ 3Tan — BBINOJIHAETCS HACTPOHKa (PUIIBTPOB.

Tenepp paccMOTpUM Ha TPAKTHYECKOM IpUMEpE, KaK OPTaHU30BBIBACTCS OpaHIMaydp CpeACTBaMHU
OC Windows XP.

4. IlpakTHyeckoe 3aganue

1. Orkpoiite I1anean ynpaBjeHus.
2. Jlanee BbIOepuTe AIMHUHHMCTPUpOBaHMe — JlokajbHasi MOJMTHKA Oe30macHOCTH. B pesynbrare
OTKpoeTcs cneayroiiee okHo (Pucynox 1).

iﬁ JokanbHbie NapaMeTpol GE30NACHOCTH ;|g|5|

HoHoone  fefdcTeme  Bug  Cnpaeka

= BBRE 2 ag

@ MaparMeTpkl GE30MacHOCTIA | 53 | CIMMCaHME | HazH
"@ MOMATKRIA Y YETHBI 3arcei KnmeHT (OTBET TO..,  ¥CTaHoOBWMTE CBA (HeBe... Het

-8 NowkaneHele nommA Cepeep (3anpoc 6. Brerga Tpefoeate Mono...  Het

-0 Monvmiae oTHkpLITare knigya B Cepecp BozonacHo... Brerda TpeBoeats Momo...  Het
[ MDAMTMKA OFpaHMHEHHOND WMCMONE20EaHA MPOTPAMM

g Motk BezonacHoCTI IP Ha "MokankHe KomMisoTep”

Led | i
| I |

Pucynok — YcTraHoBKa MOJUTUKU O€30MMaCHOCTH

3. Brigenute pazaen [Hoautuku 6e3onacHocTu |P Ha «JlokajabHBIH KOMIBIOTEP.
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4. Haxmute mnpaByl0 KIaBUILY MBIIIM Ha JaHHOM pasfene u BboiOepuTe Co31aTh MNOJMTHKY
oe3onacHoctu |IP. B pesynbrare 3amycturcs mactep ycraHoBku [P monmutukwy.

5. Haxwure kHonky /lasnee B osBUBIIEMCS OKHE.

6. B cienyromem okHe OCTaBbT€ UMs MOJUTUKU Oe3omacHOCTH Oe3 m3MeHeHus - HoBasi mojmTHKa
oesonacHoctu IP. Haxxmure kHonky [lasnee.

7. B cnenyromeM ocraBbTe rajgoyky B nosuuuu Mcmosib3oBaTh mpaBuio mo ymoadanuiw. Haxmure
KHOIIKY /lasee.

8. B crnepyromeMm OKHE Takke OCTaBbTE BKJIIOUEHHBIM CTaHAApPT CJay:kO0bl KaTtajgoroB. Haxmure
kHonKy JlaJiee. Ecii mosiBUTBHCS COOOIIEHNE, YTO KOMITBIOTEP HE SIBISETCS YWICHOM JOMEHA, TO OTBETHTE
Ha BOIPOC B OKHE - Jla.

9. B HOBOM OKHE cHUMHUTE Tanouky M3MeHHMTH cBoiicTBa. CBoiicTBa MONUTHKU O€30MACHOCTH MBI
OTPEAAKTUPYEM II03KE.

10. Haxxmute knomnky I'oToBo. B pe3ynbTare B OKHE MOSBWIACH HOBAs IOJIMTHKA OE30MACHOCTH
(Pucynok 2).

§* NokanbHble NapaMeTpbl GezonacHoCTA ;IEIEI

KoHcone  dedicTere  Bug  Chpaeka

o B ¥XEFB (2 a5 4

@ MaparMeTpel Dez0NacHOCTM I lma 4 OnmcaHwe
B MonuTiar yueTHBE: 3amicei BAKrmeHT (OTBET TOMEKD) ¥CTAHOBITh
-8 NawkansHeie Mo - IHoEaA nonT onacHocTH [P
-0 Monumika aTkpLITarS Kniaya SPEER (3aNp0oC HE30MacHOCTM) Eiceraa Tpet
£ (] MOMTL9N OrpaHiYeHHOro MCMONE30B3HVA MDOTPaMM ereep Ge3onacHocTy (TpefiyeTca Gean... Breraa Tpet
.g, ManTitkds BezanacHoCT IP Ha "MokaNeHEE KOMOEETED

Led i

Pucynok 2 — HoBast monutrka 6€301macHOCTH

11. Beinenure pazzaen lonutuku 6esonacHoctu IP Ha «JlokajabHBIH KOMIIBIOTEPY.
12. [llenkHUTEe HA JAaHHOM pa3jeie MpaBod KHONKOW MBIIIM U BbIOEpUTE KOMaHAY YmpaBJieHHe

cnuckamu |P-¢puasbtpa... (Pucynok 3)
& NoxanbHble napaMeTpbl Ge30NacHOCTH - |EI|£|

HoHCONe  flefcTeMe  Bug  Chpaeka

¢ = BRE 2 aa

@ MaparmeTpel GE20NacHOCTH | kmAa  # | CnMcaHKe
"@ MQnATIRY Y UETHEDX 3arMCEN AKnMeHT (OTBET TOMRKD) YCTaHOBMTE
(8 Nowanereie namyma AHOEaA NONMTIKE GE20MacHoCTM IP

g gonwmm OTKPBITOND K043 A Ceppep (3anpoc Ge30macHoCTH) Ecerga Tpef
+]- [CATIAKIA OPAHMHEHHOMD MCMNOME30BaHMA MPOrpate 2

: ob o borE Cepeep BezonacHoCTH (Tpefyetca Bezo... Brerga tpef
28 Mok GiE30NACHOCTIA [Rakiasetlaias P =

Co34aTe NONMTMKY BE30nacHoCTI IP..,

¥MPaBNeHMe CrmMckam IP-huneTpa M JefcTEMAMIA dMnbTRa. .

Bce zagaun 3

Eiag, 3

OBHOBEMTE L. _’I
|)’npaBn8HMe Crvckari IP-MNbTP  SKCMopTMpOEATE CRMEOK. .,
- Crpaeka

Pucynok 3 — HacTtpoiika HOBOW NOJIMTHKN

13. B nosiBuBIIEMCS OKHE BBIOEPHTE 3aKJIa/IKy Y NpaBJieHHe AelicTBUAMHU (puabTpa.

14. B nanHOM OKHE HaXMHTE KHOTKY J00aBUTh. 3amyCTUTHCS MacTep HACTpoWkHu ¢uiabTpa. B mepBom
okHe HaxMmure [dasiee.

15.Bo BTOpOoM OKHE BBeauTEe UM - 3anper cBs3W. M Habepute HeOoJbIIOE OmMucaHue (GUIbTpa

(Pucynox 4)
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a
WmMnA nefcTeua dUALTPa '
EeeauTe UMA W Hef0NbIIOE ONWCAHME A7 3TOMD A2ACTEHA PUIETPA. e
—

Orucanume:

PUNETP ONPELENAST NPAEHNS SaNPETA CEASH d

< Hazan I Hanee » I OTrieHa

Pucynoxk 4 — Co3nganue dpuiabTpa

16. Haxxmute xkHomky laJiee.

17.B cnenyromeM okHe BblOepuTe NyHKT bJiokupoBaTh. byner HacTpauBaTh CBSA3b IO CIEIYIOIIEMY
HOPUHIUITY — 3alPETUM CBSA3b CO BCEMHU Y3JaMM, a MOTOM OyJieM MOTUXOHBKY OTKpBIBATh TO, YTO HaM
HYKHO.

18. Haxxmute xkHomKy [laJiee.

19. B nocnenHem okHe HakmMuTe KHONKY ['0TOBO. B pe3ynbraTe B OKHE ACHCTBUI MOSIBIIIOCH JACHCTBHE
3anpet cBs3u (PucyHok 5).

Unpasnerie crivckamu eunsTpos [P YNpasneHie AefcTEMAMMU dIHisTpa |

C nomMOlsi 3700 AWaNora MokHD COSASEaTE W
HACTPAHEATE EHCTEHE PUAETRA, ONHCEIEAMWES
Ge30MaCHOCTE BALISH CETH.

JlocTynHeIE AEHACTEHS $HABTPa ABASIOTCA OGLHMU ANA
BCEX NOAMTHE |P-Ge30nacHocTH.

TecTema fuaLTpa:

I Hra | OnucaHie |

P NETP ONPEAENAET NDAEMAS ..

3Sanpoc GezonacHocT (Bozmak..  [pHHUMATE HeflezonacHyio cBA...
FPaspewmre Paspewerie npoxowaeHme Hed...
Tpefiyerca fes0NacHOCTE M pUHURMETE HEAESONACHYIN CEA

LotasuTe... | ﬂaMEHM‘rb...l Haanrs | [¥ Menonesoeats mactep

3akpee I [OrrieHa | anmeHHTbl

Pucynok 5 — Co3nganue neiictBus puiabTpa

20. Haxxmute KHOTIKY 3aKPbITh.

21. TlepelinuTe K peIakTUPOBAHHUIO CO3JJAHHOM IMOJMTHKY (IS TOTO JOCTATOYHO HAXATh J[Ba pa3a JICBOH
KJIAaBULIEH MBIIIN HA €€ Ha3BaHUE).

22.B OTKpBIBIIEMCSl OKHEe HaXMuTe KHONKY /lo0aBuTh. B pesynbrare 3amyCTHTCS OYEPETHOM MacTep
npaBui 6€30MaCHOCTH.

23. B nmepBom okue HaxkmuTe [lasiee.

24. Tak Kak TyHHeIb MBI 3a/laBaTh He OyneM, TO B CIEAYyIOIleM OKHe HaXMHUTe KHomky Jajee, 6e3
M3MEHEHHUS TEeKYIUX HACTPOEK.

25. B crnenyromeM okHe BKIounTe oniuio [loakiaoyenue yaajenHoro aocryna. Haxvure Jlagee.
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MacTep npaewn GezonacHOCTK x|

Tun cetn "
MpaBina Ge30MacHOCTH A0MAHE! GETE NPMMEHHMB K THMY CETH.
L

Brifepure THRN CETH:

(" Boe ceTeBkie NaAKOYEHHA
" MokankHoe CETEEOE NOAKIKMYEHHE

@ [logknioyeHmHe Y1aneHHoro 4ocTynE

< Hazan I Hanee » I OrreHa

Pucynok 6 — Beibop tumna cetu

26. B ciienyromeM oKHe OCTaBbTe Bce 0e3 m3MeHeHu 1 Haxmute [lanee.
27. MBI OJDKHBI 3alpeTuTh Bee Ui BeeX. [oaToMy B HOBOM OkHe BKitovaere omuuio Iomubrii 1P-

Tpaduk u HaxKUMaeTe KHONIKY Jlo0aBUTB.

MacTep npaemn besonacHoOCTH 2 x|

Cnucok ¢unetpoe IP *
Beitepure crvcok |P-gunsTpoE 48 Toro THna IP-Tpaguika, K KoTopory Gyner %
-

MPHEEHEHD MPEEMID GES0NCHOCTH,

ECiM HY 0QHH HE HUKENPHESAEHHEIX PHAETROE |P B8k HE NOGKOGHT, HEKMATE
kHOMEY " oBaEuTE" A COS0aHMA HOBOMD HUAETPA.

LCrucku puaeTpoe |F:

Hma | OnucaHmre | LotaeuT... |
O NonHeit ICMP Tpagik CpaeHeHWe Boes ICMP-naker...
[OT Motk [P Tpadwik CpasHeHWe nakeros . P |

Yaanure |

< Hazag I Hanee > I OtrieHa

Pucynok 7 — Co3nanue IP-¢punbtpa

28. HazoBute punbtp «Hosblii IP-puabTp».
29. Haxxmute xHOTIKY lo6aBuTH. BHOBE 3ammyckaeTcs Mactep (OHM BaM eIlle He Haaoenu?).
30.31ech yka3pIBaeTCsl HCTOUYHUK MakeTa. [I0CKOIbKY HYKHO 3alpeTHTh MAKEThl OT BCEX HCTOUYHUKOB, TO

3anaiite B 3ToM okHe JIo6oi IP-agpec.
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21|

L
Hecrounuk IP-Tpaguka
YkazaHue agpeca HoTouHHES |P-Tpaduka.
-

AU.DEC MCTOYHWES NAKETOE!

< Hazan I Hanee > I Ormena

PI/ICYHOK 8 — 3aﬂaHI/Ie HCTOYHHKA IIaKCTOB

31. Haxxmute kHonky Jdanee.
32.3aech yka3pIBaeTCs aapec moiydarels nakera. Tpedyercs 3anpeTuTs makeTsl ot Bcex [P ncrounmnkos
JUIs HAIllero KOMIIbIOTEpa, o3Tomy Beioepute Moii IP-angpec.

-
Hasnauenue IP-Trpapura
Yrkazanue agpeca HasHaveHus [P-Tpaduka.
e

Adpes HasHAEHHS!

< Hazan I Hanee > I OTreHa

Pucynoxk 9 — 3aganue anpeca Ha3HAYCHUS

33. Haxxmute kHOTIKy Jdanee.

34. M1 3anpemiaeM Bce HpoTokoisibl. [losTomy B ciemyromem okHe BbiOupaem "JIw6oi". Haxmure
KHOIIKY /lasee.

35. B nocneanem okHe Haxxmute I'oToBo.

36. Mb1 co3nanu HOBBIH |IP-dunbTp. Haxkmute kHonky OK.

37. TlosiBuTCS cnucok (puiabTpoB. Beibepute co3nanubiil GuiibTp U Haxxmute lajee.

38. B cnenyromemM OKHE BRIOEpUTE CO3aHHOE ACHCTBUE — 3ampeT ¢BsI3U U HaxMuTe JlaJiee.
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MacTep npagqn GesonacHOCTHA 2| x|

NeRcTeHe PUALTPa *
BrifepuTe geficTEME GUAETPa 408 BUAETPS SE30NacHOCTH, @
-

Ecni HUE.aKME AEHCTEWS SUAETPA HE COOTEETCTEYOT HEOGHOAMMEBIN, HAKNMWTE KHOMKY
"NaGaeqTe' 01A CO503HWA HOBOr O AeHCTEMA, HTofk! COZ0ETE HOEDE AERCTEMS PUAETRAE ©
NOMOWE MACTERA, YETAHOEWTE dnakok “HMononbsosaTe mMacTep'.

JERCTEMA PUETPE: |7 Wenonesoears macTep

Hrag | OnncaHue | JofaeuTs. .. |
@ ! a1

a; P UAETD ONPEAEAAET MPEEHS,..

O 3anpoc GesonacHocTv [Bo..  TIPHAMMATE Hefes0NacHY C... Warere. . |
Q Pazpewre PazpelieHIe NpoRo#OEHWE ...
O Tpefiyetca fesonacHocTe MpHHKMETE HEGE30NACHYK C...

Yaanume

¢ Hazan I Hanee » I Otrexa

Pucynok 10 — Bri6op neiictBus

39.B mosmmTHKE MOSIBUIOCH HOBOE IIPAaBWJIO — 3alpelieHHEe BCEro OT BCEeX M A Bcex. T.e. Bail
KOMITbIOTEP TENEePhb NOJHOCTHIO 3alUILIEH NP YAaJIEHHOM IOKIIOYESHUH.

CBOFCTBa: HOBaA NONKTHKa Ge30nacHoCTH 2]

Mpasuna | Dewwe |

MNpaeuna G230NacHOCTH AR CEAZH C ARYrHIMU
===l oMnbOTEpEn

Npaeuna dezonacHocTi IP:

Crmcok punetpoe [P | JeficTede funetpa MeToge npoe... | Mz
Hogtai |P- ’ K, 5
< Nunarimeckuiy Otk no ymonsan...  Kerberos He

PuUnETp  danpet

« | 2
Qoﬁasmb...l HSMEHHTb...l Yaamme I [¥ Mcnonssosats macTep

3aKpEme I [TtEHE I anMBHHTbl

Pucynok 11 — Co3gansblil GuibTp

Tenepr Oynem mocrerneHHO BBOAWUTH pazpemieHus. IlepBonauansHo creayer paspemnts [CMP
Tpauk OT Bcex Mob30BaTesel Ha Ballly MallluHYy.

1. Haxwmute kHonky lo6aBuTh B ricxoaHoM okHe (PucyHok 11).
2. Tlpoiigute ye n3BeCTHBIC BaM IIard MacTepa J10 1mara Beioopa ¢uistpa IP.
3. Buioepute punptp Moaubrii ICMP-Tpaduk. Haxmure knonky Jdasnee.
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MacTep npaewn bBesonacHOCTH x|

Cnucok ¢punsTpos IP -
Brigepure crmcok, |P-guneTpos g0 Toro Tvna IP-Tpaduka, K koTopory Syget %
-—

ApHEAEHEHD NPAEMAO BEE0NAcHOCTH.

E£nu HW 0MH WE HUKENPHESAEHHEIR BUNETROE [P Batd HE NOAXOAMT, HAKMWTE
kHOMEY " HogaEuTe" 007 COZAEHHA HOEOrD BUALTRE.

Crvcku guneTpos [P

Mraa | OnucaHue | HofaeuTe. .. |

O Hoseii IP-gmnetp
LOT o ICMP Tpadur CpaeHene soex IDMP-naxer. . L e |

O Nonneit IP Tpadue CpaeHeHue scex IP-naketos ..

YHaanme

< Hazan I Hanee » I Orrena

Pucynok 12 — Beibop ¢unstpa mis ICMP

4. B cnenyromem okHe BeiOepute neiicteue Pa3pemuts. Haxkmute kHonky Jlasee u camocTOsITENbHO

3aBEpLINTE MacTep.
5. B pesynbraTe y Bac MOSBHUICS HOBBIHA (DUIIBTP C pa3peIICHUEM.

CeoiicTea: HoBaa NonqTvka DesonacHOCT! 7] x|

Mpaguna | Obwme |

@@ [paEWna 830NACHOCTH A7 CEASH C APYrHiM
= o=
KOMMEIOTER AN

Npaeuna GesonacHocTH [P

Crmcok ¢uneTpos P | JefcTEWE $UAETPa | teTankl Npoe... | Mz
MonneE ICMP Tpa..  Paspewwrs Kerberos

Hoeell IP-puneTp 3anpeT ceasu Kerberog He

< OuHardlaeckdiy — OTkAuk no geodad... Kerberos He
‘o | o
,Q,oﬁaBMTb...l HSMBHMTb...l Yaamre | [¥ Wcnonssoeats mMactep

Jakpeme I [ITrEHS | HDHMEHHTbl

Pucynox 13 — Coznanue GuibTpa ¢ pa3peneHnemM

Teneps y Hac He Oyzaet pabortats Huuero, kpome ICMP mporokona. Ceifuac 0CTanoch BBIICTUTH T€
CIIy’kObI, KOTOpBIE HAM HY)KHBI, U TIPOMUCATh JUIsl HUX JOCTyI. Jlydie Bcero co3aarh eIie OJUH CIIHCOK
bunsTpoB, Hanpumep, "Ciayx0n1 HTEpHET", M 1OOABUTH B HETO HECKOJIBKO CTPOYEK (DHIBTPOB C TIPABOM
"Pazpemmnts".

Hwxe npuBeIeHbl CTPOUYKH JUIS CaMbIX PacHpOCTpaHEHHBIX Ciayx0. ClieqyeT OTMETHTh, YTO TIO
YMOJYAaHUIO Kaxaas ciyk0a J00aBisieTcs 3epKallbHO — TO €CTh €CJIM MBI Pa3peliacM CBs3b OT HaIIero
KOMIThIOTEPA K JIFOOBIM BeO-cepBepam (mopt 80), To OyneT peaan3oBBIBATHCS W OOpaTHAsl CBS3b IS
nepegayn OTBeTa BeO-cepepa. MoxkeTe caMOCTOSATENBHO BBITIOIHHUTD MpeIaraéMbie HACTPOUKH.
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1. 3ampocer DNS cepsepa. Pazpemuts 53 nmopt nomyuatens (destination port address) nporokosna UDP
OT HaIllero KOMITbIOTEpa K JI000MY KOMIbIOTEPY. BMecTo m000r0 KOMIIBIOTEpa MOKHO yKa3zath DNS
cepsep nposaiiepa.

2. Be06-Tpaduk. OtkpseiTh opT TCP 80 mosrydaresns oT HalIero KOMIbIOTEPA K JIIOOOMY KOMIIBIOTEPY.

3. FTP-tpapuk. Otkpeite moptel TCP 20 u TCP 21 momyyarenst OT HalIero KOMIbIOTEpa K JIFOOOMY
KOMIIBIOTEPY.

4. SMTP tpaduk (ans orripaBku nucem). OTkpbITh mopT TCP 25 momyuaTens oT HalIero KOMIbOTEpa K
J000My KOMIBIOTEPY (MOXKHO BMECTO JF000TO KOMITbioTepa ykazatb SMTP cepsep mpoBaiiaepa).

5. POP3 tpaduk (s npuema nucem). OtkpeiBaeM nopt TCP 110 momydaresns oT Hamero KOMIbOTepa
K mo6omy kommbtotepy (miu k POP3 cepBepy npoBaiinepa).

6. IMAP tpadux (st mpuema mucem). OtkpoeiBaeM nmopt TCP 143 momyyaresns OT Hamero KOMIboTepa
K mo0omy kommbiotepy (niu k IMAP cepBepy nposaiinepa).

7. 1CQ tpaduk. 3aBucut ot cepepa ICQ, o6brano TCP mopt 5190 mosrydaTtenst OT HAIIET0 KOMITBIOTEpa
K 1000My KommbioTepy (1 k cepBepy 1CQ).

5. Co3nanue oT4yeTa
[locne BBITIOTHEHHE MPAKTHYECKOTO 3aJaHUs CTYIEHT JOJDKCH COCTaBUTh OTYET, B KOTOPOM
JIOJKHBI OBITh OTPAXKEHBI CIIETYIOLINE OJOKCHHSL:
1. Howmep u Ha3BaHME MPAKTUIECKON pabOTHI.
2. lenb u muiaH 3aHATHSA.
3. DKpaHHBIE KOIIMH BHIMTOJHEHHBIX 33 JaHUM.
4. OrtBeThl Ha CIEYIOIIUE BOIPOCHL:
— Yto0 Takoe 6€30MaCHOCTh CUCTEMBI?
— Y0 TaKoe ysa3BUMOCTb CUCTEMBI?
— Yro takoe aTaka?
— Kakue BUIbI ceTeBbIX aTak BaM U3BECTHBI?
— Yo cunTaercs omMOKaMu NPU HEMPABUIBHOM aIMUHUCTPUPOBAHUY CUCTEMBI?
— TloyeMy BO3HHKAIOT yA3BHUMBIE MECTa B cUCTEMeE?
— Kakue crioco6s! obecrieueHust 6e30MacCHOCTH CUCTEMBbI Bbl 3HaeTe?
— Yo Takoe Opanamaysp?
— B uem 3akirodaeTcs CylIHOCTb €ro paboThl?
— Yo Takoe ¢maru SYN u ASK? Kakyro posib oHM UTParOT MpH HACTPOHKe O€30MaCHOCTH B cHcTEMe?
— UYro Takoe nmopt?
— Yro takoe coker?
— Yo Takoe mpoToko?
— Ckonbko crioco0oB (unbTparmu gaHHbIX B ceTsx T CP/IP BbI 3HaeTe?
— Kak opranusoBath Opannmaysp BcrpoenHbiME cpeactBamu OC Windows XP?
— Kak npegocTaBuTh JOCTYIH 10 CETH K MporpaMme, MUHYs OpaHamayaspa’?
— Kaxk npeocTaBuTh JOCTYI 1O CETH K CITy»k0e, MUHYs OpaHamayspa?

5.3. TemMaTHKa NHCbMEHHBIX PadOT 00y4AKIIMXCS
B teuenne n3yuenus: qucuuIuinHbl «CeTeBoe aIMUHUCTPUPOBAHKE)» 00YyUarOIIUeCs JOJKHBI CAATh

OTYUTaTh pedepar mo OAHON U3 MPETIOKEHHBIX HUKE TEM:

[ToHsiTHE CETEBOrO U CUCTEMHOTO AAMUHUCTPUPOBaHUsA. OCHOBHBIE Pa3IUUHsL.

I{enun u 3a7a4m CETEBOroO aIMUHUCTPUPOBAHHS.

CoBpeMeHHbIE TOAX0Ab! K aAMUHUCTPUPOBAHUIO KOMIIBIOTEPHBIX CETEH.

Bcerpoennsbie nonbp3oBarenbekue yueTHele 3anucu. Haznauenune. [Ipumeps! ncronb30BaHus.

['pynnsl 6e30nacHocTy. HazHaueHue, mpumMepsl UCTIOIb30BAHUS.

Perucrparnus nosip3oBaTeneil B CUCTEME.

[TpaBa noctyna mosp3oBaTesnei k nankam u ainam.

Homensl u pabouune rpynnsl. Haznauenue. [Ipumeps! ucnosnb3oBaHusl.

[Tonsitue npoduist nmonszoBarens. Haznauenue. [IpuMeps! HCIIONB30BaHMS.
10. Opranmsanus cetu TCP/IP. TIpenmytiiecTBa 1 HEJJOCTATKH.

© N gk wDdEHE
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11. MexceteBoii oomeH B ceTsix TCP/IP. Mnkancynsmusi mpoTOKOJIOB.

12. TIporokoser SLIP, PPP u ARP. Haznauenue. [Ipumepbl HCOb30BAHMS.

13. IIpotokonst ICMP, UDP. Ha3nauenue. [Ipumeps! nCoab30BaHUs.

14. TIIporokon TCP (Transfer Control Protocol — 06a30BbIii TpaHCIOPTHBIA MPOTOKOJ). YCTaHOBKA
coenuHenus TCP.

15. Jlornyeckast opranu3anusi KOMIbIOTEPHBIX CETEH.

16. Pa30uenue cetu Ha noacetu. Macka MojCeTH.

17. Hcnonb3oBaHHe MAaCOK IPU CTPYKTYpPU3ALIUU CETH

18. Haznauenue IP-agpecoB y3nam ceTu.

19. Ilpunnunsl nepenayu qaHHbix B IP-cetsix. IlopThl U COKETHI.

20. Konmemmmsa KBUTHPOBaHUS.

21. Bugasl mapupytusanuu. [Ipocrast Mapmpytusanus. AJanTUBHAS MapUIIpyTH3AMS.
22. ApmuHucTpupoBaHueE cepBepoB. CrucreMa JJoMEHHBIX UMEH

23. OnektpoHHas noyta B [P-cersx.

24. BzammogpeiictBue DBM ¢ momomisto nmporokoina Telnet.

25. OOmeH ¢aitnamu. Ciyx6a FTP.

26. OCHOBHBIE TOAXO/BI K IJIAHUPOBAHUIO KOPITOPATUBHOM CETH.

27. llocTpoeHus: TpaHCIIOPTHOM CUCTEMBI KOPIIOPATUBHON CETH.

28. CosznmaHue KopropaTHBHOU ceTH Ha ocHOBe Active Directory.

29. Kontpomneps! nomena. Haznauenue. [Ipumeps! ucnonb3oBaHus.

5.4. IlepeyeHb BONPOCOB K HTOTOBOMY KOHTPOJIIO 3HAHUI 110 JIMCHUIIMHE
Bonpocs! Kk 3K3amMeHy:
OcHoBHble yTrauTsl Windows.
Co3nanue BUPTYaIbHBIX TyOJIHKATOB (ailyioB.
Oransl 3arpy3ku Windows.
Berpoennas ontumu3zarust Windows.
ITonsATHE MTONIB30BATENBCKON YUETHOM 3alIMCH. THUIIBI YYETHBIX 3alUCEN.
['pynmbl 0e3onacHOCTU. BeTpoeHHbIE TpymIbl 0€3011aCHOCTH.
3amuTa y4eTHbIX 3anuceid B Windows.
Vcrionp30BaHue TPpyMIoBOi NOJIUTHKH.
AJMHUHHCTpUpOBaHKE (HAMIIOB U MAIOK.
0. Ytumutel agmuaACTpUpOoBaHus. [IprumMepsr.
1. Mmena nonp3oBaTeneil 1 NOJHbIE UMEHA.
12. 3amyck mporpamm B cucteme Windows. CoBMECTUMOCTh BEpCHiA.
13. OGecneuenune 6€30MaCHOCTH YUETHOM 3aMUCH aIMUHUCTPATOPA.
14. CoBmecTHOE UCTIOJIb30BaHUE (HAIIIOB B CETH.
15. CoBmecTHOE UCTIOIB30BaHUE YCTPOUCTB B CETH.
16. TlIpama mocryma. HacrmeqoBanue mpaB T0CTyIA.
17. O6cnyxuBaHUE CUCTEMBI M KOHTPOJIb HaJl HEW. YTIpaBiieHHe KOMIBIOTEPOM.
18. Tlpucroenue (Haznauenue) IP-agpecos.
19. AnMuHUCTpUpOBaHME C TPUMEHEHHUEM KOHCOMIU. Y TUJIUTHI.
20. YTumura komanaHou ctpoku Net User.
21. Hacrpoiika mpaB JOCTyIa ¢ KOHCOJIH.
22. Anmunuctpuposanue Web-cepsepa.
23. Hacrpoiika OpanamMayspa B CUCTEME.
24. Opranmsanus [P-OGpanamayspa BctpoeHHBIME cpencTBamu Windows.
25. TIpoBepka Ge30macHOCTH ¢ TOMOIIbI0 porpaMMel MBSA.
26. Active Directory. HaznaueHnue, BO3MOXHOCTH, IPUMEPHI UCTIONb30BaHus. Co3/1aHie KOPIOPATHBHOM
cet Ha ocHOBe Active Directory.
27. Kontposmneps! nomena. Haznauenne. [Ipumepsl HCOIb30BaHUSI.
28. Obecrnieuenue 0€30MaCHOCTH YYETHOM 3arucu agMuHucTpaTopa. [Ipumepsr.

RBOoOo~NO~WNE
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Pa3nen 6. OueHouyHbIe CPeICTBA MPOMEKYTOUHON aTTeCTAINH (C KIKYAMM)

1. Aopec, npeonasnauennsiil 051 mecmMupo8anus NPOSPAMM U 83AUMOOEUCMBUS NPOYECCO8 8 PAMKAX
00H020 KOMNblomepa

a) 127.0.0.1

0) 255.255.255.0

B) 1.0.0.0

r) 0.0.0.1

1) 100.100.100.1
IIpaBWJIbHBINA OTBET: )

2. Vkaocume, kxakue unmepdheticol ucnonvsyromes 6 onepayuonnot cucmeme Windows

a) TaOJTMIHBIN

0) JTOKaJIbHBIN

B) rpauueckuii

') TEKCTOBBIN

1) pacrpeeieHHbIN
IIpaBWJIbHBII OTBET: B), I)

3. Bulbepume snemenmol, ¢ ROMOWBIO KOMOPHIX MONCHO uzmensamo peecmp Windows

a) pelaKTop peectpa

0) reg-daiin

B) Opaysep

r) Paint

n) Excel

I[IpaBuabHbBIH O0TBET: a), 0)

4. B Windows ona pabomsi ¢ KOMAHOHOU CMPOKOU HEOOX0OUMO 3aNyCmMums KOHCONb KOMAHOOLL

IpaBuabHbIii oTBeT: CMA

5. CosokynHocmb npasui, onpeodensiowux nepeoady uHpopmayuu no KOMIbIOMeEPHOL cemu

IIpaBU/IbHBIH OTBET: MPOTOKOJI

6. Ycmanosume npasunvuyro nocredosamenvhocms smanos sacpysku Windows

a) 3arpy3ka ocHOBHBIX (aitnioB OC B maMaTh

0) MHUIUANIN3alMs] YCTPOICTB

B) pETUCTpAIys MOJIb30BaTENs

T') CTapT CUCTEMHBIX CcITy>K0 1 06010uku Explorer

1) 3arpy3Ka JOMOJIHUTEIBHOTO IPOrpaMMHOT0 00ecrieueH s
IIpaBuibHbBI 0TBET: a) — 0) — B) — T) — 1)

7. bBaza oanmnvix, 8 KOMOPOU XPAHAMCS 8Ce OCHOBHbLE HACMPOUKU onepayuonHol cucmemst Windows,
Hazvleaemcs

IIpaBWJIbHBINI OTBET: peecTp

8. Ilonvzosamens, komopbwiti umeem NOIHbLIL HAOOP NPA8 OOCMYNaA O/ 8Ce20 KOMNbIOmepa U
Heo2paHuyeHHblll O0CMYN KO 6CeM Paiiiam u KIouam CUCIEMHO20 peecmpa HaA3bl8aemcs
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IIpaBWJIbHBINI OTBET: AAMHUHUCTPATOP

9. Ilpasuno, komopoe onpedensem NOPAOOK CO30AHUSL WUPPA, UTU e20 NPeodPa308aHUe 8 UCXOOHDIIL
mekcm

IIpaBUJIBLHBINH 0TBET: KJIIOY

10. Bbz5epume ()6126’1’1’!6115[, Komopble MOJNCHO 6bINOJIHANb C YYENHbIMU 3ANUCAMU nonvzosamerell

a) yIasTh

0) nmepenMeHOBBIBATh

B) OTKJIIOYATh

I') U3MEHATH IPYIIy 0€30MacHOCTH

1) U3MCHSITh UM

IIpaBuabHBIH O0TBET: a), 0), B), I'), /1)

11. Yemanosume npasujibHoe coomeenicmeue

1) CeTp KOMIBIOTEPOB, pacHpeICICHHBIX 110 BCEMY MHUPY |a) IlIo0abHas CETh
7 TIOCTOSTHHO CBSI3aHHBIX KaHAJIAMH C OYEHBL BEICOKOM
IPOIYCKHOM CIIOCOOHOCTBIO, HA KOTOPOH HMEETCsI
00bII0l 00BEM Pa3HOOOPA3HOI HH(pOpMAIHN

2) CeTb paBHOIIPaBHBIX KOMIIBIOTEPOB - pabOYHX 0) OHOpaHTOBAs CETh
CTaHIIMH, KAKIBIH U3 KOTOPBIX HUMEET YHUKAIBHOE HMS
3) Cetb, B KOTOPOI UMEETCSI MOIIHBIN KOMIIBIOTED - B) M€papXUYECKas CETh

BBIJICJICHHBIN CEPBEP, PECYPChl KOTOPOIO
MPEAOCTABIISIOTCS APYTUM, COSUHEHHBIM C HUM
KOMIBIOTEpaM - pabOYUM CTaHIIHSIM

IIpaBuiabHBIN OTBET:

1) —a)
2)-0)
3)-®)

12. Croorcnwiii napons

a) COCTOUT U3 0oJiee 8§ CUMBOJIOB

0) cocTouT M3 OoJiee 3 CUMBOJIOB

B) BKJIIOYAET TOJIbKO aHTJIUHCKUE OYKBBI
I') BKIIFOYAET TOJIBKO PYCCKHE OYKBBI

1) BKJIFOYAET JIFOObIE CUMBOJIBI

€) HE SIBIIITCSI ONPE/IeTICHHBIM CIIOBOM
IIpaBuibHBI OTBET: a), 1), €)

13. Umo wne oonoicen cooepocamov URL-adpec

a) JaTUHCKUX OYKB

0) pycckux OyKkB

B) poOeIoB

T) TUpE

1) TOYEK

IIpaBuabHbIi 0TBET: 0), B)

14. Ymo ne donoicen cooepacamo E-mail-adpec

a) JaTUHCKUX OYKB
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0) pycckux OyKB

B) Ipo0esIoB

T) TUpE

1) TOYEK

I[IpaBuabHbIi 0TBET: §), B)

15. Vemanosume coomseemcmeue

1) Yrpoza a) coOBITHE, KOTOPOE MOTEHIIUATBEHO MOKET HAHECTH
BpEJI OpraHU3aIuy IyTeM PACKPBITHS, MO (DUKAIIMH
WIN pa3pylieHns HHPOPMaIuu

2) bezonacHocTh nHGOpMaMK | ) CTOCOOHOCTH CUCTEMBI O0ECIICYUTh 3aIUTY
nH(OpPMAIIUY OT HETATUBHBIX SIBICHUN

3) VS3BUMOCTb CHUCTEMBI B) XapaKTEpHUCTHKA, KOTOpas JeJIaeT BOZMOKHBIM
BO3HHUKHOBEHUE YIPO3bl

IIpaBuJbHBIH OTBET:

1)-a)
2) - 6)
3)-B)

Paznen 7. [lepevyenn yueOHOI JuTEpaTypbl, HEOOXOAUMOM 1JI1 OCBOECHHS IHCIUIITIUHBI

7.1. OcHoBHAs JJUTEpaTypa

1. Bmnacos, 0. B. AamunuctpupoBanue cereir Ha miatrgopme MS Windows Server : yueOHOe
nocooue / FO. B. Bmacos, T. U. PumkoBa. — 3-¢ u3n. — MockBa : VHTEepHET-YHUBEPCUTET
Nudopmanmonnsix Texnonoruit (MHTYUT), Aii ITu Ap Menua, 2020. — 622 ¢. — ISBN 978-5-4497-
0649-2. — Texcr : anekrponHsii // [{udposoii o6pazoBarenshblil pecypc [IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/97536.html

2. Koctrok AWM. AnmuHHCTpUpOBaHKE 0a3 JaHHBIX U KOMITBIOTEPHBIX CETel : yueOHoe mocodue /
Koctiok A.U., becnanos JI.A.. — PocrtoB-Ha-/[ony, Taraupor : M3garensctBo FO)HOTO (henepambHOTO
yauBepcureta, 2020. — 127 ¢. — ISBN 978-5-9275-3577-4. — Tekcr : snextponsslil // Ludposoit
obpazoBarenbHbIiil pecypc IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/107941.html

3. Kupenbepr A.I'. CucrtemHOEe agMHHUCTPUPOBaHHE W HH(POpMAIMOHHAS 0€301MaCHOCTh CeTei

OBM : yue6Hoe nmocobue / Kupenbepr A.I'.. — Kemeposo : Ky3bacckuii rocyaapcTBEHHBIH TEXHUUECKUN
yauBepcurer umenn T.D. Topbauesa, 2022. — 119 c. — ISBN 978-5-00137-292-9. — Tekcr :
anekTpoHHbld  //  LludpoBoit obpazoBarenbHbiii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/128406.html .
7.2. lonoJIHUTeIbLHAS JUTEpaTypa

4. Bmnacos, 0. B. AnmunnctpupoBanue ceteit Ha mathopme MS Windows Server : yueOGHOe
nocooue / FO. B. BmacoB, T. U. PumkoBa. — 3-e u3n. — MockBa : VHTepHET-YHUBEPCUTET
Nudopmannonnbix Texnomoruit (MHTYUT), At [In Ap Meana, 2020. — 622 c. — ISBN 978-5-4497-
0649-2. — Tekcr : anexrponnslii // Lludposoit oOpazoBatensHblil pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/97536.html.

5. Emuceee A.M. OcHOBBI agMUHUCTPUPOBAHHUS M CHCTEMHOTO MPOTPaMMHPOBAHUS B
onepanroHHoi cucteme Linux. B 2 gactax. Y. 1 : yuebHoe mocodue / Emucee A.U., Sxosner A.B.,
Hepsabun A.C.. — Tamb6oB : TamOOBCKUI rocymaapcTBEHHBIM TexHHUeckuil yHUBepcuteT, IbC ACB,
2020. — 80 c. — ISBN 978-5-8265-2248-6 (u.1), 978-5-8265-2247-9. — TekcT : 3MeKTPOHHBIN //
Hudposoit 00pa3oBaTeNbHBIH pecypc IPR SMART : [caiiT]. — URL:
https://www.iprbookshop.ru/115729.html

6. Muxees M.O. AnmunuctpupoBanue VMware vSphere 5 / Muxees M.O.. — Caparos :
[IpodobpazoBanne, 2019. — 502 c. — ISBN 978-5-4488-0051-1. — Texkcr : anekrponHsbIit // Ludposoit
obpazoBatenbHbii pecypc IPR SMART : [caiit]. — URL: https://www.iprbookshop.ru/87985.html
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7.3. JIpyrue ucTOYHUKN HHPOPMALIMH U CPEACTBA 00ecnedeHUsI OCBOSHU sl THCIUIIIHHbI

7. Xypnan «busnec. O6pazoBanue. [IpaBo. Bectnuk Bosrorpamckoro wHCTHTyTa OW3HECa»
[Onexrponnsiii pecype] / URL: http://vestnik.volbi.ru/

8. Xypuan «Cetun» [Dnexkrponnsiii pecypc] // URL: http://www.osp.ru/nets.

9. UsparenbctBO “OTKpBITHIE cUCTEMBI” [DeKkTpoHHBIH pecype] // URL: http://www.osp.ru.

10. OdunmaneHpiii  caiitr  kommanuu  Microsoft  [Onektponnsii  pecype] // URL:
http://www.microsoft.com.

11. T1IO pnsa opranu3anuu KoH(epeHIHiA

12. CIIC «Koncynbrantllnrocy, URL: http://www.consultant.ru/document/cons_doc

13. CIIC «I'APAHT», URL: http://base.garant.ru/

14. TIUT dopym [Dnexrponnsiii pecype] / URL: http://citforum.ru.

Pa3nen 8. MarepuaibHO-TeXHUYeCKast 0a3a U HH(POPMALMOHHBIE TEXHOJIOTUH
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MartepuanbHO-TeXHHYECKass 0a3a, HeoOXoamMasi JJisl OCYILIECTBJIECHUSI 00Pa30BaATEJIbHOIO
npouecca no JAUCHUIINHE.

MarepuanbHO-TEXHHUECKOE 0OecreueHre AUCIUILTMHBI BKIIOYaeT B ce0st yueOHbIe ayTUTOPUN JUIS
NPOBEJCHUS 3aHATHI, TPYNIOBBIX U HWHAWBHUIYANbHBIX KOHCYJIbTALMNA, TEKYIIEro KOHTPOIS U
POMEXYTOYHOU aTTeCTAllNH, CAMOCTOSITEIILHON paboThl 00Y4atOLXCSl.

Y4eOHble ayAUTOPUM YKOMIUIEKTOBAHBI CHEIHAIM3UPOBAHHOW MeEOENbl0 U TEXHUYECKUMU
cpenctBamu  oOydeHus. [lomemeHuss Uisi CaMOCTOATENBHOW pabOThl OOYYAIOMIMXCS OCHAIICHBI
KOMIIBIOTEPHON TEXHUKON C BO3MOYKHOCTBIO MOAKIIOUEHUS K ceTu HTepHeT.

JlucuuminHa MOXET peali30BbIBAThCS C IMPUMEHEHHEM AMCTAHLIUOHHBIX TEXHOJIOIMH O0OydeHUs.
Crneuuduka peanuzanuyl AUCUUIUIMHBI C TPUMEHEHHWEM JAMCTAHLIMOHHBIX TEXHOJIOTHH OO0y4eHUs
yCTaHABJIMBACTCS JIOTIOJHEHUEM K paboueil mporpamme. B wactu He mpoTuBOpevamieil crenuduke,
U3JI0’)KEHHOM B JTOTIOJHEHUH K ITpOrpaMMe, MPUMEHseTCsl HacToslas paboyasi mporpamma.

MarepuanpHo-TeXHHUECKasi 0a3za, HeoOXoAUMast ISl OCYIECTBICHUSI 00pa30BaTEIBHOTO MpoLecca
10 JTUCIUILIMHE C TPUMEHEHHEM TUCTAaHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTUI BKIIIOYAET B CeOsI:

KommploTepHasi TeXHHMKA, pacroyiokeHHass B yueOHOM kopmyce WHctutyta (yin. Kaumnnes, 63,
kaOuHeT LleHTpa TuCTaHIIMOHHOTO O0YYEeHHUS):

1. Intel i 3 3.4Ghz\O3Y 4Gb\500GB\RadeonHD5450

2. Intel PENTIUM 2.9GHz\O3Y 4GB\500GB

3 JMYHBIC SJEKTPOHHBIC YCTPOWCTBA (KOMITBIOTEPHI, HOYTOYKHM, IUIAHIIETHI M MHOE), a TaKKe
CpEeIICTBA CBSI3U IpernojaBaTesiell U CTYACHTOB.

WNHdpopManmoHHbIE TEXHOJIOTHH, HEOOXOAUMBIE JUI OCYIIECTBICHUSI 00pa30BaTEIHLHOIO Mpolecca
MO TUCIUILIMHE C TPUMEHEHHEM TUCTAHIIMOHHBIX 00pa30BaTeIbHBIX TEXHOJIOTUI BKIIOYAIOT B CEO0sI:

- cucrema aucraniuonHoro ooyuenust (CO) (Learning Management System) (LMS) Moodle
(Modular Object-Oriented Dynamic Learning Environment);

- JJIEKTPOHHAs 110YTa;

- CUCTEMAa KOMITbIOTEPHOTO TECTUPOBAHUS;

- Hudporoii o6pazoBatensHbiii pecypc IPR SMART,;

- CUCTeMa MHTEPHET-CBSI3U skype;

- Tene)OHHas CBSI3b;

- I1O 1t mpoBesieHNs: KOH(pEepeHIINU

OOyyeHue 00y4arOIMXCsl HHBAJMIOB M 00YyYAIOUIMXCHA C OTPAHMYEHHBIMH BO3MOKHOCTSAMM
310POBbSI OCYILLECTBJISICTCS IMOCPEACTBOM NPHMMEHEHUsS] CIEHUATbHBIX TEXHHYECKHX CPeACTB B
3aBHCHMOCTH OT BH/1a HO30JI0THH.

[Ipu mnpoBeneHMH YUeOHBIX 3aHATUH 1O JUCIUIUIMHE UCHOIB3YIOTCS MYIbTUMEAUMHbBIE
KOMIUIEKCBI, 3JIEKTPOHHBIE YYEOHUKHU U ydeOHbIe TOCOOUS, aJalTUPOBAHHbIE K OIPAaHUYECHUSM 3/10pPOBbS
oOyJaromuxcs.

JlexumoHHble aynAUTOpUK OOOPYIOBaHBl MYJIbTUMEIUWHBIMU Kadenpamu, MOAKIIOUEHHBIMU K
3BYKOBBIM KOJIOHKaM, MTO3BOJISIOIIMMHU YCUIIUTh 3BYK JUISl KATETOPUH CIIa0OCHbIIAIINX 00yJyaromuxcs, a
TaK)Ke MPOEKIIMOHHBIMU 3KpaHaMH, KOTOpPbIE YBETMUUBAIOT N300paXKeHHE B HECKOJIBKO Pa3 U MO3BOJISIIOT
BOCIIPHHUMATh YU€OHYI0 HHPOPMALIMIO 00YJaIOIUMCS ¢ HApYIICHUSIMU 3PEHUS.

[Tpu oOydeHuu JIKI C HAPYLICHUSAMHU CIIyXa UCHOJIb3YeTCsl YCUIIUTENb CilyXa Ui ClIa0oCbIIIanx
monaeit Cyber Ear mopens HAP-40, nomoratommii oOy4aeMbIM JIydllleé BOCHPHUHUMATh Y4eOHYIO
UH(pOpMaIHIO.

OOyuaromecss ¢ OrpaHUYCHHBIMH BO3MOXKHOCTSIMH 3/I0pOBBSl, OO€CIIEUEHBl IE€YaTHBIMU U
3JIEKTPOHHBIMU 00pa30BaTEIbHBIMU peCypcaMu (MpOrpamMMbl, Y4€OHUKH, Y4eOHbIe TOCOOMS, MaTepHAaIb
JUISL CAMOCTOSATEIbHOW paboThl U T.1.) B (GopMax, alanTUPOBAHHBIX K OTPAaHUYCHHUSIM HX 3JI0pPOBbS U
BOCTIPUATHUS UH(POPMAIUH:

JJIS1 JINLL C HAPYIICHUSIMU 3PeHUsI:

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

- B hopme aynuodaiina;

JJIS1 JIMI ¢ HAPYIIEeHUsIMU cJIyXa:

- B IeYaTHOH popme;

- B (hopme 31eKTPOHHOTO TOKYMEHTA;

JJIs1 JINIL C HAPYUIEHUSIMU ONIOPHO-ABUIaTeJIbHOI0 anmnapara:
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- B IeYaTHOH opme;
- B )OpMe IEKTPOHHOTO JJOKYMEHTA;
- B hopme aynuodaiina.
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Pasznen 9. MeToaunuyecKkue YKazaHud AJad oﬁyqammnxm 10 OCBOCHHMIO JHCHUIIJIMHBI

JIns ycremrHoro ycBOCHHMsSI Marepuaia Kypca TpeOyroTCs 3HAYMTEIBHOE BPEMs, KOHIICHTpAIHs
BHUMAaHHUsI M YCHJIMS: TIIOCEHICHHE JICKIIMOHHBIX 3aHSATUH M KOHCIEKTUPOBAHUE IIPEIIOIaBACMOTO
MarepHaia, paboTa ¢ HUIM JI0Ma, CAMOCTOSITeNIbHAsl TPOpadOTKa MaTeprana peKOMEHIyEMbIX YIeOHHKOB
U Y4eOHBIX TOCOOMH TPH CaMOCTOATENbHOH moxaroroBke. Ocoboe BHUMaHHE CieAyeT OOpaTHTh Ha
BBINOJIHEHHE MTPAKTUYECKHUX paboT, mpakTudeckux 3aaa4 no CPO, TeCTOBBIX BOIIPOCOB.

[Tpu camocrosiTensHON padoTe ¢ y4eOHUKaMU M y4EOHBIMH ITOCOOMSIMH TTOJIE3HO MUMETH MO PYKOU
CIPABOYHYIO JINTEPATYPY (PHIMKIIONEINH) WM JOCTYN K ceTd VHTEepHeT, Tak KaK MOTYT BCTPEUaThCS
HOBBIC TEPMUHBI, TOHATHS, KOTOPBIE PaHbIIIE 00ydJaromuecs He 3HAIN.

Lenp mpakTUYeckux 3aHATHA Mo aucuuiuiiHe «CeTeBoe aJMUHUCTPUPOBAHHME» - 3aKpEIUICHHUE
3HAHWU TI0 ONpEAETICHHON TeMme, MPUOOPETEHHBIX B Pe3yNbTaTe MPOCITYIINBAHUS JICKIUH, MOTy4SHHUS
KOHCYJIBTAIM ¥ CAMOCTOSITEIIBHOTO M3Y4YCHUs Pa3JIMYHBIX UCTOUYHHKOB JINTeparypbl. [Ipu BeINOIHEHHH
JaHHBIX paboT 00yJaroMecs TODKHBI OyAyT rIyOOKO U3y4HTh NPUHINN paOOTHl M HACTPOHKY CETEBOTO
nporpaMMHoro odecrieueHus. [1omyduTh HaBBIKHM €ro HACTPOMKHU 1 00CITY>)KHBaHUSI.

[lepen mnpakTHUECKHM 3aHATHEM OOYYAlONIMHCS JOJDKEH JETAIBHO H3YYHTh TEOPETHUECKHE
MaTepualibl BOIPOCOB TMPAKTHKH B YYEOHHKaX, KOHCIEKTaX JICKLHUH, MEePHOJANYECKUX >KypHaIax H
npouee. Eciu mpu BHINMOIHEHNN NPAKTHYECKOTO 3a/1aHHs Y 00YYaIOIIerocst OCTAlOTCS HESICHOCTH, TO EMY
HE00XO0IMMO OTIEPATUBHO OOPATUTHCS K MPETOAABATEINIO 32 YTOUHECHHEM.

[Tocne BHIONHEHHS TPAKTHYECKOTO pabOThl 00yYaronIuecs TOKHBI BBIIOIHUTH CAMOCTOSITEIBHYIO
paboty. CamocrosiTenpbHas paboTa BKIIOYAET B ce0sl MHAMBHIYaJbHOE 3aJlaHHE IO MPOWICHHOH TeMe.
Takum 00pazoM, KakIblii OOYYalOIIMICS BBIIOJNHSAET TOJBKO CBOW BapuaHT 3aJaHus. BwlnonHeHue
NPaKTUYECKHUX 3aJ]aHU{ COMPOBOKIAETCS BHIIMIOJIHEHHUEM IMMCbMEHHOTO OT4eTa B TeTpaau. OTUeT T0IDKeH
BBINIOJHATHCSI aKKYPaTHO, OBITh JIETKO YMTAEMBIM IOJYEPKOM, IPU ITOM JOMYCKAIOTCS OOIICNPUHSTHIC
COKpAIllCHHSI.

[Ipu nUCTAaHIMOHHOM BBIIOJIHEHUU NPAKTUYECKUX PAab0T 00YydYaroImIMiics MOXKET CaMOCTOSITEIBHO
npuobpectu omnepaionubie cucrembl Windows XP, Windows 7, Windows 8, Windows 10, Windows
2008 Server, Windows 2012 Server. OTBETCTBEHHOCTh 32 YCTAHOBKY M HACTPOWKY HPOrPaMMHOTO
o0OecnieueHrs B JAaHHOM cllydae JIOKHMTCS Ha camoro oOyuatomierocs. Crenyer BOCHOJIb30BaThCS
METOIUYECKIMH YKa3aHHUSIMH 110 YCTAaHOBKE JIAHHBIX MPOTPAMMHBIX CHCTEM.

PesynbTaThl BBIMIONHEHHBIX 3aJaHUK  OIICHMBAIOTCS C YYETOM TEOPETHYECKHX 3HAHWUH II0
COOTBETCTBYIOUIMM pasfeliaM JUCUUIUIMHBL, TEXHUKWA BBIOJHEHHS pPa0OOThl, OOBEKTHBHOCTH W
000CHOBAaHHOCTH TPUHUMAEMBIX pEIICHUH B Mpoliecce padOThl ¢ JaHHBIMH, KauyecTBa OQOPMIICHHUS.
[Tepexoa K BBIMOJIHEHHUIO CIEAYIOLUIEH MPaKTHUECKOro pabOThl JOMYCKAETCS TOJIBKO IOCIE OT4eTa
BBITIOJITHEHHOW PaOOTHI.
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y‘IC6HO'MeTO,Z[I/I‘I€CKOG HU3JaHUuC

PaGouas nporpamma y4eOHOMN AUCHUTUIMHBI

CeTreBoe aJIMUHUCTPUPOBAHHE

(HaumeHnogaHue OuCYuniunsl 8 COOMEemcmeaul ¢ Y4eOHviM NiaHoM)
OuiaunnoB Muxaua Baagumuposuy

(Pamunus, Ums, Omuecmeo cocmasumens)
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