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Pa3znen 1. Opranu3anuoHHO-MeTOAMYECKUI pa3ien
1.1. lean ocBOeHMsI TUCUHUIIJIMHBI

Hucuuminuna «WHpopmanuoHHassi 0e30MacHOCTb»  BXOJUT B 4acTh, (POPMHPYEMYIO
y4acTHHKAMH oOpa3oBaTeibHbIX oTHomenuii B1.B.04 no nampasnenuto mnoaroroBku «09.03.03
IIpuknagnas uHPOpMaTHKA», HampabBJeHHOCTb (mpoduiab) «MeHeqxkMeHT B  o0jacTu
HH(OPMALHOHHBIX TEXHOJIOIHH.

[enpro TUCHMILIHHBI ABJsiCTCs popMupoBanue Kommerenuui (6 coomsemcemeuu ¢ @IOC BO u
mpedo8aHUAMU K Pe3yIbmamam 0C80€eHUs OCHOBHOU NPOGeccuonanibHol 06pa306amenbHou NPoSPaMMbl
svicueco obpazosanus (OI1OI1 BO)).

OIIK-3 Cnoco0eH pemiaTh cTaHAapTHBIE 321244 NPO(eCCHOHAILHOM 1esiTeIbHOCTH Ha OCHOBE
HH(}OpPMaALMOHHON U OubIHOrpaduyecKkoii KyJbTypbl ¢ IPpUMeHeHHeM HH(POPMAIHOHHO-
KOMMYHHUKAIMOHHBIX TEXHOJIOTHI U € Y4€TOM OCHOBHBIX TPeOoBaHUil HH(pOpPMaALIOHH O

0€30MacCHOCTH;

Jeckpunrtopsl odmenpogeccuoHATbHbBIX KOMIIETEH M :

OIIK-3.1 Cnoco0eH pemiath 3aia4M, CBsi3aHHbIe ¢ o0ecrneyeHueM HHPOPMALMOHHOM 6e30I1acHOCTH
OIIK-3.2 Cnoco0eH pemiaTh CTaHAapTHHIE 3212491 NPO(ecCHOHAILHOM e TeJbHOCTH HA OCHOBE
HH(pOpPMaANMOHHOM U OubIMOrpaduyeckoi KyJbTYpPbl € HCIIOJIb30BAHUEM CeTeBbIX TEXHOJIOT uil
[TepeunciieHHbIe KOMITIETEHITUN (POPMHUPYIOTCS B TIPOIIECCE TOCTHUKEHUS HHAMKATOPOB KOMIIeTEeHIIUI:

O0001meHHas TPyAOBas
pyukuus/ Tpynoasi GyHKuus

Koa u HammeHnoBanue
JeCKpUNnTopa
KOMIIeTeH M

Koa u HauMeHOBaHUE MHAMKATOPA
AOCTUKEHUS] KOMIleTeHUMid (13

100))

nc 06.012 Menemxep
NMPOIXYKTOB B odJs1acT
UH(GOPMAIHOHHBIX TEXHOJIOTHH
C VYuopasienue cepueit HUT-
NPOAYKTOB M TIPynmod HXx
MeHe/1:KepoB

C/01.6 3aka3 TeXHOJOTHUECKHUX
uccienoanuii s cepuu UT-tipon
Y aHAJIU3 UX PE3yJIbTaTOB

C/09.6 Pa3paboTka mpeaaoKeHHH 1
MIPUOOPETEHUIO U MIPOJaKe
TEXHOJIOTUYECKHX, TPOAYKTOBBIX U
MIPOYUX UHTEIIEKTYaTbHBIX
aKTUBOB U OpraHu3alun

OIIK-3.1 Cnocoben
pemiaTh 3aga4mu,
CBSI3aHHbIE C
obecreyeHueM
HH(OpPMAIUOHHOMI
0€30MacHOCTH

OIIK-3.2 Cnocoben
peliaTh CTAHIAPTHBIE
3agaumn
npogdeccuoHAIbLHOM
JAesITeJIbHOCTH HA OCHOBE
UH(GOPMAITUOHHOM U
Ouodmorpaduyeckoi
KYJbTYPBI €
HCIO0JIb30BAHNEM CeTeBBIX
TeXHOJIOT Uil

3naem:

NJI-1 OIIK- 3.1 OcHOBBI 3alTUTHI
MHTEJJIEKTYaIbHOM COOCTBEHHOCTH
C/09.6

N-2 OIIK- 3.2 CoBpeMeHHBIT
OTEYECTBEHHBIN U 3apyOCIKHBIN
OTIBIT B PO (heCcCHOHATHHOU
nesarensaoctu C/05.6

Ymeem:

N]I-3 OIIK- 3.1 ITpoBOIUTH OIICHKY
IIEHHOCTH TexHonorui, UT-
MPOJYKTOB U OpraHU3aIMi KaK
MOTEHILIUAJIbHBIX aKTUBOB IS
MPUOOPETEHUS C IEeNbI0 Pa3BUTHUS
cepuu UT-npoaykros C/09.6

NJ1-4 OIIK- 3.2 [InanupoBaTh
YIPaBIATh IPOTpaMMaMU MPOESKTOB
C/07.6

Hmeem nasviku u (unu) onvim:
NJI-5 OIIK- 3.1 UccnenoBanue
CYILECTBYIOIINX HA PHIHKE
texHoJsioruit, UT-npoaykros u
OpraHu3aIil KaKk MOTEHIIUATbHBIX
AKTUBOB I IPHUOOPETEHUS C LIETBIO
passutus cepun UT-nponykros
C/09.6

NJ1-6 OIIK- 3.2 KonTpoab

3 dEKTUBHOCTH TPUMEHEHUS
AKTUBOB OPraHU3AlIMH B OTHOIICHUH
cepuu UT-npoaykros C/09.6




1.2. MecTo aucuumiunbl B cTpykrype OIIOII BO
HanpasJieHust noaAroroBkM «09.03.03 Ilpukinagnas nHGopMaTHKa», HANPABJIEHHOCTH (MpoduIIb)
«MeHeqxMeHT B 00J1acTH HHPOPMALMOHHBIX TEXHOJIOT M

HpenmeCTBymmne AUCIHHUIIIMHBI
(l[I/ICIII/Il'I.J'II/IHLI, H3iyvya€embic HapaJIJIeJILHO)

Z

HOCﬂe)IleIIII/Ie JAUCHHUIIIIMHBI

2 3

BBenenue B HarpaBieHue NOATOTOBKU BKP

WudopmaTuka

[IpaBoBbI€ OCHOBBI IPUKJIAJAHON HHPOPMATUKU

WudopmanimoHHbIE CHCTEMBI U TEXHOJIOTHH

NHupopmanioHHbIe TEXHOIOTUU B
MEHEJDKMEHTE

bas3el jaHHbBIX

BreraucnouTensHBIE CHUCTEMBI, CETU U
TCJICKOMMYHUKAIUN

IIpOEKTHBIN PAKTHKYM

O N |Oo O | BRWIN|F(F

[IpoexTupoBanue BeO-caliToB

Tlocrneoosamenvrnocmo qbopMupoeaHuﬂ KOMI’lemeHL;MZZ 6 VKA3AHHbIX OucuunﬂuHax Mooicem Ovbimb
U3MeHeHa 6 3asucumocmu om quprl u cpoka O5y’~l€Huﬂ, a makokce npenodaeaﬂuﬂ C UCNOJIb306AHUEM
()ucmaHquHHblx mexHono2ul O6y’~t€HZ/l}Z.

1.3. HopmaTuBHAasi JOKYMeHTALUS

Paboyas nmporpamma y4eOHOW TUCITUTIIIMHBI COCTaBJIEHA HA OCHOBE:
- @enepanlbHOrO TOCYAAPCTBEHHOTO 0O0pa30BaTENbHOIO CTaHAApTa BhICIIEro 00pa3oBaHUS IO
HarnpasiieHuto noaroroBku 09.03.03 Mpukaagnas nngopmaTuka,
- y4yeOHOro 1utana  HampaeieHuss — noarotoBku  09.03.03  Ilpukiaagnas  uHdopMaTHKa,
HANpaBJeHHOCTH (Mpoduib) «MeHeT:KMEHT B 00J1acTH HH(POPMALMOHHBIX TexHogorui» 2022 roxga
Habopa;
- o0Opasmua paboueit mporpammsbl yaeOHon mqucruiuinabl (mpuka3 Ne 113-O ot 01.09.2021 r.).




Pasznen 2. TemaTuyeckuii mJjiaH

Ounas ¢popma 00ydeHus (IOJHBIA CPOK)

TpyroeMkocTh
Koa unaukaropa
AyIuTOpHBIE U IECKpUNITOpPA
Ne Tema Ay CUMIIMHBI 3aHATHSA CPO JTOCTUKEHH S
Bceero i
KOMIIETeHIIUI
I 3 (JI3, (IIpax.
C3) |(looe.
1 2 3 5 6 7 8
|| R ; s | e oncas
) N-2 OIIK- 3.2
COCTaBJISIONIHE.

2 Yrpo3sl nHpOpMAITMOHHOM 3 8 NJ-3 OIK- 3.1
6e3onacHocTH. VX knmaccuduxanus NJI-4 OIIK- 3.2
3aKkoHOJaTENbHBIN YPOBEHB

3 MH(POPMAITMOHHOM O6€30MaCHOCTH: 14 4 4 10 NJ-5 OIIK- 3.1
0030p POCCHIICKOTO U 3apyO0eKHOTO NJ-6 OIIK- 3.2
3aKOHOJIATEITLCTBA

4 AJIMUHUCTPATUBHBIN YPOBEHB. 3 8 NJ-3 OIK- 3.1
ITonuTika 6e30mMacHOCTH NJI-6 OIIK- 3.2

5 Opranu3zanus pa3sHOypOBHEBOTO 12 4 4 8 NJ-3 OIK- 3.1
JOCTyNa B UHPOPMAITMOHHYIO CUCTEMY NJI-4 OIIK- 3.2
OcHOBHBIE TPOTPAMMHO-TEXHHUUECKHE VIJI-5 OTIK- 3.1

6 | mepsl. 3amuTa nHOGOPMAITUH C 14 8 8 6 VIJ1-6 OTIK- 3.2
MTOMOIIBIO TTAPOJIS

7 3ammTa OT HeCaHKITMOHHUPOBAHHOTO 10 4 4 6 N1-3 OIIK- 3.1
JOCTYIIA ¥ CETEBBIX XaKePCKUX aTak N1-6 OIIK- 3.2
CoBpemMeHHbIE aHTUBUPYCHBIE
MPOrpaMMsbl. 3aliuTa OT

8 | nHpOpMAIMOHHBIX HHPEKIIHA. 16 8 8 8 UJ-5 OIIK- 3.1

NJ-6 OIIK- 3.2
Knaccudukanus KOMIbIOTEPHBIX
BHUPYCOB
9 OCHOBBI TEXHOJIOTHUHU TTOCTPOCHUS 18 8 8 10 NJ-5 OIIK- 3.1
samunieHasix OC nJ1-3 OIIK- 3.1
Buja npomeskyTouHO# aTTecTanuu +(36)
(3x3amMen)
Hroro 144 36 36 72
3aounasi popma o0yueHus (MOJIHBIH CPOK, yCKOpeHHOe 00yueHue Ha 6a3e CIIO)
TpyroeMkocThb
AyaAUTOpHBIE 3aHATHS Konx naaukaropa
Ne Tema TMCHUIINHBI Beero a 113 (13, | Mpax. (i)P " ;::;clf;::l(;ga
C3) |Iooe. N
KOMIEeTeHIHii
1 2 3 4 5 6 7 8
[TonsiTne nHGOPMAITMOHHON
1 oe3onacHocTH. OCHOBHBIC 14 14 NJ-1 OIIK- 3.1
cocTapiisitonue. BaxHocTs NJ1-2 OIIK- 3.2
pOoOIeMbI




2 Yrpo3sl nHPOpPMATMOHHOU 14 14 NJ-3 OIIK- 3.1
6e3omacHocTr. VX knaccudukanus NJI-4 OIIK- 3.2
3aKOHOJaTENbHBIN YPOBEHD

3 nH()OPMAMOHHON 0E€30MMaCHOCTH: 16 9 14 NJ-5 OIIK- 3.1
0030p pPOCCHIICKOTO U 3apyOEIKHOTO NJ-6 OIIK- 3.2
3aKOHOJIaTEeIILCTBA

4 AJTMUHUCTPAaTUBHBIN YPOBEHD. 14 14 NJ-3 OIK- 3.1
[Tonutrka 6€30MacCHOCTH NJI-6 OIIK- 3.2
Opranu3zanus pa3sHOypOBHEBOTO

5 )ch)CTyna BHI/IH(il))OpMaI}_]III?IOHHyIO 18 2 16 WJI-3 OIIK- 3.1

NJ-4 OIIK- 3.2
CHCTEMY
OcHOBHBIE TPOTPAMMHO-
6 TeXHqucEHepfqu;)iL 3a?11ma 17 2 15 WJI-5 OIIK- 3.1
NJ-6 OIIK- 3.2
MH(OPMAIIUK C TTOMOIIBIO MapoJIs

7 3ammTa OT HeCAaHKIIMOHUPOBAHHOTO 12 12 NJ-3 OIIK- 3.1
JOCTYTIA ¥ CETEBBIX XaKEPCKUX aTak NJI-6 OIIK- 3.2
CoBpeMeHHbIE aHTUBUPYCHBIE
MpOrpaMMsl. 3aliuTa ot

8 | mHpOpMaAMOHHBIX HH(EKINH. 14 2 12 WJI-5 OIIK- 3.1

NJ-6 OINK- 3.2
Knaccudukanus KOMIbIOTEPHBIX
BHPYCOB
9 OCHOBBI TEXHOJIOTHUH TTOCTPOCHUS 16 2 14 NJ-5 OIIK- 3.1
samumeHHbrx OC NJI-3 OIIK- 3.1
Bua npomeskyTo4HO# aTTecTaluu
+(9)
(3x3ameHn)
Hroro 144 10 10 | 125

3aouHasn ¢popma o0yueHus (yckopeHHoe o0yuenue Ha 6aze BO, nmosiHoe yckopeHHoOe 00y4yeHuHe)

TpynoeMKoCTh
AyIMTOpPHBIE 3AHATHS Kon
WHIUKATOPA H
N Tema auconmHLL Bcero 1 113 (JI3, | IIpak. | CPO uecKpnnTl())pa
C3) |Hooe. JMOCTHKCHUS
KOMIIeTeHI Uil
1 2 3 4 5 6 7 8
[onsiTne nHGOPMAITIOHHON WJI-1 OTIK- 3.1
1 |6e3omacHoctu. OCHOBHBIE 14 14
NJ-2 OIIK- 3.2
cocrapisrone. BaxxHocTh Mpo0OieMbl
2 Yrpo3sl nuHpOpPMALIMOHHOK 14 14 NJ-3 OIIK- 3.1
oe3omacHocTH. VX knaccudukanys NJ1-4 OIIK- 3.2
3aKoHOIaTeIbHBIN YPOBCHb
3 MH(POPMAITMOHHOM 06€30MacCHOCTH 16 2 5 14 NJ-5 OIlK- 3.1
0030p pOCCHIICKOTO U 3apyOEKHOTO NJ-6 OIIK- 3.2
3aKOHOJIaTEeJIbCTBA
4 AJIMUHUCTPAaTUBHBIN YPOBEHD. 14 14 NJ-3 OIIK- 3.1
[TonuTrka 6€30MacHOCTH N/1-6 OIIK- 3.2
5 Opranuzanys pa3sHOypOBHEBOTO 18 2 5 16 NJ-3 OIIK- 3.1
J0CTyTa B UH(POPMAIIMOHHYIO CUCTEMY NJI-4 OIIK- 3.2
OcHOBHBIE TPOTPAMMHO-TEXHUYECKUE
6 |mepsl. 3amura HHGOpPMAIIHK C 17 2 2 15 gﬁ:g 835: g%
MTOMOIIIBIO ApPOJIst
7 3amura OT HECaHKIIMOHUPOBAHHOTO 14 14 NJ-3 OIIK- 3.1
JIOCTYTIAa U CETEBBIX XaKEPCKUX aTaK NJI-6 OIIK- 3.2




CoBpeMeHHbIE aHTUBUPYCHbIE
MpOrpaMMBbl. 3aluTa OT

8 |uH(pOpPMAITMOHHBIX HHEKITHI. 12 12 WJL-5 OIIK- 3.1
-6 OIIK- 3.2
Knaccugukamus KoMIbIOTEpPHBIX
BHPYCOB
9 OCHOBBI TEXHOJIOTUU TTOCTPOCHUS 16 14 NJ-5 OIK- 3.1
3amuieHHbrx OC NJ-3 OIIK- 3.1
Buja npomeskyTo4HO#M aTTecTalluH
+(9)
(3x3ameHn)
Hroro 144 127




Paznen 3. Coaep:kanue TUCHUNIUHBI
3.1. ConepxaHue TUCHMILINHBI

Tema 1. IlonssTne mHpopmanuonHoil Oe3omacHocTH. OCHOBHBIE cocTaBjsiomme. BaxHocTh
npoodJieMbl

Opranmzanus UT-uHppacTpykTypel ¥ yhpaBicHHEe HHPOPMAIMOHHOW  0€30TaCHOCTHIO.
Wudopmanmonnas 0e30mMacHOCT, — 3alllUTa HHTEPECOB CYOBEKTOB HWH(POPMALMOHHBIX OTHOIICHHM.
JokTtpuHa uHpopMamoHHoi 6e3omacHoctu P®D. JlocTymHOCTH, METOCTHOCTh M KOH(HICHIIMAIEHOCTD
uHpopmanuu. Ilpenqmer u oOwvexT 3amuThl. MHbOpManmuoHHas 0€30MaCHOCTh OJMH W3 BaKHEHIINX
aCIEeKTOB MHTETPAIbHOM 0€301acCHOCTH.

Tema 2. Yrpo3sl undopmannonHoii 6ezonacuoctu. Ux knaccnpurkanus

NupopmanronHass 0e30MacHOCTb, KaK 4YacTh SKCILTyaTalldd COBPEMEHHBIX HH(POPMAIIMOHHBIX
cucteM. ¥Yrposza. ¥Yrposza wuHPOpMAIIMOHHON Oe3omacHocTu. YTeuka wuHpopManun. Haubomnee
pacnpocTpaHeHHble yrpo3bl AocTynHocTU. Ilpumeprsl yrpo3 poctynHoctd. OCHOBHBIE Yrpo3bl
uenoctHoctd. OCHOBHBIE yrpo3bl KoH(uIeHnuanbHOCTH. Kiaccudukanus yrpo3 O OCHOBHBIM
MIpU3HAKaM.

Tema 3. 3akoHoaaTe/IbHBII YPOBeHb NHPOPMAIMOHHOI 0€30MACHOCTH: 0030p POCCHICKOro 1
3apy0e:KHOr0 3aKOHOATeIbCTBA

BaxxHOCTh 3aKOHOIATEIHLHOTO YPOBHS WHGOpPMAMOHHONW Oe3omacHOCTH. (O030p POCCHUICKOTO
3aKOHOJATENbCTBA B oOmacty HHPOpMalMOHHOW Oe3omacHocTH. 3akoH «OO0 wuHpOpManuH,
MH(OPMALIMOHHBIX TEXHOJOTUSAX U 3amuTe HHopMmauumy». [Ipyrue 3aKkoHbI M HOPMATHUBHBIE aKThI
(benepanbHON CITy»KObI SKCIIEPTHOTO U TEXHUYECKOT0 KOHTPOJI (roctexkomuccun). O030p 3apyOekHOTO
3aKOHO/IaTEeNLCTBA B 00JIacT MHGOPMAIIMOHHON 0e30macHOCTH. O TEKyIeM COCTOSTHUU POCCHHCKOTO
3aKOHO/IaTeNIbCTBA B 001aCTH HHPOPMAIIMOHHON O€30TIaCHOCTH.

Tema 4. ATMUHUCTPATHBHBIA ypoBeHb. [lomTHKa 6e30macHoOCTH
VYmupaBnenne wuHbopMarMoHHo Oe3omacHocThio. [lonmmruka Oe3omacHoct.  IIporpamma
6e3omacHocTH. CHHXpOHU3ALKS TPOTpaMMbl O€30MTACHOCTH € KU3HEHHBIM LIUKIIOM.

Tema 5. Opranusamnusi pa3HOypPOBHEBOI0 10CTYyNa B MHPOPMAIMOHHYIO CHCTEMY
Tunsl nonuTuk 6e30mnacHocTu. PosieBoe ynpasieHue 10CTynoMm.

Tema 6. OcHOBHbIE NPOrPaMMHO-TeXHHYECKHe Mepbl. 3ammTa HHPOPMAIMM € MOMOIIbIO
napoJs

OcCHOBHBIE TOHATHS MPOrPAMMHO-TEXHUYECKOTO YpPOBHS HH(OPMAMOHHONW 6€30MacHOCTH.
Oco0eHHOCTH COBpEMEHHBIX MH(DOPMALIMOHHBIX CUCTEM, CYIIECTBEHHBIE C TOUKH 3peHUsl 0€30MacHOCTH.
ApxutekTypHasi Oe3omacHocTh. Mpentudukauus u ayrentudukanus. [laponpHas ayTeHTHU(UKALIHSL.
Opnnopazossie naponu. Unentudukaims / ayreHTuUKamms ¢ moMOIIbI0 OMOMETPUUECKUX JTaHHBIX.

Tema 7. 3amuTa 0T HECAHKIIMOHNPOBAHHOTO IOCTYIIA U CETEBBIX XaKePCKUX aTaK
[TpoTuBOACHiCTBHE HECAHKIIMOHUPOBAHHOMY JTOCTYITy. CrIOCOOBI HECAHKIIMOHUPOBAHHOTO JIOCTYTIA.
Mertomb! u cpeacTBa 60phOBI ¢ HECAHKITMOHUPOBAHHBIM JIOCTYIIOM.

Tema 8. CoBpeMeHHbIe AHTHMBHPYCHbIe MpoOrpamMmbl. 3amura oOT HHGPOPMALMOHHBIX
nHpexkuuii. Knaccupukanusi KOMINbIOTEPHBIX BUPYCOB

ITporpammbl 0OHapy>KeHHsI M 3alUTHI OT BUpYCOB. [Iporpammsl-gokropa. IIporpaMMbl-aeTeKTOpEI.
ITporpammbI-MoHHTOPBI U Jp. O030p aHTUBUPYCHOTO MporpaMMmHoOro obecrneuenus. MHpopmarmonHas
uHoekus. Bupyc. PesunentHsie Bupycol. [lonmumopdusm. TposiHckue konu. CeTeBble UepBHU.
Knaccugukarust KOMIIbIOTEPHBIX BUPYCOB.



Tema 9. OcHOBBI TEXHOJIOTMHU NOCTPOeHHA 3ammieHHbIXx OC

[Moaxonel k obecnieuenuto 6e3omacuocT OC. 3amaun paspadotku 3ammuiieHHbIXx OC. IIpobrema
BHeJpeHus mojenu 6e3onacHocty B OC. Kputnka BHenpenust mojeneil. IloctaHoBka 3a1auu BHEApEHUs
mozenu 6e3omnacHocty B OC. Penenne mpoOiieMbl BHeIpeHust mojeneit 6e3omnacHoctu B OC.

3.2. Conep:kaHne NPAKTHYECKOT0 GJIOKA TUCIUILTHHBI

Ounas ¢popma 00ydeHus (IOJHBII CPOK)

Ne Tema npakTHuecKoro (CeMHHAPCKOIr0, NPAKTHYECKOI0) 3aHATHSA
B B mom uucne 6 popme npaxmuueckoii no02omosxu

1 2

3akoHOAATeIbHBI YPOBeHb HHPOPMAHOHHOH 6€30MacCHOCTH: 0030 POCCHIICKOT0 H 3apy6eKHOT 0
3aKOHOAATEIHCTBA

1131 \ W3ydyeHrne HOpMaTHBHO — MpaBOBOM 6a3bl B 001acT MH(OPMAIIMOHHON 6€30MaCHOCTH
Opranusanusi pa3HOYPOBHEBOI0 J0CTYNIa B MH(POPMAIIMOHHYI0 CHCTEMY

1132 ‘ AJMUHUCTpUpPOBaHKE 0a3 TaHHBIX U MPOEKTOB ACCESS
OcHOBHbIE IPOrPAMMHO-TeXHHYecKHe Mepbl. 3amuTa HH(pOpMaluK ¢ TIOMOIIBLIO NAPOJIA

113 3 Co3znanne pe3epBHBIX Konui (aiinoB (jiyis 6a3 JaHHBIX U TPOEKTOB Access)

113 4 3amuTa HHGOPMAIMK ¢ TOMOIIBIO MapoJIs
3amuTa OT HeCAHKIIMOHMPOBAHHOIO IOCTYIIA M CeTeBbIX XaKEPCKUX aTAK

1135 ‘ 3amnTa OT HECAaHKIIMOHUPOBAHHOTO JOCTYIIA U CETEBBIX XaKEPCKUX ATAK

CoBpemMeHHbIe AaHTHBHPYCHBIE POrpaMmMbl. 3alMTa OT HHPOPMALMOHHBIX HH(eKIuii.
Kiaccupukanusi KOMINbIOTEPHBIX BUPYCOB

m36 3aiuTa CbeMHBIX YCTPOUCTB € IOMOIIIbIO COBPEMEHHOTO aHTUBUPYCHOTO NMPOTPAMMHOTO
obecnieyeHus
1137 Hacrtpoiika aHTUBUPYCHOM CHUCTEMBI 0€3011aCHOCTH
OCHOBBI TEXHOJIOTHU NMOCTPoeHu s 3amumeHubix OC
113 8 OCHOBHBIE TPU3HAKH MPUCYTCTBUS HA KOMITBIOTEPE BPEIOHOCHBIX IIPOTPaMM
113 9 OO6mme TpeboBaHUs K MOCTPOCHHUIO CHCTEMBI 0€30ITaCHOCTH
3aouHasn ¢popma o0yueHus (MOJHBIHA CPOK, YCKOpeHHOe 00yueHune Ha 6ase CIIO)
No Tema npakTH4ecKOro (CeMHHAPCKOr0, MPAKTUYECKOI0) 3aHATHSA

B mom yucne 6 popme npakmuueckoii no02omosKu

1 2

3akoHoAaTebHBINH YPOBEeHb HH(OPMAITMOHHOM 0€30MIACHOCTH: 0030P POCCHICKOrO0 M 3apy0e:KHOI0
3aKOHO/AATEIbCTBA

1131 | I3yueHue HOPMATHBHO — IPaBOBOIi 6a3bl B 061aCTH HHOOPMALMOHHOM 6€3011aCHOCTH

Opranu3anusi pa3HOYPOBHEBOI0 J0CTYNa B HH(YPOPMAIMOHHYI0 CHCTEMY

113 2 ‘ AMUHUCTpUpOBaHKE 06a3 TaHHBIX U MPOEKTOB ACCESS

OcHoBHbIE IPOrPAMMHO-TeXHHYecKHe Mepbl. 3aluTa HH(POPMALHH C TOMOLILIO NAPOJIA

113 3 | Cosnanme pesepBHBIX Kommii (aiinos (s 6a3 JaHHBIX M IPOEKTOB Access)

CoBpeMeHHbIe AHTHBHPYCHbIE IIPOrpaMMbl. 3a1IMTAa OT HHPOPMALMOHHBIX HH(pEKIU.
Kaaccndukanus KOMIbIOTEPHbIX BUPYCOB

3 4 3amuTa Cb€MHBIX YCTPOUCTB € IOMOIIBI0 COBPEMEHHOIO aHTUBUPYCHOTO ITPOTPaMMHOTO
o0ecrieyeHus
OCHOBBI TEXHOJIOTHH NOCTPOeHN 3amumeHHbix OC
I135 | OcHOBHBIE IPU3HAKM IPHCYTCTBHS HA KOMITHIOTEPE BPEIOHOCHBIX IPOrPaMM
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3aounas ¢popma oGyuenus (yckopenHoe ooyuenue Ha 6aze BO, mosiHoe yckopeHHoOe 00yueHue)

Ne TeMa NpakTH4YeCKOro (CEMUHAPCKOI0, MPAKTHYECKOI0) 3aHATHUS
) B mom uucne 8 hopme npakmuueckoii no020moeKu
1 2
3aKkoHoaaTeIbHBIH YPOBeHb HHPOPMALMOHHOI 0€30IaCHOCTH: 0030p POCCHIICKOI0 U 3apy0eKHOro
3aKOHOJATeJIbCTBA
1131 | MI3yuenue HOPMATHBHO — IPABOBOH 6a3bI B 061ACTH HHOPMAIMOHHOMN 6E30IIACHOCTH
Opranusanus pa3HOYPOBHEBOI'0 J0CTYNAa B HHPOPMAIHOHHYIO CHCTEMY
1132 ‘ AnMUHUCTpUpOBaHKE 0a3 TaHHBIX U POEKTOB ACCESS
OcHOBHbIE IPOrPAMMHO-TeXHHYeCKHE Mepbl. 3ammTa HH(PpOPMaIHMH ¢ IOMOLIBIO NAPOJIst
1133 \ Coznanne pe3epBHBIX KOnui (aiiyoB (jiyis 6a3 JaHHBIX U TPOEKTOB Access)

OCHOBBI TEXHOJOIHH IMOCTPOCHHUSA 3AIMUIIICHHBIX 0oC

113 4 ‘ OcCHOBHbBIE IPU3HAKYU NPUCYTCTBUS HA KOMIIBIOTEPE BPEAOHOCHBIX TPOrPaMM

3.3. O6pa3zoBaTebHbIE TEXHOJIOTHH

Ounas popma o0yueHust (IMOJTHBII CPOK)

Bun ®opma / MeTtoabl %
Ne Tema 3ansATHSA yueOHOro HHTEPAKTHBHOIO yueOHOro
3aHATHSA 00yueHust BpeMEHH
1 2 3 4 5
3aKOHOIaTeNIbHBIN YPOBEHB
1 I/IH(bORMZlI.[I/IOHHOfI 6e3omacHOCTH: 0030P m Jnckycens o5
POCCHIICKOTO U 3apyOeKHOTO
3aKOHOJATEIhCTBA
5 Opranu3zaius pa3HOYpOBHEBOTO J0CTYMa 3 Jlenosas urpa o5
B HH(GOPMAIIMOHHYIO CUCTEMY
OcHOBHBIE TPOTPAMMHO-TEXHHUUECKHE
3 | mepsbl. 3amuTa nHPOPMAIUU C TIOMOIIIBIO I13 Mo3roBoii mrypm 25
napoJst
CoBpeMeHHbIE aHTUBUPYCHBIE
MPOrpaMMsbl. 3aIIuTa OT
4 | uaopMarMOHHBIX HH(MEKITHH. I13 Kondepenmms 25
Knaccudukanus KOMIbIOTEPHBIX
BHUPYCOB
5 OCHOBBI TEXHOJIOTUU TTOCTPOCHUS m Jnckyccus o5
samumnieHasrx OC
HTtoro 25%
3aouyHasi opma 00ydeHus (IOJTHBIH CPOK, yCKOpeHHOe 00y4ueHune Ha 6ase CI1IO)
Bun ®opma / MeToasl %
Ne Tema 3ansaTus y4eOHOro HHTEPAKTHBHOI'O y4eOHOro
3aHATHSA o0yyeHuUs1 BpeMeHH
1 2 3 4 5
OcHOBHBIE TPOTPAMMHO-TEXHUYECKUE
1 | mepsl. 3ammTa nHGOPMAILIUN C TIOMOIIBIO 113 Mos3roBoii mrypm 25
apos
5 CoBpeMeHHbIE aHTUBHPYCHBIE m Kondepermus o5
MPOrpaMMEbl. 3alIuTa OT
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MH(POPMAMOHHBIX HH(PEKINH.
Knaccugukarus KoMIbIOTEpHBIX
BHPYCOB

OCHOBBI TCXHOJIOTUAU HOCTpOGHI/ISI
samueHasIx OC

113

Huckyccns

25

Hroro

25%

3aouHas ¢popma o0yueHus (yckopeHHoe o0yueHue Ha 6aze BO, nmosiHoe yckopeHHOe 00y4ueHue)

Bun ®opma / Metoabl %
Ne Tema 3ansaTHA y4eOHOro HHTEPAKTHBHOI'O yueOHOro
3aHATHA o0y4eHust BpeMeHH
1 2 3 4 5
OcHOBHBIE IPOTPAMMHO-TEXHUUECKHE
1 | mepsl. 3amuTa nHGOPMALIUU C TTOMOIIBIO 113 Mos3rosoi mwrypm 25
napoJst
3 OCHOBBI TEXHOJIOTUH OCTPOCHUS m Tnckycens o5
3amuiieHHbIx OC
Hroro 25%
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Pasnes 4. Oprannsanms caMoCTOSTEJIbHOI padoThl 00y4YarOIMXCst

4.1. Opranuzanms caMoOCTOSTeJIbHOI padoThl 00y4YaloIMXCs

Ne pexomenyemou

Ne Tema TUCUMIIIIMHBI Ne ponpocos
JINTEPaATypsbl
1 2 3 4
1 [Tonsarue nundopmanmonHoit 6e3omacHoctu. OCHOBHBIE 123 36 7
cocTtasisionue. BaxxHocts npobiaemsl " T
2 Yrpo3sl nHpOpMaMOHHOM Oe30macHOCTH. X 2.3 1,23 4
KITaCCU(UKAIUS
3aKoHOIATENBHBINA YPOBEHb HH(POPMAITHOHHOK
3 | 6e30macHOCTH: 0030P POCCUICKOTO | 3apyOeKHOTO 45,6,7,8,9,10 2,3,4
3aKOHOJIATEeIILCTBA
4 | AamunucTtpaTuBHBIN ypoBeHb. [lonutuka 6e30macHOCTH 11,12,17,18,19 1,34
5 Opranuzanus pa3HOYPOBHEBOTO JIOCTYIA B 2021 1.3 4
MH(OPMALIMOHHYIO CUCTEMY
6 OcHOBHBIE IPOTPAMMHO-TEXHUUYECKUE MEPBI. 3aInTa 13.14 3.6, 7
MH(OpPMAIIUK C TTOMOIIBIO MapOJIs
7 3amuTa 0T HECAaHKITUOHHPOBAHHOTO JOCTYIA M CETEBBIX 17.18,19.20,21 3,6, 7
XaKEPCKHUX aTaK
CoBpeMeHHbIE aHTUBHPYCHBIE TPOTPAMMBI. 3aIuTa OT
8 | madopmannoHHbIX HHekM. Kiaccupukarms 15,16,19,22 3,6,7
KOMITHIOTEPHBIX BUPYCOB
9 | OCHOBBI TEXHOJIOTHH ITOCTPOCHHS 3amuIeHHbBIXx OC 17,18,19,20,21 3,6,7
IlepeyeHb BONIPOCOB, BLIHOCUMbIX HA CAMOCTOAATEJIbHYI0 Pa00oTy 00y4ar0IIMXCs
1. Tloaxoxapl k M3ydeHHI0 HHPOPMAIIMOHHON O€30TIaCHOCTH
2. MopenupoBanue HHOOPMAITMOHHONW 0€301TaCHOCTH
3. IlpuuuHbl, BUABI U KaHAJIBl YTE€UKHU UH(DOpMAIIK
4. 3akon «O06 nHpOopManHK, HHPOPMAITMOHHBIX TEXHOJOTHUIX U 3alTUTE HHPOPMAITUN.
5. 3apy0OexHOe 3aKOHOJATEIbCTBO B 00J1aCTH MH(POPMAITMOHHOM 0€301TacCHOCTH.
6. Poxaw crangaproB nHopmMamoHHOW 0€301TaCHOCTH.
7. Cragmapter [SO 17799 u ISO/IEC 15408 «Kpurepuu omneHkrd 0e30macHOCTH WH()OPMAIMOHHBIX

TEXHOJIOT Y.
OyHKIIMOHaIBHBIC TpeOoBaHus. TpeGoBaHMsI TOBEpHUs OE30MACHOCTH.

8.
9.

10.
11.
12.
13.
14.
15.
16.
17.
18.
19.

l"apmonusupoBanHbie KpuTepun EBponelickux cTpaH.

Crnenudukanuu B 001acTH HHGOPMAIIMOHHONW O€30TIaCHOCTH.

[Tonutuka 6e3omacHoCTH. TUIIBI MOJUTUK OE30MACHOCTH
[Iporpamma GezomacHoCTH

OcHOBHBIE KJIaCChl MEP MPOLEAYPHOTO YPOBHS
ApxuTeKkTypHasi 6€30MacHOCTh

OTKaSOyCTOﬁqHBOCTB M 30Ha pUCKa. O0ecnieuenue OTKaSOYCTOI‘/'ILII/IBOCTI/I.

TyHHenupoBaHHe U yIIpaBICHHUE.

MoTuBays Kak JOsIIbHOCTh NepcoHalia ¢ TOUKH 3peHust MH(POpMaMoHHOK 0€30MacHOCTH.
Yenoseueckuii hakTop B oOecrieueHuu 0e30MacHOCTH KOH(UACHIIMAIbHOW HHPOpMaLUu

Oco0eHHoCTH

0€30I1aCHOCTH.
20. Ananu3 u Ki1accupUKaIys yIICHHBIX aTaKk Ha KOMITBIOTEPHBIC CETH

21.
22. CoBpeMEeHHOE aHTMBHPYCHOE MPOrpaMMHOe oOecrieueHne

MHOFOYpOBHCBa}I 3alIuTa KOPIIOPaTUBHBIX ceTel

13

COBPCMCHHBIX I/IH(i)OpMaI_II/IOHHBIX CHUCTEM,

CYHIECTBCHHBIC C TOYKHU

3peHHUSI




4.2. llepevyeHb Y4eOHO-MeTOIHYECKOr0 0O0ecnedeHUusl CAMOCTOSATEIbHOI padoThl 00yUYaloIuXCst

CamocrosTenpHas paboTa 00yJaronIXcst 00eCeunBaeTCsl CAeIYIOUMMH Y4eOHO -METOANYECKUMU
MaTepHalaMu:
1. Vxkazanusimu B paboueii mporpamme no aucuurumne (m.4.1.)
2. JleKIMOHHBIMH MaTEpUaIaMU B COCTaBE y4eOHO-METOIMIECKOTO KOMIUIEKCA IO AUCIUIIINHE
3. 3amaHus MM U METOJWYECKUMHU PEKOMEHJIAIMSIMU TI0 OPTaHU3AI[MH CAMOCTOATEIBHONW PadOThI
00y4Jaromuxcsi B COCTaBe yueOHO-METOANIECKOTO KOMIUIEKCA 110 JUCIUILIHHE.
4. T'moccapueM 1o TUCHUILIMHE B COCTaBE y4eOHO-METOANYECKOr0 KOMIUIEKCA MO JUCIUIIINHE.
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Pa3nes 5. @oHJ OLIEHOYHBIX CPEACTB VIS IPOBEJeHHUA TEKYILIEero KOHTPOJISI H MPOMEKYTOYHOM
aTTrecTaluy 00y4aroIuXxcs

DoHO oyeHnouHbIX cpedcms no OUCYUNIUHEe NPedcmasisaem cobol cOBOKYNHOCIb KOHMPOIUPYIOUUX
Mamepuanos, NPeOHaA3ZHA4eHHbIX O USMEPEHUST YPOBH OOCHUNICEHUS 00YUAIOUWUMUC YCMAHOBIEHHbIX
pesyrbmamos obpazoeamenvholl npozpammel. POC no oucyuniure UCnOIbLIYEMCs NpuU NPOGEOeHUU
ONepamugHO20 KOHMPOIs U NPOMeNCYMoyHou ammecmayuu ooyyarowuxca. Tpebosanus k cmpykmype u
codepacanuro POC Jucyunaunvl peenamenmupyromes Ilonodxcenuem o honoe OYeHOUHBIX MaAmMepuaLos
1O NPOCPAMMAM blCULE20 0OPA30BAHUSL — NPOSPAMMAM OAKAIABPUAMA, MASUCPAINYPbL.

5.1. MacnopT ¢oHIA OLIEHOUYHBIX CPEACTB

Ounas ¢popma 00ydeHus (IOJHBIA CPOK)

OueHOYHBIE CPEICTBA \
Kon
KonTpoJsmpyemsle pa3iensl (TeMbl) 113 HHAUKATOPA U
Ne IIpak.
AUCHMILINHBI JI (I3, I CPO | peckpunrtopa
O/IT.
C3) JAOCTUKEHUSI
KOMIIeTeHI U
1 2 3 4 5 6 7
[TonsiTHe nHGOPMAITMOHHOM V-1 OTK- 3.1
1 | 6e3omacHoCcTH. OCHOBHBIC I1PB
N-2 OIIK- 3.2
cocTaBisone. BaxxHocts npobiaembl
5 VYrpo3sl nHpOpPMAITHOHHON PR N-3 OIIK- 3.1
6e3onacHocTH. VX knaccudukanus NJ1-4 OIIK- 3.2
3aKOHOIaTeNIbHBIN YPOBEHB
nH(pOpMaITMOHHOW 6€30MmacHOCTH: 0030 NJ-5 OIIK- 3.1
3 POCCHUICKOTO U 3apy0eKHOTO yo YO | PB NJ1-6 OIIK- 3.2
3aKOHOJATEIbCTBA
4 AJIMUHHUCTPATUBHBIN YPOBEHb. [IPB NJ-3 OIIK- 3.1
[Tonutrka 6€30IMacHOCTH NJ1-6 OIIK- 3.2
Opranu3anys pa3HOypOBHEBOTO JIOCTYIIA NJ-3 OIIK- 3.1
S B HH(GOPMAIIMOHHYIO CUCTEMY Yo Yo | 1IPB NJ1-4 OIIK- 3.2
OcHOBHBIE TPOTPAMMHO-TEXHUUECKHE
NJ-5 OIIK- 3.1
6 | Mepsl. 3ammTa HHPOPMALIMU C TTOMOIIBIO MII MII | IIPB V-6 OIIK- 3.2
napoJst
3amnmTa OT HECAaHKIIMOHUPOBAHHOTO nJ1-3 OIIK- 3.1
! JIOCTYIA U CETEBBIX XaKePCKUX aTakK YO YO HPB NJ1-6 OIIK- 3.2
CoBpeMeHHbIE aHTUBUPYCHBIE
MPOrpaMMebl. 3alIuTa OT i i
8 | uHpOpMAIMOHHBIX HHPEKIUH. YO YO | IIPB W5 OIIK- 3.1
NJ-6 OIIK- 3.2
Knaccudukanus KOMIbIOTEPHBIX
BHUPYCOB
OCHOBBI TEXHOJIOTHUU MTOCTPOEHUS NJ-5 OIIK- 3.1
J zamuieHHbIx OC A A 1PB NJ1-3 OIIK- 3.1
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3aounas ¢popma oGyuenus (MOJIHBIN CPOK, YCKOpeHHOe o0yueHune Ha 6a3e CI1O)

OueHoYHBIE CPEICTBA

Kon
Kountposnpyemsle pa3iennl (TeMbl) 113 HHAMKATOPA U
Ne IIpak.
AMCUUIINHBI 13, CPO | neckpuntopa
Ioar.
C3) AOCTUKEHUSI
KOMIIEeTeHI U
1 2 4 5 6 7
[TonsTHe nHPOPMALTMOHHOM V-1 OMK-3.1
1 | 6e3omacHOCTH. OCHOBHBIE I1PB
NJ-2 OIIK-3.2
cocTasisone. BaxxHocts npobiaemsl
2 Yrpo3sl nHpOpMAITMOHHOM IPB NJ-3 OIIK-3.1
6e3onacHocTH. VX knaccuduxarus NJI-4 OIIK-3.2
3aKoHOJaTENbHBIN YPOBEHB
nH(pOpMaLMOHHON 6E301MacHOCTH: 0030p NJ-5 OIIK-3.1
3 POCCHUICKOTO U 3apy0eKHOTO vo Yo | IIPB NJI-6 OIIK-3.2
3aKOHOJATEIbCTBA
4 AJIMAHHCTpaTUBHBINA ypoBeHb. [lonuTnka [IPB NJ-3 OIIK-3.1
0€301acCHOCTH NJI-6 OIIK-3.2
Opranuzanus pa3HOypOBHEBOTO I0CTYyIa NJ-3 OIIK-3.1
> B HH(OPMALIMOHHYIO CUCTEMY Yo YO | IIPB NJ1-4 OIIK-3.2
OcCHOBHBIE TIPOTPAMMHO-TEXHHUSCKHE
NJ-5 OIIK-3.1
6 | Mepsl. 3amuTa HHGOPMAITUH C TIOMOIIIBIO MIIl | MII | IIPB VIJI-6 OTIK-3.2
napoJst
7 3ammTa OT HeCaHKIITMOHHPOBAHHOTO PR NJ-3 OIIK-3.1
JOCTYIIA ¥ CETEBBIX XaKEPCKHUX aTak NJ1-6 OIIK-3.2
CoBpeMeHHbIE aHTUBUPYCHBIE
g | MPOrpaMMBel. 3ammTa oT PR NJ-5 OIIK-3.1
MH(POPMAITMOHHBIX HH(EKITUH. NJ1-6 OIIK-3.2
Krnaccudukaius KOMIbIOTEPHBIX BUPYCOB
OCHOBBI TEXHOJIOTHHU TTOCTPOCHUS N-5 OIIK-3.1
9 samunieHasix OC A A IPB nJ1-3 OIIK-3.1

3aouHasi popma o0y4yeHns (yckopeHHoe o0y4yenue Ha 6a3e BO, mosiHoe yckopeHHOe 00yueHue)

OueHo4YHbIE CpeICTBA

Kon
KonTposmpyemsle pa3iennl (TeMbl) 113 HHAMKATOPA U
Ne pak.
AU CHUTINHBI (13, CPO | peckpunropa
Hoar.
C3) AOCTUKEHUSI
KOMIIETEeHIMH
1 2 4 5 6
[Tonsitne nHPOPMAITMOHHOM WJI-1 OTIK- 3.1
1 | 6e3omacHocT. OCHOBHBIE I1PB
NJ-2 OIIK- 3.2
cocTaBisonre. BaxkHoCTh mpoOIemMbl
2 Yrpo3sl nuHpOpPMATMOHHOU IPB NJ-3 OIIK- 3.1
6e3omacHocTr. VX knaccudukanus NJI-4 OIIK- 3.2
3aKOHOJATENBHBIN YPOBEHB
. ) NJ-5 OIIK- 3.1
3 | uabopManmoHHON O6e30MmacHOCTH: 0030p YO YO | IIPB VIJT-6 OTIK- 3.2

POCCHIICKOTO U 3apy0eKHOTO
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3aKOHOJIaTEIICTBA
4 AIMUHUCTPATUBHBIN YPOBEHD. IIPB NJ-3 OIIK- 3.1
[TonuTHka 6€3011aCHOCTH NJ1-6 OIIK-3.2
Opranu3anusi pa3HOYPOBHEBOTO NJ-3 OIIK- 3.1
> J0CTyIa B UH(POPMAIIMOHHYIO CUCTEMY vo yo | TIPB NJI-4 OIIK- 3.2
OcHOBHBIE IPOTPAMMHO-TEXHUYECKUE
NJ-5 OIIK- 3.1
6 | mepsl. 3ammura nHGOPMAIIH C MIII MIII | ITPB VJI-6 OIIK- 3.2
MTOMOIIIBIO TTAPOJISt
7 3ammTa OT HEeCAaHKIIMOHHUPOBAHHOTO IIPB N-3 OIIK- 3.1
JIOCTYIIA ¥ CETEBBIX XaKePCKUX aTaK NJI-6 OIIK-3.2
CoBpeMeHHbIC aHTUBUPYCHBIC
[IPOrpaMMsbl. 3aliuTa oT i i
8 | nH(bOPMAIMOHHBIX HH(EKITHIA. ITPB WJ-5 OIIK- 3. 1
NJ-6 OIIK- 3.2
Knaccudukanus KoMIbIOTEPHBIX
BHPYCOB
OCHOBBI TEXHOJIOTHUHU TTOCTPOCHUS NJ-5 OIIK- 3.1
9 samuimeHHbrx OC A A 1PB NJI-3 OIIK- 3.1

YcaoBHbIe 0003HAYeHHSI OLIEHOYHBIX cpeacTB (CToadusl 3, 4, 5):

33 — 3amuTa BBINOJIHEHHBIX 3aJJaHUH (TBOPUYECKUX, PACUETHBIX U T.J.), IPEACTaBICHUE MPE3CHTALUI;
T — TectupoBaHue Mo 6€3MaIIMHHOMN TEXHOJIOTHH;

ACT — TectupoBaHre KOMIBIOTEPHOE;

YO — Ycrubiit (bpoHTanbHbIN, HHAMBUIYAIbHbIN, KOMOMHUPOBAHHBIH) OMPOC;

KP — KontposnpHas paboTa (ayIUTOpPHBIC WM JOMAITHUE, WHAUBUAYAIbHBIC, TAPHBIC WU TPYIIOBBIC
KOHTPOJIbHBIC, CAMOCTOSTEIIbHBIE PA0OTHI, TUKTAHTHI U T.]I1.);

K — KoymokBuywm;

IIPB — TlpoBepka pedeparoB, OTUYETOB, PEIEH3UA, aHHOTAIMK, KOHCIIEKTOB, Ipad)iIecKOro MaTepuarna,
acce, MepeBOJA0B, PEIICHUH 3a/IaHUH, BBITTOJTHEHHBIX 3aJaHUN B AJIEKTPOHHOM BHUJIE U T.1.;

U — JlenoBas urpa;

PH — PoneBas urpa;

KM — Keiic-meTo;

KC — Kpyriblii crod;

KCM — KomnproTepHas CUMYJISALINS;

MIII — MeToa MO3roBOTO ITYpMa;

JIC — Jlekuus-cutyanus;

JIK — Jlexuus-KoH(pEpEeHITHS;

JIB — Jleknus-Bu3yanu3aius;

IIJI — TIpoGiieMHas JICKIUS;

JI — Tuckyccus, mojieMuKa, AUCIYT, Ae0aThl;

II — TToptdommo;

IIBY — I1pocMOTp BHUIEOYPOKOB;

MII — MeToJ TpOEKTOB.

5.2. OueHOYHBIE CPeICTBA TEKYIIEro KOHTPOJIA
IlepeyeHb MpakTHYECKHUX (CEMUHAPCKHUX) 3aaHUI

Tema Ne 5: «Oprannsanus pa3HOYpPOBHEBOI0 10CTyNa B HH(POPMALMOHHYIO CHCTEMY»
Ilpakmuueckasn paboma. AOmunucmpuposanue 6a3 OAGHHbLIX U npoekmoe Access

Heanb -u3yuuth criocoObl 3aIMTH HHPOPMAIMHU B 6a3e JaHHBIX ACCESS OT HECAHKIIMOHHUPOBAHHOTO
JOCTYyIA.

Pe3yabTat 00yuenus. Ilocie oOydeHus: CTYAECHT TOJIKEH:
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— 3HaTh cnocoObI 3ammuThl nHGopmanmu B CYBJ] Access;
— YMETh OCYIIECTBIISITh HACTPOUKY cucTembl Oe3omacHocT CYBJl ACCESS Ha TpeX YpOBHSX.

AJMUHUCTPUPOBAHHE 3aIIUIICHHBIX 0a3 JaHHBIX U MPOEKTOB ACCESS

CymecTByeT HECKOJIBKO CIIOCOOOB 3amuThl 0a3bl JaHHBIX ACCESS OT HECAHKIMOHHPOBAHHOTO
JOCTyIa:
— 3ammuTa 0a3sl JaHHBIX MicrosoftAccess ¢ MOMOIIbIO MapoJIst U MU(POBAHNS,
— 3ammuTa npuioxkeHuss MicrosoftAccess myTeM COKpBITHS 0OBbEKTOB B OKHE 0a3bl JAHHBIX M HACTPOUKHU
apaMeTpoB 3aITycKa;
— 3aluTa napoJjieM nporpammsl Ha si3bike VBA;
— 3amwuTa nporpamm VBA nyrem co3nanus daiisia, B KOTOPOM OTCYTCTBYET MUCXOIHBIH KO,
— 3amuTa 0a3pl nHaHHBIX MicrosoftAccess W ee OOBEKTOB CpeIACTBAMHU 3allUTHl Ha YpPOBHE
IIOJIB30BATEIEH.

[Ipunoxxenne He Bcerga HYKIAETCs B CIOXKHOW 3aluTe, OBIBAIOT CHUTYal[dW, KOTJa BIIOJHE
JIOCTAaTOYHO WCMOJB30BaHUSl TApoJisi. 3alluTa OCYIIECTBIAECTCS TakKuM 00pa3oM, YTO TOJBKO
MOJIH30BaTENh, TOYHO 3HAIOIIMKA Mapojib, MOXET OTKPBITh 0a3y naHHBIX. Eciam mosb3oBaTenb 3a0bLT
napoJib, 0a3y JaHHBIX OTKPBITh HEBO3MOXXHO. UTOOBI CHATH MapoJib, €ro TOXE HEOOXOIUMO 3HATh.
OnHako ciefyeT 3aMeTHTh, YTO YCTAaHOBKA Maposisi Ha 0a3y JaHHBIX HE 3allHIaeT €e OT MPOCMOoTpa
pPa3IUYHBIMU pPEIAKTOpaMU WM YTHJIMTAMH YTEHUs (ailyioB, MOATOMY PEKOMEHAYETCS BBICTABISATH
nmapoJyib 1 mm@poBath 0a3y NaHHBIX OJHOBpeMeHHO. BBoa mapons u mumdpoBaHre MOXXHO MPHUMEHSTH
TONBKO K (aimam 06a3bl maHHbiX (Hampumep, MDB). Jlns mpoekTtoB ACCESS 3TOT METOJ 3alluThl HE
MPUMEHUM, TaK KakK JaHHble XpaHaTcs B Tabmumax SQL Server w uisi MX 3alIuThl HCTOJIB3YIOTCS
cpeactBa SQL Server. B otnnune ot 0a3 maHHbIX, NpoekT (¢daitn ADP) He MoxkeT ObITh 3alUIlEH C
MTOMOIIBIO MAPOJISl WM MOCPEICTBOM YCTAaHOBKH 3alllMThI HA YPOBHE IOJIb30BaTeNeil cpenctBamu ACCESS.
Onnako, Kak ¥ B 6a3ax TaHHBIX, B TPOEKTaX MOYKHO 3alUINAaTh apojeM IporpaMmMHbIi kog Ha VBA. Ha
MPaKTUKE 3allUTa MPOCKTOB CBOAMTCS K MOMENICHHIO (aiijia MpoeKkTa B OOIIy0 manky Ha (ailtoBoM
cepBepe, K KOTOPOM IMOJIb30BATENsAIM CETH MPEAOCTABISIETCA JOCTYI TOJbKO ajs urteHus. daiin mpoekTa
MOJKET OBITh OTIPABJIEH MOJb30BaTENAM O nouTe. [losb30BaTenn JOKHBI 3alIUTUTH CBOIO JIOKAJIHHYIO
Komuio (aiima mpoekTa, HCHOb3ysd CpelICcTBa 3aluThl (aillloBOl CHCTEMBI JMYHOTO KOMIIBIOTEpA, U
MEPUOIUYECKH CO3/1aBaTh pe3epBHbIE Komuu (aiina mpoekra mpu 100aBJIeHUH B HETO HOBBIX (OpM HIIH
OTYETOB, YTOOBI B CiTlydae MOBPEXKIAeHHUs (aiisia MPOEKTa UMETh BO3MOYKHOCTb €r0 BOCCTAHOBUTD.

Ectb eme crocoObl 3amuThl 00BEKTOB B 0a3¢ JaHHBIX WJIM IIpoekTe ACCESS — mpeoOpa3oBaTh (aii
B ¢opmar MDE wmm ADE wim ucnosip3oBaTh mapameTpbl 3allycka JUisi OTPaHUYCHHs JIOCTyMa K
nporpaMmaM VBA 1 HEeKOTOpBIM mapameTpam cpeibl ACCESS, MOKHO TAKKe CKPBITH HEKOTOPbIE OOBEKTHI
OT TOJIb30BaTele ¢ MoMoIplo auanoroBoro okHa Ilapamerpst (Options). AnMuHUCTpUpoBaHHE 0a3
JAHHBIX, 3alIUIIEHHBIX C MOMOIIbIO Mapojs, CBOAUTCA K HM3MEHEHHIO MapoJjs 3alluThl (KOrJa 3TO
Heo0xouMo). 3a1a4a aIMUHUCTPUPOBAHUS IPUIIOKEHUH, U1 KOTOPBIX YCTAHOBJICHA 3all[MTa HA YPOBHE
M0JIb30BATENECH, CyIIECTBEHHO CIIOXKHEE.

3amuTa 6a3bl JaHHBIX ACCESS C TIOMOIIBIO TApOJIS

Cawmplit mpocToii crocoO 3amuThl 0a3bl JAHHBIX — C MOMOIIBIO Maposiss. MOKHO Ha3HAYMThH NapoJjb
0a3e naHHbIX ACCESS, KOTOPBI OyneT TpeOOBaThCs BCIKHUI pa3 P €€ OTKPHITHH.

VYcTaHOBKA M CHATHE MApOJIs 3aIIUThI 0a3bl JaHHBIX

UroObl yCTaHOBUTH Mapoib Ul 3allUThl 0a3bl JAaHHBIX BBIIOJHHUTE Ciefyiomiee (mpumep Uis
unrepdeiica Access 2003):
1. 3akpoiire 6a3y nanHbiX. Ecin 6a3a AaHHBIX COBMECTHO HCHOJIB3YeTCS B CETH, yOenuTech, UTO
OCTaJIbHBIE MOJIb30BATENH €€ 3aKPbLIH.
2. CrenaiiTe pe3epBHYIO KOIMUIO 0a3bl IJaHHBIX U COXPAHUTE €€ B HAJIS)KHOM MECTE.
3. B mento Access Boibepute komanay ®@aiin, Otkpeits (File, Open).
4. Beigenute Qaiin 6a3bl JaHHBIX.
5. lllenkHuTe Mo CTpesKe, pacHoioKeHHOW crpaBa OT KHONKH OTKpbITh (Open) cMm. pucyHok 1. B
PaCKpBIBAIOIIEMCSI CITUCKE PEKUMOB OTKPBITUS 0a3bl JAHHBIX BBLIICIUTE D3JIEMEHT MOHOMIOJIBHO
(OpenExclusive). ba3a maHHBIX OTKpOETCs B pesKuMe MOHOIOJIBHOTO JIOCTYTIA.
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OtkpbiTHe baina Ga3bl AaHHBIX @
Nanka: LD MOH AOKYMEHTEI v‘ @ @A Q X [y - cepenc~

o Banzs

8Z ZHoB2

| Mon nocneare | 2] db1
| AokymeHTH!

i iiél‘ﬂon MYy3bIKa

7 ‘;\ﬂMﬁn PHCYHKH

L (] Mom MCTOUHMKH AGHHBIX
PaBounii cton | LMy Virtual Machines
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Pucynok 1. OkHO OTKpBITHS 6a3bl JAHHBIX B MOHOIIOJIbHOM PEXHUME.

6. Bribepure komanmy Cepsuc, 3ammra, 3amate maponb 0Oa3zel  nmaHHbIX  (Tools, Security,
SetDatabasePassword).

7. B mosiBUBIIEMCs] TUAOTOBOM OKHE BBeauTe B mosie [lapons (Password) mapomns s 3amuThl 6a3bl
TaHHBIX C YYETOM PErHCTpa CUMBOJIOB CM. PHCYHOK 2.

RIX
Maponk: ' oK I

[
:
MoATEEp¥ASHHE!

[ i

Pucynok 2 - OkHO 1714 3agaHus mapoJs.

3agaHue naposiA bazbl JaHHbIX

8. Baeaute mapous eme pa3 B noje [loarepxaenue (Verify).
9. Haxwmure kHonky OK.

Tenepp 0a3a JaHHBIX 3alWIICHA MApOJIeM M BCAKUH pa3, KOTJa IMOJb30BaTelb OyAeT OTKPHIBATH
0a3y JaHHBIX, OyZEeT OTOOpaKaThCs JAUAIOTOBOE OKHO ¢ TPeOOBaHHWEM BBECTH IapOJjib. 3alIOMHUTE WIIH
COXpaHHWTE MapoJib B HaJAe:)KHOM Mecte. Ecnm BBl 3a0yzmeTe maposb, 0a3y MaHHBIX OyAeT HEBO3MOKHO
OTKPBITH.

3ameuyaHue

He 3ammmaiite 6a3y naHHBIX MapojieM IMepel €€ perulhKanueil (MexaHU3M CHHXPOHU3aluu
COJICP’)KUMOTO HECKOJBKHUX KOMUH O0bEKTa), MHAue €€ Henb3s OyleT CHHXPOHU3UPOBATh C JAPYTUMU
PEIUINKaMH.

Ecnu 6a3a maHHBIX 3allUIIeHa Ha ypOBHE IOJIb30BATENEH, YCTAHOBUTH MapOib IS €€ OTKPBITHS
MOXXET TOJIBKO TMOJIb30BaTeNb, OONAMAIOMIUNA aJIMUHUCTPATUBHBIMU IpaBaMH. YCTaHOBKA MapoJisi He
BIIUSICT HA CUCTEMY 3alllMThl Ha YPOBHE MOJIB30BaTeNsA. DTH JIBa CrIOCO0a 3alUThl MOTYT UCIOJIB30BATHCS
onHoBpeMeHHO. [Tapons 6a3bl JaHHBIX cOXpaHseTcs B 0a3e JaHHBIX, a He B Qaiine paboyeil rpymibl.

UToOB! yIanuTh Mapoib 3alIUThl 0a3bl JaHHBIX:

1. OrtkpoiiTe 6a3y TaHHBIX B PeKUME MOHOTIOJILHOTO JIOCTYTIA.
2. B guanoroBoe 0kHO HeoOxoauMo BBecTu napoisb (PasswordRequired) BeanTe napois.

HeOﬁXOAHMO BRECTH Napo/ib @

BeeauTe napone 333kl A3HHBIX:

[ OK ][ OTMeHa ]

Pucynox 3 - OkHO BBOJa Maposist MpU OTKPBITUH 0a3bl JAHHBIX.

19



3. Bwibepure xomanmy CepBuc, 3amwura, Ymanuth mnapoiab ©O0a3el ganHbix (Tools, Security,
UnsetDatabasePassword). IlosBurcs auanoroBoe OKHO  YjaieHue mapoyii  0a3bl  JaHHBIX
(UnsetDatabasePassword) cM. pucyHOK 4.

Ynane Hue napona 6azbl AaHHbIX @@
Mapone:

‘
I
-

Pucynox 4 - OxkHO ynajieHus mapoJsi.

4. BseauTe TEeKyIIMI MapoJib 6a3bl JaHHBIX.
5. Haxwmure kHonky OK.

YcTaHoBKa cBs3U ¢ TaONMIIaMK 0a3bl TaHHBIX, 3AIUIIEHHON apoJieM

UToOBl YyCTAaHOBUTH CBSI3b C TaOnMIaMu Oa3bl JaHHBIX, 3aIIMUIICHHOW MapojeM, TpeOyeTcs BBECTU
napoJib. Ecni maposis ObL1, yKa3aH BEpHO, OH COXpaHsAETCS BMECTE ¢ APyrou nadopmaimen o cChikax Ha
tabnuiel. I[locime »Toro mo0o#l mMoOnb30BaTeNbh, pabOTaOMIMIl ¢ 0a30il JaHHBIX CO CBSI3aHHBIMU
TaONMUIIaMH, MOKET OTKPBITh 3THU TaOnuIbpl 0e3 yka3zaHus mapois. Eciu mapoip 3amuiieHHON 0a3bl
JTAHHBIX OyJeT W3MEHEH, B CIICAYIONUN pa3 MPH OTKPBHITUU 0a3bl JIAHHBIX, COJACpIKAICH CBS3aHHBIC
TabJIULBI, TOTPeOyeTCsl BBECTH NapOJib.

3ameuaHue

MicrosoftAccess coxpanseT mapoib B 0a3e JaHHBIX, COJAEP)KAIled CBA3aHHBIC TaOIMIIBI
3aIUIIICHHON 0a3bl JIaHHBIX, B He3ammdpoBaHHOM BHUjae. Eciam 3TO ysA3BISET CHUCTEMY 3allUThI 0a3bl
JAHHBIX, HE HCIOJIb3YHTE CPEICTBO 3alUTHI C MOMOIIbIO Mapojs. YCTAaHOBUTE CHCTEMY 3allUTHl Ha
YPOBHE TIOJIb30BaTENICH, YTOOBI OTPAHUYHTD JIOCTYIT K 00beKTaM 0a3bl JaHHBIX.

3amuTa Ha YpOBHE MOJIB30BaTEIS

Jly1st 5TOTO BHJA 3aIIUTHI HEOOXOAMMO CHaJalia Co3aTh HOBYIO pabovyro Tpymimy (eciau Bel Oymere
UCIO0JIb30BaTh cTapyto, To b/l ierko MokHO OyAeT BCKPBITh, T.K. B 3TOM Clly4yae Ui aJlfOpPUTMa 3alIUThI
OyayT OpaThCs TaHHBIC, yKa3zaHHbBIC pH yctaHoBke Windows wim MS Access).

Jlnst co3manmsi HOBOM paboueit rpymmbl 3amyctute CepBuc, 3amura, AIMUHHCTPATOP pabounx
rpynn u HaxmuTe KHOnKy Co3nate (Create...) (puCyHOK 5).

AOmMMHMCTpaTop paGouMx rpynn @@

ms: Z3BEANOE 4B
OpraH|zanHs: HSY BN BB
Pabouas rpynna: C:\Documents and Settings\zaeeAnoeae, V1B

\application DataiMicrosofthaccessiSystem, mdw

PafiouaA rpynna onpedenaeTtcd qiafinom, MCNone3yYeMEIM NpH 3anyoKe.
MMEETCA BOSMOMHOCTE 3443Th HOBYH) paboqyH) rpynny, CO343E3A
HOBBIA thaFn, MMM YCTaHOEMTE CEASE CO CTAPOF MPYNNOH, M3MEHAR
3N, MCNONE3YEMBIA NEH 3aMNyCEe,

[CD3ﬂaTb... ] [ CEASE. .. ] [ o] l

Pucynox 5 - Coznanue HOBOi paGoueil rpymniisl
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Cee g HMA 0 BAadeAble paboueH rpynnsi EIE|

AnA onpeasneHa HOBOro aina paboqed rpynnel 3883RTE MMA,
HEZEAHHE OpraHHZALMK M KO,

BoCnonesyATECE NOHEE AEHHEIMA HMME CEEAEHMSMM MK BEEAMTE
APYTOE MMA M HA3BaHHE OPraHM3aumH. Tobbl obeCnEYMTE
0AHOSHAYHOE ONPEAENEHKE palioyed rpynnkl, EBEANTE KOA,
COAEP¥ALLHA A0 20 UMb W AYKE, PA3NHMYaA CTROYHEIE M NPOMNMCHEIE.

Hma: TEA4EHKDDC
Opranyzauma: | HOY BMNO BWE

Koa rpynne:

[ OF ] ’ OTHEHA ]

Pucynox 6 - Coznanne HOBO# paboueii rpymiisl

B nosiBuBIIEMCS AManore BBEAUTE 3anpalinBaeMyro nHpopmanuio 1 Haxmute kHonky OK. 3anaiite
uMs HOBOM paOoueli rpymibl, Hanpumep MY GR.MDW.

B cnyyae npaBUIBHOTO BBEIEHUS MJAHHBIX WU UX MOATBEPXKICHMS TOSBUTCS COOOIIEHUE O
3aBepUICHUM CcO3/aHus paboueil rpynmnel. Termepb MOXKHO BBINTH M3 HpOTrpaMMbl AJIMUHHUCTPATOP
paboumx rpymi.

3amyctute bJl, koTopyto He00X0aUMO 3aUTUTh. B myHkre meHto CepBuc, 3amura, [lons3oBarenu
U TPYMIIBI (PUCYHOK 7).

[lonn3oBaTe M KW Fpynnbl E|
MonszoeaTend | Mpynnb || WareHetue napons

MNonesoEaTEN:

MHAL | g dmin w

CozAaTE... ] [ ¥aanmTe ] [CHqu naponbl

Fpyinel

MMEHILLMECA FpyMnE: YUACTHE B FPYNNE:

Users
AobaeuTe ==
<< ¥AannTe

Pacne4artaTe oT4eT

[ Ok, ] [ OTrieHa ]

Pucynox 7 - OKHO CBOMCTB MOJIb30BATEICH U TPYIIN

Haxwmute kHonky Co31aTh... U BBEIUTE UMS HOBOTO I0JIb30BATENs, HApUMep userl, ykakuTte ero
koJ. [To ymonuanuto 3anuch BoiaeT B rpymnmy Users. [loBropute 3T aelicTBUS U1 BCEX MOJIb30BaTENEH,
KoTopkle OyayT padoTaTs ¢ B/I.

[lepeiinute B BkIaaky M3meHenuwe maposid. 3aiaiiTe mapoiib agMUHHCTpaTOpa, MOCIEe Yero mpu
Ka)KJ0M 3armycke ACCesS OyaeT MosIBIATHCA OKHO, IIPpe/iararoiee BBECTH UMsI ITOJIb30BATENS U apoJib.

B nynkre mento CepBuc, 3ammuta, Paspemenus (pucyHok 8). BriOepere 3amminaemblii 0OBEKT,
nanpumepDoctors. 3aaiite pazpemienus s rpynnbl Admin, a 3aTeM U 715 KaXI0TO U3 TOJIb30BaTeNeH.

OcraeTcst KaKJ0My IOJIb30BATEN0 CAMOMY BBECTH CBOW Hapoiib. [ 3Toro Heobxoaumo 3aiitu B
b/] nox cBOMM MMEHHMEM U BBITIOJIHUTH ASHCTBHS KaK IIPU CO3/IaHUH MApoisi AIMUHHUCTPATOpa.
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Pazpe e H1A El

Pazpewena | Crena snanensua

MoAB30EATENM M FPYNNEL: 1A 0O bekTa:
Admin “HoBbIE TAONMUEYZaNpock!>

Dockors
Patients
Visits

Crvcor: (%) nonesosatenn (O rpymnel  Tun ofiberkta: | TaBnmua -
Pazpelwenma

HTEHHE A3HHEK

UTEHHE MaKeTa OGHOBNEHME AaHHE:
MEMEHEHHE MAKETA BCTAEKA AaHHEIX
AAMHHHCTPATOPE YAGNEHHE AaHHBEX
Monezoeatens:  Admin
[ Ok, ] l OrraeHa ]

Pucynox 8 - OxHO onpeneneHus npas JOCTyIA Il KaXKA0TO MOJIb30BaTels

udposanue 6a3bl TaHHBIX

[Mpu mmdpoBannn 6a3pl JaHHBIX ee (ailil CXKUMAeTcss W JeaeTcss HeNOCTYIHBIM Ul YTCHHS C
MOMOTIIBIO CITY)EOHBIX MPOTPaMM WIJIH TEKCTOBBIX peakTopoB. [emmudpoBanue 6a3pl TaHHBIX OTMEHSET
pe3yIbTaThI OTepauy Mu(pPOBaHUs.

Uto6s! 3ammdpoBars uinu AemudpoBath 0a3y NaHHBIX, HYKHO CHayala €€ 3aKpbITh, a 3aTeM
BeIOpaTh myHKT MeH  CepBuc, 3ammuta, [ludposare/nemudposare (Tools,  Sequrity,
Encrypt/DecriptDatabase). 3arem HeoOXoauMoO yKaszaTh MHUPPYEMBIH W PE3yIbTUPYIONIUN (daiiasl B
OKHaX, aHAJIOTUYHBIX CTAaHJAPTHOMY OKHY OTKpPBITHS (ailia.

3aganus:
Co3smalite KOIUr0 0a3bl JaHHBIX.
3akpoiiTe mapojeM CBOIO 0a3y IaHHBIX. 3aMEHUTE MapOJib Ha IPYTOM.
CoznaiiTe CBOIO yUETHYIO 3alHCh, ONIPENEINTE Ul Hee BUJ JOCTYNA U YCTAHOBUTE MapOJib.
ammdpyiiTe 6a3y TaHHBIX U coxpaHuTe ee noj umeHeM CryptDBI.
Pacmudpyiite 6a3y nanueix u coxpanute ee mog nmeHem DBIENCRYPT.

oo E

Co3aanue oTuyera
[Tocne BBITIOTHEHUE MPAKTUYECKHUX 3aJIaHUH CTYICHT JIOJDKCH COCTaBHThH JICKTPOHHBIH OTYET MO
npakTudeckoii pabore (B mporpamme MicrosoftWord), B KoTOpoM JOKHBI OBITH OTPAKEHBI CIICAYIOIINE
MIOJIOYKEHHUSI:
® HOMEp M Ha3BaHHE MPAKTUYCCKOIN pabOTHI;
® 1ICIIb U IJIAH 3aHATHS;
® DKpaHHBIC KOIHH, TIOJATBEPIKIAIOIINE BHIIOJHEHHUE TIPAKTHYECKOTO 3a/IaHMs,
® OTBETHI HA BOIIPOCHI:
1) Tlepeuncnute crocoObl 3aIUTHI 6a3bl TaHHBIX ACCESS OT HECAHKIIMOHUPOBAHHOTO IOCTYIIA.
2) K xaxomy THIy (aiJIoB MOXKHO MCIIOIb30BaTh 3aKPHITHE MAPOJIEM U MTU(PPOBAHHEM.
3) B dyem 3aKkiroyaeTcss CMBICT aAMUHHCTPHPOBAHHs 0a3 MaHHBIX, 3aIIMIIEHHBIX C MOMOIIBIO
napodsi.
4) Tlouemy Henb3s 3aIMUIIATH TAPOIeM 0a3y JaHHBIX Tepe]] €€ PerUTUKAIueH.
5) Yto Takoe 00BEKTHI JOCTYIIA K JAHHBIM U HA30BUTE UX MO/ICIIH.

COXpaHI/ITC OTYET Ha caliTe IUCTaHLIMOHHOTO o6yquI/151 JUISL TIPOBCPKU ITPEIIOAaBaTCIICM.

Tema Ne 6: «OCHOBHBIC IPOrPAMMHO-TEeXHHYECKHE MepPbl. 3alMTa HH(POPMALMH C IOMOIIbIO
apoJs»
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Ilpakmuueckoe 3adanue.
Yacmy 1. Co30anue pezepeénvix Konuil (haiinoe (01a 6a3 0aHHbIX U npoekmoe Access)

LleJsb - M3y4UTH CIOCOOBI CO3/IAaHUS PE3EPBHBIX KOMUI 0a3bl JaHHBIX.

Pe3yabTaTt 00yuenus. Ilocie o0y4eHus: CTYACHT TOJIKEH:
— 3HaTh OCHOBHBIE CIIOCOOBI CO3/IaHMsI PE3EPBHBIX KOMHUI 0a3bl JaHHBIX;
— YMETh OCYIIECTBIISTh ApXUBUPOBAHHE, CKATHE U BOCCTAHOBJICHUE 0a3 JaHHBIX.

ApXUBHPOBaHNE, CKATHE U BOCCTAHOBJIeHHE 0a3 JaHHBIX

UToOBl 3acTpaxoBaThcsi OT OE3BO3BPATHON IMOTEPH JTAHHBIX, B PE3YJIbTaTe IEJICHANMPABICHHBIX
JNEHUCTBUM 3JIOYMBINIUICHHUKA WIA 10 JPYTUM TMpPUYMHAM HEOOXOJUMO TEPHOIUYECKH CO37aBaTh
pe3epBHYIO KOTIMIO 0a3bl JaHHBIX WU TIpoekTa Access. B ciyuae moBpexaeHus daiiina ucxoaHou 6a3bl
JAHHBIX WU TIPOEKTa Access ero MOXKHO Oy/IeT 3aMEHUTh PE3EPBHON KOITHUEH.

[lepnogn4HOCT, CMEHBI KOMHM 3aBUCUT CKOPOCTH OOHOBJIEHUS JaHHBIX € OIpPEACIAeTCS
aIMUHUCTPATOPOM 0a3bl TaHHBIX. UTOOBI YBETUYUTH MPOU3BOIUTEIHHOCTh 0a3bl JAaHHBIX U YMEHBIIUTH
ee pasMmep, MCIOJIb3YHTE Orepainuio cxaTus 0a3bl JaHHBIX WK Tpoekta Access. Haumnasi ¢ Bepcuu
Access 2000, cxxatve 1 BOCCTaHOBJIEHUE 0a3bl TaHHBIX 0OBEIMHEHBI B OJIUH MPOIIECC.

Co3nanue pe3epBHOI KONUM 0a3bl JAHHBIX U1K MPpoekTa Access 2003

EcTth Heckonbko myTel co3iaHusi pe3epBHON KOMUHU 0a3bl JaHHBIX WM mpoekTa. [lpu Hamuuum
JIOCTAaTOYHOTO OO0BbemMa CBOOOJHOTO MECTa Ha IHCKE MOXKHO CO3/1aTh PE3EPBHYIO KOMHIO OOBIYHBIM
KonupoBanueM Qaitna. Coznath kKonuio Qaiiyia MokHO ¢ nomolkto npuioxenus [Iposoauuk (Explorer),
BXOJISIIIIETO B COCTAB OTEPAMOHHON crucTeMbl Windows, ¢ TOMOIIbIO KOMaH/ bl OTIEPAIIMOHHON CHUCTEMBI
copy, ¢ nmomotisio uHCTpyKinu FileCopy B mpouenype Ha VBA (Tosibko, ecii 6a3a JaHHBIX WIIH TPOEKT
B 9TO BpPEMS HE OTKPBITHI B IPYTOM OKHE MPHIIOKEHUS Access).

UToOBl COKOHOMHUTH MECTO Ha JIUCKE, CO3JAaeTcs cxaTas Komus ¢ailia ¢ MOMOUIBI0 MPOrpaMMBbl
apXUBUPOBAHMS, HANpUMEpP C IOMOIIBIO CTAHJAPTHOM YTUIUTHI apxuBuUpoBaHusa aitnoB Backup,
BXOJSIIEH B COCTaB ONEpalMOHHOW cucteMbl Windows, HWJIM € TIOMOIIBIO YTHJIUT CTOPOHHHX
npou3BouTENeH, Takux kak WinZip wim WinRar.

Ecnu B 0a3e naHHBIX yCTaHOBJIEHA 3alllUTa Ha YPOBHE MOJIb30BaTENEH, HEOOXOJUMO CO31aTh TAKKe
PE3EpBHYIO KOIMIO COOTBETCTBYMOMmIET0 (paitia paboued Tpymnibl omNepamveil KOMUPOBAHUS WITH
apXUBHPOBAHMS COOTBETCTBYIOIIEro (aita ¢ pacmupenuem mdw. s npoekroB Access 2003 nmeercs
BO3MOXHOCTh CO3/1aHUsl pe3epBHON komuu cpeactBamu Access. C momomibio koManasl Cepsuc,
Cnyxebnbie mporpammbl, ApxuBupoBaTh SQL-06a3y manubix (Tools, DatabaseUtilities, Backup SQL
Database) co3maercs pesepBHas komuto Tmpoekta Access 2003, a 3arem, mnpu HEOOXOIUMOCTH,
BOCCTAaHOBUTh W3 3TOM KOMHMM COXPAHEHHBIH NPOEKT C¢ momolubio KomaHiel CepBuc, CiyxeOHbIe
nporpammbl, BoccranoButh SQL-06a3y mannbix (Tools, DatabaseUtilities, Restore SQL Database).
MOoHO MCHOJIB30BaTh KOMaHy AJiA coxpaHeHus naHHbix Ha SQL Server unmu MSDE2000 u3 npoekra
Access 2003 B Bune daitna mdf: Cepsuc, Cnyxebnbie nporpammbl, KomupoBats ¢aiin 6a3pl JaHHBIX
(Tools, DatabaseUtilities, CopyDatabaseFile).

Eme onna komanaa Access MO3BOJISIET yIaduTh UCTOYHUK JaHHBIX mpoekTta Access 2003 ¢ SQL
Server mnmu MSDE2000: CepBuc, CnyxebHble nporpammbl, YaanuTh 06a3y aanHbix SQL (Tools,
DatabaseUtilities, Drop SQL Database). Panbime mis 3TUX IieJei  HCIOJb30Balach YTHIMTA
EnterpriseManager ninst SQL Server unm cneunanbHble HHCTpYKUIKMU Ha Transact-SQL. Bce 3t HOBBIE
KOMaH/ bl paboTaloT TOJIBKO, €CIM Ha KoMmbioTepe ycranoBieH MSDE2000 wmu SQL Server.

Cxartne 6a3bl JaHHBIX WIN NPOEKTA Access

[Ipn ynaneHun MaHHBIX WK OOBEKTOB ¢ailn 0a3bl AAHHBIX WMIU TpPOEKTa AcCCEesS CTaHOBUTCS
(GbparMeHTUPOBAHHBIM, JTO MPHUBOJUT K TOMY, YTO JHCKOBOE MPOCTPAHCTBO HCIOJb3YETCS
HeadpdekTuBHO. CxkaTue 6a3bl JaHHBIX WK MPOEKTA MO3BOJSET MOJYYHUTh - KOMHUIO, B KOTOPOIl JaHHBIE U
OOBEKTHI COXpAHSIOTCSA OOJiee palMOHANBHO, YTO 3HAYUTENHFHO SKOHOMHT MeCTo Ha awcke. Ckatue
MOBBIIIAET MPOU3BOAUTEIBLHOCTH 0a3 JAHHBIX U MPOEKTOB Access. OJHAKO C)KaThe MPOEKTa HE BIMUSET Ha
O0OBEKTHI, TaKHE KaK MpEACTaBICHUS U TaOMUIlbl, XpaHsmuecs B 6a3e gaHHbIX Ha SQL Server. Cxxarue
MPOEKTa HE BJIMsIET TaK)Ke Ha TaONMIbI, COJAEpKallue TMOoJie CYeTUYMKa B MpoekTax Access, KaKk 3TO
MPOUCXOUT ¢ O6azamu AaHHBIX. Ecnu u3 0a3sl JaHHBIX, Mepel CXKaTHeM M3 TaONHIIBI, CoJIepsKalieil moe
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CUeTYMKa, ObUIM yJaJieHbl MOCIEAHUE 3alHCH, IOCIe CXKaTHs HOMEp IEepBOM IyCTOW 3amucu
cOpaceiBaercs. JloGaBiieHHast TOCJIE 3TOrO 3alKCh IOJYYUT B T0JIE CUETYMKA HOMEpP, Ha EIUHHUILY
IIPEBBILIAIONIUI 3HAYEHUE CYETUYHKA B IIOCIICIHEN OCTABIICICS 3aIIUCH.

[lepen c:xaTMeM COBMECTHO HCIIOJIb3yeMOM 0a3bl NAaHHBIX YOEOUTECh, YTO OHA HE OTKPBITA HH
OJIHUM M3 TMoJib30BaTenei cetu. s cxarus 6a3bpl AaHHBIX HEOOXOAMMO 00JajaTh TpaBaMH Ha e€e
OTKPBITHE, 3aIyCK M OTKPHITUE B MOHOTIOJBHOM pexuMme. Jlisi CKaTHsl OTKPBHITOW Oa3bl JaHHBIX WIH
npoekra Access 2003 He0OX0AMMO BBHITIOTHUTD CIEAYIOIINE ACHCTBUS:

1. Ilepen cxatmem cereBoil 0a3bl JAHHBIX, PACIIONOKEHHOW B OOIIEH Tamke WM Ha cepBepe,
y0eauTech, 4TO OHA HE OTKPHITA APYTMMHU MOJIB30BATEISIMH.

2. Beibepute xomanny Cepsuc, CiyxeOHble mporpammbl, C)kaTh W BOCCTAaHOBUTH 0a3y JaHHBIX
(Tools, DatabaseUTtilities, CompactandRepairDatabase).

Jis coxkaths 3aKpBITOM B JTAaHHBIA MOMEHT 0a3bl JTaHHBIX WU npoekra Access 2003 HeoOX0auMo
BBITIOJTHUTH CIIEAYIOIINE ICHCTBHS:

1. Eciiu B naHHBIM MOMEHT OTKpbITa JApyras 6a3a gaHHbIX uiau npoekT Access 2003, 3akpoiite ee
(ero). Ecnu 6a3a maHHBIX WM MPOEKT PACIOJIOKEHBI B OOIIEH Mamnke WId Ha CEpBEpE, YOeAUTECh, UTO
OHHM HE OTKPBITHI JPYTUMHU TT0JIE30BATEIISIMH.

2. Beibepute xomanny Cepsuc, CiyxeOHbIe mporpammbl, CkaTh W BOCCTAHOBUTH 0a3y JaHHBIX
(Tools, DatabaseUtilities, CompactandRepairDatabase).

3. [NostBUTCS MuanoroBoe okHO baza manubIx s cxkxatus (DatabaseToCompactFrom) (pucyrok 9),
MOX0Kee Ha OKHO OTKPBITHS 0a3bl JaHHBIX. YKaXHTe 0a3y NaHHBIX WIH MPOEKT, KOTOPBIH HEOOXOIMMO
ckaTh, 1 HKMHUTE KHOTIKY Cxxkath (Compact).

Database to Compact From El
Look in: IC3) NpakTUYecKHe 3anaHUA v @ -~ | Q >< L j T Tools -
i

My Recent
Documents

Desktop

o
4
"SI

L —
My Documents

—
59
My C;mpuher
@ - -
My Network =
Places Files of type: | Microsoft Office Access e

Pucynox 9 - Jluanorooe okHo baza maHHBIX JUIsl CKATHS

4, TlosiButcst muanoroBoe okHo Ckatme Oa3bl maHHbIX moja uMmeHeMm (CompactDatabaselnto)
(pucynok 10). BpiOepure mUCK M TanKy W BBEAUTE WM ISl COXPaHEHHsI CKAaTOW 0a3bl JTaHHBIX
(HEe06Xx01MMO BBIOpATh CBOKO pabouyio nanky). Haxmure kHonky CoxpanuTth (Save).

Compact Database Into E\
Save in: |5) MpaKkTHYecKHe 3anaHUs v @03 | Q A T EH - Tods
&

My Recent
Documents

3

Desktop

A
e

My Documents

——
3

My C;mpuher

My Metwork =
Places Save as type: | Microsoft Office Access Database -

Pucynox 10 - [luanoroBoe okHo CoxpaHeHHE C)KaTOM 0a3bl JAHHBIX
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B o06oux ciyyasx mpouecc C)KaTusi MOXKHO TIpepBaTh C IOMOIIbI0O KOMOMHAIMK KJIABUII
<Ctrl>+<Break> wimn knaBumm <Esc>. Jlomyckaercsi cxxarue ¢aiina 6a3sl JaHHBIX WU MpoeKTa Access
2003 B ¢aiin ¢ TeM K€ UMEHEM, YTO M UM MCXOAHOTO (aiina, win coznanue (aiina ¢ HOBHIM HUMEHEM.
[Tpu ykazaHuM TOTO € UMEHH, AUCKA U MANKW U IPU YCIICIIHOM CKaTUU 0a3bl JaHHBIX MCXOIHBIN (haiin
aBTOMATHYECKH 3aMEHSAETCS Ha cKaTblil (haitn. Moxkno HacTpouth Access 2003 Tak, 4ToObI KOHKpETHAs
0a3a JaHHBIX WIUIPOCKT aBTOMATHUECKU C)KUMAITUCH TPH 3aKPHITHH.

UYroObl ycTAaHOBHTH aBTOMAaTHUYECKOE C)kaThe 0a3bl JaHHBIX Access 2003:

1. Otkpoiite 6a3y JTaHHBIX, KOTOPYIO HY)KHO CXKaTh.

2. Beibepute xomanny Cepsuc, [lapamerpsr (Tools, Options). B mosiBUBImIEMCs AUaIOTOBOM OKHE
[TapameTpsr (Options) packpoiite Bkiaaky Oommue (General).

3. Ycranosure ¢uaxok Cxumats npu 3akpeiTan (CompactonClose) n mHaxxmure kHonky OK.

VYcraHoBka aBTOMaTu4eckoro cxatus npoekra Access 2003 BBIIIOJIHAETCS aHAIOTUYHO.

ABTOMAaTHYECKOE C)KaTHE HE MPOUCXOJUT, €CIIU TPH ITOM pa3Mep 0as3bl JaHHBIX (WM IPOEKTa) HE
OyIeT yMeHbIIIeH, TI0 KpaiiHel Mepe, Ha 256 Kobaiit, a Takxke, eciu 3Ta 0aza JaHHBIX (WM MPOEKT) B
TEKYIUl MOMEHT OTKPBITA JIPYTUM TOJIB30BATEIEM B CETH.

BoccraHoB/ieHNe MOBpeXIeHHOH 0a3bl JAaHHBIX

B OGonpmuHcTBe cimyyaeB MicrosoftAccess ompenenser, uto 0a3a JaHHBIX IMOBpEXJAEHA, NpU
MONBITKE OTKPBITh, 3alIM(ppoBaTh WIH Jemu@poBaTh ee. Torga MONb30BATENIO IPEIOCTABISIETCS
BO3MOKHOCTh BOCCTAaHOBUTH 0a3zy NaHHBIX, BBINOJHUB €€ ckaTthe. Ho B HEKOTOPHIX CUTyalHsx He
ylIaeTcst ONpeAenTh, 4TO 0a3a JaHHBIX MOBpekIeHa. Ecim 0a3a maHHBIX BeleT ceds HempencKa3yeMbIM
o0Opa3omM, BBIIONHHUTE ee ckate. [Ipu cepbe3HbIX MpolieMax, KOTOpbIe MPHUBOAAT K BBHIHYKICHHOMY
3aBepIIEHUI0 PadOTHI Access, 3TO MPHIIOKEHHE Mepe3arrycKaeTcsl 1 aBTOMAaTHYECKH CO3/IaeTCsT pe3epBHAsT
KOTIHUS OTKPBITOM 0a3bl TaHHBIX WIIA IPOEKTa ACCESS C TEM K€ UMEHEM U PaCIIUPEHUEM, YTO U UCXOTHBIN
(aiin, Tomeko ¢ cypdurcom Backup (pe3epBHBIii).

3apanus:
1. Onenute 3h(HEeKTUBHOCTH CTAHAAPTHON YTUIUTHI apxuBHUpoBanus (aitos Backup.
2. BrmonauTE CKatre ar000i 6a3bl JaHHBIX U coxpaHuTe noa uMenem CompDBI B cBoeit manke.
3. Hactpoiite Access Tak, 4ToObI 0a3a JaHHBIX ABTOMATHYECKU CKUMAJIACh TIPH 3aKPBITHH.

Yacme 2. 3auwguma ungpopmayuu ¢ nomouivro napos

He.ﬂb - HCCICAOBAHHEC 3alllMTBl C IIPUMCHCHHEM IIapoJid, a TaKXKE HCCICAOBAHHE METOJ0B
HpOTPIBOI[CﬁCTBPIH aTakKaM Ha I1apoJib.

Pe3yabTat 00yuenus. [locine oOydeHus CTYACHT TOJDKEH:
— 3HaTh OCHOBHBIE CIIOCOOBI CO3/IaHUS PE3EPBHBIX KOTHI 0a3bl IaHHBIX;
— yMETbh OCYLIECTBIJIATh apXMBUPOBAHHE, CXKATHE U BOCCTAHOBJICHHUE 0a3 JaHHBIX.

ATaku Ha apoJib

Ha ceromusimnauii neHb Mapoiib sIBIsETCS Haubosee MpUEeMIIEMBbIM W MOTOMY HauOoJiee 4acTo
UCIOJIb3YeMbIM CPEICTBOM YCTaHOBJICHHUS MTOATUHHOCTH, OCHOBaHHBIM Ha 3HAHUSIX CyObEKTOB JOCTYIA.

B mo0o#t kpuTHUeckoii cucteMe OMMOKM 4YeJoBeKa-oreparopa SBISIOTCS, YyTh JM HE CaMbIMH
JOPOTOCTOSIIIMMHI M PACIPOCTPAaHEHHBIMH. B ciyuae kpumnrocucteM, HempodecCHoHalbHbIE NEHCTBUS
MOJIb30BATENS CBOJAT HA HET CaMblil CTOMKUI KPUNTOAITOPUTM U CaAMYI0 KOPPEKTHYIO €r0 peaau3aluio U
MIPUMEHEHUE.

B nepByro ouepenp 3T0 CBs3aHO ¢ BbIOOpOM maposiei. O4eBUAHO, YTO KOPOTKUE WM OCMBICIICHHBIE
MapoJIM JIETKO 3allOMHHAIOTCS YEJIOBEKOM, HO OHHU TOpa3/lo Mpolle Ais BCKpbITHS. Mcnonb3oBaHue
JUIMHHBIX U OECCMBICIEHHBIX MapoJyied Oe3yCIOBHO Jydllle C TOYKH 3PEHUS KPUITOCTOMKOCTH, HO
Yel0OBEeK OOBIYHO HE MOJKET MX 3allOMHUTH M 3aMKCHIBaeT Ha OyMakKe, KOTOpasi MOTOM JTHOO Tepsercs,
mu00 MoMaaaeT B PYKU 3JI0YMBIIUIEHHUKY. FIMEHHO U3 TOTO, YTO HEHMCKYIIEHHBIE TIOJIB30BATENN O0BIYHO
BBIOMPAIOT MO0 KOPOTKHE, MO0 OCMBICTIEHHBIC TAPOJIH, CYIIECTBYIOT JBAa METOJA UX BCKPBITHS: aTaka
MIOJIHBIM MTepebOpPOM U aTaka 1o CJIOBapro.
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3anMIIeHHOCTh Mapojst MpH ero nojdope 3aBUCHUT, B OOIIEM cCllydae, OT CKOPOCTU HPOBEPKU
IapoJieil ¥ OT pa3Mepa MOJIHOTO MHOXKECTBA BO3MOXKHBIX I1apoJieii, KOTOPOE, B CBOKO OUEPE]lb, 3aBUCUT OT
JUTUHBI TIAPOJIsl U pa3Mepa MpuMeHseMoro andasura cuMBoOJIOB. Kpome TOro, Ha 3aIlIMIIEHHOCTh CHJIBHO
BIIMSIET pean3alys MapoJIbHON 3aIIUTHI.

B cBs3u ¢ pe3kuM pOCTOM BBIYMCIMUTENBHBIX MOIMHOCTEH aTaku TOJHBIM TepebopoM HMEIOT
ropaszio OoJblIe MAHCOB Ha ycleX, 4YeM paHblne. Kpome T0ro, akTHBHO MCIIOJIB3YIOTCS paclpe/ieieHHbIE
BBIUMCIICHUS, T.€. PABHOMEPHOE paclpeesieHHe 3aJauyi Ha OOJIbIIOE KOJIMYECTBO MAIIHMH, PA0OTAIOMUX
napajuiesbHO. DTO MO3BOJISIET MHOIOKPATHO COKPATUTh BPEMS B3JIOMA.

OpHako BepHEMCS HAa HECKOJBbKO JIET Ha3aJl, KOorja BBIYMCIUTEIBHON MOIIHOCTH JUIsl TOJHOIO
nepebopa Bcex maposieid He xBatano. TeM He MeHee, XakepaMmu ObUI MPUAYMaH OCTPOYMHBIA METOJI,
OCHOBAHHBIM Ha TOM, YTO B KaueCTBE MapOJisi YEIIOBEKOM BBHIOMPAETCS CYIIECTBYIOLIEE CIOBO MJIM KaKasi-
6o uHpopMaIs 0 cede UM CBOMX 3HAKOMBIX (M3, aTta poskJIeHus U T.11.). Hy, a mockonbKy B 11060M
s3pike He Oosiee 100000 cioB, To ux mepebop 3aiiMeT Bechbma HeOosibioe BpeMms, u oT 40 mo 80%
CYIIECTBYIOIIUX MapOJIe MOXKET ObITh yraJaHo C MOMOIIBIO MPOCTOM CXEeMbI, Ha3bIBAEMOU ‘‘aTakoi 1o
cioBapio”. Kcraru, 1o 80% 3Tux maposieil MOKeT ObITh YraJlaHO C MCHOJIb30BAaHUEM CIIOBaps pasMepoM
Bcero 1000 cnos!

[TycTh ceromHsi MOJIB30BATENN YK€ MOHMUMAIOT, YTO BBHIOMPATh TaKHe MapoJId HENb3sl, HO, BUANMO,
HUKOTJ]a IKCIEPTH 0 KOMITBIOTEPHOW OE30MaCHOCTH HE JOXIYTCS WCIOJIB30BAHUS TAKHX TNPOCTHIX U
panyromux aymry maposen, kak 34jXsSU@bTa!6;). [lootoMy naxe UCKYIICHHBIA MMOJIb30BATEIb XUTPUT
Y BBIOMpaeT Takue nmapoiu, kak hopel, user1997, pAsSwOrD, toor, roottoor, parol, gthjkm, asxz. Bunno,
YTO BCE OHM, KaK IPaBHIJIO, OA3UPYIOTCS HAa OCMBICIEHHOM CJIOBE M HEKOTOPOM IMPOCTOM MpPAaBUJIE €ro
npeoOpa3oBaHus: MpuOaBUTh LUGPY, NpUOaBUTH TroJ, MEPEBECTU uepe3 OyKBY B JPYrol peructp,
3amMcarh CJIOBO HaoOOpOT, MpHOaBUTH 3allMCaHHOE HAOOOpOT CJIOBO, 3alHcaTh PYCCKOE CIOBO
JATUHCKUMU OyKBaMH, HaOpaTh PYCCKOE CIIOBO Ha KJIaBHAType C JIATHHCKOW PaCKIaIKOW, COCTaBUTH
MapoJjIb U3 PAJIOM PACHOJIOKEHHBIX Ha KJIaBUAType KJIaBUII U T.1I.

[TosTOMy HE HafO YIUBIATHCS, €CIIM TAaKOW “XUTPBIN~ Maposb OyAeT BCKPHIT XaKepaMu — OHHU HE
TIIyliee caMuX I0JIb30BaTesieil, U y)kKe BCTaBUJIM B CBOM NPOrPaMMbI T€ MpPaBHUJIA, IO KOTOPHIM MOXKET
uata - mpeoOpaszoBanme  cioB. B campix  "mpoaBuHyThiX" — mporpammax  (JohnTheRipper,
PasswordCrackinglibrary) stu mpaBuia MOTyT OBITH IPOTPAMMHUPYEMBIMH M 3aJaBaThCs C TOMOIIBIO
CHEIHAILHOTO SI3bIKa CAMUM XaKEPOM.

[IpuBenem mnpumep >PGEKTUBHOCTH TaKOW cTpaTeruu mnepedopa. Bo MHOrmx KHurax 1o
0€30MacHOCTH MpeAsiaraeTcs BbHIOMpPATh B KAaueCTBE HAJEKHOTO MAapoJisi JBa OCMBICIEHHBIX CJIOBA,
pa3JesieHHbIX HEKOTOPhIM 3HakoM (Hampumep, good!password). Iloacunrtaem, 3a CKOJIBKO BpEeMEHHU B
cpenHeM OynyT ciloMaHbl TaKHe NapoJid, €ClIM TaKoe MPaBHJIO BKIIOYEHO B HabOp MpOrpamMMbl-
B3jIoMIIKKa (ycTh cioBapb 10000 ciioB, pa3nenuTeNbHbIMA 3HaKaMu MOTYT ObITh 10 1udp u 32 3Haka
MPENUHAHUS U CTICIIMATILHBIX CUMBOJIA, MalliMHa kKiacca Pentium co ckopoctbio 15000 nmaporeii/cek):

10000*(32+10)*10000/15000*2=140000 cexyna wiau menee 1.5 mms!

Yem Oosbliie AMHA TApOIisi, TeM OOJBIIYI0 0€30MacHOCTh OyAeT o0ecrneunBaTh CUCTEMA, TaK Kak
noTpeOyroTcss OOMBIINE YCUIUS OIS €ro OTraJblBaHus. DTO OOCTOATEIHCTBO MOKHO IPEACTaBUTH B
TepPMHUHAX O0XHJAEMOTO BPEMEHHM pACKPBITHUS TapoJii WU OXUJaeMoro 0e30macHOro BpEMEHHU.
Oxwunaemoe Oe3omacHoe BpeMsa (T0) — NOJIOBMHA MPOUM3BEACHMUS YHMCIA BO3MOXHBIX Mapoyied u
BpeMEHH, TpedyeMoro maiasi TOro, 4roObl MOmpoOOBaTh KaxAblii MapoJib W3 MOCIEIOBATEIbHOCTH
3anpocoB. [IpeactaBum 310 B Buae GopMyIs:

A° ot
T,=——,
2w

rae t— BpCMH, Tpe6yeMoe Ha IOIBITKY BBCACHUA ITApOJId, paBHOC E/R, E — 4nciao cuMBOJIOB B
nepeaaBacMom COO6IJ_ICHI/II/I IIPpU TOMBITKE IMOJIYIUTb HJOCTYIL (BKJIIO‘-I&SI napoJjib 1 CJ'Iy>K€6HBIe CI/IMBOJ'ILI);
R— CKOpPOCTh nepcaavuun (CI/IMBOJ'IBI/MI/IH) B JIMHUHN CBA3H; S — JAJINHA 1apoJIAi, A — 4uCI0 CUMBOJIOB B
aJ'I(i)aBI/ITC, N3 KOTOPBIX COCTABJIACTCA MApPOJIb. Ecau mocne kaxmoi HCyI[&‘lHOﬁ IOIIBITKHU noz[60pa
ABTOMATHYCCKU TMPCAYCMATPUBACTCA JCCATUCCKYHHAA 3aJCpiKKa, TO Oe3ormacHoe BpEMs  PE3KO
YBCINYHUBACTCA.
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[TosTOMy TpM HCMONB30BaHUM AyTEHTU(UKAIMM HAa OCHOBE MapoJiel 3alIUIEHHON CHUCTEMOM
TIOJKHBI COONMIOIATHCS CIIEAYIOUINE MTPaBHIa;

a) HE TO3BOJISIIOTCS MTAPOJIM MEHbIIe 6—8 CUMBOJIOB;

0) maposu TOJKHBI IPOBEPSITHCA COOTBETCTBYIOIUIMMH KOHTPOJUIEPAMU;

B) CUMBOJIBI [1apOJIsl IIPU UX BBOJIE HE JOJDKHBI NOSIBJIATHCA B SIBHOM BUJIE;

I') IOCJI€ BBOJA MPABUIIBHOTO MAPOJIst BBIIAETCS WHPOPMAIIHS O TIOCTIETHEM BXOJIE B CUCTEMY;

1) OTPaHUYMBAETCS KOJIMYECTBO MOIBITOK BBOJA MAPOJIS;

€) BBOJIUTCS 3aJIep’KKa BPEMEHU IIPH HETIPABUIILHOM apoJIe;

) TIPU TIepeiade Mo KaHajaM CBS3U MapoJIv TOJDKHBI ITH(POBATHCS;

3) MapoJH JOJDKHBI XPAaHUTHCS B MAMSITH TOJIBKO B 3alIM(POBaHHOM BHJE B (aiiyax, HETOCTYITHBIX
II0JIb30BATEIISIM;

1) T0JIb30BATEINb JOJHDKEH UMETh BO3MOKHOCTh CAaMOMY MEHSTh I1apoJib;

K) aAMMHHCTPATOP HE JOJDKEH 3HATh [IAPOJIH M0JIb30BaTENeH, XOTS MOKET UX MEHSTH;

J1) TapOJIU T0JKHBI IEPUOIUUYECKH MEHSTHCS;

M) YCTaHaBIMBAIOTCA CPOKM JEHCTBHS Naposield, MO0 HCTEUYEHUU KOTOPBIX HAJ0 CBS3aThCS C
aMUHUCTPATOPOM.

IIpo6sa1ema BbIOOpa mapoJist

Bo160p AnuHBI aposs B 3HAYUTEIBLHOW CTENEHU OMpENeNsieTcs pa3BUTHEM TEXHUYECKUX CPEJNICTB,
UX OJJIEeMEHTHOM 0a3pl U ee ObicTpojeiicTBMeM. B HacTosiee BpeMs IIMPOKO MPUMEHSIOTCA
MHOTOCUMBOJIbHBIE TTaposin, rae S>10. B ¢Bsi3u ¢ ’TUM BO3HHUKAIOT BOIMPOCHI: KaK U IJI€ €ro XpaHUTh U
KaKk CBsi3aTh €ro c ayreHTU(UKanuend JMYHOCTH Tosib3oBarensi? Ha »tu Bompockl oTBedaer
KOMOMHHUpPOBaHHAs cHUCTeMa IMapoJjieil, B KOTOPOW KOJ Mmapojs COCTOMT M3 AByX yacTeil. [lepBas yactb
COCTOUT U3 3—4-X NeCATUYHBIX 3HAKOB, €ciM KoJ HudpoBoi, u 6omee 3—4-X, ecinu Ko OyKBEHHBIH,
KOTOpbIE JIETKO 3allOMHUTH YeJIOBEKy. BTopas yacTh COJEp>KUT KOJIMYECTBO 3HAKOB, OIpPEAEIseMOe
TpeOOBaHUAMHU K 3aIIUTE M BO3MOXKHOCTSAMHU TEXHUYECKOW pealu3alid CHCTEMbI, OHA MOMEIIaeTcs Ha
¢buznueckoM HOCUTENIe U OIpeaesseT KIo4Y-Mapojb, pacueT AJIUHBI KOJa KOTOPOro BEAETCS IO
yKa3aHHOM BBIIIE METOJMKE. B 3TOM cityyae yacTs maposist OyJieT HeIOCTYITHA JIJIsl HapyILIUTEsl.

OpHako mpu pacyeTe AJIMHBI KOJA Mapojisi HE clieAyeT 3a0bIBaTh O TOM, YTO MpPH YBEIMYEHUU
JUIMHBI MapoJisi HeNb3s YBEIMYMBATh MEPUOAMYHOCTH €ro cMeHbl. Koabl maposieii HeoOXoIuMO MEHSITh
00s3aTeNnbHO, TaK Kak 3a OOJIbLION MEepHO] BPEMEHU YBEIMYUBAETCS BEPOSITHOCTh MX INEpexBaTa IMyTeM
MPSIMOTO XUIICHHUS] HOCUTEJNS, CHATUS €ro KOMUH, MPUHYXKACHHs ueloBeka. BriOop MepHoauYHOCTH
HEO0OXO0IMMO OTpEAeATh U3 KOHKPETHBIX YCIOBUH pabOThl CHCTEMBI, HO HE PeKe OJHOro pas3a B Tro.
[IpuueM xenarenbHO, 4TOOBI 1aTa 3aMEHbI U IEPUOAUYHOCTD JOLKHBI HOCUTH CITy4ailHBbIA XapakTep.

Jns mpoBEepKH YSA3BUMOCTH IAapoJIed HCIOJIB3YIOTCSl CIELUAJIbHBIE KOHTPOJUIEPHI MapoJjeH.
Hanpumep, usBectHolil koHTposuiep KiistitHa, OCylecTBISIET NOMBITKH B3JIOMa NApoJis IIyTEM MPOBEPKHU
MCIOJIb30BAHUS B Ka4eCcTBE MapoJjisi BXOAHOTO UMEHHU I0JIb30BATENs, €r0 MHUIMAIOB U UX KOMOMHALIUMH,
MIPOBEPKU HCMOJIB30BAaHUS B KadecTBE MapoJisl CIOB U3 Pa3IMYHBIX CIOBapeil, HauuHas OT Haubojee
yIOTPEOUTENbHBIX B KaueCTBE MapoJisl, MPOBEPKU PA3IMUYHBIX MMEPECTAHOBOK CJIOB, a TaKXKe MPOBEPKU
CJIOB Ha fA3bIKE IMOJIb30BaTENsI—MHOCTpaHNa. [IpoBepka nmaposeil B BBIYMCIUTENIBHBIX CETSIX C NOMOIIBIO
KoHTposuiepa KusitHa mokaszana OBOJIBHO BBICOKHE pE3yabTaTbl — OOJIBIIMHCTBO IOJIb30BaTENeH
HCIOJB3YIOT IpocThlie napoiiu. [lokazarenen npumep, korga koutposuiep KisitHa mo3Bosmi onpenennThb
100 nmapoJieit u3 5 cumBoJioB, 350 napoJieit u3 6 cumMBoJIoB, 250 napoJieid u3 7 cumBoJioB U 230 maposieit
13 8 CUMBOJIOB.

[IpuBeaeHHbIN aHaNU3 MO3BOJSET CHOPMYTUPOBATH CIEAYIOUIUE MPaBUIa CHIDKEHUS YS3BUMOCTU
MapoJiei U HalpaBJIEHHbIE HA MPOTUBOICUCTBUE U3BECTHBIM aTaKaM Ha HUX:

— pacumupsiiTe TpUMeHsIeMbIi B maposie andaBUT — UCIOJIb3YHTe MPOMUCHBIE U CTPOYHBIE OYKBBI

JATHHCKOTO W PYCCKOTO an(aBUTOB, IUDPHI U 3HAKY;

— HE HCHOJIb3YHTE B MapOJie OCMBICICHHBIE CIIOBA;

— HE UCHOJIb3YITE MOBTOPSIOLINECS TPYIIIBI CHMBOJIOB;

— HE NPUMEHSNUTE NMapou AJUHON MeHee 6—8 CUMBOJIOB, TaK Kak 3allOMHUTh UX HE MPEACTABIISIET

00JBIIOTO TPYAA, a TApOJIh UMEHHO HY)KHO 3alIOMHHATh, @ HE 3amuchiBaTh. [1o TO# ke mpuunHe He

HMMeEeT CMbIcTa TpeboBaTh UIMHY HEOCMBICIIEHHOTO MapoJis 6osee 15 cCHMBOJIOB, Tak Kak 3alIOMHUTH

€ro HOpMaJIbHOMY YEJIOBEKY MPAKTUYECKU HEBO3MOXKHO;
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— HE UCHOJIb3YHTE OJUH U TOT K€ IapoJib B Pa3IUYHBbIX CUCTEMAaX, TaK KaK IPU KOMIIPOMETALUU

OJIHOTO MapoJisi HOCTPaJal0T BCE CUCTEMBI;

— IpOBEpANTE NapoJiv Nepe] X UCIOIb30BAaHUEM KOHTPOJUIEpAMH MapoJieH.

JUig cocraBieHMs] Mapojst MOYKHO JaThb PEKOMEHJAllMM, KOTOPBIMHU II0JIb30BAThCS HAl0 OYEHb
OCTOPOXKHO:

— BbIOEpUTE HECKOJBKO CTPOK M3 TECHUW WM TOAMBI (TOJNBKO HE Te, KoTopsle Bbl moBTOpsieTe

[IEPBOMY BCTPEYHOMY) M MCHOJIB3YHTE MEpBYIO (WM BTOPYIO) OYKBY Ka)J0Ir0 CIOBa — IIPU 3TOM

[apoJjb JI0JDKEH UMETh 00Jbllyio JUIMHY (Oosiee 15 cHMBOJIOB), MHAY€ HY)KHO MEHSTh PErMCTpbI

OyKB, MIPUMEHSATH JIATHHCKHE OYKBBI BMECTO PYCCKHX WJIM Ha00OpOT, MOXKHO BCTAaBJIATH IU(PHI U

3HAKH;

— 3aMEHMTE B CJIOBE U3 CEMU—BOCHMU OYKB OJHY COIVIACHYIO M OJIHY WJIM JIBE€ IVIACHBIX Ha 3HAKU

i mudpel. DTO TaCT BaM CIOBO-a0pakanadpy, KOTOpoe OOBIYHO MPOU3HOCHUMO U ITOATOMY JIETKO

3anomuHaercs. IToaseaem uror:

Uto Takoe mioxou napoJib:

— CoOCTBEHHOE UMS;

— CnoBo, KOTOPOE €CTh B CIIOBApE;

— Wnentuduxartop, npucBoeHHbI BaM kakol-HUOYAb CUCTEMOM, UM JIFOOBIE €ro BapHallliy;

— JlaTa poxJieHus;

— [loBTopennsif cumBou (Hanpumep: AAA);

— Ilaponb MeHbllIe 6 CHMBOJIOB;

— Ilapons, ycTaHOBIEHHBIM Bam uy)KUM 4e10BEKOM;

— [laponsb, cocrosiuii U3 CUMBOJIOB COCEACTBYIOIIMX Ha kiaBuarype (Hanpumep: QWERTY wnu
WUIYKE);

— Ilaposp cocTrosnmii U3 NaCIOPTHBIX JaHHBIX: IEPCOHAIBHBIA HOMED, HOMEP BOAMTEILCKUX IPAB
U T.I.

Yto Takoe XOpoLInii mapoJb:
— beccMmpicnennas ¢pasa;
— CnyyaiiHblii HA00p CUMBOJIOB BIIEPEMEIIKY C OYKBaMH.

IMopsinok padoThI ¢ MPOrpaMMaMu BCKPBITHS NAPOJIeid.

B nanHoil nabopatopHoii paboTe UCIONIb3yeTCs] TPOrPaMMHBIN MPOAYKT AJS BCKPBHITHUS 3aKPBITHIX
napoJiem apxuBoB: Advanced ZIP Password Recovery

PadoTa ¢ nporpamMamu B3JioMa Ha npumMepe AZPR

[Iporpamma AZPR wucnonbs3yeTcss njsi BOCCTAHOBJICHHS 3a0bIThIX mapojieir ZIP-apxuBoB. Ha
CerOJHSIIHUN JIeHb CYIIECTBYET JBa crocoba BCKphITHs Maposiei: mepedop (brute force) m araka mo
croBapio (dictionary-based attack).

[Tanens ynpaBneHus:

— kHOnkH OTKpbITh U COXpaHUTh MO3BOJISIIOT paboTaTh C MPOEKTOM, B KOTOPOM YyKa3aH

BCKpBIBAEMBIN (pailsi, HabOp CUMBOJIOB, MOCIEAHUN MPOTECTUPOBAHHBIN MapOJib. DTO IMO3BOJISET

MIPUOCTAaHABINBATh U BOZOOHOBJISTH BCKPBITHE.

— kHomnk# CtapT u CTOM MO3BOJIAIOT COOTBETCTBEHHO HAYMHATH U 3aKaHYMBATh MOJ00P MapoJis.

— kHomka HaGop mo3BousisieT 3aAaTh CBO€ MHOXECTBO CHUMBOJIOB, €CJIM W3BECTHBI CHUMBOJIBI, U3

KOTOPBIX COCTOUT MapoJb.

— kHomnka CrpaBka BBIBOAUT MOMOIIb 10 IPOTpaMMe.

— kHomnka O AZPR BeIBoaUT UHGOPMAIUIO O TIPOrpaMMe.

— KHOIKa BBIX0/ MO3BOJISET BHIUTH U3 POTPaAMMBI
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2 AZPR 4.00 El @”5__(]

Advanced ZIP Password Recovery
£ W A # @ @ W
Otepeme CoxpaHume  Crapr ! Tect Cnpaeka OAZFR  Bemog
ZIP-waiin Twn araku
|| | = - ||'|epeﬁop v|

Hatiop |.Elr|MHa Cnogape | Plaintest | AsTocokparedude | Onumu | NpogexHyTocTE

Hatiop curennoe

3arnaeHele AaTHHCKME [4 - 2] M 62 l:l ll?,l
CrpodHeie natuHokme [a - 2] :
[ Bee umepe (0 - 9) JEKOHUTE Ha: l:l 8

[ Bee cneuransree 1. ] WMacka: l:l lLE!
[ Npotien an
[] Bee nevaraemsie Hafiop nonesosarena[ | €6

OkHOD COCTOAHKA

04.70.2017 13:40:35 - &7PR version 4.00 build 24 launched
04.10.2011 13:40:54 - Loading language file for Pyccrui'’..

TERYWHEA Naponk: CropocTe:
Mpowno spereHL:; OcTanock:
Mporpece

[I%4

JAZFR version 4.00 (c] 1997-2005 ElcomSoft Co.Ltd.

PaccMoTpuM BO3MOKHOCTH TIPOTPAMMBI;
BriOupaeTcst apxuB Jj1s1 BCKPBITHS U TUT aTaKh (CM. PUCYHOK).

) AZPR 4.00
Advanced ZIP Password Recovery
O G ; : & I
g W A A @ @ 0
Otkpere CoxpaHute  Crapr ! Tect Cnpaeka 0O AZFPR Brrog
ZIP-dbarn Tun aratm
||I::'\Documents and Seftings\Trave | * - | Nepedop v

Hafiop |JJ,r|HHa Crosape || Plaintest | Astog 19 macke
Mo caosapr
Hafiop cuMeonos Plaintext
T

[#] Farazeunis asruorvna (A 27

BriOuparorcs mapamerpsl pabOTHI:

3aknaaka Habop
[Iporpamma mo3BOJIIET BBIOpaTh O0O0MAacTh mepedopa (HAOOP CHUMBOJIOB). DTO 3HAYUTEIBHO

COKpalaeT BpeMs rnepedopa. MoxKHO MCIOIb30BaTh HAOOP MOJIb30BaTENs, 3aJaHHBIN C IOMOIIBIO KHOIIKH
Ha6op. MoxHO OrpaHHuYMTh KOJMYECTBO TECTUPYEMbIX HapoJiei, 3ajaB HadallbHbII mapoib. B cioyuae
€CJIM M3BECTHA 4YacTh MapoJisi, oueHb 3(dexkTuBHa ataka mo macke. HykHO BbIOpaTh COOTBETCTBYIOLINN
THUII aTaK, [IOCJIe 3TOTO CTAHET JIOCTYIHBIM MOJie Macka. B HeM HY)KHO BBECTU M3BECTHYIO YacTh MapoJist
B Bune P?s?W7r?, rae Ha MecTe HEM3BECTHBIX CHMBOJIOB HY)KHO IOCTaBUThH 3HAaK Bompoca. MOKHO
MCIO0JIb30BATh JIFOO0OH APYroil CHMBOJI, BBE/IS €ro B MOJIE CUMBOJ MAacKH.

3aknagka [nunHa
Hatop | Dana |Ennsapb Flaintext | AgTocoxpaHeHye | Onuke || [pogByHyToCTE

M nHa naponA

b HKMANEHAA 0AKMHE NaponA = CUrEDN[OE]
Fs
bl ak.cHraneEHaA 4NHHA Napona = CHrEDN[OE]

[To3BonsieT BEIOpATh ATUHY MApOJIs.

3axnagka CinoBapb
[To3Bonsier BbIOpaTh (hain-coBaps. BriOupaiire ¢aitn  English.dic, o coxepxxut Habop

AQHTTTUHCKUX CTIOB M HA0OPBI CHMBOJIOB, HAM0OJIEE YaCTO MCIIONIB3YIOIINECS B KAUeCTBE Mapoeil.
3aknaaka ABTOCOXpaHEHUE
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Mo>kHO BeIOpaTh UMsI (haiina a1t COXpaHEeHUs! Pe3ysIbTaTOB pabOThl U MHTEPBAJl aBTOCOXPAHCHUSI.
3aknaaka Onnuu
Bribupaercst nmpuopurer paboThl ((POHOBBIN MM BBICOKUI), MHTEPBaJ OOHOBIIEHUS HH(OPMAIUU O
TECTUPYEMOM B JaHHBIH MOMEHT HapoJie. YBEIMYEHUE HHTEpBaJla IOBBIIAET OBICTPOJEICTBHE, HO
CHIDKAeT HMH(OPMATHBHOCTh. Takke MOXHO YCTAaHOBUTH PEXKHUM BEIACHUS MPOTOKOJIA pPadOTHI H
BO3MOYHOCTh MUHUMU3ALIMH IIPOTpaMMBbl B tray (MaJeHbKasi UKOHKA PSIIOM C YaCaMH).
3axnanka [IponBuHyTOCTH
ConepXUT NPOABUHYTbIE HACTPOWKH, TO3BOJSET MCIOJIb30BaTh HM3BECTHOE Haudajao (ailia,
UCroJib30BaTh WinZip JBUKOK.
Hafop | Onuva | Coeape | Plaintest | AeTocospadedye | Onupwd | [pogsuHyTocTe
MpogEMHYTEIE HACTPORK M
D HMcnone30BaTE W3BECTHOS HAYAND aina gnA aTakk HECHaTEIX PakHnoE

M 3EECTHEIE BAlTTEI: CHMEDN MackK; |7

[] Brerna venonesosars Wirne| P-QBu#oK,, BCAW BEPOATHOCTE GONBLWE

Meononezoeate kog ansa: | Intel P4 S5E2 -

3aganus:

1. IpoBenenne araku nepedopom (bruteforce attack)

Hcnonp3ys mporpamMmy AJisi BCKPBITHSI IMapojieil MpOW3BECTH aTaky Ha 3alIu(poBaHHBIA Qaiin
AZPR.zip. O6nacts nepebopa — Bce IeyaTaeMble CUMBOJIBI, JUIMHA MapoJig oT 1 10 5 cuMBosioB. Bpems
BBITIOJIHEHUSI Ha KoMmbioTepe kiacca Pentium II u Beime — 50 cexynn — 3 munythl. IIpoBeputsb
MIPaBUJIBHOCTH OIPENIETICHHOT0 apoJisl, pacliakoBaB (ailyl 1 03HAKOMHUBILHUCH C €0 COAECPKUMbIM.

BrimonauB myHKT 1, cokpartuth 00nacTh mepedopa M0 (HaKTHYECKH HCIOIB3YEMOTO (HarpuMmep,
€clii MapoJsib grant — TO BbIOpaTh CTpOYHbIE JAaTWHCKHE OYKBbI). [IpoBecTH MOBTOpHOE BCKpHITHE.
CpaBHUTH 3aTPavyE€HHOE BpPEMSI.

2. IlpoBenenne ataku no ciaoBapio (dictionary attack)

1. Cxatb Kakoi-mu0o HEOOBION (aiii, BEIOpaB B KaueCTBE MapoJisl aHTJIMICKOE CJIOBO JTHHOM 110
5 cumBojioB (Hampumep, love, god, table, admin u T.1.). [IlpoBectn araky mo crmoBapro. s 3TOro
BBIOpaTh BUJI aTaku U B 3akiajake CioBaps BeOpaTh ¢aiin English.dic. OH comepxuT HabOp aHTIUHCKUX
CJIOB U HAOOPbI CUMBOJIOB, HAaNOOJIEE YACTO UCHOJB3YIOIIHNECS B KAUeCTBE MapoJIei.

2. [lonbITaThCS ONMPEAETUTH MAPOIIH METOJOM MpsIMOro nepedopa. CpaBHUTH 3aTPaYCHHOE BPEMSI.

KoHTpoJibHBIE BOIPOCHI:
Jjig KakuX 1esel NCIoJIb3YIOTCS ONepaliy CKaTue U BOCCTaHOBIIEHUE 0a3bl TaHHBIX.
[lepeuncnure OCHOBHBIE CIIOCOOBI CO3JJaHMSI KOTIMU 0a3bl JAHHBIX U IPOEKTOB.
HazoBute 0cO6EHHOCTH CO3/TaHUS KOTIHI 3aIMIIIEHHON 06a3bl JAHHBIX.
[lepeuncnure OCHOBHBIE CIIOCOOBI CO3/JaHMSI KOTIMU ¥ BOCCTAHOBJICHUS ITpOeKTa Access.
Kaxue Bunp! atak Ha naposb Bel 3Haere?
UYto Takoe mioxoi naposn?
Kak MOXHO MPOTUBOCTOATH aTake MOJHBIM IiepeGopom?
Kaxk myivHa maposns BausieT Ha BEpOATHOCTb PACKPBITHS MapoJis?
Kakue pexoMeHanuu no cocraBiieHUIo naposeit Bel Moxkere aath?

wWCoNo~wWNE

Co3aanmne oTuera

[Tocne BhIMOHEHNHE MPAKTHYECKUX 33/laHUN CTYACHT JOJDKEH COCTABUThH DJIEKTPOHHBIN OTYET MO
npakTHYeckoi padote (B mporpamme MicrosoftWord), B KOTOpoM J0JKHBI OBITH OTPAXKEHBI CIIETYIOIINE
MMOJIOKEHHUS:
HOMEpP W Ha3BaHUE MPAKTHUUECKON paboTHI;
LIeJIb U IUTaH 3aHATHS,
SKpaHHbIE KOMUH, MOATBEPKAAIOIINE BHIMOJTHEHUE TPAKTHYECKOTO 3aJaHMS;

® OTBETHI HA KOHTPOJIbHBIE BOIIPOCHI:

CoxpaHHUTe OTYET Ha CaiiTe UCTAHIIMOHHOTO OOYyUEHUs I TPOBEPKHU MPETIO IaBATEIIEM.
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Tema Ne 7: «3ammuTa ot HECAHKINUOHUPOBAHHOI'0 10CTYIIA M CETEBLIX XaKEPCKUX aTaAK»
Hpaxmuuecxoe 3a0anue. 3amuma Om HECAHKUUOHUPOGAHHO20 ()ocmyna U cemeevlx XaKepCcKkux amak

]_[e.m, -IIO3HAKOMHUTLCA C BCTPOCHHBIMU KOMIIOHCHTAMMU 3all[UThI OHepaI_[I/IOHHOI\/JI CHUCTCMBbI
Microsoft Windows 1 HacTpouTh BX

PesyabraTt 00yuenus. Ilocie oOydueHus CTyIeHT TOJKEH:
— 3HaTh o0IIee ycTpoiicTBO BcTpoeHHOH 3aumtel Windows;
— yMeTb HacTpauBath LleHTp obecnieuenust 6€30nacHOCTH.

Bpanamaysp Windows

3aja4y 3alIUThl OT HECAaHKI[MOHMPOBAHHOTO JOCTYIA M CETEBBIX aTak JOMAIIHEro KOMITbIOTepa
YCHENIHO pellaeT TMepcoHalbHas mporpamma-OpanamMayl’p. OHa MOXKET OBITh Kak BCTPOGHHOW B
OTIEpallMOHHYI0 CHCTeMy (Hampumep, Opanamay’p Windows), Tak W yCTaHaBIMBAacMOW OTAEIBHO
(manpumep OutpostFireWall).

Camasi, moxanyd, MOMyJspHAsT HA CErOAHAIIHUI JICHb OICpAIlMOHHAS CUCTEMa JOMAIHEro
kommbioTepa - Microsoft Windows XP coaepxut BerpoeHHbiii Bpanamaysp Windows. bosee nmo3anue
Bepcun MicrosoftWindows, Vista u Seven coaepskat B cebe JOMOTHUTEIbHBIE KOMIIOHEHTBI 3alUThI OT
HECaHKI[MOHUPOBAHHOTO JIOCTYIIA M HMIMHOHCKUX mporpamM, Hanpumep WindowsDefender.

BeTpoennbie OpaHaMayspbl OTIHYAIOTCS BEChbMa OTPAaHMYCHHOW (YHKIMOHAIBHOCTBIO, 4YTO C
JIpYroll CTOPOHBI KOMIIEHCHUPYETCS OTCYTCTBHEM KOH(DIMKTOB C OIEPAllMIOHHOW CHUCTEMOH H
OecrutaTHOCTBIO.  BpaHamayspbl k€ TpeThHX TPOHM3BOJHTENCH, YCTaHABIMBAEMBIE OTIENIBHO,
obecreunBaroT 00BIYHO 00JIee YIOOHYIO U IPUATHYIO PabOTY C BO3MOKHOCTHIO 00JIee TOYHOW HACTPOUKH
pa3IMYHBIX TAPAMETPOB.

1. ITocne  3arpy3km  omepanuonHoi  cuctembl  MicrosoftWindowsXP (B
MicrosoftVirtualPC), Bpanamaysp Windows 6yaer oTkiaroueH. J[1s €ro BKIIOUEHHUS BBIMOJHUTE
cleAyrone 1eiCTBUA:

Haxxmure Memnto ITyck — [Manens ynpasienus — bpanamaysp Windows

Ha skpane mosisutcs merro bpanamaysp Windows

& B o U o (%]

O6wme | Heknouerna | Donoanurensho

T
X/ Ball KOMNEKRTER He SalWIEH: BKAIDYMTE SpaHamMayap Windows

Eparamays p Windows NomMorasT NpeAOTERATHTE HECAHKUMOHMPOBaHHEIE
AOCTYN K BALEMY KOMNBIOTERY Yepes MHTepHET MW ceTe,

@ () Bxmouute [pexomenayercal

3TOT NEpaMeTp GAOKMPYET NOAKMGYEHHE BOEH BHELHLH
WCTOMHWKOE K aHHOMY KOMOBHOTEPY, KpoME Shi0paHHBIX Ha
EKNANKE MCKMHEHN

[THe paspewars uckmouenna

Brifiepure aToT NapameTp NpM NOAKAMMEHMH K OTKPETON CETH B
MEHEE 33WMLW EHHEIX MECTSx, HENPKMED, B 3 pON0pTY. Bel He
GUETE NONYYETE YEEAOMNEHWA, KOrLa GpaHaMays p Windows
GA0KKMPYET NPOrpaisl. MCTOUHKEW, BEIGPAHHBIE Ha BKAAKE
UCKAKYEHWR, GYIYT HrHOPUPOEATECA.

@ () Bk mounTh [He pexomenayetca)

CrapaifTech He HCNONLSO0BATE 3TOT NapameTp. BeikaoyeHHe
fipaHarays pa Windows MPHEOMT K CHHAKEHWIO SALLMILEHHOCTH
KOMMBIITEDA OT BMPYCHBIK STAK W SN0YMBILNEHHHKOE.

Mogpottes o dpangmayspe Windows

2. Menio Bpanamaysp Windows cogepxut 3 Bkiaaku — O6mue, UckiawodyeHus,
O6wme | Weormovenva | Jononnvmensro
JonmotHuTEIBHO .
Bri6epute kaxayro BKIAAKY U TPOCMOTPUTE €€ COJIePKUMOE.
3. Bxknagka OOmme 1mo3BoJiIeT MEHATh pekuM padoTel Bpanamayspa Windows.

MoxHo  Bkiawuurh  Opanamay’p  (mocne  ycraHOBKM — OmnepanMoHHOH — CHCTEMBI

31



MicrosoftWindowsXP, cucrema aBromatmuecku BriodaeT bpanmamaysp Windows) wm
Boikawouuts ero (npu ycraHoBKe apyroro bpanmmayspa Ha Bam kommobiotep, bpanmamaysp
Windows Oyzer BeikitoueH apromatiueckn). Otkimounte Bpanamaysp Windows,a 3arem BHOBb
BKJIFOUHUTE €TO0.

4. Bknanka MckiaoueHust 1mMo3BOJISET CO3aBaTh UCKIIIOYCHUS ISl HYXKHBIX CIYXO U
npuiokeHnid. Hampumep, eciy Bbl TOYHO YBEPEHBI, YTO KOHKPETHOE MPUIOKEHHE HE Oyaer
BBINOJIHATh HECAHKIIMOHMPOBAHHBIX YIAJCHHBIX coeauHeHud win Bpanamaysp Windows
3a0JIOKHPOBAT CETEBOU JOCTYI MPUIOKCHHSI, MOXKHO co31aTh MckimoueHne u OJ0KupoBKa OymeT
caara. JloO0aBbTe HCKIIIOYEHHUE Uil MPOrpaMMbl, HaaB KHOINKY /lo6aBMUTH mporpamMmy u B
HOSBUBILIEMCS CIICKE BBIOEpUTE MI000E NPHIOKEHHe.

[ 5oy Wi (%]
D | Vckmossrin | onos-urensHo

Bpararaysp Windows oTkaoueH. KarnbrTep HAX0auTca noa, Yrposoil sTopweHua
b3 BHEWHMY MCTOMHUECE, TakHe Kak MHTepHET. PekomeHaueTen WenkHYTE BKAGLKY
"Deiwme" W Ebidpare "Braowme”

Mporpatel W ciy#kten

Wraa

Opera

O UPP-urppacTpykTupa

[0 [meT aHUHOHHOE YNPABAEHME DAGOUAM CTONOM
[ Olumit A0CTYN K DEMANEM W NPUHTEPAM
HAaNEHHBIF NOMOLL HME,

[ﬂoﬁasu'rb npnrpaMMy...] [ JodasuTe nopt.. ] [MaMeHMTb..] [ Ypanure

OTodpasaTe YEEA0MAEHUE, KOrAa GPaHIMAaY3p GA0KMPYET Nparpary

O N&CcHOCTH PASPEEHUA KCK MOYEHME

5. Bxkragka JIoMOJTHHTEIbHO TO3BOJSECT BKIIOYWTH WM OTKIIOYNTE Bpanamayip
Windowsaist KOHKPETHBIX CETEBBIX IOIKIIOUEHUH, 3a0J0KMpPOBaTh WM Pa30IOKHPOBATH
ceTeBbIe CTyKObl. BeiOepuTe Hy)xHO ceTeBoe [loaxmouenne n HaxxmuTe KHOTIKY [lapameTpsi

> -
&8 e s LJ
Otwwe | Wckmoverua | danonnnrensto
M aparET Pl CETEE0M NOAKAHEHKA
Eparamayap Windaws BKAICYEH ANA NEPEUMEAEHHEIX HLGKE MOAK TO4EHME.
Hrofel A05aBMTE OTASNEHOE NOAKIKMEHHE 5 CIMCOK. MCKOHEHME,
BbIGEPHTE EM0 W WenkHHTE konky "TlapareTpil"
]
BleneHue wupHana Ses0nacHOCTH
MomkHD CosaaTE Balin MYPHaNA ANA HENOIES0BaHHA
TP YCTPEHEHWH HENONAA0K,
Mporokan ICMMP
MpoTokon YNpaERWKE coofw eHWi MHTEpHETa
[ICMP) noseonaeT KoMNbOTEpa B CETH
06HEHHEATECA WHPOPMAUMER D8 OWMEKAY W CE0EM
COCTOAHHH,
TMaparET Pl N0 Yr0THEHD
Yrodil BOCCTEHOBMTS ECE HCHOAHEE napaMeTpsl
GpaHarays pa Windows, HasruTe kHonky Mo
YO THEHMR
6. IIpy  ycTpaHeHMM  HENOJAaJ0K, MOYKHO  BOCNOJIB30BaThcad  ZKypHajiom

Be3omacHocTn, 11 TOro, 4YTOOBI BBISICHHTH, KOTJA MPOM3OIIA HEMOJIaAKa M TPH KaKUX
obctosTenscTBax. Haxxmure kHoniky [lapameTrpsl B Oiioke Benenue :kypHaia OGe3omacHoctu. B
MOSIBUBILIEMCSI OKHE MPOU3BEIUTE HACTPOUKH, COTJIACHO MPEIJIOKEHHOMY PUCYHKY M HA)XKMHUTE
Ok.
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I aMEs Ph R H | 53
MapateTpel BELEHUA KUpHana

[] 3anuceisars nponyweHHee naxeTe:

[] 3anmceigats ycnewHsie noakaoyeH1a

[MNapareTpel $afna xupHana

W

CAWINDOWS pfirewal log

MpeaensHeEl pastep [KE]: | 4096

1. bnox Iporokoesa ICMP ciyxut a1 npuemMa ¥ OTHpaBKHA cOOOIIEHUH 00 ommnokax
U COCTOSSHHM KOMIIBIOTEPOB B CeTH. Tak e 53TOT MPOTOKOJN HCIOJB3YIOT HEKOTOphIe
BPEIOHOCHBIE TPOTPAMMBI, C TMEPHOJAWYHOCTHIO TIOKa3bIBasi PA3JIMYHBIE COOOMIECHHS O SKOOBI

MIPOM30LIEAIINX OINOKAX B ONEPALIMOHHON CUCTEME.
MNporokon ICMP

MpoTokon ynpaenanw s coodwerwi MHTepHeta
[ICHP] noseonAeT KomMNBTEpat B CETH

OfMEHMESTECA MHPOPMAUMEN 0F OWWEK AR U CEOER

COCTOAHU,

8. bnox Ilapamerpbl Mo yMOJYAHUIO CIYXWUT JJIS BOCCTAHOBJICHHS MCXOJHBIX
Hactpoek Bpanamayspa Windows.

[N apardeTpel Mo Yo n4aHH9o

HTafbl BOCCTAHOBMTE BCE MCHOAHEIE napaMerpel Mo yvanuakuo
GpaHarayapa Windows, HasuTe kHoney 'Tlo

YrADNYEHMID",

HenTp O6ecneuenust 6e3omacHocru Windows

Ecnu Bam koMmbloTep TOAKIIOYEH K KOMIIBIOTEpHOW ceTu (HeBaxHO, MHTEpHET 53TO WM
WHuTpaHer), TO OH YSA3BUM JUIl BUPYCOB, aTakK 3JI0YMBIILICHHUKOB U JAPYIHMX BTOpKeHHM. J{s 3amiuTsl
KOMIIBIOTEpA OT ATUX OMAcCHOCTEH HeoOX0aUMO, 4TOObI HAa HEM MOCTOSIHHO paboTalli MEXCETEBOU 3KpaH
(6panamayap) u antuBupycHoe [1O (¢ mocneaanmu oOHOBIeHUsIMHU). Kpome Toro, He0oOX0aMMO, YTOOBI
BCE IMOCeHNEe 0OHOBJICHHS ObLIIM TaK)KE€ YCTAaHOBJICHBI Ha BallleM KOMIIBIOTEpE.

He xaxplii osib30BaTelb MOXKET MOCTOSIHHO CIEIUTH 3a 3TUM. He KaxkIplii 1moJib30BaTeNb 3HACT,
KaK 3TO OCyIIecTBUTh. W make eciu 1mosb30BaTeslb KOMIETEHTEH B 3TUX BOIMPOCAX, Y HETO MPOCTO MOXKET
HE XBaTaTb BpeMeHM Ha Takue mnpoBepku. Kommanus Microsoft mozabotunace 000 Bcex ATUX
MoJib30BarensaX, BKIounB B coctaB SP2 (u SP3) mist Windows XP takoit uncrpyment. OH Ha3biBaeTcs
IenTp o6ecneuenust 6e3omacHocrn Windows (Windows Security Center).

1. Haxwmute Memnto [lyck — [lanens ynpasnenus — Llentp obecneuenus: 6e30nacHOCTH

s Brmouenust Llentpa obGecrneuenus OesomacHoctn Windows, naxwmmure Ilyck — Ilanens
ynpasiieHus: — AaMmuHuctpupoBanue — Ciayx0bl. B cnmcke cimyx0 Haiinute ciayxOy Security Center,
HaO)XMHUTE 2 pa3a Ha Ha ITOM ciyk0Oe, BbIOEpHUTE TUI 3arycka ABTO, HakMuTe KHOTNIKY [Ipumenuts u OK.
Ilepesarpy3ute BUPTyaabHYIO MAINHY.

Ha skpane nosiButcst MmeHio LlenTpa odecnevyenusi 6e3onacnoctu Windows.
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0 Pecypcsi £l

* TIONYUATE NOCNEAHHE CBEABHHA
0 BE30MACHDCTH 1 BHPYCaX 0T
KoprgpauHK MabpocodT

* MPOEEPHTE HANHHAE NOCNEAHAY
GRHOENEHHA 0T Windows Update

+ TIONYHTB NDAASRMIY N0
Bonpocan BE3ONaCHOCTH

* Cnpaeka no LieHTpy
ofiernEdsHrA BE30nacHoCTH

* MameyTE CNOCof onoBeLIEHMA
LienTpom offecnevena
fiezonacHocTH

EREHHANOEEDIECHO T A NI DWE]

(=] E9
& LeHTp oBecrieyeHma 6e30nacHOCTH

MoMoruTe 3aLMTHTL CBOKH KOMMNbKTEP

OcHoBbI GesonacHoCTH

LigHTp 0fECMEUEHHA FESaNaCHATH NAMAr&ET YPSENATE NAPaNeTpakH FEsanacHorTH Windaws.
4706kl NOMOYE SALIMTHTE KOMMBHITER, BKAKYHTE BCE TPH DCHOBHBDX KOMNOHEHTA BE30MNACHOCTH,
ECIM GHH HE BIFOLEHBI, ENEAYHTE yikasarkan, HTobe! CHOBa BBpHy ToEs B LienTp ofecnedenns
GES0MACHOLTH, OTKPGIATE NaHEMS YTRGENEHAA,

KatHe HOBbIE KOMNOHEHTE! WiNdows N0MOraHT 3AMMTHTE KOMIeHOTER?.

a Bpangmaysp © BK/IOYEHO v

@ABTOMamqecxoe o6HoBNEHKE © BK/IOYEHO =

QJ 3almra oT BUpYCoB © BK/IOHEHO  +

Hactpolika napameTpos GesonacHocTh:

@ CeoMcTea o6o3pepatena % BpaHgmaysp Windows

% ApTomaTHyeckoe abHoBNEHME

3. OcHOBHOE Ha3Hau€HUE STOr0 HHCTPYMEHTa - HHPOPMHUPOBATH M HANpaBIATh
M0JIb30BaTeNsl B HY)KHOM HallpaBiIeHMU. Bo-NepBBIX, OH NMOCTOSSHHO KOHTPOJIUPYET COCTOSIHUS
Tpex OCHOBHbIX KommnoHeHToB OC (Opanamaysp, aHTHBUpPYC, CHCTEMa aBTOMAaTHYECKOIO
oOHoBieHus). Ecian mapamerpsl J1000r0 M3 ATHX KOMIIOHEHTOB HE OyayT YIOBJIETBOPSTH
TpeOOBaHMAM O€30IIaCHOCTH KOMIIBIOTEPA, TO IOJIb30BATENb TOIYYUT COOTBETCTBYIOIIEE

YBEIOMJICHHE.

@ FE30NacHOCTb KOMNBLHOTEPa MoXEeT OBbITh Nog, yrposod |

BpaHAMaysp He BENHIYEH

L &nkHHTE 3Ta cooflleHHe, YTabkl Yo TRaHHTE OLKEKY,

qacTH:

0

Menio IlenTpa obGecneuenusi 6ezomacHocrd WiNndows MoKHO pa3aeiuTh Ha 3

) Lo 00 eajs a1 Gusu e poers Wi

A=
@ UenTp o6ecneuyeHna 6e30nacHOCTH

0‘1 Pecypchl £

= MomyHMTE NOCNEAHHE CEEABHHA
0 Ge30NACHOCTH M BMpYCaY 0T
KOPNOpaUnH MafikpocodT

= TPOEERHTE HAMHYHE NOCNEAHHX
oBHOENEHMA oT Windows Update

* My HHTE NOAASPHKY N0
BONPOCAN BESONACHOCTH

= Cnpaeka no LeHTpy
0fiECNEHEHHA GES0NATHOCTH

® MEMEHHTE cNocob onoBeeHHF
UeHTpom ofiecneqens
GezanacHocTH

MomorkTe 3alWMHTHTL CBOH KOMNBIOTEP

OcHoBbl Ge30NacHOCTH

UeHTp obecneqeHa De30natHoCTH NOMOraeT YNPSENATE NapameTpamk GezonacHocTk Windows.
Hrobe! noMoue ZAWNTHTE KOMNEKITER, BKNMYMTE BCE2 TPH OCHOEHEIX KOMNOHEHTA BEZ0NACHOCTH,
ECNM OHH HE BENHOSEHB, CREAYATE YKKA3aHWAR, YT006I CHOBA BEpHYTLEA B LLEHTR ofiscnedeHma
BE30MacHOCTH, OTKPOATE NaHENE YNPABEHUA.

KarmHe HOBEIE KOMAOHEHTE Windows NomoraT AWHTHTE KOMOBHITED?

© BbIK/OYEHO | »

-
== bpanamayap

QABToMaTMHeCKoe ofHoBAEHMe © BK/IOYEHO | &

U 3awMra oT BUPYCOB © BKJIOYEHO | =

Hactpolika napameTpos GesonacHoCTH:
@ CpokcTBa 06o3peBaTena a BpaHamaysp Windows

% ABToMaTHYecKoe oGHoBASHME

iprgEHLMan sHOETE, Moy

e Pecypchl. 3neck pacnosiaratroTcsl CCbUIKM AJIs nepexona K MHTepHeT-pecypcam, K BCTPOEHHOM
B Windows cripaBo4yHO#i ciy’k0€ 1 K OKHY HACTpOHKH apaMeTPOB OTOBEIEHUI.
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e KommnoHeHTbl 0€30macHOCTH. 3/1eCh pacrlojararoTcs HH(POPMAIMOHHBIE SIIEMEHTHI TpeX
OCHOBHBIX KOMIIOHEHTOB 0€30macHOCTH: OpaHaMay’p, aBTOMAaTW4YecKoe OOHOBICHHE,
aHTUBHUPYCHAs 3alllHTa.

e [lapamerpsl 0Oe30macHOCTH. 37eCh pAacIOJIaralOTCs KHOMKH TMepexoja K HacTponKam
0€30MaCHOCTH  CIEAYIOIUX KOoMIOoHeHToB: CBoiicTBa 0003peBaTeinsi, ABTOMAaTHYECKOE
obHomnenue, bpanamaysp Windows.

PaccmoTpuM 31 yactu GoJiee oapoOHO.

o. B wactu 1 nmepBele TpH CCBHUIKM TNpeJHa3HA4YE€Hbl JJIs Iepexoja Ha
COOTBETCTBYIOIIIME CTpaHHIBI Ha caite Microsoft. Ilpeamocnennss ccpuika mpeqHa3HAYCHA IS
OTKPBITHUS CTIpaBOYHOM ciyx0b1 Windows Ha ctpanuie "OOmue cBeJIeHns 0 IEHTPe 00ecreueHus
6ezonmacaoct Windows". Tlocienuss ccbuika mpeaHa3HadeHa it OTKpheITUs okHa "llapameTrpsl
OTOBELICHUN".

LY [IEPaRES PETOTIDEEIEH B f;]

1?}' LieHTp oBecnevyeHnA GezonacHOCTH

MapameTpel ONOEELL EHHE

BpaHamayap
ONOBEULATE, SCAH NapaMETPEl BRaHAMaY3PE HE
Y ADBNETBOPAMIT TPEf0BaHHAN AE30MACHOCTH KOMMHITEPE

ABTOMATHYECKOE OBHOENEHHE
ONOBEULATE, BCNH NAPaMETREl AETOMATHHECKOMD DGHOBNEHHA He
Y ADENETEOPANIT TPEGOBAHHAN GE30MaCHOCTH KOMMBHITERE

SAWHTE OT EHPYCOE
ONOBELATE, BCNH NAPAMETRE MPOTPAMHE SaLLHTE 0T BHEYCOS
HE Y ADBNETEOPAKIT TPEH0BaHNAM BE30NACHOCTH KOMNEKITEDA

[ Ok ][ OTMEHS ]

Ecnu Ha xomMmbroTepe ycTaHoBieH Opanamaysp u antuBupycHoe [1O, He onpenensemoe LlenTpom
obecrnieueHns 0€30IaCHOCTH, Bbl MOKETE OTKIIIOUYUTH COOTBETCTBYIOIINE OMOBEIICHUS

6. B wactm 2 xaxmgoe wuHPOpMANMOHHOE TablIO COOOMIaeT O COCTOSHUU
COOTBETCTBYIOIIETO KOMITOHEHTA. Ha pucyHKe mpeacTaBiaeHbl BOBMOYKHBIE COCTOSIHHSL.
A @ BRJIKDYEHO
B GO MNPOBEPBTE MAPAMETPBI
C © BbIKJIDHYEHO
D @ HE HAMAEHO
E © CPOK MCTEK
F © HE HABJKOAAETCA

Cocrosnus A-C moustHel 0e3 kommeHtapueB. Coctosuue D - "He HaiineHo" - coOTBETCTBYyeT
HEBO3MOXXHOCTH OIPEAEIUTh NpUCYTCTBUE cooTBeTcTBYyromero I1O0 (Hampumep, aHTHUBUPYC WIH
opanamayap). Coctosaue E - "Cpok uctek" - BOZBMOXKHO ISl aHTUBUPYCHOM 3alIUTHI, KOT]a OOHOBIICHUS
anTHUBUpPYCcHBIX 0a3 ycrapenu. Cocrtosiuue F - "He naGmromaercs" - COOTBETCTBYET OTKIIOYEHHOMY
KOHTPOJIIO Ha/l COOTBETCTBYIOIIUM KOMIIOHEHTOM.

7. Breiknmrounte OAMH W3 KOMIOHEHTOB 3amUThl. COCTOSIHUE 3TOr0 KOMIIOHEHTHI
MPUMET BUJI, TOKA3aHHBINA Ha pUCYHKE (HAaIIpUMep, eClI OTKI0UNTh bpanamaysp Windows)

®= Bpanamayap © BbIK/IIOYEHO 2

]

OBHapYHMEHD, YTO KOMMBKOTED HE 3alUMWLEH BpaHaMayspoM. LlenkHuTe "PeKoMeHaamm”
ANA NONYYEHWA YIKa3aHMIA NO MCMPaBNEHIKD. Kak BpaHaMaYSD NOMOraeT SaWMTHTE

KOMOBKITED?

MpumMedaHKe: cucTema Windows He onpegenaseT Bce BpaHaMayapeEl.
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8. BximiounTe OTKITIOYEHHBIM KOMIIOHEHTHI 3alIUThI, HA SKPaHEe MOSBUTCS COOOIICHHE
Bai KOMIIOHEHT yCHEIIHO 3ayleH

e oo ‘
HEeHT PO eI ENEHHANEEDITHEHOG

':}' LeHTp obecnevyeHna 6e3onacHoCTH

Epanamaysp Windows yCnewHo BKnrYeH,

9.

Ecmm OJIMH U3 KOMIIOHCHTOB HC MOKCT BLIINIOJIHUTH HYKHOC }leﬁCTBﬂe (HaanMep,

aBTOMAaTHUYECKHE OOHOBJICHHS YCTAaHABIMBAIOTCS 10 BBIOOPY IMOJIB30BATENIsA), CTATYC KOMIIOHEHTA
MPUMET BU/I, TOKA3aHHBIA HAa PUCYHKE.

ABTOMAaTHYECKOE o MPOBEPBTE NAPAMETPDI
Q oBHOBAEHHWE

»

ABTOMaTWMYECKDE 0OHOBNEHME HaCcTpOEHD Ha YCTaHOEKY oBHOBNEHWIA TONEKD NoCne
COrNacoBaHnA © Bamu., LLenkHute "BKMHOYMTE AETOMATHHECKDE 0OHOBNEHME ", YTODRI
ovcTeMa Windows aBTOMaTMHECKM BRINQNHANS BaHEIe 0BHOBNEHMA Ha KOMNbHOTERE
I:DEKDMEHJJ.'E.I'ETF_'H:I. F.aKk SETOMaTHYECKOE 0BHOBNEHME NOMOrSET 3EWUMTUTE KOMOEKITED?

[ BENKOMUTE 3BTOMaTHHECKOES obHoBREHWE ]

10. Kak yxe Obulo yka3aHO paHee, B pas3jeine 3 paclojoXKeHbl KHOIKU Iepexona K

HacTpoilkaM ©O€30MacHOCTH CJEAYIONIMX KOMIIOHEHTOB: oOo3peBaTtenb Internet Explorer,
aBTOMaTH4yeckoe oOHoBIeHUE, Opanamaysp Windows.

9 CeofcTea obopEgaTenn

% ABETCMATHYECHOD ﬂE‘HﬂMEHHE
_J-.
w Epangmaysp Windows

11. HaxxaB kHomky CBoiicTBa 0003peBaTesss, Bbl IOMAACTE HAa  3aKIAJKy
"bezonmacHocTs" B 0OKHE HacTpoek obospesarens Internet Explorer. _
I_Cuu;‘m‘rua: HRIEPHES Jﬂl
Conepsatue [NogknioyEHHa [parpatdrdes NonoaHuTeneHD

KoH® Wl EHLMANEHOCT

BriSepure soHy MHTEpHETA, YTOSE NPUCEOWTE & YPOBEHE BE30NACHOCTH.

WHTepHeT MecTHan Hapesree  OrpaHuue. ..
WHTPACETE yEkl Y3kl
HurepHer
372 50Ha CONERHKMT BCe BE0-Y3El,
EOTOPBIE BRI HE NOMECTUAM B ApYrHe
Z0HE.

HpDBBHb GE30NacHOCTH 407 3TOH S0HE!

Hpyrof
Monkz0BaTenkCkan HACTpokKa,

- UTofiEl HEMEHHTE YPOBEHE BES0NACHOCTH, HAKMMTE
KHOMKY " pyroi.

- 17 B03EPATA K. PEKOMEHLOESHHOMY YPOBHID HaHMMTE
tHonky ' Tlo yrondaHmn'.

’ Jpyrad.. ] ’ Ma gManaHHro]

’ k. ” OTteHa ]

12. HaxaB kHOmKy ABTOMaTH4eckoe OOHOBJIEHHE, Bbl OTKPOETE OKHO HACTPOEK
" ABTOMAaTU4eCcKOro ooOHoBJieHus".
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l BT ORI HEECROERI THOEIEHHE: E1

AETOMATHYECKOE 0BHOBNEHHE

MoMOrkTE 33WHTHTE CB OMABHITER

CHMCTEME Windows MOXET NPOBOAHTE PErYNAPHYHD NPOBEPKY HA HANHHHE
Ba#HE: DOHOENEHMA M YCTAHAENMEATE X, (ABTOMATHYECKOS 0OHOENEHWE
CHa4ana obHOBHT NporparMHoe ofecnededke Windows Update, a satem
MPHMEHKT OCTaNEHBIE OGHOBAEHHA. )

8K RA0OTAET. ABTOMATHHEEKOS OOHOBNSHIE

(%) ABTOMaTHueckn {pexomenyeTca)

AETOMATHHECKH 3arPY#aTe M YCTAHAENHEATE HA KOMNEHITER
PEEOMEH A YEMEIE ObHOBNEHNA:

EMEAHEEHD E .00
() 3arpywaTe oSHOBNEHHA, HO AATE NONEI0BATENM BOSMINKHOCTE
EBPaTE BREMA ¥CTAHOBKH,
() YEEAOMAATE, HO HE 3ArPYMATE M HE YCTSHAENHBATE X SBTOMATHHECKH,
() OTENMYMTE SETOMATHYECKOE OOHOBNEHHE,

ECNH HE YCTaHABNHBATE 0BHOENEHHA BOBDEMA, TO BaL
KOMNEHTED GY 48T NOABEPraTECA NOBBILEHHOMY PMCKY .

YCTaHOEMTE OGHOENEHHA C Bef-yana Windows Update,

[ (=8 ] [ CITMEHS ]
13. Haxar kHomky bpangmaysp Windows, BbI momazere B COOTBETCTBYIOIIEE OKHO
HACTpOEK.
]@ Bz o ndus LE
Ofwme | Wekmoyerua | JdonoasuresHo
AT HTE B3IL KOMMBIOTER
Epararaysp WWindows NoMorasT NpenoTepaTkTe HECaHK IMOHHPOEAHHIM
AOCTYN K BAWEMY KOMMBHTERY Y8Pes FHTEDHET MM CeTb.
@ (%) Bk mouuts [pexomenayercs)
30T NapameTh GA0KMPYET NOAKANYEHHE BCER BHEWHME
WECTOHHMKOE K A AHHOMY KOMNBKTERY, KpOME BBIGDAHHBIX HE
BKNAAKE MK MHOHEHU
[IHe paspewars HekmoveHua
BhifiepiTe 3TOT Napat4ETR NPH NOAKMKIYEHUM K OTKDETON C8TH B
MEHEE SALlMILEHHGIX MECTER, HaMpHMED, B &2ponopTy. Bl He
GUIETE NONYHATE YEEAOMNEHHA, KOMAa SpaHarmaysp Windows
GA0KKPYET NPOrPatrl MICTOMHAIH, BEISPSHHBIE HA BKNA0KE
WK MOMEHWH, BY0YT MrHOPHPOBATECA,
@ () Bk mouHTE [HE pekomeHnyeTca)
CTapaiTeck He MCNONBE0BATE STOT NapameTp. BeknoueHue
BpaHaMays pa Windows NPHEOAWT K CHHAEHMID 3aLLMILEHHOCTH
KOMMGIOTENE OT SHPYCHBIX ATaK W SN0YMEILAEHHIMKOE,
MNogpostes o Spangmays pe ‘indows
3amanuqa:

1. Bxmounts Bpanamaysp Windows u 100aBuTh Ha BKiIaake VICKIIOYEHUS HECKOJIBKO MPOTPaMM HJIH
CILY’K0 UCKITIOUEHUH.

2. Hacrpoiite bpanamaysp Tak, 4ToObl B )KypHaie 0€30MaCHOCTH 3alMChIBAIMCH IPOMYIIICHHBIE TAKETHI.
3. Kakue wnactpoiiku bpanamayspa HE0OOXOAMMO HCIOJIB30BaTh, YTOO BOCCTAHOBHUTH 3HAUEHUS IO
ymousuanuto? [IpogemoncTpupyiite.

KoHnTpoJsbHbIE BONIPOCHI:

Co3aanue oTuera

Ilocne BeIMOIHEHUE MPAKTUYCCKUX 3aJaHui CTYACHT HOJUKCH COCTAaBUTH BJICKTpOHHHﬁ OTYET 11O

npakTHYeckoi padote (B mporpamme MicrosoftWord), B KOTOpoM J0IDKHBI OBITH OTPaXKEHBI CIECTYIOIINE
IOJIOKEHMSL:

¢ HOMCP U Ha3BaHUC HpaKTquCKOﬁ pa6OTBI;
® IICJIb U IIJIaH 3aHATHSA,

¢ JSKPAaHHBIC KOIIUHU, MOATBECPIKAAOIINEC BBINIOJIHCHUC ITPAKTUYCCKOT'0O 3a/IaHUS;
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® OTBETHI HA BOIPOCHI:
Jiis gero ucnonn3yercs: bpanamaysp Windows?
Kakwue nefictBust HEOOXOMMO BBITIOTHUTH JIJIs akTUBauu bpanamayspa Windows?
Kak co3nate uckmouenue B bpanamayspe Windows?
st gero ucnonbsiyercs Llentp obecneuenus 6ezonacnoctu Windows?
Kak nentp oOecrneueHuss 0€30MaCHOCTH YBEAOMIISIET IIOJIb30BaTeNsi 00 OTKIIOYEHHOM
KOMIIOHEHTE 3aIlUThI?
6. Kakme koMIOHEHTHI 3aUTHl HacTpanBatoTcs B LlenTpe obecriedenus 6e3omacHocTH?
e CoxpaHHTE OTYET Ha CaiiTe IUCTAHIIMOHHOTO O0YUYCHUS /ISl TPOBEPKH MPETOIABATEIICM.

ko

Tema Ne 8: «CoBpeMeHHble AHTHBHMPYCHbIe @porpamMmbl. 3ammra 0T HHGOPMALMOHHBIX
uHpexnuii. Kinaccupukanus KOMIbIOTEPHbIX BUPYCOB)

Ilpakmuueckoe 3anamue. Hacmpoiika anmusupycHoil cucmemyl 6e3onacnocmu
Heap - n3yunth 001IME TPUHIUIBI pa0OTHI aHTUBUPYCHOTO IPOIPaMMHOTO 00eCTIeUeHHUSI.

PesyabTaTt 00yuenus. Ilocie oOydueHus CTyI€HT TOJKEH:
— 3HaTh 00IIKe NPUHIUIIBI pa0OTHl aHTUBUPYCHOT'O IPOIPAMMHOTO 00ecIeueHuS;
— yMeTb HACTPauBTh AHTUBUPYCHYIO CHCTEMY 0€30MaCHOCTH.

VYcranoBka OecruiaTHyio Bepcuto « AHTuBHpyca Kacmepckoroy.

Tlocne IMPUHATHA JALNCH3UOHHOTO COTJIAIICHUA IMpEajiaracTcs BBI6paTI) OJH U3 ABYX BapHUAHTOB
YCTaHOBKH:

* beictpas ycraHoBKka — OyayT YCTaHOBJIEHBI BC€ KOMIIOHEHTHI MPOTpaMMbl C IapameTpaMu
paboTHI IO YMOJTYAHHUIO;

* BpiOopoyHasi yCTaHOBKAa — YCTAHOBKAa OTJAEIbHBIX KOMIIOHEHTOB C BO3MOXXHOCTBIO
MpEBAPUTEILHON HACTPOWKH;, MJAaHHBIA PEXKUM PEKOMEHAYETCS Uil ONBITHBIX IOJIb30BATEIICH.
Pexomenyercs BRIOpaTh OBICTPYIO YCTAHOBKY: B 3TOM ciydae Oy/eT oOecrieueHa MaKCUMalIbHAs 3aluTa
KOMIIBIOTEpA.

Ecnu B xakoM-mub0 Mojayne He OyneT HeoOXOIMMOCTH, €r0 BCErJa MOXKHO OTKIIOYHTH. Jlanee
MacTep MPOBEPUT YCTAHOBIIEHHBIE NPOTpaMMbl M, €CIU HaWJeT HECOBMECTHMBIE C AaHTHUBHPYCOM,
BBIBEJIET WX CHUCOK. EciM Bbl MPOJOHKUTE YCTAHOBKY, AAHHBIC MPUIOKEHHS OYAyT YHalleHbl BO
n30exanue KoHGIUKTOB. Eciu Oynyt HaiineHsl KOH(MUTYpallMOHHBIE (ailsibl OT MPeAbIAYIIEeH YCTAaHOBKU
«AntuBupyca Kacnepckoro», mocieayer 3anpoc Ha COXpaHeHHE 3TUX MapameTpoB. Eciau mporpammel,
Mellaromue paboTe aHTUBUPYCY, YIAISIUCh, IOCIE 3TOT0, BO3MOXKHO, MOTpedyeTcss mepes3arpyska
KOMIIBIOTEpA.

B «AntuBupyce Kacmepckoro», Tmocie yCTaHOBKH MpOrpaMMbl  3amycTuTcsi Mactep
npenBapuTeNbHON HacTpoiiku. Ecnu Obun BbIOpaH BapuaHT bbeICTpas ycTaHOBKA, MacTep MPEmIokKHUT
aKTUBU3UPOBATH MPOIYKT.

BrinosHuTe YCTaHOBKY M HACTPOIKY aHTUBUPYCHOM MPOTrpaMMBbl.

CkonupyiTe B OTYET SKpAHHBIE KOMTUU YCTAHOBKU M HACTPOUKH MIPOTPAMMBI.

CaMoCTOATEIHHO YCTAHOBUTE €11€ OJJHY aHTUBUPYCHYIO ITpOorpamMmy (Ha Balll BBIOOD).

Co3ganne oryera

[Tocne BbINONHEHUE MPAKTUYECKHUX 3alaHUM CTYAEHT JIOJDKEH COCTaBHUTb JIEKTPOHHBIM OTYET Mo
npakTu4eckoit padore (B mporpamme MicrosoftWord), B KoTopom JOIKHBI ObITh OTPAXKEHBI CIIEIYIOIINE
MIOJIOKEHUS:
HOMEp UM Ha3BaHHUE MMPAKTUYECKON pabOThI;
LeJb U TJIaH 3aHATHUS;
SKpaHHBIE KOIMH, TIOJATBEP>KIAIOIIME BHITOIHEHNE MPAKTHUECKOTO 3a/IaHMS;
CoxpaHuTe OTUET Ha cailTe AUCTAHIIMOHHOTO 00YyUYEHHs JUIs TPOBEPKH MPETIOIaBaTeIeM.
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Tema Ne 9. OcHOBBI T€XHOJIOTHH OCTPOeHUs 3amueHHbIXx OC

Ilpakmuueckasn pavoma. OcHoéHble NPUSHAKU RPUCYMCMEUS HA KOMARbIOMEPe 8PEOOHOCHBIX
npozpamm

Heanb -moyiydeHre NPaKTUYECKUX HABBIKOB 110 BBISBICHUIO BPEJIOHOCHBIX MPOrPaMM Ha JIOKaJIbHOM
KoMmrbtoTepe moJ yrnpasineruem MicrosoftWindows XP

Pe3yabTat 06yuenus. Ilocie o0y4eHus: CTYACHT TOJKEH:
— 3HaTh OCHOBHbIE HACTPOUKH CBOMCTB 0003pEBaTEIIS;
— 3HaTh O0IIME MPUHLIUIIBI PA0OTHI C TUCTIETYEPOM 33/1a4.

3ananne 1. U3yuyenne HacTpoek Opay3epa

BupycHsie nposiBiieHus1 ObIBAIOT SIBHBIMU, KOCBEHHBIMH M CKPBITHIMU. ECii IepBbhIe OOBIYHO BUTHBI
HEBOOPYXEHHBIM TJIa30M, TO KOCBEHHBIE M TeM 00Jiee CKPBIThIE TPEOYIOT OT MOJIB30BATEIs MPOSIBICHUS
M3pSIIHON 10J UHTYHIIMU. OHU 4acTO HE MENIaoT padoTe, U A1 uX 0OHApyKeHHs TpeOyeTcsl 3HATh, Te
Y YTO HY)KHO MCKAaTh.

SIBHBIE TIPOSIBJICHHS] OOBIYHO BBIPAYKAIOTCS B HEOXKHUIAHHO TIOSIBIISIOIIUXCS PEKIIAMHBIX COOOIIEHUSX
1 OaHHEpax - OOBIYHO 3TO CJIEJICTBHE MPOHUKHOBEHUSI HA KOMITBIOTEP peKIaMHON yTUIUTHI. [ToCKOIBKY
WX TJIaBHAS IIEJIb - 3TO MPHUBJICYh BHUMAHHE TIOJIb30BATENS K PEKJIaMUPYEMOM YCIIYTe UK TOBapy, TO UM
CJIIO)KHO OCTaBaThCsl HE3aMETHBIMHU. Takke, SBHBIC NPOSBICHHUS MOTYT BBI3BIBATH DS TPOSHCKUX
MporpaMM, HalIpUMEpP YTHIIUTHI HECAHKITMOHUPOBAHHOTO JI03BOHA K IJIATHBIM CEPBHCAM.

B sToM 3amanum npesraraeTcs Uccaea0BaTh IBHBIC MPOSBICHHS BUPYCHON aKTUBHOCTH Ha MIPUMEpPE
HECaHKIIMOHUPOBAHHOTO M3MEHEHHUS HACTpoeK Opaysepa.

1. OTtkpoiite Opaysep Internet Explorer, Bocrons30BaBIINCH OTHOUMEHHBIM SIPIBIKOM

P

Ha paboueM cToJie uiau B cucteMHoM MeHto ITyck, [Iporpammer

2. [IpoBeppTe 3HaueHHME NapameTpa, OTBEYAOLIETO 3a CTAapTOBYK CTpaHuly. /Jlns
ATOTO HYKHO BOCIOJB30BaThcsi MeHIO CepBuc. OTkpoiTe ero m BbeiOepuTe MyHKT CBOMCTBa
0003peBarens
CHDBBKB

Ynanuts xypHan obospesarens... Ctrk+Shift+Del
MpocmoTp InPrivate Ctri+Shift+P
MoBTOpHOE OTKPBITKE NOCIEAHErD CEaHCa NPOCMOTPa

OunbTpauma InPrivate Ctri+Shift+F
MapameTpsl dpunsTpaumm InPrivate

BrokMpoBaHie BCUBIBAIOLLMX OKOH 4
OunbTp SmartScreen v
HaacTpolikm

I'IapaMeprl pexXuMa NpeacTaBneHnA COBMECTUMOCTH

QbHapykerne seb-kaHana L
LlexTp obHoBnenus Windows

Cpencrea paspaboTumka F12

Windows Messenger

1CQ Lice

[arHocTuka npobneM NoAKIoUEHNS. .. |
Mail.Ru Arext

Create Mobie Favorite...

Sun Java Console

CpoiicTBa obo3peBaTens

3. Anpec cTapTOBOM CTpaHMIBI YKa3aH B IIEPBOM K€ IOJIE€ OTKPBIBLIETOCS OKHA
CaoiicTBa 0003peBaTens, Ha 3akiaake OOmue. 3HaueHHe TOTo MOoJId COBMAJAeT C TEM aJlPecoM,
KOTOPBII ObUI aBTOMAaTWYECKU 3a/laH IpU OTKPBITHMHM Opay3epa. YCTaHOBHTE CBOIO CTapTOBYIO
CTpaHULLy.
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CoaepxaHie MoaKnoYeHUR MporpamMMe! [ononHUTENLHD
Ofiume BesonacHocTs KoHdaeHUMansHOCTE

[oMaWHAS CTPaHULE
/‘ Yrofisl CO30ETE BKNEAKN, BEEAVTE KEKObIA M3 BAPECOS C
P HOBOI CTPOKM,

tp: ffintranet. volbi.ru/|

[ Tekywas ][ WcxoaHas ][ MycTras ]

WcTopua npockoTpa

¥aaneHue BpeMeHHsIx (aiinos, CTOPHKM NPpocMoTpa, daiinos
v “cookie”, 3aMOMHEHHBIX NAPONER M AaHHEIX 13 BeB-hopH.

[[] ¥nanute sypran ofospesaTens npu Bxixone

[ YaanTb... ][ MapameTpbl ]

Momck
() HacTpofika ymonyaHWi ANA noMcka. MapameTpe!
J
f

Brnaaku

HacTpoiika BKNaA0K ANA 0ToBPEKEHNA MapaMeTpel

Ee0-CTPaHML,

MpeacTaeneHue

Lgeta ] [ Azbiaq ][ LUpch Tl I [ OdoprneHie ]

4, anee st nOATBEPXKIEHUS CACIAHHBIX n3MeHeHu HaxkmuTe OK
5. 3akpoiiTe U CHOBa OTKpOHTE Opay3ep
6. Yb6enutech, uYTO Temeph MEPBHIM JIeJOM ObLla 3arpykeHa CTpaHHIAa Balla

JOMAIITHSIST CTPAHHIIA

Takum oOpazom, eciu Bam Opayzep Hada caMOCTOSATENIBHO 3arpykaTh MOCTOPOHHHMN CaWT, B
MEPBYIO OdYepeah HYKHO HM3yYUTh HACTPOWKH Opay3epa: KaKoW aapec BBICTABJICH B TIOJIe JOMAaITHEH
CTPaHMIIBI.

Psim BpeTOHOCHBIX MpOTpaMM OTPaHUYHMBAIOTCS U3MEHEHHEM STOTO TMapameTpa W Ui yCTpaHEHUS
MTOCJICICTBUH 3apaK€HUsI HY)KHO JIMIITh UCTIPABUTH aJpec AoMaitHel cTpaHuibl. OTHAKO 3TO MOXKET ObITh
TOJBKO YacThlO BPEIOHOCHOW Harpy3ku. [loatomy eciau Bbl OOHapyXuiaM HECAHKIIMOHWPOBAHHOE
W3MEHEHHE aJpeca JOMAIIHEeW CTPaHWIBI, CJEAyeT HEMEUICHHO YCTAaHOBUTH AaHTHBUPYCHOE
porpaMMHOE 00ecIieYeHrne U TPOBEPUTH BECh JKECTKHUI JUCK HA HAJTMYHAE BUPYCOB.

3ananue 2. [logo3puresibHbIE POLECCHI

OmHUM W3 OCHOBHBIX NIPOSIBJICHHM BPEIOHOCHBIX IPOTPAMM SIBJISICTCS HAJUYHE B CITMCKE
3amyMIEHHBIX MPOIIECCOB TOJJI03PUTEIBHBIX TporpamMm. Mccimeays 3TOT crnucok, 1 0OCOOCHHO CpaBHHUBAs
€ro ¢ IepeYHeM IIPOIIECCOB, KOTOPhIC OBUIM 3ammyIeHbl Ha KOMIIBIOTEPE Ccpa3zy IOCIIE€ YCTaHOBKH
CHUCTEMBI, TO €CTh JI0 Hayaja pabOThl, MOXKHO CcJielaTh JOCTaTOYHO JOCTOBEPHBIE BBIBOJLI 00
WHPUITUPOBAHUK. DTO YACTO MOMOTAET MPU OOHAPYKEHHH BPEIOHOCHBIX MPOTpamMM, UMEIOIIUX JIUIIb
TOJILKO CKPBITBIC WJIM KOCBEHHBIE TIPOSIBIICHHSL.

Opnako HEOOXOOUMO YETKO MOHUMATh W yMETh OTIMYaTh JerajbHbIE MPOIECCHl (HAIpUMep,
CUCTEMHbIE WJIM 3alyIlIeHHbIE NIPOTPaMMbI) OT TMOJO3PHUTENBHBIX. B 3TOM 3amaHuu Heo0X0IUMO
03HAKOMHUTBCSI C OCHOBHBIM METOJOM HCCIIEIOBAaHMS 3aMyIIEHHBIX MPOLECCOB, a UMEHHO MOJIYyYUTh
HaBbIKU paboThl ¢ JucneruepoM 3agad Windows, U U3y4UTh CTAaHAAPTHBIN UX HA0OD.

Hucneruep 3anay Windows — 3TO cTaHIapTHas yTUJIUTA, BXojdmas B 00yi0 Bepcuio Microsoft
Windows. C ee MOMOIIBI0 MOXHO B PEXKHUME PEabHOTO BPEMEHHU OTCIIEKUBATH BBIMOJHSIOIIUECS
MIPHUIIOKEHUS U 3aIyIIEHHBIE MPOIIECCHI, OIIEHUBATh 3aTPyKEHHOCTh CUCTEMHBIX PECYPCOB KOMIIBIOTEPA U
HCIIOJb30BaHUE CCTH.

1. 3arycTUTe KOMIIBIOTED.

2. Beixirounte Bce NMPOrpaMMBbl, KOTOPBIE aBTOMATUYECKU 3aIlyCTUIIUCH IIPU CTapTe
K.

3. Ilepeiinure x [ucneruepy 3amau Windows, HakaB OJHOBPEMEHHO KIIABHIIH
Ctrl+Alt+Delete.

OTKpBIBIIIEECS OKHO COJICP)KUT 3aKJIaJK{, OTBEUAIOIIME Pa3HbIM BHUIAM aKTHBHOCTH, KOTOPbBIE
oTciexuBaer Jlucmerdep: TPHIIOKEHUS, TMPOLECChI, OBICTPOACHUCTBUE (MCIOJIB30BAHUE CHCTEMHBIX
pecypcoB) u CeTb.

40



4. Ileperinute Ha Bkiaaky IIpomecchl U BHUMATENBHO M3Yy4UTE IPEACTABICHHBIN B
OKHE CIIMCOK IIpoleccoB. Ecim Ha KOMIIBIOTEpE HE 3allyllleHbl HHMKAaKHE I10Jb30BATEIIbCKUE
IIPOrpaMMBbl, OH JIOJDKEH COAEPIKATh TOJIBKO CIIy)KEOHBIE IMTPOIECCHl ONEPAIIHOHHON CHCTEMBI.

o. Jnist KaXJIoro mpolecca BBIBOAATCS €ro IMapaMeTphl: MMs oOpa3za (MOXKET He
COBIIAJAaTh C UMEHEM 3aIlycKaeMoro (aiiia), UMsl MMOJIb30BATENsl, OT Ybero UMEHU ObUI 3aIylieH
mpoIriece, 3arpy3ka THM MIPOIECCOM MPOIEccopa U 00bEM 3aHUMAEMOM UM ONIEPATHBHOM IMaMSITH.

6. [lockonbKky B TMOCie 3arpy3Kd He JOJDKHa OBITh 3amylieHa HHA OJHA
MOJIb30BATEIbCKasl pOTrpaMMa, MpPOLEccop JMAOJDKeH ObITh  cBoOoneH. CiiemoBaTenbHO,
«be3gelicTBue cUCTEMbD» JOJDKHO OKa3aThCs BHU3Y CIIHMCKA C JOCTATOYHO OOJIBIIMM MPOLIEHTOM
«HCTIONIb30BaHUs» mporeccopa. [opsiaka 99 %.

B psge cinydaeB MokeT NOoTpeOOBaTHCS BPYUHYIO 3aBEPIIMTH HEKUM MTPOLIECC. ITO MOKHO CHIENaTh C
ITOMOIIBIO0 KHOIIKY 3aBEPIIUTD IIPOLIECC.

Hanpumep, Bbl 00HapyKuiau 1mo103pUTENbHBIN NPOIECC, MPOUYUTAIN B CETH, YTO OH OJHO3HAYHO
MIPUHAJUICKUT BUPYCY MJIM TPOSITHCKOM IPOrpamMme, HO aHTUBHPYCHOM IMPOTPaMMbl Ha KOMIIBIOTEPE HET.
Torga Hy)XHO 3aKpbIThb BCce paboTarollie MPUWIOKEHHs U ¢ nomoulbio Jlucrerdepa 3agad Bpy4YHYIO
3aBepUINTh 3TOT IMpouecc. UToObl HUCKIIOYMTH MOSBICHHE €ro CHOBa HEOOXOJIMMO YCTaHOBUTH
ITOJTHOLICHHOE aHTUBUPYCHOE INPUJIOKEHHUE U Cpa3y K€ 3allyCTUTh MPOBEPKY BCErO KECTKOTO JIHCKA Ha
HaJIM4ue BUPYCOB.

1. He 3akpsiBas okHa [{ucneruepa 3agau Windows, oTkpoite nporpammy Paint. J{mst
3TOTO BOCHOJIB3YiTECh cucTeMHbIM MeHIo [1yck, [Iporpammel, Ctangaptabie, Paint

8. Jloxxautech 3amycka Paint

9. He 3akpeiBas npunoxxenue Paint, Bepaurtecs k okHy Jlucnerdepa 3agau Windows u
MpoCeUTE 32 U3MEHEHUsIMU Ha 3aknajke [Ipunoxenus

10. Crucok  3amymeHHbBIX PUIIOKEHUN JOJKEH COJIepKaTh CTpOKY,
cootBeTcTByromero Paint. I[lockonbky oOHa ceifuac paboTaer, 5TO JKE€ 3alUCaHO B CTPOKE
CocrosiHue.

WHorpa cimyyaeTcst Tak, YTO MPOrpaMMa BhI3bIBACT OIMIMOKY - TOT/Ia B €€ COCTOSIHUU OYAET HalucaHo
«He otBeuaet». Ecnmm Hekoe panee OecmepeOoiiHO paboTaromiee NPHIOKEHHE Hadajlo dYacTto 0e3
BUJIUMBIX MPUYHUH MEPEXOAUTh B cocTosiHue «He oTBeuaeT», 3T0 MOKET ObITh KOCBEHHBIM MPU3HAKOM
3apakeHHUs.

Torga mepBoe, 4TO MOXHO celaTh — 3TO BOCIOJb30BaThCS KHOMKOW CHATH 3aqadyy M HauyaTh
noucku npuuuH. Ecnum mporpamma mo-mpexkHeMy He 3aBepiimiia paboTy, NepedauTe Ha BKIAAKY
[Ipouecchl, HaliUTE B CIMCKE MPOIIECCOB HYXKHBIM Bam mporiecc U BOCIOJIb3yHTECh KHOMKON 3aBEpIINTh
porecc.

11. Y6emurech, uTo nporpamme Paint cooTBeTcTBYET mporiecc mspaint.exe. st aToro
HalJUTe ero B CHHMCKE 3aIlylEHHBIX IIPOLIECCOB, HE 3aKPbIBas U HEe CBOpaunBas okHO Jlucrerdyepa
3amay Windows, BepHuTech B OkHe Paint u 3akpoiite ero

12. [Ipocneaute, 4To U3 CKCKa 3aMYIICHHBIX MIPOLIECCOB POl mspaint.exe
13. Ilepelinute k 3aknagake beicTpoaercTBHE
14. BuuMartenbHO M3yuuTe pacnoioKeHHbIe TYT rpaduku. JoOble BCIUIECKM HAa HHUX

JOJDKHBI IIO BPEMCHH COOTBCTCTBOBATH HCKUM I[efICTBI/IHM, HalipuMep 3allyCKy Tpe60BaTeJ'ILHOfI K
pecypcaMm IHporpaMMBbI. Ecan Huyero moxo’Xero Co3HaTeJIbHO HE IMPOU3BOJUIIOCH, 3TO MOKCET
OBITE HpI/I‘IHHOﬁ JUIA Ooee JACTAJIBHOI'O UCCIICAOBAHNA KOMIIBIOTCpA
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= Ancnetuep 2agay Windows E@E

@aiin MapameTpsl Bug Cnpaska

Mpunoxkenns || Mpoueccs! E"

3arpysxa LN XpoHonoria sarpyski L

Hh

A '\'I'

i \v

Dalin noaKauKkKM XPOHONOrMA MENOMNb30BaHUA alina NoAKaYKN

Beero PHaMHecKan NamaTe (KB)

MeckpunTopos 8267 Beero 514075
MoTokos 397 NocTynHo 210652
Mpoueccos 39 CHCTEMHEIN KW 195220
Briaenerie namati (KB) MamaTe Agpa (KB)
Beero 378424 Beero 82412
Mpeaen 1546000 Beirpyxaeman 44292
Mk 1501644 Heseirpyxaeman 38120
MNpoueccos: 39 3arpyska Ln: 5% BblaeneHue namaATH: 369M6 [ 6
v .
15. 3akpoiite okHO [{ucneryepa 3agau Windows

3aganue 3. DiIeMEHThI AaBT03aIlyCKa

Jigs Toro uroObl MpUKIaAHAs MpPOrpaMMa Hayajga BBIIOJHATHCS, €€ HYKHO 3allyCTUTh.
CrnenoBarenbHO, U BUPYC HYKJAETCSl B TOM, YTOOBI €ro 3amycTHiId. [[j1st 5TOro MOKHO MCHOJIb30BaTh JBa
crieHapusi: OO caenaTh Tak, YTOOBI TMOJIb30BATENIb CaM €ro 3amycTui (Ju00 1O HE3HAHWIO, OO C
HCIO0JIb30BaHHEM OOMAHHBIX METOJIOB), JIMOO BHEAPUTHCA B KOHGUTYypallMOHHBbIE (Dailyibl U 3alycKaTh
OJHOBPEMEHHO C JPYroH, MOJIE3HOM MmporpaMmoil. ONTUMAIBHBIM C TOYKH 3pPEHHUS BUPYCa BapHAHTOM
CIIY’)KUT 3allyCK OJHOBPEMEHHO C ONEpPAllMOHHOM CHUCTEMOW - B 3TOM Clydae 3alyCcK IpPaKTHYECKU
rapaHTUPOBAH.

1. Cawmplii ipocTOl cmoco6 1006aBUTh KaKyrO-IH00 MporpaMMy B aBTO3arpy3Ky — 3TO TTOMECTHTh
ee ApabIK B pazaen ABrosarpyska. [lo ymonuanuio, cpa3y mociie yCTAaHOBKH OINEPAIIMOHHON CUCTEMBI
3TOT pa3zell MyCT, MOCKOJIbKY HU OJTHOM MPUKJIaJHOMN MPOrpaMMBbl €Il He YCTaHOBJIECHO.

2. IlposepwTe manky ABTo3arpy3ka Ha Bamem kommbroTepe. OHa J0JDKHA OBITH IyCTOM, €CIIA BbI
HE YCTaHOBWJIM MPOTPaMMBbI JIJIs 3aITyCKa.

3. Jlo6aBbTe B CHCOK aBTO3arpy3KH JIFOOYIO porpamMmy (CO3ailTe SpJIbIK Ha JIIOOYI0 TPOTpaMMy,
Hanpumep Kanbkynstop nin BlIokHOT U moMecTuTe ero B rpymnmny ABTO3arpyska).

4. Tlepeszarpy3ute KOMIIBIOTED.

5. YOeaurtech, 4yTO MO 3aBEPUICHHUIO 3arpy3KHM aBTOMATHYECKH 3aMyCTHIIACh TOJBKO J00aBJIeHHAs
porpaMma.

6. Ecnu 3amycTuianch u Ipyrue mporpaMmbl, TO 3TO MOXKET OBbITh [0 MPUYHHE HATHYUS BUPYCOB.

Co3ganue oT4era
[Tocne BbIMOJIHEHHE MPAKTHUECKUX 3aJIaHUI CTYACHT JOJDKEH COCTABUTh DIICKTPOHHBIM OTYET IO
npakTHYeckoi padote (B mporpamme MicrosoftWord), B KOTOPOM J0JDKHBI OBITH OTPaXKEHBI CIICAYIOIINE
MIOJIOYKEHHUSI:
e HOMEp U Ha3BaHUE MPAKTHUYECKON padOTHI;
e [IeTh U IUJIAH 3aHATHUS;
® OSKpaHHbBIC KOIMUH, MTOATBEPKIAIOIINE BHITOTHEHHE MTPAKTHIECKOTO 3a/IaHusl.
IInucbMeHHO 0TBETbTE HA KOHTPOJIbHbIE BONPOCHI:
1. Kakme mHacTpoiiku Opay3epa MoOryr OBbITh HECAHKIIMOHMPOBAHHO W3MEHEHBl BUPYCHOU
IIPOrpaMMoit?
2. Kakue peiicTBUS HEOOXOJAMMO TPOBECTH MPU OOHAPYKEHUU MOJO3PUTENBHBIX MPOIECCOB C
nomoltsko Jlucneryepa 3agaa?
3. YKaxuTe OCHOBHBIE CHCTEMHBIE MPOIECCHI, KOTOPhIe HEOOXOMUMBI sl OecriepeboitHON paboThI
oC
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CoxpaHuTe OTUET Ha caiiTe AUCTAHIMOHHOTO 0OYUYEHHUS JUIS TPOBEPKH MPETIOIaBaTEIEeM.

5.3. TeMaTuKa MMCbMEHHBIX PA0OT 00y4aKOUINXCS

B Teuenne m3ydenus aucuumiuHbl «MHQOpManmoHHas 0e30MaCHOCTBY OOYdYaIOIIMEcs TOJIKHBI
claTh M OTYUTATh pedepar 1Mo OTHOU U3 MPEATIOKEHHBIX HIKE TEM:
1. Konnenuus HaMOHAIBHOM 0€301TaCHOCTH.
2. OcHOBHBIE BU/IBI YIP03 HHPOPMAITUOHHON O€30MaCHOCTH.

3. 3akoHOmaTeNbHBIA  ypOoBEHb  HMH(POPMANMOHHOW  Oe30macHOCTH:  0030p  POCCHIMCKOTO
3aKOHOJIATEIbCTBA.
4. 3akoHOAATENBbHBIM  ypoBeHb  HMH(POpPMAMOHHOW  Oe3omacHOCTH:  0030p  3apyOeKHOTO
3aKOHOJIATEIBCTBA.

5.  O030p ACHCTBYIOIIHUX CTAHIAPTOB U PEKOMEHIAIMIA B 00J1aCTH HHPOPMAIIMOHHOW OE30ITaCHOCTH.
6. AJMUHUCTPATHBHBIN YPOBEHb HHPOPMAIIMOHHON OE30TTaCHOCTH.

7. Mopenu 0OCHOBHBIX TIOJHUTHK O€30MTaCHOCTH.

8. TlpoueaypHslii ypoBeHb HH()OPMAIIMOHHON OE30IMACHOCTH.

9. MWnentudukamnys, ayreHTU(GUKAUS C TOMOIIHI0 OMOMETPUIECKUX MTapaMeTPOB.
10. Hctopwust kpunrorpadum.

11. OcHoBHBIE OHSTHS U ONIPEACICHUS KPUITOJIOTHH.

12. CummeTpuyHBIC METO Bl ITU(PPOBAHNS.

13. AccumeTpudHbIe METOIBI II(POBAHUSI.

14. TludpoBas noAMUCH: OCHOBHBIEC MOHATHSL.

15. Mcropusi BOSHUKHOBEHHUSI ANEKTPOHHON IIUGPOBOI MOIMHCH.

16. Anropurmsr DLII.

17. 3amwura nHGOpMAaLIUU OT YTEUKU MO TEXHUYECKUM KaHaIaM.

18. CrocoObl HECaHKITMOHMUPOBAHHOTO JOCTYNa K MHPOpMAIIUH.

19. TexHuueckue cpeaCcTBa HECAHKITMOHUPOBAHHOTO JIOCTYTIA.

20. Cuctemsl 3aUTHI OT HECAHKITMOHUPOBAHHOTO JTOCTYIIA.

21. 3ammTa oT HHGOOPMAITMOHHBIX HHMEKITHA.

22. Bupyc: OCHOBHBIC IOHSATHUS, BUJIBI.

23. TposiHCKUI KOHB KaK OJIHAa U3 YIpo3 0€30MmacHOCTH HH(pOpMaITUH.

24. CeteBble YepBH: MUJIbIE CO3TAHUS WIIH YTPO3a HHPOPMALIMOHHON 0€30M1aCHOCTH.
25. Ilpodwunaktuka u JedeHue HHOOPMAITMOHHBIX HHPEKITHA.

26. IIporpamMbl OOHApYKEHUS | 3aIIUTHl OT BUPYCOB.

27. CoBpeMeHHbIC aHTUBUPYCHBIE IPOTPaMMBbI (Ha IPUMEPE TPEX MPOrPaMM).

28. Metoapl 0OHApY)KEHHSI M YIAJICHHSI BUPYCOB.

29. OOwias xapakTepuCTHKa OpPraHU3allMOHHBIX METOI0B 3aLUTHI.

30. OpraHu3zalMoHHbIE KaHANBI iepeaadu HHHOPMAIUH.

5.4. IlepeyeHb BONPOCOB MPOMEKYTOUHOI aTTECTALMHU MO TUCIHUIIUHE

Bomnpocsl k 3Kk3aMeny:

1. WudopmanmonHas 0€30MaCHOCTh, KaK 4YacTh OKCIUTyaTalldd COBPEMEHHBIX WH(GOPMAIIMOHHBIX
CHCTEM.

Opranuzanus  UT-undpacTpykTypsl W yopaBieHHe  HMHPOPMAIMOHHOW  G€30MacCHOCTHIO.
JloCTYIMHOCTB, IENOCTHOCTh U KOH(UICHIIMATFHOCTh HH(OPMALIUH.

JlokxTprHa nHpOopMaIMoHHO# 6e3omacHocTH PD.

O0630p ACHCTBYIOMIMX CTAHIAPTOB U PEKOMEHIAIMI B 001acTH MHGOPMAIIMOHHOM 0€301TacCHOCTH.
Knaccudukarus 3amumiaemMoit ”HGOPMAIMH [0 CTENIEHU BXHOCTH U IIEHHOCTH.

OcHOBHBIE OTIpeICTICHHS K KPUTEPUU KIIACCU(PUKAIIUU YTPO3.

3aKoHOATENBHBIN YPOBEHb HHPOPMAITMOHHOM 0€30MacHOCTH.

AJMUHUCTPATUBHBIA yPOBEHb HHPOPMAITMOHHOM O€30TTaCHOCTH.

VYnpasnenue uHpopmannoHHou OezomacHocThiO. [lonmutuka 6e3omacHoctu.ConepxaHue MOTUTHKU
6e3omacHoctH. [IporpamMmma 6e30MacHOCTH.

10. Moaenu 0OCHOBHBIX IMOJIUTHK 0€30ITaCHOCTH.

N

©OND U AW
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11.
12.
13.
14.
15.
16.
17.
18.
19.
20.
21.
22.
23.
24,
25.
26.
27.

28.

VYnpasnenue puckamu. OcHOBHbIE OHATHA. [I0ArOTOBUTENBHBIN 3Tan yIpaBIeHUS PUCKAMHU.
VYnpasnenue puckamu. OCHOBHBIE ATAIIbI YIPABIEHUS PUCKaMHU.

Merto1bl 1 MOJIENM aHaM3a Yyrpo3.

[Topnepxanue paborocnoco6HoCcTH. PearnpoBanue Ha HapyIIEHUs peKUMa OE30IIaCHOCTH.
OcHOBHBIE IPOTPAMMHO-TEXHUUECKHUE MEPBI.

ApxurtektypHasi 0€301aCHOCTb.

Wnentudukanus v ayTeHTU(OUKALMS, YIIPABICHUE TOCTYIIOM.

Wnentudukanms, ayTeHTU(HUKALUS C ITOMOIIHI0 OMOMETPUYECKHUX ITapaMeTPOB.
MOHUTOPHHT U ayIuT.

Uctopus kpunrorpadguu.OCHOBHbIE OHATHS U ONPEIEICHUS KPUIITOJIOTUH.
HIndposanue, KOHTPOIb LEIOCTHOCTH.

CummeTpuYHbIe METOABI IU(PPOBAHUA. ACCUMETPUYHBIE METO b IU(POBAHUSI.
[udposas moaAnuce: 0OCHOBHBIE MOHATUS. Anroputmsl JLII1.

DKpaHUpOBaHKE, aHAJIN3 3AIUIIEHHOCTH.

Knaccudukanus MexceTeBbIX SKpaHOB.

ObecrieyeHre BbICOKOM JOCTYITHOCTH.

Bupyc: ocHoBHble nOHSTHA, BUAbl. COBpEeMEHHbIE AHTUBHUPYCHBIE MPOTpaMMbl (Ha MpUMEpe Tpex

MIPOrpPaMM).
Mertoapl 00HApYKEHUS U YIAICHUS BUPYCOB.
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Pasjnen 6. OueHounble cpeacTBA MPOMEKYTOUHON aTTeCTANNH (C KIHYAMM)
1. Cpeocmea 3awumoi, npuzeannvle co30ams HEKOMOPYIO YUULECKU 3AMKHYMYIO CPedy 8OKPY2
00beKmMa u d1eMeHmMOo8 3auumyl 3AMKHYMYIO cpedy 80Kpye 00beKma u d1eMeHMo8 3aujumsl

a) OpraHu3alMOHHO-a/IMUHUCTPATHBHbIE
0) TeXHHYECKHE

B) METOJI0JIOTUYECKHE

I') IpOrpaMMHbIE

IIpaBuiabHbI oTBeT: 0)

2. Ycmanoenenue cucmemol napozzeﬁ OmHocumcA KMemody

a) UJICHTU(PUKALUU

0) patuduxanuu

B) ayTeHTU(PUKAIUU

r) Bepuukauuu
IIpaBuJbHbBI OTBET: B)

3. Hoemmudghurxayusi

a) pacrio3HaBaHHe UH(popMaLUU

0) MoJIHO€ UTHOPUPOBAaHUE UHPOPMAITIH

B) IIPUCBOEHHUE KAKOMY-TH00 00BEKTY WM CYOBEKTY YHUKAIBHOTO UMEHHU Wi oOpa3a
I') IOCJIEZI0BATENBbHOCTD JEMCTBUI, MPUBOAIIMX K TOHUMAaHUIO HH(OpMaLUU
IIpaBuJbHbBI OTBET: B)

4. Ha3znauernue 21eKmMpOHHOU YUGposou noonucu:

a) 3alIuTa JaHHBIX OT HECAHKITMOHUPOBAHHOTO KOITMPOBAHMS

0) ynocToBepeHUE MO JTMHHOCTH CBEICHUI

B) BBISIBIICHHE 3aKOHOMEPHOCTEH MOCTPOCHUS MMPOU3BOICTBEHHBIX MPOIIECCOB
') OrpaHUYCHHE JOCTYIa K HHPOPMAIIMOHHBIM MacCUBaM

1) 3al1UTa IPOrPaMM OT HEJIETaJIbHOTO UCIIOJIB30BaHUS

IIpaBuiabHbIi 0TBET: 0)

5. Opeanu3ayuoHHO-AOMUHUCMPAMUBHbLE CPEOCMBA 3AUUMbL

a) perucTparys nojab3oBaTeseil KOMIbIOTEPHBIX CPEACTB B JKypHAIaxX

0) pa3rpaHnyeHue JOCTyIa K HH()OPMALIUK B COOTBETCTBUU C PYHKIIMOHAIBHBIMH 0053aHHOCTSIMU
JOJIKHOCTHBIX JIUIL

B) UCIOJB30BaHUE aBTOHOMHBIX CPEJICTB 3aIllUTHI alllapaTyphl

T') cO3[JaHie KOHTPOJIbHO-MIPOMTYCKHOT'O PEKUMa HAa TEPPUTOPHUH PACTIONOKEHHS CPEACTB 00pabOTKU
nHpopMaruu

IIpaBuiabHbIii 0TBET: 0), I')

6. Illpeumywecmsea ucnonb308anus apXumeKmypbi KiueHm-cepeep

a) BBICOKOE OBICTPO/ICHCTBHE CETH

0) HU3KOE OBICTPOJCICTBHE CETH

B) HU3Kasi CTOUMOCTb

r) TpeOyeTcst O0JIbIIIast BBIYUCIUTENbHAS MOIITHOCTD OT CepBepa
1) TpeOyeTcst HeOobIask BRIYUCIUTENbHAS MOITHOCTE OT [1K
IIpaBu/IbHBII OTBET: a), 1)

7. Memoobi, komopble OMHOCAMCA K KpUNMo2paguieckum npeoopazosanuam
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a) 3aMeHa

0) uaeHTHpUKAINS

B) YCTaHOBKA 3JIEKTPOHHOH 1U(pOBOii moamucH
I') IEpeCTaHOBKa

IIpaBubHBII OTBET: a), I')

8. Cywecmsyrowue cpeocmsa 3auumol uH@opmayuu

a) TEXHUYECKUE

0) TEXHOJIOTUYECKHE

B) OpraHU3alMOHHO-aIMUHUCTPATUBHBIE
T') MOTU(HUIHPYIOIIHE

1) IpOrpaMMHBbIE

IIpaBubHBII 0TBET: a), 0), B) 1)

9. Cnoorcnoui naponw

a) COCTOUT U3 0oJiee 8§ CUMBOJIOB

0) coctouT u3 60jee 3 CUMBOJIOB

B) BKJIFOYAET TOJBKO aHTJIMHCKHAE OYKBBI
I') BKJIFOUAET TOJIBKO PYyCCKHE OYKBBI

1) HE SIBJIICTCS OTIPEICIICHHBIM CIIOBOM
IIpaBuibHbBI OTBET: a), 1)

10. Cnocobrocms cucmemvl blnOAHAMb Mpebyemyto pabomy 8 meueHue 3a0aHH020 8PeMeHU

IIpaBWIbHBIN OTBET: HAIEXKHOCTH

11. Ilonvzosamens, Komopwiii umeem NOAHBIU HAOOP NPAB VOCMYNA 05l 8Ce20 KOMNbIOmMepa u
Heo2paHu4eHHblli 00CMYN KO 8cem (haiiam u Kioyam CUCMEMHO20 peecmpad Ha3bl8Aem sl

IIpaBuWibHbBIN 0TBET: AAMUHUCTPATOP

12. Cpeocmea 3awyumei, npuzeartvle co30ams HEKOMOPYIO PuzuUuecKu 3aMKHYmMY0 cpedy BOKpye
00bEeKmMa u 1eMeHMO8 3auumvl 3AMKHYMYIO CPedy BOKPY2 00beKmMa U S1eMeHmo8 3aujumal,
HA3b18AIOMCA

IIpaBWJIbHBIN OTBET: TEXHUYECKHE

13. Ilpuceoenue xakomy-n1ubo 00veKmy unu cyoveKmy YHUKAIbHO20 UMEHU Wil 00pasa

IIpaBuiabHbBIN 0TBET: MAEHTH(PUKATMS

14. YVemanoenenue noonunnocmu 06vexmy unu cyovekmy

IIpaBUIBLHBIA OTBET: AyTEHTH(PUKALUSA

15. 3awuma oannvix memooom ux wugposarus

IIpaBuabHBINA OTBET: KpUNTOrpadus

16. Komnwvromepnuwiii gupyc

IIpaBuibHBIA OTBET: IPOrpaMMa, ClIOCOOHAasi CAMONPOM3BOJIbLHO CO31aBAaTh CBOU KONMHU H
BBINOJIHATH HECAHKIIMOHMPOBAHHbIE 1eiiCTBUS
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17. Kpunmoepagus

HpaBI/IJILHLIﬁ OTBCT: 3alIMTa JaHHBIX ME€TOJI0M IHI/I(l)pOBaHI/Iﬂ

18. Haoeorcnocmo

IIpaBU/IBbHBII OTBET: CIOCOOHOCTH CUCTEMbI BBINOJIHATH TPeOyeMylo padoTy B TeueHHe 3aJaHHOT0
BpeMeHH

19. Feszonacrnocmo ungopmayuu

IIpaBU/IbHBII OTBET: CIOCOOHOCTH CUCTEMbI 00eCTIeYUTh 3alMTY MHGOPMAIIUM OT HEraTUBHBIX
AABJICHUH

20. IIpu cummempuyrom memooe wugpposanus

I[IpaBuibHbBI oTBeT: LIM(ppPOBaHHe U paclIM(PPOBKA JOKYMEHTA OCYLIECTBJIsIETCH OAHUM KJIIOUOM

21. Hoenmughuxayus

IIpaBu/bHBIA 0TBET: NPUCBOEHUE CYObEKTY WM 00beKTY YHUKAJILHOI0 HMEHHU

22. Yemanosume coomeemcmeue

1) npeHTuguKanus a) MPUCBOCHHUE KAKOMY-TTHOO0 0OBEKTY WU CYObEKTY YHUKAJIbHOTO
WMEHH Wi 00pasa

2) ayreHTUhUKAIIS 0) yCTaHOBJICHUE TIOIJTUHHOCTH

3) cuctema 3aIuThl B) COBOKYITHOCTb OpPraHM3allMOHHBIX U TEXHOJIOTHYECKHX MED,

uHdopmManuu TEXHUYECKUX CPEJICTB, MPABOBBIX HOPM, HAIIPABJIEHHBIX Ha
MPOTUBOJICHCTBUE YyIpO3aM HApyIIUTEIEH

IIpaBuiabHbBI OTBET:

1) —a)
2) - 0)
3) - B)

Pa3nen 7. [lepedyenn yueOHOI TUTEpATYPhI, HEOOXOMMOI /ISl OCBOEHHUS THCIUILIAHBI

7.1. OcHoBHas1 JTUTEpaTypa

1. Asmommn, C. M. Tex"onorunm u mupoaykTel Microsoft B oOecreueHnr HHGOPMALHMOHHOM
oe3omacHocTH : yueObHoe mocooue / C. M. ApnomuH, A. A. CasenseBa, B. A. Ceparok. — 3-¢
m3a. — Mocksa : Uurepuer-YuuBepcurer Madopmannonnsix Texnonornit (MHTYUT), A [Iu
Ap Memua, 2021. — 431 c. — ISBN 978-5-4497-0935-6. — TekcT : anekrpoHHsIii // LludpoBoii
00pa3oBaTEIbHBII pecypc IPR SMART : [caiiT]. — URL.:
https://www.iprbookshop.ru/102070.html

2. T'amarenko B.A. OcHOBBI HHpOpPMAIMOHHOM Oe30macHOCTH : ydeOHoe nocobue / ["anarenko B.A..
— Mocksa : UnTtepHer-YauBepcuter MHpopmanmonnsix Texnonoruit (MHTYUT), Aii IIu Ap
Menua, 2020. — 266 c. — ISBN 978-5-4497-0675-1. — Texkcr : anekTponHbii // LudpoBoii
00pazoBaTeIIbHBIN pecype IPR SMART : [caiiT]. — URL.:
https://www.iprbookshop.ru/97562.html

3. ®aponoB A.E. OcHoBbI nH(OpPMaIMOHHON 0€30MacHOCTH MpHU paboTe Ha KOMIBIOTEPE : yueOHOe

nocobue / ®aponoB A.E.. — Mocksa : Untepuer-YuusepcuteT NHbopmannonasix TexHomorui
(UHTYUT), Aii [Iu Ap Meaua, 2024. — 154 c. — ISBN 978-5-4497-2418-2. — TekcrT
anektpoHHsld // IludpoBoit obpazomatenbhbiii pecypc IPR SMART : [caiit]. — URL:

https://www.iprbookshop.ru/133957.htmi
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7.2. JlonoJHUTEIbHAS JTUTEPATYypa

4. Anmcumon, A. A. MenemkMeHT B chepe nHpopMannoHHOW Oe30macHOCTH : yueOHoe mocobue /
A. A. AnumcumoB. — 4-e¢ u3g. — Mocksa : HurtepHer-YuuBepcurer WHpopMannoHHBIX
Texuomoruii (MHTYUT), Aii [Iu Ap Menua, 2024. — 210 c. — ISBN 978-5-4497-2408-3. —
Texcr : anextponusiit // Ludposoit odpazoBatensublii pecypc IPR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/133946.html

5. IHanbrun, B. ®. Uudopmanumonnas 6e3omnacHocTh U 3amuTa uHGpopmanuu / B. @, [lanbrun. —
2-¢ m3n. — Caparos : [Ipodo6pazoBanue, 2019. — 702 c. — ISBN 978-5-4488-0070-2. — Tekcr
: amektponsblii // Iludposoit obpazoparensHbli pecypc PR SMART : [caiit]. — URL:
https://www.iprbookshop.ru/87995.html

7.3. pyrue ucTOYHUKYU HHGOPMALIMU U CPecTBA o0ecnedeHUus] OCBOEHUS THCIUTIMHbI

6. XKypuan «buznec. O6paszoBanue. [IpaBo. Bectauk Bosrorpaackoro uacturyra 6usnecay»// URL:
http://vestnik.volbi.ru/

7. XKypuan «Mup ITK» // URL.: http://www.osp.pcworld

8. XKypuan «Kommnsroteppa-onnaita» / URL: http://www2.computerra.ru

9. XKypnan «Xakep» // URL: http://www.xakep.ru

10. XKypuan «Cetu» // URL: http://www.osp.ru/nets.

11. XKypuan «Computerworld» // URL.: http://www.osp.ru/cw.

12. XKypuan «LAN» // URL: URL: http://www.osp.ru/lan /+35mekTpoHHBIN pecypc/.

13. UzpatenbctBo “OTkpbiThie cuctembl” // URL: http://www.osp.ru.

14. OdunmansHbii cailT komnanuu Microsoft // URL:http://www.microsoft.com.

15. 1O g opranuzanuu KoHGepeHIni

16. CIIC «Koucynprantlmroc» // URL: http://www.consultant.ru/document/cons_doc

17. CIIC «I'APAHT» // URL.: http://base.garant.ru/

18. LIUT dopym // URL.: http://citforum.ru.

19. @3 «O6 uHbopmaruK, HHHOPMAIIMOHHBIX TEXHOJOTHIX U O 3amuTe HHGOpMaIum» OT 27 WIS
2006 r. // URL:http://base.garant.ru/12148555/

Pa3nen 8. MarepuajibHO-TeXHHYecKasi 0a3a M HH(POPMALMOHHBIE TEXHOJIOTHH

MaTepI/IaJ'IBHO-TeXHI/I‘IeCKOG oOecrieueHne JUCIHUITITMHBI «I/IH(I)O[)MaIII/IOHHaH 0€301acCHOCTH»
BKJIIOYaeT B ce0s y‘le6HI>Ie AyJUTOPHUH JId IIPOBCACHHUA JICKIIMOHHBIX, IIPAKTHYCCKHX BaHHTHﬁ,
I'pylaIioBblIX U HMHJIAUBUAYAJIIBbHBIX KOHCYHBT&HHﬁ, TEKYHIET0 KOHTPOJA H HpOMe}I(YTO‘{HOﬁ arrecranuuu,
CaMOCTOSTEIBHON PabOTHI 00YJaIOIIHXCS.

Yuyebunie AYIUTOPHUHU YKOMIIJICKTOBAHBL CHCHHaHHSHpOBaHHOﬁ MeOEJIbI0 U TEXHUYECKUMHU
cpenctBamu  o0ydeHus. [loMemieHus s CcaMOCTOSTEIBHOW pPAaOOThI OOy4YarOMIUXCS OCHAIIEHBI
KOMHLIOTepHOﬁ TEXHUKOU C BO3MOKHOCTBIO HNOAKJIIFOUCHHSA K CETU I/IHTepHCT.

Z[I/ICL[I/IHJ'II/IHB. MOJXKCT pCalu30BbIBATLCA C IIPUMCHCHUCM AWCTAHIHWUOHHBIX TCXHOJIOI i 06y‘leHI/I}I.
CHeI_II/Iq)I/IKa peain3danun JUCHUIINIMHBI C IIPUMCHCHUCM OHUCTAHIHOHHBIX TEXHOJIOTHH 06yquH$[
YCTAHABJIMBACTCA HOOIIOJIHCHUEM K pa6oqel71 IIporpamMmme. B dgactu He HpOTHBOpC‘{aL[ICI;'I CHGLII/I(l)I/IKe,
HU3JI0’KEHHOU B JOINOJIHCHHUHA K IIPOrpaMMEC, IIPUMCHACTCA HACTOAIIasd pa60qa;1 [IporpamMma.

MaTepI/IaJILHO-TeXHI/I‘IeCKaSI 621321, H606XOI[I/IM8.§I I OCYHICCTBIICHUSA 06paSOBaTCJ'ILHOFO nponecca
o JUCHHUTIINHE C IPUMECHCHUEM NUCTAHIHOHHBIX O6pa3OBaTeJ'H>HBIX TEXHOJIOTUI BKIIIOYAET B CEOSL:
KomnbroTepHast TeXHMKa, pacroioskeHHas B yueOHoM kopryce MHctutyra (yn.Kaunnues, 63, kabuner
[lenTpa IUCTAaHIIMOHHOTO OOYUEHHS):

1) Inteli 3 3.4Ghz\O3VY 4Ghb\500GB\RadeonHD5450

2) Intel PENTIUM 2.9GHz\O3Y 4GB\500GB

3) IUYHBIC ANIEKTPOHHBIC YCTPOMCTBA (KOMITBIOTEPBI, HOYTOYKH, IUIAHIIETHI U HHOE), & TaKKe
CpeacTBa CBA3U HpeHOHaBaTCHCﬁ " CTYJACHTOB.

I/IH(bOpMaLII/IOHHLIe TCXHOJIOT'HUH, HCO6XOI[I/IMBI€ I OCYIICCTBJICHUA 06pa30BaTeJ'IBH01"0 mnmpomnecca
o JUCHHUTIIMHE C TPUMCHCHUECM NTUCTAHIHOHHBIX O6pa3OBaTCJ'ILHBIX TEXHOJIOTUI BKJIIOYAIOT B ceO0sl:

- cucreMa auctannuonHoro odydenus (CJIO) (Learning Management System) (LMS) Moodle

(Modular Object-Oriented Dynamic Learning Environment);
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https://www.iprbookshop.ru/87995.html

— DJIEKTPOHHAS TOYTa;

— cHCTeMa KOMITBIOTEPHOTO TECTUPOBAHUS;

— Iudporsoii o6pazoBatensublii pecypc IPR SMART;
— cucTeMa MHTepHeT-cBs3u skype;

— TenedoHHas CBS3b;

I1O nns opranu3anuu KoOHPEpeHITUi

OOyuenue oOyyaromMXcs HHBAJIWJIOB M OOY4YalOIMXCS C OTPAaHUYEHHBIMH BO3MOKHOCTSIMU
3I0POBBSI  OCYIIECTBIISICTCSI TIOCPEICTBOM TPUMEHEHHUS CHEIHAIbHBIX TEXHUYECKHX CPEICTB B
3aBUCHUMOCTH OT BUJa HO30JIOTHH.

[Ipu mnpoBepeHWM YYEOHBIX 3aHATUH TO AUCHHUIUIMHE HWCHOJB3YIOTCS MYJIbTUMEAUNHHBIC
KOMIUIEKCHI, 3JICKTPOHHbIC YIEOHUKH U y4eOHBIE ITOCOOHS, aJalTHPOBAHHBIC K OTPAHUYCHUSM 310POBbBS
00yJaromuxcs.

JIeKIMOHHBIE ayJUTOPUHA OOOPYAOBaHBI MYJIBTUMEAUWHBIMU KadenpaMu, IMOAKIIOYCHHBIMH K
3BYKOBBIM KOJIOHKaM, MO3BOJIAIOIIMMHU YCHJINTh 3BYK JJISl KATETOPUM CIa0OCIBIIAIINX 00ydaromuXxcsl, a
TaKXKe MPOEKIIMOHHBIMU SKPaHAMHU KOTOPBIC YBEIMYUBAIOT M300paKEHHE B HECKOJIBKO Pa3 U MO3BOJISIOT
BOCIIPUHUMATh y4eOHYI0 HH(OPMALKIO 00YJalOIUMCs ¢ HapyILIEHUSIMU 3pEHUSI.

[Ipu 006ydeHuu auIl ¢ HApYLIEHUSIMU CIIyXa MCIIONb3YETCsl YCUIIUTENb CllyXa JJIsl CJIa0O0CIbIIaINX
monet Cyber Ear moxmens HAP-40, momorarouuii oOy4aembIM Jydille BOCIHPHUHMMATH Y4€OHYIO
nH(pOopMaLHUIO.

OOyuarommecss ¢ OTPaHMYCHHBIMH BO3MOXKHOCTSIMH 37I0POBBSI, OOECTICUeHBl MEYaTHHIMU U
AJIEKTPOHHBIMU 00pa30BaTEIbHBIMU pecypcaMu (IIPOrpaMMBbl, YUEOHUKH, yueOHbIe TOCOOUSI, MaTepUalIbl
JUIL CaMOCTOSITENTbHOM paboThl U T.1.) B (hopMax, aJanTHPOBAHHBIX K OIPaHUYEHHSIM HX 3/10pOBbS U
BOCTIPUATHS HHPOPMAIINH:

AJIS1 JINL ¢ HAPYLIEHUSIMH 3PeHM:

- B popMe 3JIEKTPOHHOTO IOKYMEHTA;

- B hopme ayauodaiina;

JJIS JINL ¢ HAPYLIEHUSIMH CJIyXa:

- B Ie4aTHou popme;

- B (hopMme 3IEeKTPOHHOTO JOKYMEHTA,;

AJIS JINL ¢ HAPYLIEHUSIMH OTIOPHO-IBUIATEIbHOI0 aNapara:

- B Ie4aTHou popme;

- B (hopMme 2IeKTPOHHOTO JOKYMEHTA,;

- B hopme ayauodaiina.

IIporpammHoe obecnieueHue, UCHOIb3YEMOE Ha 3aHATHAX

- Omnepannonnas cucrema Windows,

— Apxusarop 7-Zip,

— Cucrema TecTUpOBaHUs,

— Microsoft Office 2007,

- AmnrtuBupyc Kacnepckutii 6,

- Koncynbrant+,

— Bupryansnas mammuna VirtualBox,

- Bupryansnas mammna VirtualPC,

— Internet Explorer.
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Paznen 9. MeToau4yeckue YKazaHnud s oﬁyqammnxcsl 10 0OCBOCHMIO JUCIHUIIJINHBI

Jlisi yCHEIIHOTO YCBOGHMS MaTepualia Kypca TpeOYIOTCs 3HAUMTENIbHOE BpEMs, KOHIEHTpAIHs
BHUMAHUS M YCHUIUS: TIOCEUICHHE JIEKIIMOHHBIX 3aHATHMM M KOHCIIEKTHPOBAHHME IIPENOAABAEMOIO
MaTepuaia, paboTa ¢ HUM J0Ma, CaMOCTOSTENIbHAs NMPOpaboTKa MaTepraia PeKOMEHIYEMbIX YIeOHHKOB
U y4eOHBIX TOCOOMH TpU camocCTosATeNbHOM moaroroBke. Ocoboe BHMMaHHE cienyeT oOpaTuTh Ha
BBIIIOJIHEHUE MPAKTUYECKUX Pa0OT, npakTuueckux 3aganuil no CPO, TecToBbIX BOIPOCOB.

[Tpu camocrosiTensHOM paboTe ¢ yueOHUMKaMU M yIEOHBIMHU MTOCOOHMSAMU IMOJIE3HO UMETH IMOJT PyKOH
CIPAaBOYHYIO JINTEPATYPY (PHLUMKIONEINH) WIH AOCTYN K ceTd MHTepHeT, Tak Kak MOTYT BCTpeuaThCs
HOBBIE TEPMUHBI, IOHATHS, KOTOPbIE paHbIlIe 00y4YarolUecs] HE 3HAJIU.

Lenp mpakTHueckux 3aHATHN N0 mucuuiuinHe «MHopManmonHas 6e30MacHOCTb» - 3aKpeIuieHue
3HAHUW O OMNpeAENICHHOW TeMe, NPUOOPETEHHBIX B PE3yibTaTe MPOCIYIIMBAHUS JIEKIHH, MOITy4eHUs
KOHCYJIbTAllUil U CaMOCTOSITEIbHOIO W3YUYEHHUS Pa3IMYHbIX UCTOYHUKOB JUTEparypsl. [Ipu BbIMOIHEHUM
JAHHBIX paboT oOywaronuecs MOJDKHBI OyayT TIYyOOKO HM3y4UTh METOJbIl M METOJUKH OOecredeHus
nHpopmanroHHONH Oe3omacHOCTH. [loiydynuTh HABBIKM HACTPONMKH M OOCITYKUBaHUS AHTUBUPYCHOIO
MPOTPaMMHOTO 00€CTIeUeHU .

[lepen mnpakTUYECKUM 3aHATHEM OOYYAIOLIUMCS JOJDKEH JIeTaJbHO H3Y4YUTh TEOPETHYECKUE
MaTepuagbl BOIMPOCOB NPAKTHKU B Yy4eOHMKAX, KOHCIEKTaX JEKIUH, MEepUOJUYECKHX XKypHAJIaxX U
npouee. Eciu py BBIMOJIHEHNUN MPAKTHUECKOTO 33/1aHUs y 00Yy4aroIerocsi OCTaloTCs HEACHOCTH, TO EMY
HE0OX0IMMO ONEPAaTUBHO OOPATUTHCS K MPEIOAaBaATENIO 32 YTOUHEHUEM.

[locne  BBIMONHEHMS]  MPAKTUYECKOTO  3aJaHusl  oOydaromuecs  JOJDKHBI  BBINIOJIHUTH
camocTosiTellbHyI0 paboTy. CaMocrosiTenbHasi paboTa BKIIIOYaeT B ceOs MHIUMBUIIyaIbHOE 3aJaHUE IO
npoiaeHHon Teme. Takum o0pa3zom, KaxIblii 00yJaromuiics BHIMOIHIET TOJBKO CBOW BapHaHT 3a/1aHusl.
BrinosiHeHue nmpakTUYECKUX 3aJaHUN COMPOBOKJIAETCS BHIMOJHEHUEM MHMCBbMEHHOTO OTYETa B TETPAJIH.
OT4er MOMKEH BBINOIHITHCA AKKYpPaTHO, OBITH JIETKO YMTAEMbIM IMOJYEPKOM, MPU 3TOM JIOMYCKAIOTCA
OOIIENPUHATHIE COKPAILIEHHSL.

[Ipy IMCTAaHIMOHHOM BBINOJHEHUU MPAKTUYECKUX PAaOOT, OOYJArOIMICI MOXKET CaMOCTOSTEIbHO
nprobpectu onepanroHubie cucremsl Windows XP, Windows Vista, Windows 7, Windows 8, Windows
10. OTBETCTBEHHOCTh 3a YCTAHOBKY M HACTPONKY MpOrpaMMHOr0 oOecrieueHus B JaHHOM CiIydae
JoxuTcad Ha oOywaromerocs. Creayer BOCIOJIB30BaTbC METOAMUYECKHMMM YKa3aHUSAMHU II0 YCTAHOBKE
JAHHBIX IPOTPAMMHBIX CHCTEM.

Pe3ynbrarhl BBINOJIHEHHBIX 33JaHUM OLICHMBAIOTCA C YYETOM TEOPETUYECKUX 3HAHHH II0
COOTBETCTBYIOLIUM pazjeslaM JAUCUUIUIMHBI, TEXHUKH BBIIIOJHEHUS paboThl, OOBEKTUBHOCTH M
00OCHOBaHHOCTH NPHUHUMAEMBIX pEIIeHUH B Ipolecce padoThl ¢ JAaHHBIMHU, KauecTBa OQOPMIICHHS.
Ilepexo K BBINOJHEHHUIO CIEAYIOUIETO IPAKTUYECKOTO 3aJaHus AOIyCKAEeTCA TOJIBKO IIOCJIE OTYeTa
BBITIOJTHEHHON PalOTHI.
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VY4eOHO-METOIUUECKOE U3JAHUE

PaGouas mporpamma y4eOHOM AUCIIUTUTHHBI

Nudopmannonnas 6e30nacHOCTb

(Hau,\rtenosanue ()llCMunflqul 6 coomeemcmeuu ¢ yweﬁnbm l’lflaHO}Vl)
@uiaunnoB Muxaua BaagumupoBuy

(Pamunus, Ums, Omuecmeo cocmagumesi)
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